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Abstract

Wireless Sensor Networks (WSNs) are popular for thede scope of application domains
ranging from agricultural, medical, defense, industriakiadp mining, etc. Many of these
applications are in outdoor type environments that are umteguland unpredictable, thus,
potentially hostile or physically harsh for sensors. Pplopularity of WSNs stems from their
fundamental concept of being low cost and ultra-low powezless devices that can monitor and
report sensor readings with little user intervention, Wwras led to greater demand for WSN
deployment in harsh industrial environments. We argue the¢ Hre a new set of architectural
challenges and requirements imposed on the hardware, saftaved network architecture of a
wireless sensor platform to operate effectively undesthendustrial environments, which are not
met by currently available WSN platforms. We proposewa sensor platform, called Sprouts.
Sprouts is a readily deployable, physically rugged, volumetyicaihiature, modular, network
standard, plug-and-play (PnP), and easy to use senatiorpl that will assist university
researchers, developers, and industrial companies to eveli&iNeapplications in the field, and
potentially bring about new application domains that were pusly difficult to accomplish
using off the shelf WSN development platforms. Therefore addresses the inherent
requirements and challenges across the hardware, seftand network layer required for
designing and implementing Sprouts sensor platform for hadsistrial environments. We fully
implement the hardware, network, and software architetturthe Sprouts platform and verify
that they meet the requirements for harsh environments.depéoy the Sprouts platform
customized with our PnP ultrasound sensor module in an maduspplication to monitor the
health conditions of Syncrude's vibration screens operating unteme harsh conditions.
Sprouts has been showcased in OCE Discovery 2011, and hagriogen to be extremely

valuable for industrial mining companies such as Syncrude.
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Chapter 1

Introduction

A wireless sensor network (WSN) is composed obuese constrained wireless sensor nodes
[1][2], also known as source nodes, which coopenatie neighboring nodes to achieve a certain
goal related to the application or services theyvijole. Source nodes are embedded systems
limited in size, cost, memory, processing speeddbédth, and available energy. Source nodes
get their name from being the origin, or sourcethef generated sensor data in the network, and
constitute the majority number of nodes in a WSKn&ated data is wirelessly transmitted as
report packets, which propagate through the netwmsards the sink nodes. Sink nodes are often
the final destination for report packets, whereytree collected, analyzed, graphically
represented, or further propagated to other netsvtitkough a gateway-sink, as seen in Figure
1.1. Gateway-sink nodes allow packets to migrasenflone network technology to another by
translating report packets between two or more ostsv The general applicability of WSN
technology generated many applications in varioosans including: the Internet of Things

(loT) [3], surveillance [4], industrial monitoring5], mining [6], agriculture [7], habitat

monitoring [8], healthcare [9], etc.

G rurnnnan [ 2 —
Local WSN External data flov
data flow via gateway-sink

Figure 1.1 A typical WSN identifying source and sik nodes
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WSNs have made a commercial impact in the embedded miarkket form of general purpose
development platforms. One of the first commercial WSNfglms, René [10], was sold by

Crossbow in 2000 with the help of an open-source operatingnsyGinyOS [11] released to the
public the same year. Today, we can find popular WSN prasfodeveloped by prominent

companies like Crossbow [12], Intel [13], Texas Instruments N4fional Instruments [15], Sun

MicroSystem [16], Atmel [17], Honeywell [18], etc. Howevemnedto the lack of common

standards in the hardware and middleware architectamest of the existing platforms are
incompatible among each other. It is imperative to studstieg WSN platform architectures

across the hardware, software, and network layers, andstaa the underlying architectural
composition of a WSN platform before investing into a camual platform, or before designing
a new platform architecture.

A WSN platform is a general purpose development system dedigreetelerate research and
development of WSN applications. A typical WSN platform comabia number of subsystems,
including a wireless communication transceiver, low pomerocontroller unit (MCU), energy

sources, and a variety of onboard sensors such asregmmee humidity, accelerometer, light, etc.
Designing a WSN platform that is low cost, ultra low powgrysically small, rugged, multi-

standard-compliant, and adaptable across various apmticdbmains introduces numerous
challenges due to conflicting requirements leading to indeitaradeoffs in the hardware,

middleware, and software architecture.

We propose a new sensor platform, called Sprouts. Spatgaadily deployable, physically
rugged, volumetrically miniature, modular, network staddplug-and-play (PnP), and easy to
use platform for harsh industrial environments. We addtessinherent requirements and
challenges required for designing and implementing Sprous®isetatform for harsh industrial

environments.
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1.1 Motivation and Objectives

Most of the commercially available WSN platforms in usgaty are very similar in terms of their
hardware architecture [11], which is either based on thet M8P430 microcontroller unit
(MCU) or the 8bit ATmegal28 MCU, in combination with a Z&gtbased network architecture,
and a TinyOS operating system, such as IRIS, Mica2MicaZ, TelosB, Tmote Sky, and EPIC
[12], which are discussed in more details in Chapter 2.abt, fthe popular use of the
aforementioned sensor platform architecture, found in [$2]ué to the wide community support
for TinyOS, which has constrained the development of newos@testform architectures due to
difficulties in porting TinyOS to other MCU architectuf@®]. In addition, the above mentioned
platforms are only suitable for indoor safe environmentstdukeir lack of an inherent rugged
enclosure. This limits the usability of the sensor platfoo safe lab environments, and beyond
the reach of harsh industrial applications. The lack ofvare architecture standards in WSNSs is
greatly made up for in organized, standard, and opercemetwork architectures. Adopting a
certain network standard is not only important for theromperability of wireless sensors between
different vendors, but a long term investment that must be stadretllly. Thus, it is imperative
to compare the most notable and fundamentally different mk$wior WSNs, as discussed in
Section 3.2.

A suitable wireless network standard for harsh industrigironments may still require network
layer modifications to reduced power consumption, and adapiriams features like remote-
wakeup [20] and wireless energy harvesting [21]. Furthermore #nerno software architecture
standards in WSNs [22][23]. In the literature [24][25][26][28], software architectures for
WSNs focus entirely on the middleware layer. In order tastse the development of
applications for industrial environments, the middleware mua lahigh level of abstraction, a
user friendly environment, and an intuitive programming interfa@dow users to develop WSN
applications with little computer-science background. The tesearch questions we try to

answer are: (i) what are the requirements and imposéiémies to design a sensor platform for
3
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harsh industrial environments that is readily deployablélyeasstomizable, and open to a wide
number of applications; and (ii) what are the issued such a platform create across the
hardware, network, and middleware architectures?

Throughout our literature search, we have found that ayeseployable rugged WSN platform
that is volumetrically miniature, ultra low power, remgtdatriggered, capable of energy
harvesting, and that targets harsh industrial environniews not yet been studied by the WSN
research community. Researchers are yet to assessallengbs and requirements across the
three architectural layers of a WSN platform, thattie hardware architecture, software
architecture, and network architecture. Therefore, we folacarefully study the three underlying
architectural components of a sensor platform in ordelet@lop a new type of sensor platform
for harsh industrial environments. In addition, due to thgevapplication domain of WSNs,
designing a general purpose WSN platform is not a trivial #éasekis most contributing when
designed for a particular application domain, such as the 2nfotecomputationally intensive
applications, TelosB for ultra low power applications, anSpot catering to Java developers.
Therefore, a WSN platform architecture with a targefeglication domain focus may be a more
meaningful design approach than a WSN platform architectitte a very wide application
scope. Therefore, our WSN platform focuses primarily arstn industrial environments, while

maintaining a general purpose architecture design applicableg¢papplication domains.

1.2 Contributions

We design and implement a new WSN platform architectargeting harsh industrial
environments. The Sprouts WSN platform represents a uniqueemdlirection for WSNs in
industrial environments. Sprouts platform closely represaetsperation of an RFID-like sensor
node, which allows for remote RF wakeups, and wireless ptamsfer. In addition, Sprouts is

utilized in the harsh operating environments of the OneSato monitor Syncrude's vibration
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screens. By designing and implementing a new WSN platimumgontributions are divided into

two categories educational and industrial.

A) Research Contributions:

1)

2)

3)

4)

5)

The architecture design of a new energy-aware middlewdterase architecture called
DREAMS. The middleware will focus on modularity and energyésting [29].

The design of a plug-and-play (PnP) protocol and a generiorsinierface are essential to
easily customize the platform for different applicatias@]]

A comparative analysis between network standards as alplglito low power WSNSs.
Popular network standards for WSNs include Zigbee, ,Birid DASH?Y.

A novel design and implementation of a generic energy consunigimchmarking platform
(ECBP) tool using National Instruments data acquisitioarh and Labview, and a unique
method for estimating the network lifetime based on real uneasents obtained from our
ECBP [33].

Modifying the default network behavior of a Zigbee netwarkeduce energy consumption

by one order of magnitude, thus extending the network lifetyrted same factor [33].

B) Industrial Contributions:

1)

2)

3)

4)

The design and implementation of a modular hardware actinée within a very small
physical size utilizing a coin battery and a rugged enclosurexipgately half a cubic inch
in volume, which allows the platform to be deployed in widgyeaof applications [31].

A novel patch antenna integrated into a metallic rugged amel@lowing the platform to be
deployable in harsh industrial environments [32].

Remote wakeup and wireless power transfer integratimwialy the sensor platform to
harvest energy while sleeping indefinitely until a remotéeaup signal is detected [33].
Solving the problem of how to monitor Syncrude’s vibration scriegaments. This will

allow Syncrude to replace the mesh screens only when thetdongass been completely
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eroded off exposing the vulnerable steel layer. This contoibdias several major benefits to
Syncrude including: eliminating human related visual evaloaterrors, reducing
maintenance downtime, eliminating premature replacemantsthe real-time monitoring of
the vibration screens from the comfort of the office envirornf&0j[31][32][33][34][35].

The integration of an ultra low power ultrasound-based nomudtise testing (NDT) with

wireless sensor networks for industrial monitoring [36].

1.3 Thesis Organization

The remainder of this document is organized as followmp€er 2 describes the architecture

overview of WSN platforms and gives a comparison between promphetiorms. Chapter 3

surveys the hardware architecture, network architecture, saftware architecture of WSN

platforms. Chapter 4 describes the challenges and requirefoeM&SN platforms operating in

harsh industrial environments. Chapter 5 describes our uniqgeapld play protocol which

allows us to customize the Sprouts platform using sensor nsoddleapter 6 describes the

hardware architecture of Sprouts which includes the ruggeddseme, energy harvesting from

wireless power transfer, remote triggering, Sprouts sooode hardware architecture, Sprouts

Sink node hardware architecture, and Sprouts patch antéhapter 7 describes Sprouts network

architecture, our unigue method of significantly reducing theep@eonsumption by utilizing our

ECBP solution and modified Zigbee network behavior, amdunmique method of measuring the

network lifetime based on real measurements obtained frolB@BP. Chapter 8 describes two

software architectures, such that one resides on the soodeecalled DREAMS and the other

resides on the sink-server node. Chapter 9 describes how weSgwplyts WSN platform to a

harsh industrial application, such that we monitor Syncrudéiation screen and utilize an

ultrasound thickness sensor module to monitor the thicknete afteel and tungsten layers on

the screen. Chapter 10 concludes the thesis and gives an ocotidakure directions for our

Sprouts platform.



Chapter 2

WSN Platform Architecture

The design and implementation process of a WSN platforan isitricate and a tightly coupled
discipline between science and engineering. Designing a WSirplahat is low cost, ultra low
power, physically small, rugged, network standard, and adeptsisbss various application
domains introduces numerous challenges due to conflictopgreenents leading to inevitable
tradeoffs. For example, a low cost platform might be ukgpged and therefore difficult to deploy
in an outdoor harsh environment, while a ruggedly packaged &frm might be larger and
heavier than a given application may allow. Similarly,igledradeoffs also extend into the
network and application layers of the platform. For exanmqséyork rich features such as multi-
hop routing or an embedded operating system (OS) will agaesincreased internal memory,
software design complexity, energy consumption, and platbashas a result.

Consequently, it is difficult to design a platform tlw@in satisfy a wide range of applications
without suboptimum performances [37]. Instead, WSN platfoserve as a starting point for
users to experiment with a platform-architecture or abdoation of hardware features. The
ability to test a WSN platform architecture eliminatee need to invest into the expertise
required to build the physical hardware architecturéhdfuser is completely satisfied with the
preliminary results provided by the development platfotime, user can optimize and build a
custom version of the platform in the final deployment stagth® application. Thus, many
platforms utilize a proprietary interface (e.g. sepaits, digital ports, analog ports, etc.) to allow

custom solutions to be added as expansion boards [10][12][13][14][13]81.7][
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2.1 WSN Platform Architecture

In a typical WSN platform, there are three sub-archites composing the technology. These are
the hardware, software, and network architectures [22]E8keen in Figure 2.1. Although the
three sub-architectures are tightly coupled in a given Wgitem, each sub-architecture can be
considered a separate discipline or an independent body of kigewBhe hardware architecture
focuses mainly on the hardware design of the source nodes) mhie up the majority of the
WSN deployed nodes. In order to reduce design and developmentegdiep] the sink node’s
hardware architecture is often designed very similardentical to the source node with the
exception of unlimited power available to sink nodes. The anétvarchitecture of a WSN
platform refers to the network topology and wireless concation standard technology
deployed. The software architecture, on the other hand, teféne middleware architecture and
the operating system of the WSN. The middleware residegbe the application layer and the
operating system residing on the sensor nodes.

The first commercially successful WSN platform was Shmw’s René mote [10], developed at
the University of California, Berkeley, which started amlamche in the production of WSN
platforms. René’s success in academia was mainly ditee @pen-source policy accompanied by
an open-source event driven embedded operating system, T[agPSRené led to the steady
success of MicaZ, Mica2, IRIS [12], and TelosB [38]. dpdhere are a wide selections of WSN
platforms to choose from, yet some developers and users fwrefevelop their own customized

platform suitable for their own specialized application [80][
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Figure 2.1 The three Main Architectures Composing a WSN IRtform Architecture

2.2Hardware Architecture

The hardware architecture of a wireless sensor nodenposed of four essential components:
microcontroller unit (MCU), transceiver (TxRx), power soyraed sensor-elements. The MCU
controls and coordinates the functions of the sensor nodetsdine transceiver, and monitors the
sensor elements. The transceiver is the wireless coroatiam device that transmits and receives
data packets using radio frequency (RF) channels. Therpsurce is the energy source for the
sensor node, which can be battery operated, AC poweredsing some form of energy
harvesting (e.g. solar power). Sensor-elements (SEjharactual sensing components inside the
sensor node that extract information from the environment, sutdmaerature, pressure, light,

sound, etc.

2.3Network Architecture

A WSN may be composed of a network of heterogeneous sewsi@s each performing a
different role, or a simple homogenous low cost network coeghad one sensor node
architecture. A generic heterogeneous WSN is composed oftihpe® of sensor nodes, which

have been given various names over time, namely: end nodegsoode), router node, and
9
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central node (sink node), which is usually also a gateway Adaeend node is a sensor node
with the most limited resources, lies at the end of tlwork, and spends most of its time in the
lowest power mode possible. The router node is a mediatortinaideollects report packets from
end nodes and routes the packets to the central node or otlegrmodés in the network. The
central node essentially collects reported packets geddmtend nodes in the network for local
storage, analysis, or to act as a gateway node to meheorks such as WiFi, Bluetooth, Zigbee,
etc., and may eventually make its way to the internetlard services. Network topologies in
WSNs are divided into three main categories: Star,, Eree¢ Mesh. A Star network topology is
the simplest form with many end-nodes communicating to oneoalydone coordinator in a
single hop network that resembles a star shape. A Treegppisl a hierarchal type network that
starts from the level-one root node, or parent node, and brachiggmsub-levels, such that the
root node is connected to one or more level-two sub-nodes, dracthitodes. Level-two children
nodes can also take the role of parent nodes and have le&ktib-nodes, such that the process
can continue to level-N sub-nodes. Mesh network topologynbgzarticular restrictions on the
form of the network and does not necessitate the existeraceaitral node or a parent node. A
node may connect to multiple neighboring nodes within its recepigamity as long as a reliable
communication channel can be maintained. A Mesh networkthe®dvantage of routing a

packet via multiple paths from source to destination.

2.4 Software Architecture

The software architecture of a WSN platform focuseshenmiddleware of the WSN platform
and the operating system. The middleware is the softagee located between the application
layer and the operating system residing on the sensor nbdenitidleware’s job is to assist the
application layer in composing applications for the WSN piatfevhile hiding details about the

underlying operating system, network, and hardware levellgletaiaddition, the middleware

10
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defines the software orientation of a given WSN platfdfor. example, a service-oriented WSN

platform is a WSN platform that utilizes a client-seregented middleware architecture.

2.5Popular WSN Platforms
The popular use of the MSP430 and ATmegal28 is due to séxet@is including: ultra low

power (ULP) energy consumption, community support, open sommoilers based on GNU
GCC, and TinyOS. Support for TinyOS has commercial aaderic importance. Thus, WSN
platform development has been constrained to the MSP430Bmegal128 due to difficulties in
porting TinyOS to other MCU architectures [19]. Other high pladforms are based on various
ARM architecture versions such as SunSpot [16] and IMote2 Yildth provide a 32-bit bus
architecture, greater than a 100MHz processing speed, menamggement unit (MMU), and
the ability to support a light version of Linux operatingtsgs (e.g. Imote2). Figure 2.2 shows
the most prominent commercially available WSNs.

SunSpot [16] is a uniqgue WSN platform developed by Sun Mictesys Sunspot uses Squawk
Java virtual machine (VM) which supports Java natively onAAMEL920T ARM MCU.
Squawk is an open source VM written mostly in Java and duestly on the MCU hardware
without the need for an OS. Running without an underlying OS esddbe memory
requirements, implementation complexity, and the needippast multiple operating systems.
Other hardware features include Chipcon 2420 IEEE 802.15.4 ragip3:hiis accelerometer,
light sensor, temperature sensor, 8 tri-color LEDs,rfegd purpose 1/O pins, and 4 high current
output pins. SunSpot’s hardware attributes are currentlyaenesl luxury in comparison to other
platforms, which can easily increase cost, physica, sitnd power consumption. Sunspot’s
unigque feature is the ability to program WSN nodes using Jhichwo other platform offers.
IRIS, MicaZ, and Mica2 [12] use an 8bit ATmega MCUs frétmel. The three platforms are
almost identical in specifications, with IRIS usingligltly enhanced hardware version from the
MicaZ’'s ATmegal28 (i.e. ATmegal281), and IRIS has twiceatneunt of internal SRAM (i.e.

11
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8KB). Mica2 uses the same MCU as MicaZ, but with a lowuUeegy radio transceiver. In
addition to some general hardware improvements such as muoegsT iDigital 1/0s, SPI ports,
etc., the IRIS mote hardware architecture can be useddiagct replacement for MicaZ as an
upgraded platform. Both MCUs support TinyOS and use a Zigeeeork.

TelosB [38] uses a 16bit MSP430 MCU from Texas Instruments),(Which is one of the most
popular families of controllers in the research commumtiay. However, since the release of
MSP430F1xxx family of MCUs, there have been four family improsmist MSP430F2xxx,
MSP430F3xxx, MSP430F4xxx, and MSP430F5xxx with each having targej@wvements,
such as increased internal memory, increased digitatembivity (e.g. USB host), improved
power supervisory systems (e.g. MSP430F5xxx family), redymmasler consumption (e.g.
MSP430F2xxx), etc. Although, the MSP430F1611 is currently consideredtdated MCU, the
use of TelosB platform is still strong within the WSé&search community due to the available
software support. TelosB, also features direct connectivity USB host for easy programming
and debugging, as well four on-board sensors, which providemediate experience for the
user in reading and reporting sensor values without thetfoeeustom sensor attachments.
Imote2 [13] is based on Intel's XScale processor PXA271, wihad an ARM v5 core
architecture. The Imote2 platform is not the traditiomaV power, low cost, or low resource
WSN platform. In fact, the Imote2 focus on applications treuire high computational
resources, such as audio and video processing. Imote2 supglalles speeds from 13MHz up to
416MHz. Imote2 is one of the very few platforms that haseplorinyOS onto a non MSP430 or
Atmega MCU, and is able to support Linux and Microsoff TNMicro framework.

National Instruments (N.l.) has a unique WSN solutioat tis integrated into their data
acquisition line of products including LabView. LabView usegd-&ke graphical components
that can be connected together by simply drawing a line thenoutput-port of one component to

the input-port of another, without the need to write any soféwode. Therefore, using WSN-
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3202 is accessible to non-technical user backgrounds andestjtile to no outside consulting
or training, which is a huge advantage over other availald8l platforms. The entry level node
is the WSN-3202 [15], which has 4 analog inputs and 4 digital T@s WSN platform solution

provided by N.I. is completely proprietary at the hardware software layers. Therefore, no
available information is provided regarding which MCU,,@®& radio chip is used inside the
WSN-3202, except that the radio chip is based on the IEEE 802.tHhdas]. Despite the
extremely closed nature of the WSN-3202 platform, the platierquite successful in industry
and application-level research due to the ability to progfeanWSN-3202 using the intuitive
drag-and-drop LabView graphical programming environment. Timplisity of such a WSN

system comes at the cost of price. The entry level nodege riiom $440 to $770 each, the
gateway node NI-9792 costs $1,815, and the LabView softwate tan the most basic option
at $1,925 and can easily exceed $50K depending on the options addedek dthe cost can be

justified given the simplicity of use and consulting-foevelopment.

E: MicaZz F: Mica2 G: Tebs
Figure 2.2 Images of prominent WSN platforms
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2.6 WSN Platform Attributes

We compare the seven popular platforms in Table 2.1 in tefrtise attributes defined below.
The system core and radio system metrics are a totleof attributes dependent on the MCU
and transceiver chip.

System Core the system core relates to the main processor usedntool the sensor
node. There are five important features categorizing tbesycore: the data bus width (e.g. 8-
bit, 16-bit, or 32-bit), maximum running speed, internal prograemory (i.e. Flash), volatile
RAM memory, ultra low power operation, and external membiigher values for each feature
results in a better overall system core at the costcobase price, with the exception of the ultra
low power operation. For example, a larger data bus wadith) as 32-bit, can execute arithmetic
operations more efficiently than a 16-bit or 8-bit prooestarger Flash and RAM memory
allows the sensor node to run memory intensive programs, suah aperating system (e.g.
TinyOS) and a network stack (e.g. Zigbee) without thed rfee external memory. Ultra low
power operation is granted if the system core can aclesgethan approximately 8 in deep
sleep mode while preserving RAM content. External memonybea very useful in particular
applications, where data is acquired from sensor readimgidas to be stored over an extended
period of time before it can be relayed to a sink node. Eattenemory is mostly non-volatile
Flash-based memory, which allows the platform to discorpmeer to it without losing data.

TinyOS Support: TinyOS is the de-facto operating system for WSNs. Supfoort
TinyOS is mostly important among universities for redegmarposes. TinyOS is an open-source
operating system for WSNs, and is explained in moraildan section 5.7. Porting TinyOS to
other MCUs than the original ATmegal28 and MSP430, has beserpdifficult [19], with
exception of Intel's IMote2, possibly due to Intel's furgisupport to the TinyOS project.

Energy Source the main source of energy for the sensor platform. Teletes to the

type and number of batteries used to power the senstrplaffwo standard AA-type batteries
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are often used to achieve a voltage level between 2.4\Vgrgeable AA batteries) and 3.0V
(non-rechargeable AA batteries), which is a necessary voleag to run a regulated 1.8V
system core. System cores that run at a regulatedi®®@Y/often require 3 or more AA batteries,
which increase the size of the platform and assoccusis.

Onboard Sensors sensor platforms with onboard sensors are considergdiseful for
prototyping general applications that make use of them, witheuteed for custom built sensor
attachments. Higher number of onboard sensors is desif#idecost increase is not significant.
However, onboard sensors become an added cost if theytardined by the application.

Radio System characteristics of the radio system determines mamyrésaof the WSN,
such as support for a network standard (e.g. Zighee),rmaxitransmit (Tx) power, receiver
(Rx) sensitivity, and frequency band. Communication bandslianiged to the license-free
Industrial Scientific and Medical (ISM) bands set by a gigeuntry. Larger Tx power is useful
to extend communication range without adding an external aempl#i lower sensitivity value
implies better reception of weaker signals, hence, extermadunication range.

Physical Attributes: the size and weight of a sensor platform is import&me is
important because if the sensor platform is larger tharavailable space in a given application,
the platform may not be suitable for deployment. If thegiveof the platform is too heavy for a
given application, such as animal tracking, this may rettaemplatform unfit for deployment.
Therefore, smaller and lighter platforms are morerdbt.

Cost the cost of a single sensor platform. For prototypingp@ses, cost is not an issue.

However, for applications that require a hundred or mems@ nodes, cost becomes a concern.
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Table 2.1 Attributes comparison of the most prominent W8 platforms

System Core Radio System Physical Attributess
) Approx
Platform Ultra | TinyOS _ ISM ~ |Weight| ¢, = Energy |Onboard
Max Radio Max Tx| Max Rx | Size 0 > Cost
Name MCU Flash | RAM Core| Low |support _ Freq. - (no | S & Source| Sensors
Speed (chip) Power |Sensitivity (mm) T C per node
Power Band Batt) |£ G
IRIS 128 8 16 |AVR Zighee 24 -101 | 58x32 no Separate
ATmegal281 | Yes Yes +3dBm 21g 2xXAA ~$110
[12] KB KB | MHz | 8-bit (AT86RF230) GHz dBm X7 board
Micaz 128 4 8 |AVR Zighee 2.4 -95 | 58x32 no Separate
ATmegal28L| | Yes Yes 0dBm 169 2xXAA ~$100
[12] KB KB | MHz | 8 bit (CC2420) | GHz dBm X7 board
Mica2 128 4 8 |AVR proprietary |433-916 -97 | 58x32 no Separate
ATmegal28L| . Yes Yes +10dBm 169 2xXAA ~$100
[12] KB KB | MHz | 8bit (CC1000 MHz dBm X7 board
TelosB 48 10 8 |RISC Zighee 24 -95 | 65x31 no 4
MSP430F161 | Yes Yes 0dBm 159 2x AA ~$120
[38] KB KB | MHz | 16bit (CC2420) | GHz dBm X6 sensors
SunSpot 4.0 512 | 180 | ARM Zigbee 2.4 -95 64x38 yes |Lith-lon 3
Atmel 920T No No 0dBm 459 ~$150
[16] MB KB | MHz | v4 (CC2420) | GHz dBm x25 3.7V | sensors
IMote2 XScale 32 |256K+ 416 | ARM Zigbee 2.4 -95 36x48 no Separate
No Yes 0dBm 12g 3xXAA ~$300
[13] PXA271 MB |32MB| MHz | v5 (CC2420) | GHz dBm X9 board
WSN-3202 (Proprietary 802.15.4 2.4 17 -102 | 42x85 yes Separate
N/A | N/A | N/A | N/A | N/A No ) 172 g 4 xX AA ~$400
[15] hardware) (undisclosed) GHz dBm dBm | x124 board
) yes 2 sensor|
CC2530 256 8 32 | 8051 Zighee 24 4.5 -97 | 23x23 20mm
Sprouts Yes Yes 99 — |(4sensgq ~$20
(Intel 8051) | KB KB | MHz | 8-bit (CC2530) | GHz dBm dBm x12 coin dul
modules|

Note: Underlined text: a high attribute, bold texdow attribute, and regular text: average or cammttributes. a) bill of materials
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In Table 2.1, we notice that IRIS provides significant hamwmprovements over MicaZ, while
Mica2 provides a low frequency radio alternative to MicaelosB adopts the ULP MSP430
MCU with the lowest sleep current, USB programmabilityd &adds 4 on-board sensors for
immediate experimentation with sensors without the neec feeparate add-on sensor board.
SunSpot uses an ARM-v4 processor with extensive 512kB ohait8RAM memory, 4MB of
external Flash memory, 3 on-board sensors, and a reabéeg® 7V battery. Imote2 uses an
ARM V5 processor, has the highest operating speed, highestnamb Flash memory, and
highest amount of SRAM. WSN-3202 is a closed proprietaryfopia designed for easy
programming using Labview. WSN-3202 is the largest and heaaiesilso has most expensive
platform cost per unit. In addition, on the WSN-3202 was desifprdddustrial use, however, it

is the largest, heaviest, and most expensive platformhwtiltlimit its application scope.

2.7 Sensor Platform Attributes Comparison for Harsh Environmerts

From the attributes shown in Table 2.1 and Figure 2.2, weenttat IRIS, MicaZ, Mica2,
TelosB, and Imote2 do not take into consideration any enédsutheir platforms, which makes
the platform easily susceptible to harsh environmental faascussed in Section 4.2. We
discuss how the enclosure design must be taken into considetating the development stages
of the platform and its affect on the antenna performan8ection 6.5. In addition, SunSpot and
WSN-3202 both utilize a plastic enclosure which may not supiwesical damages imposed by
harsh environments. Furthermore, TelosB utilizes an ond@@gl antenna, which prohibits the
platform from using any kind of metallic enclosure, whictulgdblock radio signals. From Table
2.1, we notice that our Sprouts platform has the smaltdsinetric shape while having a metallic
enclosure and a patch antenna that is not susceptible tmglHysakage like a whip antenna
would face. Any physical damage or breakage of the antesunsed by the harsh environment
would render the platform unreachable or disconnected flemnetwork. In addition, our
Sprouts platform utilizes remote triggering and energy hangestia wireless power transfer,
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which the other platforms do not consider. Easy customiz&tiowarious applications is also a
very important feature that all other platforms in Tahle do not consider, such that we utilize

our own developed low power and interrupt driven PnP protbsolissed in Chapter 5.

2.8 Summary

Due to the variation in MCU architectures, code compatibdinong these platforms remains
problematic. A unifying MCU architecture such as the new ARbft€x-M family [41] can
potentially offer an MCU core standard for WSN platfesr WSN Platforms utilizing ARM
Cortex M family are yet to be seen, which is mainly tluéheir recent arrival to market and the
strong software support for already existing MCUs. TablesRi®marizes the advantages and
disadvantages of using each platform. For example, IMisteiitable for high performance
WSN applications requiring high processing speeds such as amdiovideo processing

applications, while N.I.’s platform provides an easy togreg@hical programming environment.
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Table 2.2 Summary of advantages and disadvantages of populamfbrms

Platform ) ) Suitable for
Name Unique Advantages Disadvantages (application focus)
Uses AT86RF230: a low cost, low power, ATmegal281 is an upgrade fo
IRIS high sensitivity Zigbee radio, and an | ATmegal28L, but it is also getting FBerTeraI purpose VYSN
upgraded ATmegal281 MCU old applications, research in WSNs$
Uses outdated ATmegal28L General purpose WSN
Micaz None MCU, very limited resources, ngapplications, compatibility with ol
Zigbee compatible developed software (legacy-mode)
Uses sub-GHz frequency CC1000 radio [for Long range applications, locations
Mica2 longer range communication without Same as MicaZ with crowded 2.4GHz traffic andg
needing an external amplifier interference
Uses a low power MSP4301611, 4 onboai@ver priced MSP4301611 due o General purpose WSN
TelosB | sensors (no need for a separate board, USBits popularity, which is also applications, research in WSN§,
programmable outdated low cost deployments (4 sensor(s)
Uses familiar Java and NetBeans to | Complex underlying hardware an#ligh level language programming
SunSpot |program nodes. Most of the virtual machjnsoftware to replicate, no TinyO$ (pointer-free), recycling Java
is open source and written in Java. support programs written for a PC/MAQ
Uses Intel XScale processor for Complex design, no onboard | Highly technical developers and
IMote2 computationally demanding applicationssensors, highly priced, not suitalpldemanding WSN applications like
Runs Linux, Win-CE, and TinyOS. for simple applications audio and video analysis
Easy to learn and configure by non- | Proprietary hardware and softwareNon technical developers from|
WSN-3202| technical users provided by the graphical design, physically large, no | non-engineering backgrounds, qut
programming environment (LabView) | TinyOS support, expensive units of the box deployment
Rugged metallic enclosure, volumetrically Limited battery capacity due to| Harsh industrial environments, a
Sprouts miniature, remote triggering, energy | limited physical space (mitigatefl application that requires a very

harvesting, PnP customization, low cog

t by energy harvesting)

3

small and rugged sensor platfo

19



Chapter 3

Background and Related Work

In this chapter we survey the three sub architectures congpasiVSN platform. We divide the
hardware architecture into its sub major components andriliieseach one separately.
Furthermore, we survey the prominent standard and proprietewpnkearchitectures available
for WSNs and provide and extensive comparison among them. In caldiie survey

middleware architectures designed for WSNs and provide a c@opamong them. We give a

brief comparison between the two prominent operating sysmmESNs, TinyOS and Contiki.

3.1 Hardware Architectures for WSN Platforms

The two most important components in the hardware acthieare the microcontroller unit and
the radio transceiver. Both components have seen considdedgmpment over the years with
the microcontroller leading the way. Although radio tranggs can be improved in a similar
rate to MCUs, it is not a recommended practice due to econwation compatibility issues and
obligations to meet wireless communication standards.p@btion in wireless standards for low
data rate applications (e.g. Zigbee, ANT, WirelessHARI.) makes it difficult to improve
transceivers that would have to be compliant with a rgigeandard. Since standards are
collaborative efforts of multiple organizations or spédnterest groups (SIGs), standards

typically take several years to come into production.

3.1.1Microcontroller Unit

The low power embedded controller, also known as a microcantraflit (MCU), has been
slowly transformed into a System-on-Chip (SoC) device, whitlegrates a number of
subsystems into one silicon chip. The MCU is one of the mgsbritant components of a sensor
node. The MCU contains all the necessary communication anesfto manage the embedded

architecture of a sensor node. MCUs can tremendously vaiydrirom several pins to hundreds
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of pins, in cost from few cents to several tensdoflars each, and functionalities from basic
UART to a full USB or Ethernet support. Choosingeneral purpose MCU compatible with a
large number of applications is not an easy taskypical MCU contains the following sub-

systems, as seen in Figure 3.1.
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Figure 3.1 General hardware Architecture of WSN Pl#&orms

Processor core is the central processing unit (CPU) in the MClhe processor contains an
arithmetic logic unit (ALU) for arithmetic operatis, instruction bus, and a data bus. Many
MCUs found in current WSN platforms have an 8btiadaus, from which they get their names as
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8bit MCUs. However, there has been a steady move towards adtlebus processors, such as
16bit (e.g. MSP430s and PIC24), and eventually 32bit wide MCgsA&M Cortex M), which
provide larger memories and increased efficiency in instnu@xecutions. Most of the MCU
processors are based on either a modified version of theatdaArchitecture (e.g 8051, PIC,
AVR, ARM) or the Von Neumann (e.g. MSP430).

Oscillator source provides the main clock source for the processor core tdwed components
like timers and ADCs. MCUs may include one or more intertmadkcgenerators with less than
1% (10KHz per 1MHz) frequency drift for non-critical timiagplications. In addition, optional
uses of external quartz crystals with less than 0.001% (@i6Hzer 1MHz) frequency drift are
available for time-critical applications (e.g. netwosishronization). The clock source defines
the running speed of the MCU and can be scaled from few (€H). 32.768 KHz) to relatively
fast running speeds (e.g. 32 MHz). Higher running speed atloevs1CU to finish a processing
task faster at the cost of higher power consumption, aedveisa.

Internal Flash, RAM, and EEPROM memory: insufficient internal memory can cripple the
MCU's range of applications. The nonvolatile Flash memoryesttihe compiled program code
and ranges from 1 KB to 512 KB. The volatile RAM memonres local or global variables and
ranges from 1KB to 32KB. The nonvolatiie EEPROM is an optionathory type designed for
frequent read/write access and ranges from 128B to 4KBevewit is commonly emulated
using Flash memory. The price of the MCU increases witeased memory sizes.

Timers are very important for most applications espgciISNs. Timers can be used to
synchronize a global network clock or wakeup the sensor modesieep mode. Timers count in
clock-ticks, which can be as fast as the core spektHz or as slow as 1Hz.

External RAM memory is an optional feature, costly ilt@rand power, sometimes needed in

applications such as micro Linux kernel, which requires abii of external SRAM.
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Serial communication ports are essential means to cornateniith a wide variety of external
components and systems with each having its unique chastcseand advantages. The easiest
to use is UART, the fastest is SPI, and the mosabtals 12C.

General purpose input/out (GPIO) ports can be used in a wide variety of ways including user
inputs from push-buttons, controlling LEDs, supplying current, lsitimg serial ports, etc.

Analog components include analog-to-digital converts (ADCs) apagtational amplifiers (OP-
AMPs). ADCs are mostly used to read sensor elementshwiave analog output voltages
corresponding to sensor reading, such a temperaturer s@sémps are optional components
used to amplify input voltages too small for the ADC or tmalbto digitally detect.

Power management includes managing power-mode levels sdelefasleep, sleep, idle, active,
etc. Manages the internal low drop out (LDO) voltage ra&igu] power on reset (POR), brown out
reset (BOR), and other power related circuitry.

Other attributes: these include internal and external interrupt souradsdmg non-maskable
reset switch, real-time clock and calendar alarms, damadouch sensitive ports, LCD
controllers, USB connectivity, Ethernet controller, etc. Addal specialty features increase

MCU cost.

3.1.2Energy Sources

The energy source is what the sensor node uses to powerteip sggnponents. There are many
potential power sources for WSNs [42], as simple as tergatDC power supply, or as
sophisticated as energy harvesting. WSN platforms hame bestly used with batteries as the
primary energy source. However, battery power is limitedaipacity and energy harvesting is
limited in output power production. Indeed, the limitationavhilable energy from the power
source has transformed the WSN technology into somethingunidye. If battery technology

today were to be a thousand times better in capacityeriti;e WSN technology would have
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evolved differently. However, WSN technology will always mergy conscious as long as the
energy source is limited in the deliverable capacity.

Furthermore, as more features are integrated into aessilijton chip, sensor nodes become
physically compact in size, such that the battery size besah®e dominating size factor of the
sensor node. Reducing the battery size will also reduceviitalde energy capacity to the
pressing point that energy harvesting becomes a necegsigrgy harvesting is further
encouraged by the recent green-technology popularity teeezhemically toxic waste present in
non-rechargeable batteries. However, non-rechargeable battaviesignificantly more energy
(e.g. 20mm coin battery CR2032 has 240 mAh and typically c8ts5 in 2012) than
rechargeable batteries (e.g. 20mm coin battery ML-2020 has 4bamé\typically costs $1.5 in
2012) and cost much less. As a result, energy consumptonelcame one of the very important
factors when evaluating a WSN, as it determines the anwfusnergy available for the sensor
node, which inevitably affects the operational lifetimehaf hetwork. Therefore, it is imperative
to optimize embedded algorithms, network protocols, power gesment states, and the

hardware architecture to achieve the lowest energy usageetalaetwork lifetime.

3.1.3Energy Harvesting in WSNs

As aforementioned, battery operated technologies todaymeroascious of energy consumption
including WSNs. Hence, it is no surprise that mobilesiess technologies such as WSNs have
resorted to energy harvesting techniques [43] to mitigatergecapacity limitations.

Energy harvesting is a promising alternative to conventiorigdriees for WSNs, especially when
power demands of a WSN platform are reduced to the output pevedrof energy harvesting.
By eliminating the battery, which is the largest componend &SN platform, the resulting
platform is physically small and can be integrated one small silicon chip, such as the case
with RFIDs. RFIDs harvest energy from high-power radaves generated by the reader in the

near vicinity. The disadvantage of radio waves is that tr@kdecreases exponentially in air due
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to the energy absorption by the water content in the atmasphs a result, the read-range is
limited to several meters depending on the output power okttger. Examples of other energy
harvesting sources are seen in Figure 3.2, which can be ditifcre WSNSs, including:
photovoltaic solar panels, electromagnetic induction, piezoeleetbi@tion, electrochemical

electrodes, mechanical magnetic motors, thermoelectitieralates, etc.
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Figure 3.2 Examples of energy harvesting sources. A: Photovait material used in solar
panels, B: Electromagnetic induction utilized in RFDs, C: Piezoelectric material used in
vibration sensors, D: Electrochemical reactions, E: Medmical rotation of magnetic motors

used in windmills, F: Thermoelectric Paltier-discs sed in electrical coolers

3.1.4Transceiver

State of the art wireless transceivers are effectivecdsvin the way they simplify wireless
communication between two sensor nodes, and with minimumt dfiam the MCU. For
example, some common features of modern transceivers inclugnaic packet assembly,
cyclic redundancy check (CRC), encoding and decoding, erratidet@nd correction, received
signal strength intensity (RSSI) or link quality indicat@QlI), digital channel switching,
advanced encryption standard (AES), carrier sense, (@8pmatic repeat request (ARQ),
automatic acknowledgement (ACK), piggyback data with ACK pacletts In addition to a
transmitter, receiver, and rich embedded features, modmnaceivers can also include: MAC
and network stacks, temperature sensor, general purgmgeomtput (GPIO) ports, and battery
monitoring capabilities (e.g. NnRF8001).

A transceiver with embedded MAC and network stack tresteviates responsibilities and
intervention from the associated MCU in terms of staokplémentation and network
management. The MCU also benefits from significantly moeglae internal Flash memory

previously occupied by the MAC and network stack, or the useheéper MCUs with less
25



Chapter 3: Background and Related Work

internal memory becomes possible. Thus, the MCU camsfds work-load on the application
layer instead. In Table 3.1 we compare prominent transcergexsin WSN platforms discussed
in section 2 (i.e. CC2420, CC1000, and AT86RF230) including efetes-art transceivers

available today, such as the CC2520 and nRF8001.
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Table 3.1 Comparison between popular radio transceivers

Q
ol . le 1= <J]o 2] 2]2 c[2 =] 2 [&8 b = DG
SEE oe|ERE |8 : E|ES 2Rec|Bl, & & |25E2 8 B EzE
Vendor S=|83E3E|BLE|(S 2l o |ES 5592|5295 | S |2xagis5T £ RE
! . © 50 £ 5 IS ODFdT|{adg|lN QO |EAakxad ) g .9
RadioChip |8 80 ES|3H2 |32l 8|58 2Ed2ER|E|Q| X |2%Bx302| & b2d
A8 (20| B25 50|55 £ |25 P RqE || |2 | & |gE5rTE| € BEE
Texas Inst Zighed 2.4 16 OQPSK | 30 | 0.3 1.8 |4wire|/AES _ | -4C- 22.5 25C| -98 |-18tq 25.¢| 28 $4.94
CC2520 [44] GHz (DSSS)| A | ms |3.8V| SPI|128 125C] mA|Kbps dBm| +5 | mA | QFN '
Texas Inst Zighed 2.4 16 OQPSK | 30 .2 | 2.1- |[4wire|AES -4C- 18.§ 25C | -95 |-24t( 17.£| 48 $6.60
CC2420 [45] GHz (DSSS)| A | ms |3.6V| SPI|128 125C] mA|Kbps dBm| +0 | mA | QFN '
Texas Inst. None <1.0up t(|FSK,00K 0.z | 2 |2.1-|3wirg| _ _ | -4C- 11.§76.8| -97 |-20t¢ 16.5| 28 $10.16
CC1000 [46] GHz| 50 | (none) | uA | ms |3.6V| SPI 85°C| |mA|Kbps dBm| +10| mA [TSSOR*""
Atmel Zighed 2.4 16 OQPSK | 20 | 1.1 |1.8 |4wire|/AES _ | -4C- 15.5 25C (-101}-17tq 14 32 $2.21
AT86RF230[47] GHz (DSSS)| A | ms |3.6V| SPI|128 85°C mA|Kbps dBm| +3 | mA | QFN '
Nordic Sem BLE 2.4 40 GFSK | 0.E| 1 |1.S-|3wire|/AES -40-| |14.5 1.C | -87 |-181¢ 13 32 $2.20
nRF8001 [48] GHz (FHSS) | uA | ms |3.6V| SPI | 128 85°C| ~ |mAMbps dBm| +4 | mA | QFN |

From Table 3.1, we notice that CC2520, CC2420, and AT86RF230 dreeZggpmpliant transceivers, the CC1000 is a non-standardiaomp
transceiver, and the nRF8001 is a Bluetooth Low Energy (RBld&)pliant transceiver. The CC2520 is a hardware upgrade t€@2420
transceiver with lower voltage operation, lower startopetihigher receiver sensitivity, higher transmit powerln package, and lower cost.
The CC1000 operates in the sub-1GHz ISM bands, which alloe&vSMSN to operate in a non-crowded ISM spectrum and achiever longe
communication range due to reduced path loss using lowgreneies. However, the CC1000 is not compliant with any nktstandard such as

Zigbee or Bluetooth. The AT86RF230 is the lowest costedgiompliant transceiver, has the highest receiver ségsiand the lowest overall

power consumption. The nRF8001 is a unique transceiver compiitrthe BLE network standard.
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The unique feature of nNRF8001 is the embedded BLE netwark, stdnich does not require the
platform’s system core to implement the network staolt waste valuable Flash and SRAM
memory. For example, a Zigbee stack from Texas Instrigmeam occupy up to 128KB of Flash
memory and up to 6KB or SRAM memory, which is a vemgéaamount of memory for an

MCU. The unique advantages and disadvantages of each tvensce summarized in Table 3.2.

Table 3.2 Advantages and disadvantages of popular radio transcerge

Vendor ) ) )
. ) Unique Advantages Disadvantages Used in Platform
Radio Chip
Texas Inst. Upgrade for CC2420, small package, lower ) )
) High receive and transmit currents Not used yet
CC2520 price
Texas Inst. ) . . Micaz, TelosB,
Widely used and supported High price
CC2420 SunSpot, Imote2
Texas Inst. Low frequency, which implies longer | No AES security, little to no MAC Mica2
ica
CC1000 communication range. Less crowded bahdupport, expensive, proprietary radio
Atmel . o
Low price and low power Larger in size than the 622 IRIS
AT86RF230
Nordic Semi Lowest power consumption, includes BLE o
) Low sensitivity, no RSSI Not used yet
nRF8001 stack, lowest price, 40 RF channels

3.1.5Sensor Elements

Wireless sensor nodes are often simply called sensdishwreates confusion between the
sensor-node and the onboard sensors, such as: temperaiwidityty pressure, force, light,
accelerometer, gyroscope, etc. Therefore, we refehdoohboard sensors as sensor-elements
because they have a generic elemental simplicity in coropats the sensor-node. Sensor-
elements are divided into two categories, that is, analogdagiighl. Analog sensor elements
require an analog-to-digital converter (ADC) on the MCU to cdnvariable voltage levels from
the sensor-element into digital readings. Digital values tt&n be translated to meaningful
sensor related units (e.g. Celsius for temperature) img @slookup table in the internal Flash
memory or by using a conversion equation. On the other hantl dighsor elements are already
equipped with an ADC and provide meaningful sensor readdgsimunication with a digital

sensor element is typically done using a standard setéafane, such as UART, SPI, I12C, etc.
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Digital sensor elements that use a common shared tygeriaf communication bus, such as 12C,
can scale in number easier than any other alterndtieeto the limited number of GPIOs on a
given MCU. Therefore, providing a commonly shared serial bustoert sensor-elements is

recommended for scalability.

3.1.6Summary of Hardware Architectures

Hardware technologies are always changing and improving on abass. WSN hardware
technology also follows a similar hardware improvement trermhs€quently, it is no surprise
that a WSN platform developed today would be obsoleteunor five years later. This creates a
problem for WSN platforms that need to last a decade otemupted deployment. In fact, some
WSN hardware commercially available today are alreadgidered obsolete (e.g. IRIS, Mica2,
and MicaZ platforms) when compared to state-of-the-amiviere technologies available (e.g.
STM32L and EFM32), yet developers still use them due to tbeg term support and proven
reliability. A new technology, on the other hand, will havegtothrough the development and
testing stages of quality control to eliminate any inhiesdicon manufacturing faults that might
jeopardize reliability. However, WSN hardware technology doé¢shawve the same hardware
upgrade rate as other hardware technologies such as desktepsprsec due to its two major
technology-defining constraints, that is, energy resourcesissutiated costs. Furthermore, the
two constraints combined generate a third constraint whithe limited availability of physical
resources such as increased internal memory resourdesparating speed. Increasing internal
memory resources increases cost, while increasing ggiogespeed directly increases power
consumption. However, we notice that WSN related technolageebecoming embedded into a
single chip, such as the MCU and the transceiver merging togethe SoC solution. We may
also see future improvements in this trend to include &tyaof embedded sensor-elements,

energy harvesting, antenna, energy reservoirs, and mdsstbexome part of the SoC solution.
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3.2Network Architectures for WSN Platforms

Competition in WSN technology is not only bounded to the phlysieaufacturing technology,
cost reduction, or system integration into one chip, buat etsends into higher layers including
the network and middleware layers. On the network layeanakis are formed to tackle the lack
of a standard network architecture resulting in poortatal lack of compatibility among
heterogeneous types of WSN platforms. Joining alliances bringtual benefits and
collaboration opportunities, market readiness, early adcedocumentations, easier certification
and compliance, networking opportunities, influencing futwehmologies, etc. Competition
among alliances often appear due to conflicting persorgiestis such as promoting an existing
line of product or due to highly successful applications ¢hatbe implemented in many standard
technologies. This level of competition is already heavilys@ne in WSNs, despite of its early
development stage. Popular technologies previously known to be uzadefpr low power
WSNSs are now reappearing with new standard extensionsasuglnetooth Low Energy. In fact,
it would not be a surprise to see a popular wireless atdrglich WiFi also implement a low
energy extension for WSNs. However, many of the current stamdaday adopt the popular
IEEE 802.15.4 standard since it was designed for low power,dtavrdte, and low cost wireless
networks, such as WSNs. Therefore, we discuss the IEEE®BOArchitecture in more details in
Section 3.2.1.

Network architectures are defined by the wireless networkdatds that implement them.
Therefore, we will discuss the architectures of the most poputeless network standards for
WSNSs. Some of these technologies are very promising includinge&idgluetooth Low Energy

(BLE), 6LOWPAN, Dash7, WirelessHART, ANT, and Insteon.

3.2.11EEE 802.15.4 Standard

The IEEE 802.15.4 standard was created in response to tthdane®e standard physical (PHY)

and medium access control (MAC) protocol to address lomep and low data rate applications
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since WiFi and Bluetooth were too excessive in termsoafiplexity, power consumption, and
bandwidth. Thus, a niche in bandwidth allocation was discovestolWw 1Mbps for simple
monitor and control applications. The first major releas¢hef IEEE 802.15.4 standard was
published in 2003, followed by subsequent upgrades in 2006, 2007, and RBOBSthat it
remains strongly active today. Consequently, many wiretestgvork standards for WSNs
adopted the IEEE 802.15.4 standard including Zigbee, WatdlsRT, and 6LoWPAN.

The IEEE 802.15.4 standard specifies the PHY and MAC laydysleaving higher layers, such
as the network layer, for external implementation as fowawgssary by application needs. Below
is a brief description of the IEEE 802.15.4 standard. In depé#ilsief the IEEE 802.15.4 can be

found in [49].

3.2.1.1IEEE 802.15.4 MAC Layer

The MAC layer is responsible for establishing communicatietwben two devices directly
without any intermediate links (single-hop). The MAC layerludes features such as frame
validation, device association, guarantees time slasages physical layer access, and network
beaconing. Multi-hop data transmission is not defined in thelBB2MAC layer, such that it is

left as an optional implementation for higher layers.

3.2.1.2IEEE 802.15.4 PHY Layer

The physical (PHY) layer of 802.15.4 manages the RF transcia¢ures such as power
activation, channel switching, received signal strengtensity (RSSI), carrier sense, data
coding, error correction, signal modulation and spreadimgl fraquency channel switching and
tuning. Receiver sensitivity is required to be bettant-92 dBm for 868/915 MHz ISM band and
better than -85 dBm for the 2.4 GHz band. There are thredrn&Mency bands supported by the

PHY layer with a total of 27 physical channels, as sedfngure 3.3 below.
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Figure 3.3 IEEE 802.15.4 global channel distribution

3.2.1.3IEEE 802.15.4 Network Devices

There are two types of network devices specified by Bi#EI802.15.4 standard, that is, a Full

Function Device (FFD) and a Reduced Function Device (RFD)

FFDs:

1)

2)

3)

4)

implement most of the 802.15.4 IEEE specifications. Consdguehey require a large
program memory (Flash) and RAM (e.g. 120KB Flash and 6 ABIR

can communicate with any other network device in their coniration radius,

can take the role of a coordinator and initiate a weeleetwork for others to join. However,
there can only be one coordinator per network as specififtelstandard, and

require more power than RFDs, thus permanently powered@ipower-line, which may
include an optional power amplifier to increase commuruoatange by approximately one

order of magnitude.

RFDs:

1)

2)

implement the minimum 802.15.4 standard requirements. Theyafey require much less
RAM and FLASH memory than FFDs, which reduces manufamy costs. However, most
manufacturers prefer to produce one silicon product to sesveitaer a FFD or RFD,
effectively increasing design flexibility and design chojces

can only communicate with FFDs. Since a minimum of @mg only one, coordinator is

required to form a network, a RFD needs to join a néWwefore data communication can be
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established. Thus, with an established network, a RFDhirwitange will be able to
communicate with a FFD, and

3) spend most of the time in sleep mode to save on scarce eBangg. most FFDs are AC
power-line sourced, FFDs can operate their receiversntintious mode so that RFDs can
spend most of their time in sleep-mode. Therefore, by using ldw @/cles, RFDs can

operate on small batteries for several years.

3.2.1.4Network Topologies

There are basically two network topologies specifiedigy|EEE 802.15.4 standard, that is, a
Star topology and a Peer-to-Peer (P2P) topology. The Stalogy requires at least one FFD
coordinator to form a network in which other FFDs and®$fDs can join the network to
communicate with the coordinator over a single hop network.PRie network topology forms
the basis for ad-hoc and mesh network, but does not specifyoatiyg algorithms, which are
part of the network layer. The IEEE 802.15.4 standard atssmmaends the use of a cluster tree
network structure where RFDs can only communicate withs~BBd serve as network leaf

nodes.

3.2.2Wireless Network Standards Based on IEEE 802.15.4 Standard

3.2.2.1Zigbee

Zigbee [50] resulted from an alliance between largevegltirecognized companies that was first
established in 2002, and first released in 2004. The Zigbeedadlispecifies a suite of high level
communication protocol stack, known as the Zigbee stackhwhidds upon the IEEE 802.15.4
standard. The Zigbee stack describes two layers, tweoretayer including security, and the
application framework layer. Zigbee software stacks independently developed by silicon
vendors offering silicon chips which implement the IEEE 802.15.4& RiHd MAC layer.
Therefore, the Zigbee-stack is free to use as long asserepurchases the silicon chip from the

same vendor. A typical Zigbee stack can range between @DIIBL28KB Flash size depending
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on whether the node implements a FFD or a RFD, which igrafisantly large amount of
memory for a low cost MCU. To mitigate large memoeguirements of the Zigbee stack,
accelerate products to market, and simplify system cottyplemany developers use Zigbee
drop-in modules which already contain the network stauk @erate as a stand-alone system
using simple network commands from an external MCU. The raadhalp-in solution, however,
increases system costs and power consumption at the @asipditity and is only recommended
for small sized deployments. There are three main dedefsed by Zigbee which are derived
from the two main devices mentioned in the IEEE 802.15.4 stnaamely the Coordinator (i.e.
FFD), Routers (i.e. FFDs), and End-Nodes (i.e. RFDiglhee fully implements three network

topologies: star, tree, and mesh. The mesh topology isdbeatiractive feature of Zigbee.

3.2.2.26LoWPAN

6LOWPAN [51] is a header compression mechanism that allcavelatd IPv6 packets to be
transmitted over 802.15.4 based networks. 6LOWPAN is an adaptayer to compress and
uncompress IPv6 packets to and from the application layersaitres302.15.4 MAC layer. The
decision to move to a new IP was mandated due to the ¢ximoBpossible addresses provided
by IPv4 which is a 32bit long address or approximately 4.3 billiasipte uniqgue addresses. As
a long term resolution, IPv6 has 128bit address space, or 3.4x1@f& waddress spaces.
Adopting IPVv6 into deeply embedded devices like WSNs is neaaw task since IPv6 requires a
constant 40 Byte header and all links to support 1,280 BytemaRFC 2460], which is much
larger than the maximum 127 Byte packet supported by the 892HE5.4 standard. Therefore,
packet compression techniques are inevitable and necessamsiolyfeand efficiently utilize
IPv6 in WSNs, while packet fragmentation will be necessargupport mandatory 1,280 Byte
packets. According to [RFC 4944], the 40 byte IPv6 packet headdveccompressed down to 7
bytes while taking advantage of the underlying 802.15.4 MAC sourtie@kesn addressing,

security, packet length, and P2P multi-hop mesh netwdnks, T6LOWPAN only offers an IPv6
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addressing scheme over IEEE 802.15.4 standard. Currently, 6LNVEBA only be adapted to
Router and Coordinator nodes; however, most of the devices deplowsiNis are End-devices.
The absorption of 6LOWPAN into the Zigbee stack is likelyproduce a more meaningful
overall solution, as shown in Figure 3.4. There are seviéoatiseon implementing 6LoWPAN on

TinyOS including Blip and OSIAN [52].

Application Frameworl{ Zigbee Devic
6LoWPAN Network Stack B e Applicatio|| Object (ZDO)
Object 24( n _
Applicatior Po:Enr:dZ4O PEir:\?1 PEir:\?o é g
UDP '--E SLOWPAN can be adapted Application Support Layer (AP %}C}’
6LOWPAN (IPV6) into Zigbee NWK layer :I 6LoWPAN/UDF|| Zigbee NWk | Sz

addresses are derived from lower
layers

Figure 3.4 Stack comparison between 6LoWPAN and Zigbee

Advantages of using 6LOWPAN:

1) Future compatibility of WSNs to coexist with IPv6 worldwidetwork infrastructure.

2) 6LOWPAN enables the concept of the “Internet of Things,”releach embedded device has
a unique IP address worldwide.

3) The ability to directly address and communicate with indi@ldsensors from any IP-based
devices, such as PCs, laptops, smart-phones, etc. using pakeimming.

4) 6LOWPAN leverage existing technology support for IPv6, suchimslators, network
management and monitoring tools, etc.

5) Potentially smaller stack size than Zigbee.

Disadvantages of using 6LoWPAN:

1) Security is a concern since the sensor nodes are dicgnilyected to the internet. Hence,
applications with monitor and control features would haveeploy additional security on

the mediator to ensure no external tempering occurs.
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2) 6LOWPAN does not utilize time synchronization which is esakfir a low power battery
operated sensor to spend more time in sleep mode.

3) A border-router is still required to route messagessscrvariable physical layers, such as
between Ethernet and 802.15.4. From wireless cluster to a Wieaised bus (Ethernet). The
border-router is usually chosen to be the coordinator.

4) IPv6 was designed for large bandwidth networks, hence, the ateayndoacket size of
1280Bytes. IEEE 802.15.4 was design for low data rate networkgmentation is possible
using 6LOWPAN, but less likely to be in practice due tolitthéed resources of sensor nodes
to store a 1,280Byte packets in SRAM.

5) 6LOWPAN is only feasibly efficient for WSNs using UDBince TCP relies on constant

connection to the network, which is difficult for battery-gged WSNSs.

3.2.2.3WirelessHart

WirelessHART [53] is a wireless extension and enhancenwerihé Highway Addressable
Remote Transducer (HART) wired protocol. The advantdd®AdRT, at the time of its release,
was its wired serial protocol that was compatible wité already existing infrastructure of the
legacy 4-20mA analog instrumentation wiring infrastructgigjng it a significant edge over
other competitors at the time. Since many industrial mangoand control companies were
already utilizing the 4-20mA twisted-pair infrastructure, RIA was widely adopted as the
protocol of choice to monitor and control industrial equipmdrhis previous wide spread
deployment success lead to the adoption success of WireleISHAWSN platforms used in
industrial-automation applications. WirelessHART is simtla Zigbee in the sense that it also
offers the same network topologies, namely star, &neg,mesh. WirelessHART builds upon the
same underlying IEEE 802.15.4 PHY and MAC layers utilizing the saBEf®-¥28bit security

and addressing scheme. In addition, the entire netwdnéssynchronized allowing routers to
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be battery operated and sleep during inactivity. Furthem&/irelessHART utilizes frequency

channel hopping on packet basis to reduce possible futurieretees.

3.2.3IEEE 802.15.1 Standard

3.2.3.1Bluetooth Low Energy
Bluetooth low energy (BLE) [54] is a recent standardastel by Bluetooth (BT) Special Interest

Group (SIG) in December of 2009. BLE is the special feadbigT v4.0, which is basically BT
v3.0 plus BLE. BT v3.0 is also a new Bluetooth protocol wisiapports theoretical speeds up to
24Mbps, though not directly through the BT radio link, but bingin 802.11 link instead.
However, BT v3.0 release was skipped for BT v4.0 which deduBLE, offering BLE a head-
start into the market of smart-phones, laptops, tabletsaptl immediate market share. From a
price competitiveness standpoint, BLE can be implementedstand-alone radio configuration
without support for BT v3.0 or previous versions of BT, whicH véduce manufacturing costs
of small embedded devices such as watches, sensor nodés espgment, etc. While BT v4.0
is backward compatible with previous versions of BT devices,-8hli devices are not, which
limits BLE communication to BT v4.0 only devices.

BLE utilizes 40 RF channels in the 2.4 GHz Ism band using Gau$stquency-shift keying
(GFSK). Out of the 40 available channels, three channelsused for services advertizing,
discovery, and initiation (i.e. BLE channels 37, 38, and 39), wihdether 37 channels (i.e. BLE
channels 0 through 36) are used for data transmissione The=e channels were specifically
chosen to avoid popular WiFi channels (i.e. WiFi channel§, land 11); allowing for low
interference device discovery. BLE uses adaptive frequeoppimg to transfer packets across
data channels. Moving to a different channel at every paiddigiery allows BLE to avoid
interferences that would most likely occur in a crowdedGHz ISM band; making the

technology attractive for crowded wireless network infrastmes in urban environments. BLE is
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the only solution that does not use IEEE 802.15.4 standard, bringihgfoew technology and a

new competition medium for Zigbee.

3.2.41SO/IEC 18000-7 Standard: DASH7

DASH7 [55] is an open standard technology based on part 7 spé&oifi of the International
Standardization Organization (ISO) 18000, which defines wselemmunication interfaces with
RFID tags in several frequency bands including 135KHz (part®2h6MHz (part 3), 2.45GHz
(part 4), 860 to 960 MHz (part 6), and 433MHz (part 7). DASH7 esidrs active RFID tag
operation in the 433MHz ISM band. Since DASH7 uses activ®Rédhnology, the tag requires
a battery to operate, which allows the tag to use low peeesors. Hence, a DASH7 node is
effectively a hybrid wireless sensor node and an ISO 18000 RBipliant tag. The main
selling point of DASH?7 is the long communication range achulevay using the relatively low
433 MHz ISM frequency band available worldwide. Thus, DASIdésdnot currently support
multi-hop beyond two hops since the range is already largeddiian, DASH7 utilizes Near-
field passive wakeup using 125KHz or 13.56 MHz RFIDs, effectiakbwing the sensor node to
sleep until remotely triggered. The DASH7 network charstics are termed by the acronym
BLAST, namely: Bursty, Light, ASyncronous, and TransitiBursty stands for the abrupt
transmission of low data-rate packets, Light signifiessthall packet size limited to a maximum
of 256Bytes, ASyncronous means that the network does natuilglobal clock, and Transitive
is representative of the mobility support feature of thadsted. DASH7 has strong government
support due to its extended operating range. Due to the loweiney use, long range

communication can be achieved when using full size antennas.

3.2.5Proprietary

3.2.5.1ANT

ANT [56] is a network stack that does not limit itself daay particular radio physical layer;

however, it has been long supported Nordic Semi radiodearess (e.g. nRF24AP2). The ANT
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design is partitioned into a stand-alone ANT transceiver chgombination with an MCU. This
partitioned system allows the physical radio and network legemplexity to belong to one chip
while the application layer residing on a separate microdterir@ffectively reducing design-
complexity for increased board size and price. ANTaiglient-server based network, also
described by ANT as a master-slave based network. TiseMis the master of the channel,
controls the channel, initiates connections, and acts as tmarprtransmitter. The Master
transmits at periodic times configurable between 0.5-200HxzeSlare the primary receivers of a
channel, and must adhere to the channel configuration set byatster. Each node can be a
slave, master, or both. Being both allows star netwtok®e combined. No coordinator is
required to maintain a network. Unlike most networks,iaster node is not the center node of
the network. Nodes sharing the same physical channels arereyized using fixed interval
transmissions without utilizing a master clock, ANT sdlis adaptive isochronous channels.
Synchronization is achieved in two ways. First, if trassmoin collisions occur then the
transmission period is adjusted. Second, after eachntissisn, the node listens briefly to the
channel for close-by transmissions and adjusts itsrtigason period if too close to the periodic
transmission of another node. Network topologies includeadirast, multicast, cluster-tree, p2p,
star, practical mesh (star connected), and multidhstre are three types of messages exchanged
in the network: broadcast, burst, and acknowledge. Broadcasédsin unidirectional mode (i.e
transmit only mode), has no ACK, used by Master to initateection, and has 8 bytes of data.
Broadcast is best suited for applications where the neogint data is important as opposed to
previously lost data. Acknowledge messages must follow a trssism has 8 bytes of data
(regardless of whether used or not), and is best for aloapplications where every packet
reception success is important. Burst messages serdasifist as possible such that it achieves
a maximum data rate of 20Kbps, has 8 bytes of data per paakétpacket is acknowledged and

retried up to 5 times, and has no time limit for bdegh.
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3.2.5.2Insteon

Insteon [57] focuses on low cost home automation including aoretmtrol HVAC (Heat,
Ventilation, and Air Conditioning). Insteon is also popular las ¢only technology that offers
backward compatibility with X10 devices providing customers fiten to integrate a dual mesh
network based on wireless communication and power-line concation (PLC). In other words,
every Insteon plugged device can operate as a gatewlayepeater between the X10 network
and the wireless network allowing nodes to switch the phldayer medium depending on
current interferences. Insteon protocols and hardwacbntdogy are closed source and
proprietary, but are available through membership-only aliamith various classes of
membership fees and benefits. Insteon uses the 868/915 MHbd&dwith a packet-rate of 10
messages per second, such that each message has a maaawf 24 bytes total and are
synchronized using the power-line 60Hz signal. Each messagarn=oft bytes from-address, 3
bytes to-address (i.e. 24 bit unique addresses per netwobile flags, 2 bytes commands, 14
bytes maximum user-data, and 1 byte message integmstgolm has a relatively small kernel of
3K bytes of ROM and 80 bytes of RAM. A typical applicatiarcts as light switch or lamp
dimmer requires approximately 7K bytes ROM, 256 bytes RAM,2&tdbytes EEPROM, which

is at least an order of magnitude smaller than a Zigppécation.

3.2.6Network Standard Comparative Attributes

Packet Size the maximum payload size available in a given netwtakdard is an important
measure for applications that generate large sets obrgedata. Since radio communication
activity is a high power process, it is important sBmamit and receive report information in one
packet without the need for packet fragmentation, which is memdrgustive, power intensive,
and computationally demanding for sensor nodes. Packet overduwees! depending on network
settings, network topology, security, etc. Thereforegdifference between the maximum payload

size and total packet size estimates the maximum protoadieacper packet.
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Physical Layer. the physical layer contains many useful comparative attsbauch as the
operational frequency of the ISM band, maximum transamsdata rate, modulation scheme,
spread spectrum method, and the number of radio frequBfgychannels available in the band.
Currently, the widely used ISM band is the 2.4GHz band whid¢hesonly globally available
license-free band, hence, the most crowded. A fastesrniasion rate requires less energy per
transmitted bit, reduces simultaneous data transmistisions, and consumes less overall
power since the transceiver is on for shorter periodevd. tincreased number of channels per
ISM band is desirable especially in a crowded 2.4GHz .bHpgever, the number of channels
available is limited by bandwidth, modulation scheme, andgread spectrum of choice. Direct
sequence spread spectrum (DSSS) consumes more bantheédtifrequency hopping spread
spectrum (FHSS), thus, less channels are available e&ithan BLE. Since amplitude shift
keying (ASK) is greatly affected by noise in the channel sigdal amplitude, WSN network
standards use phase (PSK) and frequency (FSK) modutatiemes instead.

Medium Access Control (MAC) Layer. the control mechanisms in which a sensor node uses to
accesses a shared medium or channel is known as MAC.dme®n multiple access (TDMA)
allows each sensor node in the WSN to transmit andveedata at a predefined time slot, which
requires all sensor nodes in the network to maintaipnahsonized time clock. Outside of the
allocated time slot, sensor nodes may go into sleep modeseserve energy. Carrier sense
multiple access (CSMA) is a mechanism in which a semsde assesses the shared channel for
any present activity before transmitting any informatidra signal, or carrier, is sensed on the
channel, the sensor node waits a random period of time i@sdtdrtransmit again. Receiving
information from other sensor nodes using a CSMA mechaisisnore problematic since there
is no predetermined time to communicate with a given semsde like TDMA. Therefore,
CSMA normally requires at least one sensor node to cohsteten to the channel for any

transmitted data, such as router nodes in Zigbee.possible for a given network standard to
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have both options (TDMA and CSMA) available, either sephrair a combination of both. For
example, Zigbee has a beacon-enabled MAC scheme whemamisaion and reception of
information is only allowed during a predetermined period of tvhere all sensor nodes must
compete for channel access using CSMA.

Network Layer: the network topology determines how sensor nodes are logotalhected in a
network. The three most common network topologies used SiN&Vare star, cluster-tree, and
mesh. The three Network topologies are discussed iropet2.1. Networks that only support a
star topology have limited coverage due to the single-hop coroatiom range. The network
stack size is related to amount of internal memeguired to implement the network layer on the
MCU. Supporting all three network topologies and securityt vafuire significantly more
memory. In addition, modern radio transceivers such a8@®&EFimplement the BLE network
stack inside the transceiver, effectively lifting the meynand computation burden from the
MCU. Security is very important for some applications, stiet network standards integrate
security into their network stack (e.g. Zigbee and BLkhile others leave it up to the user to
implement at the application layer (e.g. ANT and InsteSogalability refers to the ability of the
network to grow in size and coverage. Thus, a network that op[yosts a star topology has low
scalability, while networks that support all three topolsdiave higher scalability. In practical
implementations, however, memory limitations of the sensdes may reduce scalability, which
often requires multiple network formations on sepachénnels (e.g. Zigbee).

Unit Cost: the estimated cost of a single sensor node in a giveroriestandard. For example,
on average a WirelessHART sensor node costs approxintatelyimes more than a Zigbee
sensor node due to the limited application domain of formierdstrial environments with strict
safety compliances. Therefore, WSN standards thg¢ttarlarger domain of applications tend to

cost less as it relies on mass productions (e.g. &igbleE, and ANT).
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Development Complexity refers to how complex the network standard is to |emnd

effectively use in applications. A complex network standardne that is difficult to utilize.
Therefore, complex network standards become popular aslaktae-systems (i.e. radio-
modules), where an external MCU communicates with theadidule through high-level serial

commands to send and receive packets, which increases sedsarost (e.g. Zigbee).

Table 3.3 Comparison between network standards
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In Table 3.3, we compare the seven prominent network stanftard®SNs. We notice that

Zigbee offers the most network options including multipleragional ISM bands, three network
topologies, high network scalability, and various modulationraelse As a result, Zigbee has a
fairly complex and memory exhaustive network stack. Howevbken Zigbee is used as a radio-
module, implementation complexity is greatly reduced het tost of increased unit price.
WirelessHART has very similar attributes to Zigbee aiiicuses the same underlying IEEE
802.15.4 standard, but focuses entirely on industrial monitocamitiol applications with strict

safety, and has the most expensive unit cost. BLE suffans & small packet payload size and

lacks multi-hop connectivity. However, BLE advantages includeavtilable channels, lowest
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cost per unit, low development complexity, high security, aedability to directly communicate
with mobile devices supporting Bluetooth 4.0. The unique adgastof DASH7 are the ability
to communicate with 1ISO18000 RFID readers and its low ¢ipeed frequency, which allows
sensor nodes with full sized antennas to communicatengel distances than other standards;
however, it is limited to a single-hop star topology. DASHStiis under development, therefore,
some aspects of DASH7 are unknown. ANT has the most numbdraahels available in the
2.4GHz ISM, a wide range of network topologies, and a low pesunit. However, ANT lacks
in network security and has the smallest payload size;hwimits its applicability. Insteon
focuses on WSNs for home automation. Thus, Insteon has a leagasize, low datarate,
single-hop connectivity, a single operational channel, amdlaunit cost, which are all limiting

attributes for applications outside home automation.

3.2.7Summary and Discussion of Network Architectures

The lack of hardware architecture standards in WSNs iatlgrenade up for in organized,
standard, and open source network architectures. We cedniter most notable wireless network
that are fundamentally different, that is, Zigbeer&dssHART, BLE, 6LoWPAN, Dash7, ANT,
and Insteon in Table 3.3. BLE is a recent standard exleA@scember of 2009, which offers the
best connectivity smart-phones, laptops, tablets, etc. In add®idhradios can be implemented
into the same WiFi radio transceivers. Therefore, we @xBEE to have immediate market
readiness, allowing the quick realization of applications usmart-phones as mobile collectors
and routers. The major competitor to BLE is Zigbee tués maturity. Zigbee is a well-known
standard today and has been constantly improving sincaniiial release in 2004. The
exceptional advantage of Zigbee is the mesh network topaagport, which comes at the
significant cost of increased network-stack footprint aade complexity. However, despite the
initial release of Zigbee in 2004, Zigbee never madetd smart-phones, laptops, or tablets

today. Therefore, Zigbee lacks the important connectivitif smart-phones, which can play a
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very important role as mobile collectors and routerASB7 and 6LoWPAN currently remain
under development. WirelessHART will most likely dominaténsiustrial environments already
using the wired-HART network. Insteon is very limitedntome automation, and may be easily
replaced by Zigbee due to Home Automation Profile appdicaupport layer that Zigbee offers.
ANT is very close in attributes to BLE, with the exceptiof multi-hop support provided by

ANT. In Table 3.4, we summarize the unique advantages aadwdintages of the seven network

standards available for WSNs, and point out the targgiptication domains of each.

Table 3.4 Advantages and disadvantages of popular network stanctis

802.15.1

support digitized audio transmissi|on

Limited range

Name . . i .
Network Standarti Unique Advantages Disadvantage Application Focus Deains
Most popular, widely available,| Routers are not designed to
. widely supported, and low cost| sleep, using Zigbee requires .
Zigbee PRO Interoperable with other Zigbee| licensing to use commercially, All d_omalns
802.15.4 . . h ) ] (no particular focus)
nodes from different vendors, | coordinator is a single point of
though problematic. failure.
HirelessHART | Compatible with industry standard . . Industrial
802.15.4 4-20mA. Routers can sleep. Expensive unit cost Monitor & Control
Direct communication with smar
BLE phones and laptops, no gateway$mall payload size, sensitivily Low data rate connectivity with mobile
802.15.1 required, ultra low cost, simple toneeds improvement, very new. devices supporting Bluetooth 4.0
use, no stack on MCU.
Requires a border-router tg
6LOWPAN IPv6 compatible connect to the internet, still . loT
802.15.4 (though in early research phase)
under research
DASH7 High range due to low frequenc L?égg;—g;e?;i;zeﬁg:;(”el:i2der Asset Tracking
1SO18000 use, compatible with RFID readers based)y 9 (works as active RFIDSs)
AN.T Simple to use drop in module bag edProprletary (no source code). Sports and fitness monitors
(proprietary) Low security.
Insteon Compatible with X10, low data ra[eProprletary,_ IQW data rgtes_, one Home Automation
: : ) channel, limited application
(proprietary) communicates over Power line scope HVAC
WiFi Very high data rates, worldwide Complex, EXpensive, very hI(II:Iigh speed internet connectivity for lapt
; power, not suitable for battery
802.11b infrastructure power and smart-phones
. . | High power, limited battery
Bluetooth 2.0 | Relatively high data-rates that can operation, Mobile headsets
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3.3 Software Architectures for WSN Platforms

Currently, there are no software architecture standardsWSNs. In the literature
[22][23][58][59], software architectures for WSNs focus entirely the middleware layer.
However, we view the software architecture as divided twiw layers: the Operating System
(OS) and Middleware. We will focus mostly on middlewarhisTis due to the fact that the OS
field for WSNs is a well-defined domain, and representtda field of knowledge that is outside
the scope of this depth paper. However, we will describetilee most widely used and
recommended operating systems for WSNs which are CamtkiTinyOS. Aside from the OS
running on the sensor node, the middleware is the dominant seftayer when it comes to
describing the software architecture of WSNs. Accordir{§&{{59][60], we classify middleware
into five categories: database oriented, service trkrvirtual machine based, message based,
and modular based.

The main purpose of the middleware layer is to provide an teagge software development
infrastructure to develop, maintain, deploy and execute V@@lications in a heterogeneous
sensing environment [58]. In distributed heterogeneous systems, asudVSNs, the term
middleware refers to the software layer that lies betwde application layer and the operating
system running on the sensor nodes [61]. The middleware acte anediator between the
application developer and the operating system of the WSNawdprg a high level abstraction
of the inherent complexities within distributed systems [68].atdition, most middleware
frameworks mask the heterogeneity of the network and haedwanagement from the
programmer’s scope. This allows the user to focus on dawel@pplications faster and with
ease while maintaining code portability across diffeqgatforms. As described in [59][62],
traditional middleware systems such as DCOM, CORBA, P¥kd MPI are inadequate for
WSNSs due to their heavyweight computation and memory overhead b@aslehey were not

designed for low power and resource constraint microconiolle
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3.3.1Middleware Challenging Requirements

The ability of the middleware to glue together the underlyingaijpeg system, network layer,

and hardware layer while maintaining a high level of abstraas a non trivial task. The

middleware faces many challenging requirements, which faaitate the following:

1)

2)

3)

4)

5)

6)

7

8)

Abstraction: the middleware provides a high level programming envirdnamehinterfaces
to program and query abstract concepts on the sensor whdeshiding low level sensing
complexities of the operating system, network, and hare\ayers.

Data aggregation: sending and receiving packets is endmgysive for sensor nodes, such
that as the network grows, so does the amount of dataageshett is important for the
middleware to identify redundant information that camivéted, combined, or averaged.
Scalability: the middleware needs be able to maintainiiable level of operation as the
network increases in size resulting in bandwidth linotad interferences, and packet drops.
Quality of Service (Qo0S): the application layer specifiesegtain level of sensing quality
requirement, while the middleware analyzes the applicatiodsnaed translates it into data
accuracy, latency, fault tolerance, duty cycles, energgurces, and network lifetime.
Security: in many WSN applications (e.g. defense and headthcemotely exchanged data
can be very sensitive, thus, the middleware must deploy sesofitvare routines to protect
against intrusions without exhausting the limited resourtése WSN platform.

Energy Awareness: energy is one of the most valuable resourc@Ns. Thus, the
middleware must seamlessly utilize sleep modes, effigianilize available energy, and
dynamic redistribute network and application tasks asabtailenergy diminishes.
Heterogeneity: a successful middleware glues together thelyindeoperating system and
network layer while hiding vendor specific hardware dependentiesrious platforms.

Ease of Use: should provide an easy to use development eneitbfonthe user.
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3.3.2Database Oriented Middleware

A database oriented middleware is an SQL-inspirpdr@ach to query WSNs in a simple
declarative style from the application layer. Thjgroach essentially provides an easy way to
program the entire network rather than individuadies, such that the WSN is treated as a one
large database. In addition, this approach is Isleitbor data-intensive applications, such that not
all of the collected data is essentially usefuld #ime means to filter and extract specific data
characteristics is essential. Since this approactises on accumulating data from the network,
in-network processing techniques such as data gggoa is employed at the sensor nodes to
reduce energy and the amount of transmitted dateflaw/s towards the sink.

TinyDB [63]: is a database-like approach for collectiagadirom a WSN. By means of an SQL-
like interface, users can specify the type of datde extracted from the sensor network. In
addition, TinyDB allows the user to further speqgiigrameters such as the rate at which the data
should be updated, location from which to retriedea, and data noise elimination using
averaged samples instead of raw data. After the sigecifies the data of interest, TinyDB
distributes the query in the network, aggregatesdéta from selected sensors, and routes it back
to the user. TinyDB relies on the use of TinyOStlom sensor nodes to work. However, the user
is not obligated to use nes-C to program the notieyDB abstracts the collection of data from
the network by providing a Java-AP| and an asgisgraphical interface to query the network.
Figure 3.5 shows an example of a query in TinyDHird sensor nodes with temperature values

higher than 300C, such that report-updates areested every 60 s:

SELECT nodeic, temperatur i sensors __
FROM sensors returned resul{ | Bodeid | temperiure | humidity
WHERE temperature> 30 Al 21 55
SAMPLE PERIOD 60s T AT 34 O 55
A3 15 40

Figure 3.5 TinyDB Query example
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COUGAR [64]: Cougar’s architecture treats the sensor networkreslarge database where
sensor data are considered a virtual relational datalidmegar manages the WSN using
traditional SQL queries with little modification to theiginal language. Cougar’'s database
system contains a sensor database and sensor qusercésthat the sensor database contains
stored data and sensor data. Stored data is repr@sentelations between participating sensors
and their physical location in the environment. The sendarisl@enerated by signal processing
functions called Abstract Data Types (ADT). Object-ielsl databases support ADT and
provide a well defined and controlled set of functions to ssceacapsulated data. Time plays an
important role in the Cougar architecture, such thav¥i$N is assumed to have a system clock
globally synchronized across all sensor nodes in the networthdéosystem to work. In short,
Cougar describes a sensor database query where stdeedrdarepresented as relations and
sensor data are represented as sequences, suchetlsgstem is an acyclic graph of relational

and sequence operators.

3.3.3Virtual Machine Oriented Middleware

There are mainly two types of virtual machines (VM) akhare system-VM and process-VM.
The system-VM allows for multiple systems to be iempénted on the same hardware, such that
each system can deploy a different underlying operatingrsysand each can run their own
applications. Since sensor nodes are extremely resourcedjraisystem-VM is not an option. A
process-VM runs as a process on a given operating sgsterprovides the illusion of a unified
underlying hardware and operating system. Therefore, a prdtdsprovides a platform-
independent environment to develop applications using a virtuakdiniinderlying system.
Although this approach is resource intensive, process-¥Measible for WSNs given the
hardware requirements can be met. Essentially, a m-d@dsprovides the means to program
applications using high-level language abstractions. Thus, MeaNows the production of

compact high-level abstracted code in the order of few bgleic/M byte-code, which reduces
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the amount of data packets and energy spent on remotalsiptbaensor nodes. In addition, the
use of a process-VM creates a boundary between the useratipplicode and the operating
system in which code is checked for safe-execution. Finttly, VM on the sensor nodes
interprets the byte-code into native executable instrucetngnating any possibly unsafe code
in the process. The popular language of choice for VM-bas@dleware in WSNs is Java.

Maté [65]: Maté is a tiny communication-centric VM specifigatlesigned for WSNs. It is able
to produce complex programs using memory space in the drélew dundred bytes instead of
thousands of bytes, effectively reducing over-the-air (OTAfadexchange and energy
consumption by an order of magnitude. In addition, OTA programse&areplicate in an ad-hoc
network while using data aggregation algorithms to redutse gtapagation. Maté is specifically
implemented to run on TinyOS, which makes it an attracin@ce since TinyOS is the de-facto
OS for WSNs. Maté works as a single component in Tiny@8,sits on top of several system
layers including sensor layer, network stack, and nonvolagieory. Maté allows for eight user-
defined instructions to build a tailored version with compled afficient application specific
operations. Furthermore, Maté is a stack-based VM acthite allowing for concise instruction
set. Maté programs are split into segments called cegpsEhch capsule is 24 instructions long,
such that each instruction is one byte long and is executadTas/OS task. This allows one
capsule to fit entirely into one radio packet; a linitatenforced by TinyOS radio packet size.
Therefore, entire programs need to be less than 24 Mstédtions long. Since Mate works on
top of TinyOS, it was designed to fit into small membmjited devices such as MicaZ, Mica2,
IRIS, and TelosB motes. This hardware memory lingitaputs a lot of constraints on Maté.
Therefore, some features are not supported such as butBagegprograms in local RAM. One
of the limitations of Maté is its limited operation kit TinyOS only.

Squawk [16]: Squawk is a virtual machine (VM) written mosthyJava including: network stack,

interrupt handling, and resource management, thus making theagilto maintain. Contrary to
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the definition of the middleware located between the apmicdéiyer and the OS, Squawk runs
directly on top of the hardware obviating the need for amalD®gether; a process often called
“running on bare metal”. This is due to the fact thatie&ek can support multiple applications
running concurrently, such that each application is treated separate and isolated running
object in memory. Furthermore, applications or objeats lze serialized and migrated from one
node to another where they are authenticated for code safete lvenning. In other words,
Squawk administrates the fundamental role of an OS to suppaltiple applications
concurrently. Running on bare metal has strategic benefiSdeawk including: lower memory
consumption (otherwise occupied by the OS), and elimithtesieed to support various WSN
operating systems to keep system development and maiogetara minimum. Squawk is
implemented on hardware platform called SunSPOT. Squawls unprecedented features
to WSN programming environment including standard Java Midiidf language support,
garbage collection, pointer safety, exception handling, atioremd library supporting thread
sleep, yield, and synchronization. In fact, programming Vé@pplications using Squawk VM is
done in the familiar Netbeans IDE. Squawk claims thatriam reason for the lack of innovation
in WSNs is due to implementation difficulties, suchatthproviding Java programming

environment for WSNs will attract a larger number otwafe developers familiar with Java.

3.3.4Service Oriented Middleware

Service-discovery middleware architecture, also known amtedierver architecture, has a
business-like resemblance and works naturally with diverssdgeneous distributed systems.
Sensor nodes advertise their capabilities and resourcesvaeseo the network, while clients
can identify and locate advertized services autonomously by asrvice discovery protocols.
MIiLAN [66]: Middleware Applications and Networks (MILAN) build omp of existing
networking and service discovery protocols (i.e. SDP and SLP. [BD)AN is an adaptive

middleware which services various applications with speiality of Service (QoS) needs by
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proactively adjusting network characteristics to meetéhl@eS obligations while extending the
network lifetime. Applications specify their requirementsing a standard API in terms of
specialized QoS graphs incorporating state-based changss application requirements. Based
on the changing QoS requirements of applications over MigAN is able to control network
characteristics and sensor data acquisition while atimgc&nergy efficiency to extend the
network lifetime. The state-based approach is used to dgabyrreconfigure QoS requirements
based on previous acquired sensor data as applicatidreregats change over time. In addition,
MILAN employs the use of virtual sensors where two orersgnsors are combined to produce a
new type of sensor or an improved version of the same $yjoé that the new virtual sensor can
meet better QoS demands. MILAN encapsulates existing gpatBcols such as SDP and SLP
into the architecture, which were originally designed tiaditional devices with abundant
resources, thus, not suitable for energy-limited WSNSs.

Misense[68]: Misense is a service-oriented middleware thatrigctured on top of component
based architecture in order to increase development fléxifoli distributed sensor applications.
Each component is well structured in the services it previfiee goal of Misense middleware is
to allow the decomposition of the middleware into well-defimewl orthogonal components
where components can be composed by an open source coynenaatiraging standardization,
innovation, efficient customization, and interoperabilitpyaag different implementations of the
middleware components. The middleware is divided into thrae tayers. The bottom layer is
the Communication Layer, which provides a well define corttesed publish/subscribe model
called MiPSCom. The middle layer is the Resource Managemeyérl which coordinates
support for resource allocation and sharing based on the agpiisaoS requirements. The top
layer is split into two layers intermediate and top lajidre intermediate layer is the Common
Services, which provides generic services required by applisatooh as data aggregation,

event detection, topology management, and routing. The topmye is the Domain Layer,
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which provides application specific support libraries for donsaiecific applications in order to

promote code reusability.

3.3.5Message Oriented Middleware

Message oriented WSN middleware, or event-driven, allosterogeneous sensor platforms to
communicate with each other regardless of the underlyangware or OS, effectively uniting
platforms of different architectures. The architecture ksiathe underlying OS and network
interfaces from the application layer, allowing the usdot¢as on application development. This
architecture operates as an asynchronous message pessiegdrk where messages are queued
until a connection is established. Furthermore, advancesageoriented middleware employ a
publish/subscribe model where senders (publishers) transmitgesssahout a specific receiver
(subscriber). That is, published messages are defined aescle=gardless of the number of
subscribers, if any. In addition, subscribers can expresgsesitin specific classes without
knowledge of available publishers, if any. Therefore, a messegeted middleware with a
publish/subscribe model allows for a loosely coupled relatetwéen publishers and subscribers
while greatly enhancing scalability and heterogeneity support.

Mires [69]: the Mires middleware architecture implements a pulligigcribe message oriented
architecture, such that communication among sensors tsrgplithree phases. First, the sensor
node advertises its type: temperature, pressure, humetitySecond, the advertized sensor type
is routed to a central node where it is registered anchipaitg selected for subscription. Finally,
subscriptions are trickled through the network in a mulg-Hopology to corresponding
subscribers. Services are notified of subscribed messggke publish/subscribe module as they
arrive. Mires architecture was designed and implementadmif TinyOS, which [69] argues

that TinyOS provides a strong support for a publish/subsoribdleware.
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3.3.6Modular Oriented Middleware

The goal of modular programming is to break the main apigitanto modular functional pieces
to facilitate light weight mobile code migration throughthg network while reducing bandwidth
requirements and energy expensive packet transmissionschélienge imposed by modular
programming is to compose modular components with as digthendencies from one another as
possible (i.e. orthogonal), such that they can be integgwwithout affecting the operability of
other components in the system. This design architectseeis as one step ahead of monolithic
programs, such that future upgrades to an application onlyresqeartial code retransmission
rather than the entire application binary image. Modulaggaimming is easier to implement and
requires less code than a VM, which makes it an atieatichitecture model for limited memory
platforms while maintaining and simplifying code manageghilDTA programming, system
maintenance, and energy efficiency.

Impala [70]: Impala is a middleware architecture designed to suggplication modularity,
code adaptation, and reparability of WSNs. Impala wasifg@dly designed as part of the
ZebraNet project at Princeton University, where the combéfiexit of biologists and computer
scientist are brought together using WSNs to monitor zebriéenga. Impala’s architecture was
designed to support energy efficiency, infrequent remoteersysipdates, intermittent and
unpredictable connectivity due to high mobility, distributed VESprotocol heterogeneity, and
network adaptability on the fly. Each application running on tistesy is designated a unique
version number to avoid redundant upgrades. Each applicatioompiled into a particular
machine code and is only executed when the entire applicatidownloaded, which limits
applicability to heterogeneous sensor platform compatibilityiacretases RAM requirements to
buffer incomplete applications too large for a single packet.

In Table 3.5, we compare the nine middlewares for WSNs by hahk s#eets the eight
middleware challenging requirements. For example, TinyDBahhagh level of abstraction due

to its SQL-like queries, while Squawk has a low levehlo$traction since it uses low level Java
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to program sensor nodes. Data aggregation is easier torsuppong database oriented
middlewares, such as TinyDB and COUGAR. Service orienteldlleware can better address
QoS requirements than other architectures, such as Miaad Misense. Security is the least
supported requirement in the middleware architectures. KRat¢ deals with security concerns,
such as malicious replicating capsules in the network. Eneomgervation is extremely

important for energy and resource constrained sensor ndtesefore, energy awareness in

middleware architectures is highly desirable and supported amosigmiddlewares.
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Table 3.5 Attributes comparison between Middleware arciectures

Support for Middleware Challenging Requirements
o g > ° g 2 °
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= = 3] 88| 3 Q|5 2= g S s Sg Advantages 9
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= < £ "3 % 0% 8 | & i &
Assumes nodes are
TinyDB | Database . . TinyOS SQL Easy to use SQU-  homogenous.
[63] Oriented High | Yes Yes | NojNo| Yes Partial| - Basy (Mica2) like like queries | Cannot insert sensors
with new datatypes
COUGAR| Database | . . . SQL 0 . | No apparent hardware
64] Oriented High | Yes | Low | No| No | Partial | Partial| Easy NS-2 Like SQL-like queries implementation
Maté Virtual . - TinyScript | Implemented on
[65] Machine Low | Yes Yes | No|Yes| Yes Partial Moderate TinyOS (Basic-like) | top of TinyOS Low ease of use
Virtual .
Squawk Machine| Low |Partiall Yes | No| No| Yes Partial Easy No need Java Uses Java and E)_(penswe hardware
[16] Oriented for OS Netbeans high memory needs|
. . Builds on existing Targets rich resources
M'IégN Osr?(re\r/:t%ed High No Low | Yes No| Yes No Easy None ProM?:rrnol:ninc protocols (SDP|WSNs. Does not appe
[66] 9 3 and SLP) to be implemented.
Misense | Service . L . . : Addresses QoS Does not appear to he
[68] Oriented High | Yes Yes | Yes No | Partial Yes Easy TinyOS| Query-based requirements implemented
Mires | Messageg | . : . ) uilt into TinyOS LA
69] Oriented High | Partiall Yes | No| No| Yes Partial| Easy TinyOS API-baseuB using nesC Only works on TinyO$
Implemented, Low applicability
In[1$(§1]la '\Oﬂﬁggtlzrj High No Low | No| No| Yes No | ModerateProprietary roM?g;I?r:in deployed, and (implemented for
prog 9 tested to work | habitat monitoring)
DREAMS | Modular . . o Energy harvestin  Does not support
29 riente " |aware, easy to use iny
ori d High No Yes | No| No| Yes Partial Easy Contiki Java-API TinvoS
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3.3.7Summary and Discussion on Software Architectures

Embedded systems have come a long way in terms of programmindeaabbpment tools
available since the assembly coding era. Today, most WSforphat can be programmed in a
variety of different languages from C, Basic, C++, Jawaraphical drag-and-drop software such
as Labview. Choosing a high level language greatly reducesogenent time and application
complexity, at the cost of increased memory requirgmen addition, the middleware layer
allows for a high level abstraction for applications tham @otentially increase compatibility
across heterogeneous underlying platforms. However, middledi@réSNs are currently in
their infancy stages, and many features are yet to bessedrsuch as standardization, security,
and QoS, which seems to be lacking on most middlewistidslleware frameworks are generally
complex to develop and difficult to maintain. Thus, an elatso middleware is only

recommended for large, heterogeneous, and distributed WSNs.
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3.4WSN Operating Systems

There are numerous operating systems developed for VdStlseveral more developed for
resource-constrained embedded systems in general. WSHtingesystems represent a wide
field of knowledge that is outside the scope of this depth pajmsvever, we briefly describe the
two prominent and equally used operating systems for W8bdsyt which are TinyOS and
Contiki. The two operating systems are event drivenyvgey different from one another, such
that TinyOS efficiently optimizes applications at compilme (i.e. TinyOS), while Contiki
focuses on dynamically reprogramming applications at run-time.

TinyOS [11]: TinyOS is an event-driven OS specifically designed WSNs. Programming
applications for TinyOS is done through nesC, which is an estemnd the C language. NesC
uses component-based modeling to build applications. Components pradidese interfaces,
such that interfaces define a set of commands and evaitsate used to logically connect
components together. Each component is made of three computatistractions: commands,
events, and tasks. Commands are similar to requesevants flag the completion of commands
at a later time. Commands and events are non blocking systésnthat return immediately.
Tasks, on the other hand, are scheduled by TinyOS schédwdenon-preemptive FIFO policy
and they are run-to-completion. There are two typeswiponents: configurations and modules.
Configurations assemble, or wire, components together, andl@esonplement the application
code. Components are statically linked at compile timerderoto take full advantage of the
compiler optimization and conserve valuable memory resourcése process. The network
communication core of TinyOS is based on active messagent and received packets through
the network. Active messages are unreliable 36-byte patia@tsmitted over a single-hop
channel. When an active message is received, a triggergenravent which is dispatched to
components that registered for the received messagelttypeip to higher layers to implement

routing protocols and multi-hop protocols using active messages
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Contiki [71]: is an open source operating system with an eventrdieenel, with optional
preemptive multithreading library, designed for embedded mgste general including WSNs.
As opposed to using nesC to program applications in TinyOSikCosés traditional thread-like
tasks, called protothreads, programmed in pure C coi@extiki is dynamically linked allowing
over-the-air (OTA) reprogramming instead of recompiling amtlisg the entire program image,
as is the case in TinyOS; thus, saving time and energieavlay large packet transmissions. In
addition, Contiki supports native TCP/IP communication stadled p1P.

Table 3.6 summarizes the differences between Tiny OS amiikC Tiny OS uses a non
conventional programming language called nesC, which is ans@teto the C programming
language, while Contiki uses pure C programming language. Timg3San active and wide
community support popular among universities for research puwpesgele Contiki is more
popular in industry due to its use of conventional C programrtanguage, ease of porting to
other hardware architectures, and pIP support. Since Bing@iimizes code during compile

time, OTA reprogramming requires the entire applicaticegento be transmitted.

Table 3.6 Comparison between TinyOS and Contiki

D) = (o))
2 |5 £
Operating Application| = E £ < E
Architecture | building T |Is s Linking = @ Unique Advantages | Unique Disadvantages
System e 5= O =
blocks S 2= 2
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TinyOS | Event basedComponent Statically linked _Ent|re support, small memoryprogramming, difficult
(non- and state | FIFO | nesQ s image ! : .
[11] . B at compile-time footprint (compiler | to port, learning curve
blocking) | machines uploaded . .
optimized) using nesC
L . | . Larger memory
Contiki Event_ based Serviceable FIFO Dynamically Indwydual WIP support, ported t requirements, cannot
(optional | processes and | C | ’ | services| many processors, uses . )
[71] multitasking)|  (tasks) _priorit linked at run-tim ®unloaded ure C use local variables in
g p Y p p protothreads
3.5Summary

Although competition for standards in WSNs is highly natiie in the network layer, it is
almost nonexistent in the hardware and software lay&es wide range of MCU architectures in

the market makes it much more difficult to have a unifigelJ without monopolizing the market
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by one company, such as the case with Intel processors. drieenek expect to see the rise of
ARM Cortex M-based MCU in future WSN platforms as itnigs a standard core and allows for
seamless middleware and OS porting across WSN platferhile, allowing vendor competition.

Middleware, on the other hand, is still in its infantgses and still lacks standardization and
features, such as security and QoS. We have also noiae@dme popular middlewares like
MILAN only offer an architecture design without an impkmation. We have presented a
comparative analysis of the three underlying architecturepesing WSN platforms, such that

all the architectures have been separately concludediinebpective sections.
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Chapter 4

Sprouts WSN Platform Requirements and Challenges

In this chapter, we describe the general architecture oSpuwuts platform. We also describe
what comprises a harsh environment and how it differs frosafa environment. We list the
harsh environment factors imposed on WSN platforms dpgrain harsh industrial
environments, and provide some mitigation methods for each fasatsin. In addition, based on
our survey studies in Chapter 2 and Chapter 3, and our expewghce&orking on three harsh
industrial applications using WSNs, we provide a list of gemelirements for WSN platforms

operating in harsh industrial environments.

4.1 Related Work in Harsh Industrial Environments

Monitoring the operation of an industrial facility is aghipriority to ensure normal operation,
personnel safety, or steady production. Based on our experiethcevovking on three industrial
related research projects with Syncrude (oil mining compabgjasco (steel manufacturing
company), and SiliconPro (smart-grid monitoring company), hvae noticed that many
equipment today still operate without electronic senseeglback (i.e. sensor-less), such that an
expected lifetime is provided for some sensor-less eqnpmand are manually and periodically
monitored by maintenance personnel. The absence of setsorde due to many factors
including: lack of technical expertise to embed sensmissor placement difficulties, extremely
hash operating environment, cost, unavailable commercialiem, etc. Thus, it becomes the
responsibility of the operator to understand the normal tipgraonditions through experience
and manual maintenance. In some cases, however, whepdtaa does realize abnormalities
or failures in the operation, it is possible that irreide damage may have already occurred, that
could have been prevented with the use of embedded wirgesors. In addition, failures may
lead to substantial profit loss, damage to the surroundingdaoat equipment, jeopardize safety,
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reduce production quality, etc. Some benefits of using W8Nsdustrial environments include:
estimating the probability of failures, damage control, imses quality control, detection of fault
sources, increased production efficiency, statistical kedge, and more.

We examine similar research efforts addressing the ud&sols within industrial environments.
In [72], the Anshan project deploys MICL2 nodes to monitor abhabtemperature changes of
rollers’ bearings used in cold rolling mills and predictipqent faults. However, the MICL2
platform was specifically designed for this project, itaéitively large, and lacks the necessary
features to make it adaptable for other applications, ssamatularity, expansion ports, PnP
operation, and a standard wireless network. Sproutseggace the MICL2 node by using a
temperature sensor module on one of its PnP ports to ondh# temperature of bearings.
PIPENET [73], is a project that uses WSNs to monitor dinectural integrity of bulk-water
transmission pipelines by analyzing acquired data suelt@sstic/vibration, flow, and pressure.
PIPENET uses Intel Motes, which are high performance nddegyned with hardware and
software features typically used in smart-phones ratherltva power WSNs. The use of Intel
Motes was necessary in order to carry out near realaggeessive data acquisition and analysis.
Sprouts platform is better suitable for low data rate egptins due to its small coin battery.
However, our PnP ports allow the use of an external power suppglyctease duty cycles.
Therefore, Sprouts can be utilized in the PIPENET prajstg one or more custom built PnP
sensor modules. In [74], the FabApp project monitors vibraigmatures to predict equipment
failure by combining two off-the-shelf platforms Mica 2 almdote2, which we described in
Chapter 2. FabApp also describes some of the harsh environawotsfin an industrial
environment, which only comprises several of our listed fadtorsection 4.2. FabApp reports
that the Mica2 operating at 433MHz exhibited communicationicdiffes due to the low
operating frequency in industrial environments, which theyort as due to the surrounding

metallic reflective space. There has been numerous stodidsarsh industrial environment
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challenges for WSNs without presenting an actual platform[48%y7][78][79][80], other

studies use off-the-shelf platforms discussed in Chapi&t]|BR][83][84][85].

4.2 Harsh Environmental Factors

A harsh environment is an unpredictable and uncontrolled e@maent where environmental
factors such as vast fluctuation in temperatures, w@imation, humidity, chemicals, electrical
shock, pressure, physical damage, etc. may affect theahoparation of the platform or even
render the platform inoperable. An outdoor environment is a sighmple of a potentially
harsh environment for a WSN platform due to the unprdaietiactors that may occur, such as
rain, snow, or an extended exposure to ultraviolet suntmdiandoor applications such as
industrial facilities are also considered harsh enviromsneior WSN platforms where
unpredictable environmental damage may occur due to one orahthe factors mentioned
earlier. An ideal non-harsh environment is a predictable msafe environment with regulated
room temperatures, such as offices, school buildings, shopyahs} residential spaces, etc.
Prominent harsh environmental factors are:
1) Water leakage highly purified or distilled water has very high eledticesistivity (or low
conductivity), approximately 1800M.cm, while seawater has relatively very low resistivity
(or high conductivity) approximately 20cm. However, in harsh environments, a WSN
platform is more likely to be subjected to unpurified wéd¢akage, such as rainwater (10K-
100K .cm), which will electrically connect and short the platity electrical ports together
facilitating false triggering, port-crosstalk, and ing®a serial and wireless communication
errors. Increased impurities in the water, such aswsgllincrease conductivity, thus creating
a short across the battery terminals draining valuableggneserves. For example, if
rainwater fills up a coin-sized WSN platform, it willeate a 5K to 50K channel across
the 20mm coin battery terminals, which will drain the 3d@h battery at a constant current

of 60pA to 600pA in addition to the sleep mode current drais. worthy to note that under
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normal operating conditions, sleep mode current consumptiora ftow power WSN
platforms varies between 1.0 pA and 2.0pA. Seawater desaikéo the platform, on the other
hand, can drain upward to 300mA current (18hort), which is aggressively beyond the
continuous current drain capacity of a CR2032 coin batteBm(@). Thus, seawater will
cause immediate damage and drainage to the coin batteaddition, water molecules
surrounding the platform absorb radio signal energy, thus, @sdim@nmunication range.
Mitigation : the WSN platform should be placed in an enclosure. Thisme should be
water sealed using epoxy potting compounds (e.g. MG-Ch#s¥8382B). These epoxies are
specifically formulated for electronic applications, sucht tthey are nonconductive, non-
porous, water and chemical resistant, and adhere to madstcesirincluding plastic,
aluminum, copper, and steel. Epoxy potting compounds, sudiGa832B, are two-part
compounds mixed together thoroughly and poured into the semeloesulting in a platform
that is physically rugged, water and chemical resistamt electrically insulated.

Humidity : has a similar effect on radio communication as weadech that high humidity
implies lower communication range, and vice versa. In axfditiumidity over a period of
few years can corrode unprotected connections on the WShrplaincluding antenna
traces, port connections, soldering bonds, batteries, arrgrptected metal.

Mitigation : protective coating such as Acrylic, Silicone, or Urathge.g. MG-Chemicals-
4223) can be used to coat the WSN platform from humiditydmehter, minor scratches,
and static discharge.

Vibration : constant vibration experienced on a WSN platform loosesskly soldered
joints, pins, connections, and components. Physical damagalswoccur if the platform is
constantly vibrating against a fixed surface. Depending onntagnitude and resonant

frequency of the vibration source, multiple harmonicshef vibration source may interfere
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with the WSN platform main clock source, however, it isage occasion and would most
likely effect other slower running clock sources or onba®rmsors such as accelerometers.
Mitigation : protective coating and epoxy potting compounds can leeteel based on their
curing properties, such that some cure to a flexible naterig. MG- Chemicals Silicone
conformal coating 422) that can aid in absorbing some vilorégicels.

Chemical corrosion exposure to corrosive chemicals or acids in the surrounding
environment may easily etch the copper-traces on the surfadbeofiVSN platform
effectively disconnecting logical connections, and weakening p@eerces with added
resistance in the metal due to corrosion. Some exEmEeEbrs (i.e. exposed silicon die), such
as humidity sensors, can be easily damaged by airborneigerobemicals. A chemically
corroded antenna will experience deviated radio chardatsrisuch as shifted resonant
frequency and a reduced directivity gain. For examecarosion etches the length of a
2.45GHz printed board antenna, the resonant frequendg sipivard towards 3GHz as the
length of the antenna gets shorter. Thus, the radiagg@dlsbecomes severely attenuated,
resulting in poor and reduced communication range over fine.sensor is designed to
monitor these corrosive sensors, then the sensor shdsddbe changed periodically to
maintain accuracy, as the corrosion will also afteetsensor silicon die.

Mitigation : protective coating and epoxy potting compounds can be agedtect the WSN
platform from chemical corrosion similar to water amdnidity protection.

Electrical shock when WSN platforms are mounted on metallic surfacesh sas an
electrical-pole or to a very large antenna on a roof blidgding, it is somewhat likely to
receive electrical shocks from lighting strikes, whichl w#sentially damage input power
ports including permanent damage to most capacitors on ttferpiawhich are voltage

sensitive. In addition electrostatic discharge (ESD)nfithe user may disrupt the normal
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working operation of a WSN platform and cause abrupt fatsescs triggers. Some
components are protect against ESD damage, such agdRifamputs upward to 2,000V.
Mitigation: protective coating and epoxy potting compounds can alssée to protect the
platform from ESD. In order to protect against eleatrsurges and lightning, a gas discharge
tube suppressors such as Hyperlink’'s AL6 (AL6-NFNFBW-9) shbeldised in series with
the antenna terminal.

Physical damage is a very broad harsh factor that can be as simpl@ light bump to
several tons of impact depending on the application. Physicagk is difficult to control or
predict when it is from an unexpected source. Protruding ardefioen a platform’s
enclosure are highly susceptible to physical damage, and eak &ff upon physical impact.
A broken antenna extremely hinders wireless communication tanigss than 1m to 2m,
which can easily render the platform unreachable, or disctegthérom the network. Physical
damage can also disconnect connectors such battery termimadsternally connected
sensors, wires, enclosure, etc. depending on the physimabezaype.

Mitigation : physical damages such as light scratches can be motagainst using
protective coating discussed earlier. Completely submertnegSN platform in epoxy
potting compounds can be used to protect against mediusicphglamages such as free fall.
Higher physical damage protection can be achieved using aretini of epoxy potting and
metallic enclosure. Enclosures can be chosen based ocatioplineeds, type of physical
damage, hardness, density, weight, corrosion resist@nioe, etc. Adding epoxy and a
metallic enclosure will significantly increase the weighthe WSN platform, which should
be taken into consideration for weight sensitive applications

Temperature variation: typically every single component on a WSN platform has a
temperature range in which it is expected to operalgs hcludes MCUs, transceivers,

passive components, crystal resonators, sensors, battetees However, even if the
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temperature is within the manufacturer’'s specificatiohsa component or device, some
characteristics such as power consumption are direclyeiced by large temperature
variations. For CMOS based silicon devices, such as M@k transceivers, power
consumption is directly proportional to temperature. Thawer temperatures will result in
less power consumption, and vice versa. However, batteqpesience reduced performance
at lower temperatures such as lower output voltage and lawsent supply, thus, lower
capacity, and vice versa. For example, an advertised 22bmdin battery such as
Panasonic-CR2032 is specified to operate betweé -80d +66C. However, the available
capacity at -1%C is approximately 160mA.h (under 1.0mA load), and at’@Gfe capacity
is 205mA.h (under 1.0mA load), such that the advertised 225nsAdmly achievable at
+60°C with a current load less than 30pA. These temperaanations must be taken into
consideration when estimating the typical lifetime of aNVS

Mitigation: some epoxy potting compounds are designed to be temperegistamt such as
MG-Chemicals (832FRB), which is also a fire retardamxgpcompound and can withstand
extreme temperatures from 265to +225C. If heat conduction is a positive aspect for a
given application and encouraged, then epoxy compound MG-Chen(@22TC) can be
used instead, which is a good heat conducting epoxy compound.

Electromagnetic Interference (EMI): in harsh environments, electromagnetic interference
may be abundantly present due to already present WiFi champmelsrietary wireless
equipment, electrical noise from machinery, high poweeggors, etc.

Mitigation : shielding the sensor platform with a proper metallicl@sure ensures that
interference is blocked out of the sensor platformdiiteon, RF tin-can shield boxes can be

placed on top of the RF transceiver section of the platform.
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4.3WSN Platform Essential Requirements for Harsh Industrid Environments

Based on our research background on the hardware, middleavetejetwork architecture of

WSN platforms discussed in Chapter 2 and Chapter 3, our agnohthe harsh factors listed in

this chapter, and our experience with working on three tnduapplications with three separate

companies (i.e. Syncrude, Dofasco, and SiliconPro), weulatm eleven essential requirements

for WSN platforms operating harsh industrial environments:

1)

2)

3)

4)

Modularity : To address a large number of applications in industnaironments, a WSN
platform must be customizable to allow for application-dpedayers to be added.
Modularity should be easy to use, low power, low costabbal and support a standard serial
communication interface available on most low cost MCushss UART, SPI, or I12C. We
discuss the modularity of Sprouts in Chapter 5.

Energy Harvesting The platform must be able operate reliably in sleep matide energy
harvesting, running a low power clock, and RAM retention.ddemng on the application,
some sensor nodes in industrial environments will be expectast td decade or more before
the sensor-node technology becomes obsolete or the tagged mdmeties. Thus, WSN
platforms must support energy harvesting to extend the netwetikné& necessary for some
applications. We discuss how Sprouts achieves energy harvesgegtion 6.3.

Network Standard: In industrial environments, standardization is a high pyiorit
requirement. Thus, the WSN platform must comply witlivemgnetwork standard. In certain
applications, a proprietary wireless network may actuadisform better and consume less
power than a standard network, however, they are often agpd with skepticism.
Adopting a network standard is a long term investment, and baustudied carefully. In
Section 3.2, we presented the most prominent wireless netiarkR84/SNs. We discuss
Sprouts network layer modification of the default Zigbemdard in Chapter 7.

Middleware Support: Developing applications for industrial environments must be

supported by an underlying middleware. The middleware must hidésdef the operating
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system and network while managing energy states and enarggsting. An easy to use
middleware architecture can facilitate the accessibdityhe platform to a wide range of
users. We discuss Sprouts middleware architecture in Cté&apte

Remote Triggering: Every platform needs to have a remote wakeup triggerirahamsm,
which allows sensor nodes to sleep indefinitely until a §ipe@nsor is remotely-triggered to
communicate back. This will allow the sensor platformstgnificantly reduce power
consumption by not periodically waking up to listen for incormmggsages. We discuss how
Sprouts achieves remote triggering in Section 6.4.

Mobile Connectivity: Devices such as smart-phones, tablets, and laptops will gla
important role as mobile collectors, routers, andgemode interrogators similar to RFID-
readers. Mobile connectivity with these devices will expand ¥ &pplication domain in
harsh industrial environments and beyond. We discuss the mobitedtivity of Sprouts in
Chapter 8 and Section 9.7.

Physicality: designing a WSN platform that is physically miniaturesize allows the
platform to be used in a wider scope of applications aifehe to large or bulky platforms.
However, the platform should not be too small to the pbeita very small battery with very
limited capacity can only be used. We have discoveredtiieabest cost to capacity ratio
battery, while maintaining a very small physical volunsethe 20mm coin battery CR2032,
which delivers a 3.0V output and approximately 250mAh for $0.15U8&rge lquantities. A
physically small sensor platform can be applied to a tasge of applications than a large
sensor platform. We discuss Sprouts physical attributeation 4.5 and Chapter 6.
RuggednessEnclosures increase the size, weight, and cost of tis@isplatform. However,
in harsh industrial environments, enclosures have significaportance in protecting the
platform against harsh environmental factors. The endoswst be versatile and rugged to

provide protection against the harsh factors listed@edti2.
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9) Cost cost is an important aspect in industrial environmehtss,tthe WSN platform must
take production cost into consideration. A low cost platf@man be widely deployed and
economically mass produced. However, cost is a tradeofi wesidering other factors such
as rugged enclosures, large memory, and energy harveshiuoy, @an significantly increase
production cost. A balance between cost and high priorityoatés must be established. We
show the typical cost of the Sprouts platform in Table 2.1.

10) Low Operating Voltage and Power some sensors nodes might not have the luxury of
energy harvesting, due to cost and size limitations. dimeapest and smallest energy
alternative is the CR2032, which gradually utilizes its capatown to 2.0V. Therefore, to
utilize the maximum capacity of small coin batteries,tlagform must operate reliably down
to 2.0V level. Another alternate battery source includ@#\& rechargeable batteries, which
produce a 2.4V in series, and also requires the platforapérate reliably at low voltage.
However, using 2 AAA batteries will significantly increake platform size.

11) Fault Tolerance given the harsh nature of industrial environments, fault toderanust be
addressed throughout the software, network, and hardwahitegture. Error recovery
functions from hardware and software failures on the sowode should be addressed by
reinitializing specific hardware components, softwaretgswatchdog timers, voltage level
monitoring, or a backup memory containing original firmwaemmunication failures or
packet drops between the source node and sink node can beedidiessimilar way to the
hardware architecture, in addition to a limited numberetransmission, while maintaining
low power consumption since radio communication is a powmeeEnsive resource.
Establishing a new routing path in a multi-hop network mightnbcessary depending on
available energy and application requirements. We discussutSprfault tolerance

mechanisms in Chapter 5, Chapter 6, and Chapter 8.
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4.4 Sprouts Platform System Architecture

Sprouts is a WSN platform designed for deployment in hardistrial environments. Sprouts
unigue attributes include a modular architecture in thewene and software architecture, low
power operation, rugged metallic enclosure, wireless m&tvgtandard, wireless energy
harvesting, remote triggering, and plug-and-play (PnP¥asemodule interface. The layered

system architecture of Sprouts is shown in Figure 4.1.

Application

Middleware (DREAMS)

Operating System Zigbee Application
Support
Plug and Play ||Energy Harv. and Remotg
(PnP) protocol Trig. Management Zighee Network
Hardware Abstraction 802.15.4 MAC

Physical layer

Hardware Resources: || Remote Triggering 802.15.4 PHY
Serial, Digital, Analog

Wireless Power Patch Antenna
Sensor Modules Ports Transfer within Enclosure

Figure 4.1 Sprouts layered architecture

Application layer: Sprouts is designed for harsh industrial environments, thusliseass the
application use of Sprouts on Syncrud's vibration screens iQitfgands of North Alberta, Ft.
McMurray, at the Aurora mine site. The Syncrude applicaia@hscussed in Chapter 9.
Middleware: the middleware is a software component located betweeagplication layer and
the operating system (OS), such that its purpose is totihedanderlying details of the OS and
network layer. Sprouts has a modular middleware archrecialled DREAMS, which allows the
developer to compose applications using loosely coupled seftwedules. The DREAMS

middleware and sink-server architecture are discussedaptér 8.
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Operating system the operating system of Sprouts utilizes a simple $abkduler supported by
the Zigbee application support layer. However, Sprouts can sugpertoperating systems such
as TinyOS or Contiki due to is its mature and widelyported 8051 MCU architecture.

Zigbee application support layer Some Zigbee stacks devices such as Z-Stack from Texas
Instruments provide an application support layer for their CCEs80 devices, which functions
as a task scheduler and may be used to replace thaingesystem for some applications.

Zigbee Network, MAC, and PHY layers we opted to use a standard Zigbee network for its
mesh network topology support and wide use across a kmogd of applications. Zigbee builds
a network stack on top of the standard IEEE 802.15.4 MACRAt#Y layers. Details regarding
Zigbee MAC and PHY layers are discussed in Section,3aR® our modified Zigbee network is
discussed in more details in Section 7.3.

Plug and Play (PnP) protocal our Sprouts PnP protocol provides a unique customization
method using sensor modules, which allows the user to imptesustom modules for specific
applications. Custom sensor modules can be interchangesked; or combined to make new
applications as needed. Our PnP protocol is discussedt€eis.

Energy harvesting management layeris implemented to monitor energy levels and control
wireless power transfer (WPT), remote wakeup trigger, rentlarging a backup battery when
excessive harvested energy is available, as discussedtiorst.3.

Hardware abstraction: a software layer that abstracts details of the undgrhhardware
components allowing for easier code migration across différ@dware architectures.

Remote Trigger. allows the Sprouts nodes to sleep indefinitely until a remad@® frequency
(RF) signal triggers the sensor node to wakeup. Remggeting is discussed in Section 6.3.
Wireless power transfer (WPT): Sprouts can harvest wireless energy similar to RAR2snote
energy is used to charge a local capacitor or replenigtiameable small coin battery. Our

WPT allows us to utilize remote triggering as a resultTW&discussed in Section 6.4.
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Hardware resources: basic input/output ports that read/write to physical pinsludes serial
interfaces, such as SPI, UART, and I12C, and digitalearadog ports, all provided by the MCU.
Sensor Module Ports Sprouts provides four PnP sensor module ports. Eacbrsewslule port
provides a customization channel to configure the Sprouts pratéora given application.

Patch Antenna and Enclosure Sprouts has a unique rugged metallic enclosure to pibfewin
harsh environments. The enclosure also includes a novel pagrina that allows the platform to
survive physical abuse without risking the antenna breaking ofthwwvould render the sensor
node unreachable within the established wireless network.

A simplified depiction of a Sprouts WSN system is showrrigure 4.2. Sprouts source nodes
compose the majority of the WSN nodes, such that each Spourtse node is customizable with
up to four sensor modules using our PnP protocol discussgtapter 5. Sprouts source nodes
communicate with Sprouts Coordinator Node through a Zigleesork, as discussed in Chapter
7. The Sprouts coordinator node reports all received messalge tinux server, as discussed in
Chapter 8. The Linux server has many responsibilitiesdligt Chapter 8 including database
management, system setup, data processing, data represesigstem backup, etc. The Linux
server is also accessible remotely using a 4G to WiFi moddl reported data by the Sprouts

WSN is accessible through any web-enabled device, sutiolaite devices.
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4.5 Sprouts Stackable Hardware and Enclosure

The hardware architecture is tightly coupled with theauke due to the antenna design and the

Plug-and-Play external modular customization architectur8pobuts. In order to address the

various harsh environmental factors, we must address Spema®sure design. Sprouts

enclosure design undertakes a very important role in thealgulatform architecture and must

comply with the requirements of the hardware architecttinP protocol, and antenna design.

Figure 4.3 highlights the stackable layers of the Sprouts piatftescribed as follows:

1)

2)

Mounting Layer: in many industrial applications, the environment is maimgngosed of
metallic surfaces, such as machines, instruments, dtealds, stairs, walkways, walls,
transport vehicles, etc. The ability to attach a sensde to a metallic surface with little
deployment effort is an asset and an advantage to therpiatiTherefore, a magnetic
attachment option is conducive to the operating environment. ¥éowia applications where
intense vibrations are present, extreme temperaturem#lyatiemagnetize the magnet, or the
risk of physical damage that may detach the platform, #hreralternative attachment is
necessary. A threaded attachment is an alternative chethattachment using a screw
mounted to the bottom of the platform, which will ensarstrong coupling of the platform to
the application. However, a threaded attachment is an iveru® destructive, method since
the tagged object must be threaded as well. Thus, a thdrtess structurally invasive method
of attachment is using a very strong bonding agent such ggoay potting compound (e.g.
MG-Chemicals 832C).

Internal Custom Layer. customization of the WSN platform for various applicatiegnene
of the most important features of any WSN platform. Whieve customization by two
different means. The first method is using an optiona&rival custom layer, which would
host application dependent hardware solutions or sensor etefibetmajor advantage of an
internal custom layer is the increased environmental proteptiovided by encapsulating the

layer inside the enclosure. The disadvantage of the intemstdmization layer is the limited
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physical area to implement the custom layer. The second dmat@mmn method is achieved
by using external custom layers, we defins@ssor modulesvhich are described next.
External Custom Layer (i.e.Sensor Modules based on our experience with implementing
custom solutions for various applications, such as SyncrudiasBo, and Silicon Pro, we
have learned that most custom layers require an exteomaection to the object being
monitored. Thus, by eliminating any internal application depet layers, the WSN platform
becomes a general purpose WSN platform customizable usingamaaed Plug-and-Play
(PnP) ports. These PnP ports accept what we segdbor modulesSensor modules are
external custom solutions for a given application that comratmiwith Sprouts using our
PnP protocol described in Section 5.4. Sprouts has four RmE, peach port can
communicate with one sensor module. However, every sensarlencah monitor multiple
sensor ports, where a sensor port represents a stas@nt source. Section 5.4 describes the
details of our Sprouts PnP protocol.

MCU and RF Layer: is a mandatory layer for any Sprouts sensor node asiaios the
MCU and the transceiver device. Combining the MCU and thedeams together on one
layer minimizes cost and the number of layers inside tB&\Watform, which would allow
for additional internal layers since space is limitétbwever, the disadvantage is the
permanent coupling of a given MCU and transceiver choice, wtachbe viewed as a
limitation in modularity since separating the transceiirem the MCU would allow the
platform to interchange communication technologies suchoas Zigbee to Bluetooth Low
Energy. The decision of integrating the MCU with the trangeeanto a single layer is due to
the natural integration of these two units into a sisgieon chip, known as a System on
Chip (SoC), such as Texas Instruments' CC2530 Zigbee SoC.

Energy Harvesting (EH) Layer: in harsh industrial environments, certain applications may

require a very long undisturbed operational time upward to #@syer more. While the

76



6)

7

Chapter 4: Sprouts WSN Platform Requirements and Clggge

MCU’s Flash memory may last longer than 10 years, along ethiker silicon and passive
components on the sensor platform, the battery will be deplditring the 10 years period
due to self-discharge, known as shelf-life. Thus, an atermethod of powering the device,
such as energy harvesting (EH), becomes necessary. Dependimgsmurce of the ambient
energy harvested, a different EH layer would be necesSamjlar to RFID technology,
Sprouts utilizes radio frequency (RF) energy harvestirttER) to replenish power to the
platform. However, we do not use an extra or internaldfdrlto accomplish RF-EH. In fact,
we have integrated the RF-EH into the transceiver femt, which reduces the number of
internal layers, platform cost, and design complexity. Othidr layers can be added in
addition to the RF-EH. The RF-EH also serves as thé & for remote triggering. Details
about our Sprouts RF-EH and remote triggering are desantfgection 6.3.

Backup Battery: in addition to the EH layer, an optional battery can ized as a backup
energy source in case of EH failure. A small rechargeabiebattery such as ML-2020 can
be recharged when excessive EH levels are reached.idoteon-rechargeable coin batteries
such as CR2032 hold five times more current capacity, aiggnéan the rechargeable
counterpart ML-2020. Thus, the user must take into considertit®mpplication lifetime
requirements, such that if CR2032 can satisfy the applicéifetime energy requirements,
then there is no need to use an ML-2020 rechargeable battery.

Antenna: in harsh environments, the antenna is the most suscepbtibiponent of the
platform to the external environmental harsh factors. Itiquédatr, corrosion, electrical shock,
and physical damage can irreversibly damage the antEonaexample, physical damage,
such as bumping the platform, which is mounted on aphgart, into a solid wall can
break off the antenna from the enclosure. Therefore weeugalinovel ultra miniature patch
antenna, which is also used as an enclosure cover, thvisggevo purposes. Ideally, having

the patch antenna completely enclosed within the metallitosme would protect the
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antenna from breakage. However, metallic rugged enclosgteasaan RF shield, thus,
anything enclosed within its grounded walls would not ble & radiate any signal to the
outside. Design, simulation, and performance of the @attdmna is discussed in Section 6.5.
Enclosure a WSN platform designed for harsh environments must havgged enclosure
to protect the platform against harsh environmental faclthe enclosure is an integral part
of the WSN platform when dealing with harsh environments.ebdimg on the application,
various enclosures may be utilized to tackle a givesthgactor. Most prominent enclosures
include thermoplastic acrylonitrile butadiene styrene (AB&)ch is a cost efficient light
weight plastic, aluminum (i.e. lightweight and low hard)esopper (i.e. medium weight and
medium hardness), iron (i.e. heavy weight and higher hardre¢ss For Sprouts, we use a
cylindrical copper enclosure with black oxide coating totget against oxidation. Copper
does not chemically react with water like iron or steel doeseate rust, thus, it is naturally
resistant to water. In addition, copper’s malleabilitjouas it to be easily cut, melted,
soldered to the antenna ground, or formed into othgoeshal’he low hardness of copper
allows the enclosure to absorb physical damage by bending. ICeppaatively low in
structural hardness (3 Mohs) in comparison to steel (4 Mwhtsingsten (8 Mohs). As metals
exceed a certain hardness level they become brittle yegsten), such that sudden physical
impacts from the harsh environment may break the metal itdne bend it.

Encapsulationt Upon completely encapsulating the platform within the rhetahclosure,
we fill the inside of the enclosure with translucent>gpoompound, MG-Chemicals-832C,
as discussed in Chapter 4. The translucent epoxy avd#rin 24 hours to a tensile strength
of 55.7N/mnd, which is similar in tensile strength to glass (207 N/mnf), but without
being brittle. The combination of the epoxy encapsulationtlaadopper enclosure provides

the platform with a structure that is extremely toughragahysical abuse, shock absorbent,
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water and humidity proof, chemical proof, electtislhock resistant, and temperature tolerant,

as we have described in Section 4.2.

C_Paich Antenna3
————
{_Backup Battery |

Custom Layers

> Sprouts Node
| Harvesting Layer |

| CPU &RF Layer )

1 Sensor Layers
| Magnetic Lay

Figure 4.3 A) Stackable layers of Sprouts B) SprostNode

A) B)

4.6 Summary

Designing a WSN platform for harsh industrial eomments is a much more intricate
development process than designing a platform &be sndoor environments. We have listed
some of the most common harsh environment factwsn@ethods to mitigate their effect on the
sensor platform. In addition, we have listed tethef most important high-level requirements of a
WSN platform operating harsh industrial environnseiftinally, we gave an overview of Sprouts
system architecture and described each componiefiiytbwhile referring to appropriate Sections

for more details.
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Chapter 5

Sprouts Plug and Play (PnP) Protocol

In this chapter we describe our Plug and play protocol wdliolvs us to customize the platform
for a broad range of applications using sensor modulesofarodules are independent sensing
devices that attach to our Sprouts platform and providgplication dependent solution. Sensor
modules are automatically detected and configured by Spupats their attachment to one of
four available sensor module ports. This chapter addréssesiodularity and fault tolerance

requirements listed from Chapter 4.

5.1 Introduction

Configuring a platform to work seamlessly for various mailons with little user intervention is
not a simple task. Currently on many platforms such assT#lMICA, IRIS, SunSpot, etc., the
user has to reprogram the MCU to read a specific digitaihalog port connected to a sensing
element. Reprogramming the sensor platform's MCU to useea gensor element could involve
a very daunting sequence of tasks including learning the detetdeoperating system, MCU
architecture, middleware, application support layer, ettmétely, we would like the user to
simply plug a sensing device to our platform without arfiws&oe configuration necessary for at

least a given default functionality state.

5.2 Motivations

Given the wide applicability of WSNSs, it is highly desiratilehave a platform customizable to
different applications. In addition, if a sensor platfoemot customizable then new applications
would require the redesign of the sensor platform whichilevlead to increased costs, time
delays, and retesting of the new sensor platform desigaf alhich are detrimental to any new
research project or application. Customization is necessayaipt the same sensor platform to a

various and broad range of applications with little to no aseling effort involved. Thus, our
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motivation is to support easy customization on the Sprout®pta using plug-and-play (PnP)
sensor modules, such that we place the development burddre afevielopers of the sensor
modules. However, it allows the user to simply mix and matilable sensor modules by
simply plugging a desired sensing module suitable for angagplication to one of the available
ports on the Sprouts platform. Therefore, we researcapgnoach to provide a high level of
customization to the Sprouts platform to allow for appl@aspecific layers to be added as PnP

sensor modules using a standard serial communication bus.

5.3 Related Serial Communication Buses Comparison

We investigate popular serial communication standards&alafor low power WSNSs in order to
determine a best fit serial protocol that we can build upoestablish a PnP protocol for the
Sprouts platform. Below is a list of prominent serial pcots that are low cost and widely
available for low power MCUs:
UART, Universal Asynchronous Receive Transmit is one of thdestrstandard serial
communication interface, dating back to the early 1970s,edtdat establish a basic wired
communication channel among different devices to exchange afiormMore than 40 years
later, today, enhanced versions of the UART are stillelyi in use in embedded systems,
mobile phones, laptops, PCs, modems, printers, equipmentiessaetc. The wide adoption
of the UART is mainly due to its simplicity and ubiquityh& working principle of UART is
to serialize data between two devices, such a seniglebyteinto a stream of 8 seridlits
from the transmitting device, and then reconstructinditeon the receiving device. A two
way UART communication can be established with ag lg 3 wires (i.e. Transmit, Receive,
Common-Ground). An optional hardware flow control (i.e. lsdnading) is also available
using request to send (RTS) and clear to send (CTSjadipins. In order to establish a
UART communication port, the user must specify the baud{kiti®’s or bps), data length,
parity, and stop bit. For example, a common default configuréound on many devices is
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referred to as 9600-8N1, which implies a baud-rate of 9600 I8t&its per transmission, no
parity, and one stop bit. There are no standard protémoldART communication, thus, it is
up to developers to define their own. Figure 5.1 shows an exarnptav Sprouts would use
a UART interface to communicate with sensor modules.

Advantages only 3 wires required, simple to use, and availablenost low cost MCUs.
UART-to-USB dongles and microchips are widely available.

Disadvantages very low scalability since it was designed for commumecabetween two
devices. Requires accurate crystal generated clock sooindesoth devices. Standard baud
rates greater than 19.2Kbps (i.e 28.8 Kbps, 38.4Kbps, 56Kbps, etcgamesate unreliable
bit error rates (BER) if the crystal frequency usedasan integer multiple of the baud rate

desired. UART is generally used with low communicatioredpeand a maximum supported

baud rate approximately 1Mbps.

Sprout.  [UART] [UART]  Senso
MCU Module
Tx* > Rx*

Rx* [« Tx*

RTS » CTS
CTS¢ RTS

GND*

GND* ‘

Figure 5.1 UART communication link example between Spnats and sensor modules. The *

symbol indicates the minimum required links for UART
Serial Peripheral Interface (SPI)is a synchronous serial communication interface between
one master and one or more slave devices. The master nodgs alnitiates the
communication and asserts the required clock cyclesite data flow. Data is commonly
transferred in 8-bit segments with one clock pulse assbyt¢he master for every bit shifted,
thus, no baud rate is required. SPI commonly requires 5 teirggerate in full-duplex mode
between one master and one slave: master-out-slave-in (M@&er-in-slave-out (MISO),

clock (CLK), and slave-select (SS), and common ground (GM@yitional slave devices
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can be added to the bus by dedicating additional lines for(eaghSg, SS, SS, SS, etc.).
There are no standard protocols for SPI communicatios, this up to developers to define
their own.

Advantages communication rates up to half the MCU clock source (0gMbps using
20MHz clocked MCU) are possible. No dependency on clockiénecy accuracy, thus, high
accuracy crystal driven clock sources are not necessallyduplex mode can potentially
reduce latency in some applications. Multiple slave deviarde supported.

Disadvantage full duplex mode requires 5 wires (MOSI, MISO, CLK, &8d GND).

Sensa

Sensa
X o a

—1 ¢, Z Modul
SRRO €
A

Sprout: [SPI] 8 g
Z =
5 Module =ss
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MOSI
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SS4
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Figure 5.2 SPI communication link example between Sprostand four sensor modules.

Additional sensor modules can be supported with additionabSx pins
Inter Integrated Communication (I12C) is a synchronous serial communication protocol
which requires 3 wires to establish communication betweemaséer and multiple slaves:
Serial Data (SDA), CLK, and GND. Data transmiss®ibidirectional on the same data wire,
SDA, and initiated by the master. Instead of using a slaletsfor each device on the bus as
is the case with SPI, I12C uses a unique addressing sdberbanect to a given slave device
on the bus. Multiple masters are also allowed, such theupuksistors on SDA port @3»)

and CLK port (R.«) are used to avoid any damages that may occur due tcalb$#ns.
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The maximum number of devices supported oniBebLs is limited to the address space (i.e.
7-bit or 10-bit by design) and to the total bus capacitanee4@0pF by design).

Advantages only 3 wires are required to establish a multi-mastdrraulti-slave bus. Data is
acknowledged after every transfer.

Disadvantages standard communication rate is 100kbps with a maximum of BEOK
Increased hardware and software design complexity. Gaiefing is necessary. Pull-up
resistors Bpa and Rk both waste power for every logic-zero in the packetesihe full

voltage supply VDD is present across the resistors, thusrpmmsumption is increased.

Sprout: [12C] Sensol Sensol Sensol Sensol
MCU Module, Module Module; Module,
VDD
&) &) &) &)
3 8%z | 3%z | 8%z | 3%z
X2$x|m00 | OO | OO | OO
o A& 24 24 24
SDA |[«— -f--p----
CLK -----
GND $

Figure 5.3 12C communication link example between Sprogtand four sensor modules.

Additional sensor modules can be supported without any adtonal pins
Local Interconnected Network (LIN) is a serial asynchronous communication protocol
which allows one master and up to 16 slave devices to commeimeat one bidirectional
wire. Thus, including a common ground wire, only 2 wireg aeeded to establish
communication, which greatly reduces deployment costs. éiherged as a low cost
alternative to the CAN bus in the automotive industry. Thetenasode always initiates
communication on the bus, and polls all slaves periodicalbyvalg for deterministic time
responses. LIN bus has a maximum baud rate of 19.2Kbps, up t@a &ydas maximum

payload, data acknowledgement, and data checksum.
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Advantages low cost 2 wire communication (i.e. Data and GND). Mudtiglaves are
software addressable. Deterministic response times s$tave nodes. Baud rate detection is
possible using synchronization byte 0x55-hex, thus, allowing the ussaodurate clock
sources. Possible to daisy chain slave-devices to fuetece deployment costs.
Disadvantages careful timing is necessary. Limited number of slaveasvup to 16 on one

bus. Limited communication speed up to 19.2K.

Sprout: [LIN] Sensol Sensol Sensol Sensol
MCU Module, Module Module; Module,
< < < <
&) &) &) &)
|<T: Z |<T: Z |<T: P '<T: Z
0o 0o oo 0o
A y y y
DATA [« e
GND $ --------

Figure 5.4 LIN communication link example between Sprots and four sensor modules.

More sensor modules can be supported without any additionglins

Controller Area Network (CAN) is a message-based serial asynchronous communication
protocol which focuses on high reliability applications suciesstrial and automotive, but
not limited to either. CAN is uniquely identified bysihighly reliable differential-mode
twisted-pair transmission, which is less susceptible terferences, and desirable in
electromagnetically noisy environments. Priority arbitratio@AN is similar to a logic-AND
gate, such that logic-zeros on the bus are dominant anddogg are recessive, which
provides contention immunity and grants message IDs wibiwver address (i.e. more logic-
zeros in the address) higher priority to continue trarsams Nodes with lower priority
immediately switch to receive-mode upon contention dete¢tienwhen the output bit is not
equal to the transmitted bit). CAN specifies an 11-bie@bit extended message identifier

(MID), which is a predefined application-specific fieldathdentifies the type of data on the
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bus (e.g. temperature sensor, motor control, switdlarydlial, etc.). In other words, the
messages sent on the bus are unique, however, the nodes akegivain application may
divide the 11-bit MID field into a unique 6-bit address spaé a 5-bit sub-node message
identifier. Thus, the maximum number of nodes on a single @AAl is undefined, but
conveniently set 64 nodes (i.e. derived from 6-bit address) it MID width. Since all
messages are broadcasted on the bus, nodes may individually wheither to act on the
received data or ignore it. A maximum of 8 bytes candmestnitted per packet.

Advantages highly reliable physical-layer data bus for electromagaéli noisy
environments. No master or slave node concept or limitation, oebgages transmitted are
uniquely identified. Fault tolerant bus using CRC, contenitimmunity, differential twisted-
pair transmission, and data acknowledgements.

Disadvantagescostly to implement since it requires at least @sv(i.e. differential pair, and
GND) and a CAN hardware transceiver. CAN controllers mot available on low cost
MCUs, and complex to emulate in software using bit-bandeaipniques. Higher power
consumption is necessary for the differential pair comnagioic. A maximum of 8-byte

payload allowed. No addressing space specified by stndar

Sprout: [CAN] Sensol Sensol Sensol Sensol
MCU Module, Module Module; Module,
1 1 1 + 1
2za | |2zo0 | |2z0 | |zz0
<2 << 2 << 2 << 2
ONONU (ONORU) ONONU) (ONORU)
A A A A A A A A
CAN+ |« S
CAN -« S

GND ¢ —————

Figure 5.5 CAN communication link example between Sproutand four sensor modules.

More sensor modules can be supported without any additionglins
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5.4 Sprouts Plug-and-Play (PnP) Protocol

In order to customize Sprouts for a broad range of appitgtiwve design a PnP protocol which
accepts externally attached custom modules, which we teefes Sensor Modules (SM). A SM
can be a generic or an application dependent device, complthnEprouts PnP protocol, and
may include one or more sensor elements (SEs).
To avoid any naming confusions, we define the following:
Sensor Element (SE) elementary type sensor with little or no embedded coritialially
requires an MCU to manage its output. For example, temypersensor MCP9700A is a SE.
Sensor Module (SM) custom solution device that typically manages one or miesea8d is
compliant with Sprouts PnP protocol. Can be a generipgication dependent solution.
Sensor Node (SN)wireless sensor node in a WSN, such as Sproutsrgaasiorm.
Sprouts PnP protocol is established between Sprouts anihSivtser to achieve a high level of
customization. Due to the small size constraint of Sprautly 4 SMs can be connected at any
given time. However, one SM may contain multiple SEs, thuSMs limitation does not pose
any serious constraints. In addition, a custom SM magldsggned to act as a PnP expansion
module to provide more PnP ports.
Serial communication protocols in industrial applicationsdarnesn by cost, such as moving from
a 3-wire CAN network to a simpler 2-wire LIN bus whiclduees system complexity and the
number of physical wires needed. However, our PnP protsaié¢signed for direct connection
with the sensor node without using cable extensions, whidmiksto how a microSD memory
card is directly plugged into a camera or a smartpholnerefore, the cost limitation of cables is
eliminated allowing us to expand the number of connections de¢edkesign a simple to use PnP
serial communication bus.
Each one of the four PnP ports on the Sprouts platform Btmndard 8-pin rectangular header

(2.27mm pitch), such that each pin is described in Table 5.
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Table 5.1 Sprouts PnP serial protocol bus

Pin# | Acronym| Name Owned by Description
Commor |Common ground reference necessary to establ
1 GND Ground ]
to all voltage potential.
3.0V DC power provided by Sprouts battery to pq
DC Power| Common
2 VDD external sensor modules. Modules may also prq
Supply to all ) )
their own power if needed.
3 MOSI Master Ou| Sprout: |Maste-Out-Slave-In is a unidirectional SPI data li
Slave In | Sensor Nodgrom Sprouts to the SM.
Maste-In-Slave-Out is a unidirectional SPI data i
Master In | all Sensor _
4 MISO from the SMs to Sprouts. Only one SM with an ag
Slave Out| Modules o
PS-x* may use this pin.
Sprout:  |Clock signal provided by the master device .
5 CLK Clock )
Sensor NodgSprouts) to drive data.
5 Syt Port Sele- | Sprout: |Port Select pin to choose one of four SMg
X
X* Sensor Nodgcommunicate with Sprouts.
Sprout:  |External Enable interrupt signal to wake up the s¢
7 ENx* | Enable-x*
Sensor Nod@module from sleep.
Unique per [Module-x* is ready to send or receive data. A
8 RDx* Ready-x* Sensor |necessary to establish PnP when a new sensor n
Module x* |is attached for the first time.

x* denotes the PnP port number (or sensor modutgben) from 1 to 4. Pins with x* are unique per sgnmaodule.

When a module is plugged into one of the four ports, the modakives power via GND and
VDD, and initiates a registration event with Sprouts biyvatng the RDx pin followed by a
registration request event. Sprouts wakes up via RDx, eoefighe SPI protocol, sets ENx High
causing RDx to go Low, sets PSx High, and requests the msdulejue ID via SPI when the
RDx pin is set High again. The module replies back withuitigjue 32-bit ID, such that every
reply is accompanied with the request command that triggkeescesponse. Sprouts then sends a
request to the sink node requesting the module’s configarpticameters. These configuration
parameters are set by the module’s designer and are unigaeltanodule. The configuration

parameters allow for further customization per applicatequirements. For example, for our
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ultrasound thickness module, we have configuraggarameters related to material type,
calibration values, gain, acquisition time, averagenber of samples, reporting intervals, duty
cycles, etc. When the configuration setup is coteplthe module relays the number of sensor
ports available to Sprouts with the correspondingy ccycle of each. At this point, it is the
responsibility of Sprouts to request a sensor readpdate from the specified port of the module
at the appropriate time interval. Sensor portsesgmt the various sensor elements that may be
present in a single sensor module, as seen ind-ig. In addition, Figure 5.7 shows Sprouts
attached to four ultrasound sensor modules. Fompleg a module may include a temperature
sensor at port 1, light sensor at port 2, humidityport 3, and a barometer at port 4. Sprouts
communicates with all active module ports to calleadings on all sensor ports, combines the
data in one packet, and sends one report packie¢ ink node in order to save power consumed
by the transceiver. In the case of a critical ewistection by a module, interrupts from identified
modules are permitted via RDx. These interruptssarged in high priority and reported to the
sink immediately. When a module is detached fromo@&s, it times out after three unresponsive
requests, or when a new module is attached triggesi registration event. Modules may be
recycled from one application to another, allowiog a greater degree of customization per

application.

Sensor element ports Sensor element ports
1

Sprouts Platform: '
@ Sensor Sensor

, . (bottom view ‘
Module 1 "\( )/"' Module 3

Sensor 4_‘/‘ \,_, Sensor

T Module 2 |7 /! Module 4 |

i

N v

> PnP protocof-

8@ ©F

|

Figure 5.6 Four PnP modules with each having one anore sensor element (SE) ports

allowing easy customization per application
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Energy Consumptio

One of four Sprout
PnP Ports

One of four attache
PnP sensor modules

Measurement Probes

Sprouts WSN latform without

enclosure (~20mm in diametg

=

)

Figure 5.7 Sprouts node attached to four sensor modules

5.4.1PnP Packet Format

The PnP packet is composed of a 4 bytes header and bleaagload from 1 to 252 bytes.

The PnP header is composed of 4 bytes in the following seglerder:

1) Start of Frame (SOF): this is a constant 1 byte (Ox&k)dicate the start of frame.

2) Length: calculated length of the entire packet includirgheader and the payload, such that

the MAXIMUM_LENGTH is 256.

3) Message Type (MSG_TYPE): the type of the message Benexample, the message type

might be a REQUEST (0x01) or RESPONSE (0x02).
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4) Command identification (CMD_ID): specifies the type of omand requested. For example, a
READ_SENSOR_PORT (0x01), CONFIG_SENSOR_PORT (0x02), READ_RHEERS0x03),
WRITE_REGISTER (0x03), ACK (0x03), and RESET (OxFF).

5) Payload (PAYLOAD): the payload depends on the MSG_TYP& @ND_ID. If the
MSG_TYPE is REQUEST, and the CMD_ID is to READ_SENSOBRP, then the payload

will specify which sensor ports to read.

Table 5.2 Sprout PnP general packet format

SOF LENGTH| MSG_TYPE| CMD_ID PAYLOAD
Size 1 Byte 1 Byte 1 Byte 1 Byte 1 to 252 kyte

For example, on our Ultrasound Thickness Module (UTM), thesdund sensor is placed on
sensor port 2. Therefore, to obtain an ultrasound thickmeging, the Sprouts node sends the

following packet to the UTM:

Table 5.3 Request an ultrasound measurement reading expla

SOF | LENGTH | RESPONSI | READ_SENSOR_POF | PORT_IC
OxFE| 0x05 0x01 0x01 0x02

Hex
value

The UTM would reply with a RESPONSE to ACK the rested message, and proceed
immediately to take thickness measurements. Upon complefitime thickness measurements
and before the expiration of a specified timeout period,Ul®& sends another RESPONSE
packet to the READ_SENSOR_PORT with the ultrasound thicknesssurements in the

PAYLOAD, as follows:

Table 5.4 Response to ultrasound measurement requestample

SOF | LENGTH | RESPONSI | READ_SENSOR_POF Ultrasound Readin
Hex | oxre|  ox05 0x02 0x01 steel_thicknes:
value tungsten_thickness
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For increased protocol reliability in a harsh operating emwirent, and in order to assure that the
response packet is directly related to the last requestelet sent, the response packet repeats
that the response is related to a READ_SENSOR_PORT aothrand the first byte in the
payload is the Port_ID followed by the actual useful sedsta reply (i.e. steel and tungsten

thicknesses).

5.4.1Sprouts PnP Performance Evaluation

Error Detection and Recovery Redundancy in the protocol is important to detect angrer
during the PNP protocol communication, which increases dleility of packet transmission
and error recovery. Our PNP uses an SPI bus to trarmgerwhich has a unique feature of being
a bidirectional bus. We leverage this unique feature to ecHo thacbytes received by either
device for an added level of error detection, which inceedise likelihood of detecting any
transmission errors. The Sprouts node checks all the Btes/ed to verify the correctness of
the packet format, and sends an ACK back to the sensor engdulthe UTM). If any of the two
devices receives a packet format that does not comply, thRBiPaERROR_COUNT variable is
incremented, such that when the total number exceedsof¥,ean error recovery function is
executed to deal with the type of error generated. OrJid, the pnp_error_recovery(void)
function simply resets the device which includes the PNMation pnp_init(void) and
configuration pnp_config(void) functions upon startup. On the Sprouts node, however, the
pnp_error_recovery(void)only executes the necessapyp_init(void) and pnp_config(void)
functions. Resetting the Sprouts node is avoided insidpripeerror_recovery(voidjunction in
order to avoid rejoining the network which is a power istemprocedure in a Zigbee network.

In addition, the Sprouts PnP protocol utilizes a hardwarertto monitor the elapsed time while
waiting for a reply from a given sensor node during all SPInsonication. When the timer

exceeds a given timeout value, a timeout error flageiserated, and the SPI receiver stops

92



Chapter 5: Sprouts Plug and Play (PnP) Protocol

listening for a reply, which prevents the sensor node frottinganormal execution. The
command that generated the timeout error is attempte@ timess, that that upon three
consecutive failures, thEnp_error_recovery(voidfunction is executed.

Bit Error Rate (BER): in asynchronous serial communication buses, such as UARTLIRC,
or CAN, two communicating devices are assumed to trarmsmditreceive at the same data rate in
order to receive the correct stream of data. Hence, Wlenasynchronous communicating
devices are using slightly different clock rates, mostig tb hardware limitations or the crystal
frequency of choice, a sampling error occurs due tonangi mismatch. The rate at which this
timing mismatch leads to an incorrect sampling of dataferred to as the bit error rate (BER).
On the other hand, the SPI serial communication link inalsonous bus, such that the timing
required to transmit and receive data on the SPI bdetésmined by the clock (CLK) line which
is present on the bus. Therefore, no previous knowledge of theada is necessary when using
the SPI bus. The Sprouts node generates the clock for the SRihdusie sensor nodes use this
clock to determine when to sample the channel to readodatansmit data. As long as the data
rate on the SPI bus does not exceed the maximum data rafedgser MCU, no transmission
or reception errors will occur in the sampling of datardpcommunication on the SPI bus. Thus,
the only source of error in communication would be an extsmace, such as long cable length
subject to electromagnetic interferences. Our PnP protoceldieet plug in modules, thus there
are no necessary cables associated with our platforimer @burces of errors that are difficult to
measure or quantify may include physical damage in harginoements, faulty connectors, or
faulty hardware on sensor modules, which may renderrRepiPotocol unusable, however, these
unexpected faults would render any other serial communicataiocol equally unusable.
Communication Speed the communication speed of the PnP protocol is limitesl neaximum

of 4Mbps in bidirectional (full duplex) mode on the Sprouts platfowhich is defined by the

CC2530 for a running frequency of 32MHz, and operating voltaeieen 2V and 3.6V. No
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minimum operating speed is defined for an SPI communicétic thus very low speeds are
possible, such as 1 Kbps. However, such low speeds are abte$ar WSNs, since the MCU
has to be in active mode while receiving packets, which méligase the active time cycle, thus,
increases power consumption.

Energy Consumption Per Bit the PnP protocol runs at a full speed of 4Mbps, which mibahs
a single transmitted bit spans 0.25us. The power consumptiohe MCU in active mode
running at 32MHz consumes an average of 6.5mA at 3V. Theréherenergy consumption per
bit is approximately 4.875 nJ. The PnP minimum packet sigéiges and the maximum packet
size is 256 bytes. Therefore, the minimum energy consumpiicerid the smallest packet is
195nJ (over 10 ps period), and the maximum energy consumption t@a S5&lbytes packet is
approximately 9.984 pJ over a 0.512ms time period. A common pashgth] such as the
ultrasound has a maximum payload length of 12 bytes andyted beader overhead, thus, the
energy consumption to send an ultrasound thickness report Eakgroximately 0.624 pJ.
Implementation Cost the SPI serial bus is available on almost all low coStg, which makes
it possible to implement a low cost sensor module usingv@ly of choice. On the other hand,
LIN and CAN buses are considered specialty communicatiorspudech are only available on
specific MCUSs. In addition, since the SPI bus provides a cdaghal, sensor modules are not
obligated to utilize a crystal to obtain accurate tignifor data rates. In fact, no crystal is
necessary, which lowers implementation cost. In the aas&P| hardware is not present on an
ultra low cost MCU, the SPI bus is the simplest communicdtiento emulate in software using
standard digital ports. Furthermore, implementation isoatso specified by the number of pins
needed to establish a basic connection including power anddayr Sprouts PnP protocol utilizes
an 8 pin header (i.e. VDD, GND, MISO, MOSI, CLK, PSRbE and RDx), which makes the
cost far higher than any other serial protocol mentionédaliie 5.5. However, our PnP protocol

was designed for direct plug-in modules that do not utdizeable length, only connectors are
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necessary. A cable may still be used, however, the calse afable, depending on its length, will
increase implementation cost. In addition, since theolgrplatform is designed for harsh
environment, we utilize a high quality gold plated connectors madéilbMax, which feature a
locking-like mechanism allowing the connectors to resist exdrebration. The cost of an 8-pin
header is approximately $0.96 US per sensor module, or $3.84 tfe Sprouts platform, which
utilizes four headers. A much lower cost option is avasladdl approximately half the price,
however, it does not feature the locking-like mechanism, thissnibt recommended for harsh
environments unless it is reinforced with epoxy.

Development Complexity the SPI communication bus is the second simplest serial
communication bus to develop a protocol, with the simplesigbitie UART. However, the SPI
bus does not have many of the limitations that the UART bas,&uch as speed, scalability, or
bit error rate. In addition, we keep every communication dime¢he bus separate from the other,
which increases the number of pins required, but reddeeslopment complexity associated
with switching between transmit and receive, input and ougpuieady and busy signal, which
makes it easy to code and easy to debug the protocol whilevelopment. Our PnP protocol
also has a minimal packet format that is intuitive to ustded and use. In out PnP protocol, we
do not pack different variables into individual bits insi@ebyte, which further simplifies
development and reduces code complexity. Every sensor medudated as a source of sensor
readings provided at given ports. To read a sensor pdrhpdespacket is sent from the Sprouts
platform to the sensor modules indicating a reading is megjitom a specified port. To read a
different port, the same packet format is sent agaimibta different port number, and so on. A
single reading from a single port makes development very siamal straight forward.

Scalability: scalability is defined as the ability to add more seredements to the Sprouts
platform with minimal influence on system complexity gretformance. Our Sprouts platform

was designed to be physically small to accommodate aramdge of applications. Therefore, the
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physical size of the platform limits the number of semsodule ports to four. However, this does
not necessarily limit the number of supported sensor esmAany sensor module attached to a
Sprouts platform is not limited to a maximum numberais®r ports, hence, the sensor module
may utilize as many sensor elements as possible byetisors module's hardware. Therefore,
scalability is dependent on the number of ports supposteskibsor module's hardware, and not

by the PnP protocol or Sprouts platform.

5.5Summary

In Table 5.5, we compare the performance and attributes ofmibs prominent serial
communication interfaces and protocols available for W3&Xsept for our PnP protocol, none
of the other aforementioned serial interfaces and pratdoolable 5.5 take into consideration
ultra-low power wireless sensor nodes into considerationchayipically require an external
wakeup signal to exit deep sleep modes, which we enable usiraskNscribed in Table 5.1.
In addition, protocols such as LIN and CAN were designeatditomotive sensors where power
is abundantly available. Furthermore, LIN and CAN arécglty unavailable on low cost MCUs
and are process intensive to emulate by softwé&Berdquires additional power for every logic-
zero transmitted due to pull-up resistors on the bus. UAdRjliires a quartz crystal to achieve
higher speeds than 19.2Kbps, which becomes costly for lavsensor modules. SPI requires the
most wires to implement, thus, it is most suitable for {ugevices (e.g. microSD memory
cards) as opposed to cable extended devices. The most\adtfaature of SPI is the fast transfer
rate which does not require any accurate timing since the signokl is provided by the host. In
addition, SPI does not specify a protocol to adhere to, makaigood candidate for developing
new protocols. Our unique PnP protocol differs in many ways the other serial interfaces and
protocols in Table 5.5 in the following ways:
1) Allows sensor modules to be plugged into our Sprouts phatéd any given time without any
necessary configuration by the user.
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Supports sensor modules with ultra low power sleep modeshwhn only wakeup using an
external trigger (i.e. ENport on our PnP).

Easy protocol to incorporate into sensor modules silcesignal lines have separate
functionality. In addition, the packet format and protoc@ aimple, yet versatile, which

further simplifies software development.

large payload size which can support up to 252 bytes of datamye. This can be essential
for future protocol enhancements and large memory transfer

Not affected by accurate data transfer timing, thudk BEnot an issue.

Table 5.5 Attributes comparison of available serial intfaces

— e] ’UT [ . o Il ﬂ g E > =
=8 |os| 5| 2¢| 288 |Sem| 52 | LE€|8Lo/ls
g |09 ®© > 2 528t saa|l a=no 853 (=823 3
8% €8] = | 82 <9 n58| ez | £292 |23E|2X%
72|88 = | 58| SES |353| £80 | 585 |g8F 8¢

=197 2| S8 | 926 (227 22 | 780 3
921.€¢ .
UART | No | No | Undef 1 Kbps 3 wires | VeryLow| Yes No
. | 8to1€
SPI No | No | Undef Limited 5 ports Low No No
Mbps
2 127 or . .
I-C Yes | Yes| Undef. 1023 1 Mbps 3 wires Medium Yes No
LIN Yes| No 8 16 19.2 2 wires Medium Yes No
Kbps
Limited . .
CAN | Yes| Yes 8 (64 typical) 1 Mbps 3 wires High Yes N

No 4 senso 8 ports No
Sprouts Yes | ©nly | 252 mO_dL_JleS 4 Mbps (no wires | Very Low (BER is no{ Yes
PnP Sprouts (unlimited needed, only|  (PnP) an issue)

Master) sensor ports) ports)

a. Requires 1 extra wire per node; b. limited by burrent drive and capacitance; c. maximum stahbigrate, however, higher
non-standard bitrates are possible up to 16 Mbganied by MCU clock speed; e. limited by avaialRAM;
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Chapter 6

Sprouts Hardware Architecture

In this chapter, we describe the general layered aralmigeof our Sprouts platform. We discuss
the general layout of Sprouts enclosure, physical attributed, their relation to harsh

environments. We describe how we achieve energy harvesting usehgss power transfer, and
how we utilize the same system to achieve remote triggeangake up Sprouts nodes. In
addition, we describe Sprouts source node and Sprouts sink nobleate architecture and

implementation. The architecture achieves several ofaheirements mentioned in Chapter 4
including energy harvesting, remote triggering, physicalityggedness, low cost, and low

operating voltage.

6.1 Introduction

The hardware architecture is a key system component irseéhsor platform architecture.
Performance of each component in the hardware architechnrdave an impact on the sensor
platform overall performance. The processing speed of the ElLhave an impact on packet
delivery latency, sensor processing delays, and active pmmsumption. The transceiver is one
of the highest power consuming components in the sensor platformmizing transceiver
activity can greatly reduce active power levels. We havestigaged methods to increase the
modularity and customization of the sensor platform teoeser wide range of applications in
Section 5.4. We evaluated customization by means of oupRitétol to enable the attachment
of external sensor modules specific to applications.duditin, our physically compact sensor
platform design requires the implementation of a unique aat®me unavailable commercially.
We study the performance of the patch antenna and its tngpacommunication range. The
circuit schematic of the hardware architecture and thegponding footprint of each component
are designed using Altium Designer software tool. The regulhardware design files are
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delivered to 4PCB-Advanced Circuits company, where the bagglec layout is manufactured
on a fiber glass FR4 board. Upon receiving the PCBs, compoaentsoldered on the board
using infra-red heaters. Many performance metrics of theosguatform can be greatly affected
by the PCB layout such as antenna performance, voltage dineps® poor trace widths, cross-
talk and noise imposed by close analog traces, ADC accurediyced RF performance due to

poor grounding, increased energy consumption due to traceampscktc.

6.2 Sprouts General Hardware Architecture

Sprouts source nodes are limited in physical space to ap@t®@ly 20mm in diameter, which
allows us to implement a unigue physically miniature ruggg@sor node. However, the limited
space also puts a huge constraint on how elaborate the harmlwhitecture can be. Despite, the
limited space, the hardware architecture is versatileappticable to wide range of applications
due to our unique customization method using external Pngorsenodules. The general
hardware architecture of Sprouts is shown in Figure 6.1lhé\tore of the hardware architecture
is the microcontroller unit (MCU), which is an Intel 8051 romontroller with a Harvard
architecture. The MCU fetches and executes the embeddedpretpred in Flash memory. The
Flash memory includes all of our embedded algorithms inofuthe network layer, software
architecture, PnP protocol, and the application layer. T@&JMIso monitors and controls the
behavior of the transceiver, the four PnP ports, energy gearment, and interrupts received from
the sensor modules and remote trigger. The RF matchingonket® necessary to ensure
maximum RF power delivery received and transmitted. Eneagyesting is discussed in Section
6.3 and Appendix B, which receives 2.45GHz RF energy and convants usable DC energy.
The patch antenna is discussed in Section 6.5 and it istegral part of the enclosure. A
comparison between our WSN platform and other commera#iopins is represented in Table

2.1.
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Patch RF Matching Radio Transceiver
Antenna [ Network [€ — -
(&Enclosure ¢ Transmitte Receiver
A y
Remote [«—»{Energy Harvesting v !
Trlggel 3 MCU Memory |e—»{ RAM (8 KB) |
Core [« Arbiter
Energy Manageme
| Energy Managemery#-» (8051) «—{Flash (256 KB)
A
Energy Storag v +—» Sensor Module [L
(Battery,Capacitor) Digital,
Serial, and +—> Sensor Module P

> Analog Port

Figure 6.1 Sprouts source node general hardware architeate

6.3 RF Energy Harvesting Background

Energy harvesting can provide a sustainable alternative enaugyesto batteries for ultra low

power WSNs [89][90][91]. One method of harvesting energy for W/ $Naccomplished by

converting radio frequency (RF) energy into storable etedtenergy, which is also known as
wireless power transfer (WPT). This remote energy Iséing method is best practiced in ultra
high frequency (UHF) RFID tags, which operate in the 91zMSM band in North America.

There are good reasons for choosing the 916 MHz ISM band, thesband is license-free
industrial, scientific, and medical (ISM) frequency bawtijch does not require any permission
by the government as long as developers abide by the band @wukiich as the maximum
allowed radiated power. Second, the next higher availabled&ndl is in the 2.45 GHz band,
which suffers increased signal attenuation due to opgratia higher frequency. In addition, the
2.45GHz band is an already crowded band by WiFi, Zigbee, ditlet cordless home phones
(i.e. DECT), and other proprietary wireless technologié®e next lower available ISM band is
the 433 MHz band, which would provide a much longer communicatspartdie, however, at the

cost of a much larger antenna size (i.e. tag si@gh would limit potential applications.
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Using the basic form of Friss' free-space path lossitnegasion equation (6.1), we study the effect

of the ISM frequency band on power loss (i.e. path loss).
PR, ) =R +20L0g - - 20L0g(4R) +G, +G, (6.2)

such that R is the radial distance in meters betweewitkéess sensor node, or tag, and the RF
power source, or tag readeg,i$the source transmit power in dBm, f is the freqyendiz, c is
the speed of light in m/s,& the power source antenna directivity gain, apés@ne receiver
(i.e. tag) antenna directivity gain. Using the maximulowaed effective radiated isotropic power
(EIRP) regulated by North AmericayP= 4W or 36dBm, and two omni-directional antennas
with directivity gain (DG) of 0 dB for the transmitter ameceiver, we plot the 433MHz,
916MHz, and 2.45GHz ISM bands to show the effect of power lossdistance in Figure 6.2.
For completion purpose, we plot Pout= 0dBm in Figure 6.3, wkitte B, of most commercial

transceivers.

Figure 6.2 Calculated results for WPT power loss as a figtion of distance, such that

transmitted power is 36dBm and antenna directivity gain is OB
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Figure 6.3 Calculated results for WPT power loss as a figtion of distance, such that

transmitted power is 0dBm and antenna directivity gain is 0dB
Results shown in Figure 6.2 and Figure 6.3 are theoreticttylated results and do not closely
represent acquired distances in the real environmentdBaseur experience, actual measured
results for distance may vary between one order of magnitudee half of that theoretically
calculated based on the environment and the surroundings of tloe seds. As shown in Figure
6.2 and Figure 6.3, power loss increases as frequencyses;ethus, a 2.45GHz frequency has
the highest loss. However, we chose to operate our WPB%GRz since prominent standard
networks for WSNs including Zigbee and BLE operat@.46GHz, which allows us to use the
same antenna for communication and energy harvesting. Inaagddperating at a higher
frequency allows us to design a physically small patterewa and maintain an overall miniature

platform size as discussed in our list of requiremengection 4.3.

6.3.1Sprouts RF Energy Harvesting

Converting RF energy into usable electrical energy is knownFa®C conversion, which is
achieved using a zero biased schottky diode [92][93][94]. Hangeshergy using a 2.45GHz

high frequency signal requires the analysis of the dohdibde using its high frequency model.
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Shown in Figure 6.4 is the high frequency model and building bédc&prouts RF energy

harvesting.

Figure 6.4 Schottky diode high frequency model with inputatching and resistive load
The matching network is necessary to match the impedsdribe antenna to the input impedance
of the RF to DC circuit, that is, to avoid any RF sigeéflection by the diode back to the antenna.
The most important subsystem is the RF to DC conversionewtherradio signal is detected by
the schottky diode in the form of a generated voltage magnitudssathe diode, particularly
across the junction capacitancg The storage system can be a simple capacitor wiginge |
enough capacitance to store sufficient energy for a gpg@fication, such that as the capacitance
increases in value, the time required to fully char@ésib increases. Shown in the purple box of
Figure 6.4 is the high frequency model of the HSMS-2850 schotthgedilt is essential to
analyze the high frequency response of the diode to the ihaideéio wave for proper input
matching and maximum energy reception.
Thus, in Appendix B, we give an in depth analysis of RF enéayesting and matching
network performance for the Sprouts energy harvesting cir@fier matching the input of the
energy harvesting circuit, we measure the output voltageoithe circuit across a 100Kload
and plot the results against that of the simulatedltsegh Ansoft Designer and that of Agilent

Technologies [98] as seen in Figure 6.5.
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6.3.2Energy Harvesting Performance Results

Our measured values for,)closely follow the results we manually and carefully@sted from
Figure 4 in reference [98] by Agilent Technologies. The ekt Agilent results plotted in
Figure 6.5 have a slightly larger overall output voltage than implementation due to
differences in temperature, components, circuit layouputinmatching, and measurement
equipment used. This is understandable given the factHbadett Packard semiconductor
designed the HSMS-2850 diode, which was later acquired by Adilechnologies. Thus, we
assume the published results in [98] as optimal. Furthermoisoft Designer simulation results
were misleading for very small input power levels betweenlB&® and -25dBm, which is the
dynamic range of the square-law region of the diode. Howeveenrgy harvesting applications
to produce sufficient voltage greater than 0.3V as disdueadier, the input power must be
greater than -14dBm for Agilent and greater than -13dBnodiordesign, such that at these input
power levels our results start to closely converge withahAgilent with an overall difference of
1dB or less. Our results show that at -13dBm input power, reenge harvesting circuit would
produce a voltage equal to 305mV, which can then power a DCCtaddverter such as the
Texas Instruments BQ25504, which only consumes a minute anaduqtiiescent current

approximately 330nA.
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Figure 6.5 Performance of energy harvesting system. Outpubltage Vout (V) vs. input

received power Pin (dBm)
It is extremely important to take into consideration #fiect of a well matched input on the
output generated voltage, the choice of RF components on freqesponse, and the effect of a
well laid out PCB design on inductance, input matching, aridud voltage [99]. In [100], the
authors use a 7 stage voltage multiplier (i.e. 14 HSMS-2850 diatlesirequency of 900MHz ,
which produces less than 500mV at -15dBm input, which surpryshegbpens to be larger than
their simulation data obtained in Multisim. Multisim issaftware tool useful for low frequency
mixed circuit design, however, it is not an RF circuit dation tool, nor is it a product of Texas
Instruments as noted in [100]. According to Avago Figuf&(d], the output voltage using only
one HSMS-2850 diode is approximately 500mV at 915MHz operating inegu&herefore, the
poor RF PCB layout and circuit matching in [100], seen in FiguréAj.@nd none use of RF-

rated capacitors and resistors can significantly retue®utput voltage at -15dBm input signal.
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A proper PCB layout for RF applications must keep traces ctingecomponents to a minimal
in order to minimize trace inductance, high frequencyr®ieéd components must be used as
demonstrated by our Sprouts layout design in Figure 6.6 B)proper ground planes must be

utilized so that all ground signals are at an equal geltaference.

Sprouts: Energy harvestil
and remote triggering sectjon

.
¢“ S A

19mm

approximately 4 inches
A) B) v
Figure 6.6 A) Demonstration of poor RF circuit board layou for energy harvesting [100] B)

v

Our Sprouts energy harvesting circuit layout implementaton using a 4-layer FR4 board

operating at 2.45GHz frequency.
Furthermore, the MCU controls the energy harvesting by swijobi a charging capacitor using
one of its digital ports (i.e. MCU_Charge_Cap) as a grounulce (i.e. current sink) for the
capacitor, as seen in Figure 6.7. As long as the RF ingoalsis active, the capacitor is kept
switched on to continuously charge. Based on our experimeatestimated a load capacitance
between 100pF and a maximum of 1mF to be a reasonableaapgetance for low power and
small sized wireless sensor nodes. A 470 uF (e.g. Kemet BZ0MD04ATEO10, 10m ESR)
capacitor when charged to 3V will provide approximately 2.1mé&nergy, which should be
sufficient for a low power sensor node to sense andtrgpdeast once. Increasing capacitance
will also increase the required time to charge the dapato the nominal voltage level of
operation. The choice of the capacitor value is dependethieoapplication requirements and

may even vary beyond 1mF.
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6.4 Remote Triggering

We use the energy harvesting solution as a dual purpose dSystemergy harvesting and RF
remote triggering. This allows us to remotely trigger thessenode into waking up on demand.
The challenge of such a dual purpose system is in theldigitérol of the input RF power. We
use LTC1540, a 300nA ultra low power comparator with an inkeoitage reference, to monitor
the received RF input power. The circuit schematic of thete trigger is shown in Figure 6.7.
Our design will trigger a wakeup signal to the CC2530 MCU wherniing power produces an
output voltage greater than 10mV, this level is attained abajppately -31dBm input signal, as
seen by our results in Figure 6.5. At a -31dBm input power, TH&1b40 triggers a wakes up
signal to the MCU inside the CC2530 SoC, the MCU turns ordtsiver for maximum listening
period (e.g. 100ms) in order to listen for any incoming ngess&rom the parent node. Based on
application requirements, our remote triggering system alltdves sensor node to sleep
indefinitely until remotely triggered, which may potentfallower energy consumption

significantly.

Figure 6.7 Sprouts remote trigger and energy harvesting selmatic design
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6.5Patch Antenna

Sprouts utilizes a novel patch antenna derived feotapered trapezoidal patch antenna [102].
Using antenna simulation tool Ansoft HFSS, we miedifthe trapezoidal patch design into a
circular pattern to better fit our circular enclosuThus, our patch antenna has a parachute-like
shape (18mm x 14mm), as seen in Figure 6.8. Treepate patch antenna plays an important role
in the platform, such that it allows the platform lbe completely bounded within the rugged
circular metallic enclosure (1 inch diameter), asrsin Figure 6.8 D). In addition, no external
components are susceptible to breakage or damagetfre harsh environment as would be the
case if a monopole whip antenna were to be usedierer, the tradeoff of having a physically
small patch antenna comes at the cost of reduaéalpmance in return loss (i.e. -15 dB) and gain
(i.e -4.5dB) as seen by our simulation results flansoft HFSS in Figure 6.10. Ideally, a non-
tapered square patch antenna operating at 2.45@slam approximate dimensions of 29mm x

29mm, return loss greater than -20dB, and a tyjiicattivity gain of approximately +1 to +2 dB.
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Figure 6.8 HFSS design of Sprouts patch antenna Aimulation includes the effect of the
copper enclosure using Ansoft HFSS D) Implementedp&uts Node

Designing the parachute patch antenna in HFSS edlayg to take into consideration the metallic
enclosure of the Sprouts platform and the epoxyediec material. The effect of adding the
enclosure and the epoxy in the simulation droppedresonant frequency by approximately a

100MHz (i.e. from 2.45GHz to 2.35GHz). This shift iesonant frequency would render the
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antenna useless for operation and greatly reduce rdcsiyeal strength. Therefore, the overall
dimensions of the parachute patch antenna had to beeteduorder to accommodate for the
100MHz shift. Initially we designed the parachute patchremsteising Ansoft Designer, which is
limited to 2D structures, and implemented it as $edfigure 6.9. The antenna seen in Figure 6.9
exhibited the 100MHz shift in frequency upon binding it wapoxy inside the enclosure.
Therefore, we later resorted to a full 3D structur@lémentation using HFSS and took the
metallic enclosure and epoxy material into considenaas seen in Figure 6.8.

A

14mm

18mm

v

amm
+—T>

3x3mm
v

A) v B)

Figure 6.9 Patch antenna simulated using 2D Ansoft Designemplemented using Altium

22mm

Designer, and fabricated on a PCB
The design and implementation of the parachute patch anigessential for harsh environments.
The benefits of such a novel design include the following:
1) Reduces the cost of the platform and obviates the needdbagse an antenna, such that the
PCB material is the only cost factor.
2) Takes into consideration the enclosure and epoxy rabégfect on operating frequency.
3) Is flat and does not protrude the enclosure making it ideatarsh environments since any
externally used antenna would be susceptible to breakage baitsh environment.

4) Ultra lightweight (approximately 1.2g) when compared toretieantennas.
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5) Can be mounted on top of metal without exhibiting @erformance degradation to operating
frequency or directivity gain as opposed to any-patth antenna. This is mostly due to the
ground plane on the opposite side (back-side)epttch layout.

6) Allows us to use a metallic enclosure and actssasover. Other platforms such as the Philips
SAND platform [103] must use a plastic enclosuredse their antenna is designed as a wire-
loop around the main board. Thus, the enclosure meiplastic to allow the RF signal to

escape. Plastic enclosures in harsh environmeatsadnrally more susceptible to breakage.

Return Loss and Gain of Sprouts Patch Antenna
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Figure 6.10 Patch antenna simulation results for reirn loss (dB) and gain(dB)
In Appendix C, we discuss the effect of the antgpedormance on communication range when

the sensor platform is restricted to a small platsacea, such as Sprouts one inch diameter area.

6.6 Sprouts End Node Hardware Architecture Design andrmplementation

The general hardware architecture for Sprouts etk s shown in Figure 6.1. The prominent
component of the hardware architecture is the Mtbus, we study and compare the prominent

commercially available MCUs. For comparison purgosee select the three MCUs widely used
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to support TinyOS (i.e. ATmegal28L, ATmegal281, and MSP430F1611peanmhce them to a
new MCU from Texas Instruments, the MSP430F5328. Despitaghiéicant improvements the
MSP430F5328 brings forth in speed, SRAM, interfacesepdaad power consumption, the first
three MCUs are still widely in use today. In Table 3,als compare state of the art ultra low
power ARM Cortex MCUs suitable for WSNs. We notice how thRNMA Cortex MCU
architecture provides increased SRAM, speed, Direct Mgrocess (DMA), interfaces, native
OS support, and overall lower power consumption. The most tamgoadvantage of ARM
Cortex based MCUs is the ability to liberate developertssaftware code from being confined to
one MCU vendor and proprietary core architectures. The STM32IBBaRamily is low power
MCU and offers the most embedded features for the lopgse. However, the MCU with
lowest overall power consumption is the EFM32G230F128. In addwiergompare the CC2530
SoC Zigbee transceiver, which has a built in 8051 MCU acah@petitive low cost.

Choosing the right MCU for a platform is not an easy tas$lere are hundreds of MCU family
types from which there are thousands of sub-families to chivose For WSNs it is very
important to choose an MCU with the lowest sleep ciirfe.g. MSP430F1611), low active and
safe current (e.g. EFM32G230F128), low price for value (e.yJ3&L151RBT6), wide range of
internal oscillator operations (e.g. MSP430F5328), higledmperation (e.g. LPC1754FBD80),
and compatible with TinyOS (e.g. ATmegal28x). Indeed, one M&tloat satisfy all application
domains. However, when we compare each of the MCU featufiesbie 3 to the recommended-
row, we notice that some MCUs lie in a balanced zome SP430F5328, STM32L151RBT6,
and EFM32G230F128). The EFM32G230F128 has lowest overall power consuenpdidhe
STM32L151RBT6 has the highest connectivity interfaces per ostf such that they both have
an ARM Cortex M3 core processor. While the MSP430F5328 ivalanced zone, it has several
lower attributes than the ARM Cortex M3 MCUSs, such as I08®AM memory, 16bit bus, and
lacks the native support for a 24bit operating system cibok CC2530 is a unique SoC which

combines both Zigbee transceiver and 8051 MCU. Although the CG2E8J lacks behind all
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the ARM-Cortex MCUs in performance, it still outperms the ATmegal28L, ATmegal281,
MSP430F1611, and MSP430F5328 in processing speed and overall powamptan. In
addition, the 8051 MCU architecture inside the CC2530 is well knamd supported Intel
microcontroller architecture for over 25 years with a widgeaof support for operating systems

including TinyOS and Contiki.
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Table 6.1 Comparison of Popular MCUs

Internal Communication 5 ) <] = Avg. Sleep
o =] ©
£| 9 | Oscillators Memory 2 Interfaces © ADC 2 Timers g I ag Currents %
o o ®© c| 0| = N c [« = N
_ =) = Q clgl @ S| L1258 © ©
Vendor: o % 3| o8 |8 E %8lElsle 2 gEE 5% 8 sz ekl
Microcontroller mQEQE%EEOOE—gzszﬂ-OECQUt-OE%%WS"EEQDHOEQO
g O|x2 289 &% 2«25 33352592355 4ks £ | s S|tz 2
S 5 |T2 256 105237 0° P 855 8E 5 2e9% e s 83222558 %
ol = a T o < als|exX|C|x|r|5n S| > E_mé%n:n_:Ez
< 0|0 [t & 8
Atmel
8| 8 1- [128 4|4 2.7-| 64- 5 25 |1.371.0
ATmegal28L [105] |bitMHz| ~ | 8MHz |[KB|KBKB| ~ 2|19 -1 - -] -]{531/10/8/15/ 414 - ~ |5.5VIQFN $o.61 HA N/A PA |mMA [UA
Atmel 8| 16 | 128 |31KHz|128 8 | 4 10 2.7-| 64- 0.6 17 |1.251.0
ATmegal281 [106] |bit|MHz| KHz |-8MHz |KB|KB|KB| ~ 2|30 -1 - -] -|54 L] 8|15/66) - ~ |5.5VIQFN $7.32 HA N/A MA |mA |[uA
Texas Instruments |,/ g 80KHZ1 4810 | 41,1500 || .| |ad 112 gloog 8| 2 184 6410, 0,02 | 2 |50050
MSP430F1611 [107]bitMHz| ~ |5.4MHZKB KB bit T T [3.6VIQFNPTTITUA MA |HA| A
Texas Instruments |,/ 55 %{%70KHZ-128 10| |50l aloo - |- 1.1 lag 1121200014 18- 64 o, 120.18 1.4 40050
MSP430F5328 [108] bit MHz| 2="% 256MHz KB KB 2 bit == 3.6VIQFN *> A pA| pA |pA| A
STMicroelectronics |55 35 | 37 |6aKHz-128 16| 4 213l 2l - 51 2112501k 4| 624 18- 64 |, 0 0.603 45 30050
STM32L151RBT6[109pit MHz| KHz |4.2MHZKB |KB KB <87 === bit| < bit 3.6VIQFP 2SS JA|PA | pA |pA| A
Energy Micro |35 35 13276 1-28 12816 alslalyd .| -1-] lse 2012 gl1k| 3|4l 18- 64 o -060.02 0.9 |180 25
EFM32G230F128 [110hit MHz| MHz | MHz |KB|KB 2 =122 < |pit bit 3.6VIQFN > "M uA[pA| pA | pA| A
NXP
32| 100 4-100 128 32 12 24 2.4-| 80 30(0.6| 31 |420 40
LPC1754FBD80 [111]bittMHz| ~ | MHz |KB|KB| ~ Bl 4| 1200 | - || - |52 - |y 6200 6] 4 3.6VQFP $6.11 PA[HA| HA |HA| A
Tl {usedin SProus) | g | 35 152,753 250K 256 8 Ssl2l2/ug-|-|-]-]211/*2 8|30 4 4 2- | 40 | g6 76 94)\/p 14 203 50
CC2530F256 [112] | bit|MHz| KHz |16MHz|KB KB bit =17 [3.6VQFN P OluA LA |uA| A
Recommended |16] 25- 32.76] 1-50 12816 10/8- 200 24 18- 64 0.510.1- 13 200425+
i or| 50 |\’ v kslkgl C | 312 2(100 -] |- -jag ) Ll - a4 3 6vQFN ~$5-6 1.0 05| *7 1400/50
(minimum) 32 MHz 1K “VIQFP pA pA | M ual A

Note: Underlined text indicates: a high attributeld text: a low attribute, and regular text: agga@r common attributes.
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Table 6.2 represents a brief comparative summary, deduced Table 6.1, which states the
unique advantages and disadvantages of each MCU. We rzttqeromising MCUs such as the
STM32L151RBT6, EFM32G230F128, and CC2530 have not yet been utilized WSN

platform, which could potentially reach applications taiatible with aging platforms such as

Mica2, MicaZ, IRIS, and TelosB.

Table 6.2 Advantages and disadvantages of common MCUs

) ) Used in WSN
) Unique Advantages Disadvantages
Microcontroller Platform
Atmel Low speed, Low SRAM, high active
tme
TinyOS support and EEPROM currents, No DMA, low ADC, no | Mica2 and MicaZ
ATmegal28L )
Temp. sensor, over priced
Atmel ) No DMA, low ADC, high active
TinyOS support and EEPROM . IRIS
ATmegal281 currents, no Temp. sensor, over priced
Texas Instruments | TinyOS support with lower overall power Low Flash, low speed, low timers, no TelosB
elos
MSP430F1611 consumption than ATmegal28x MCUs RTC, very expensive
Texas Instruments . ) . . .
Best internal oscillator options, 4 SPI No deddcb®S timer None
MSP430F5328
4K byte of EEPROM, 2°C with SMBUS o )
STMicroelectronics New MCU with little community
support, LIN bus, USB, Smart Card, 2( None
STM32L151RBT6 ) support
ADC channels, lowest price for MCU
Energy Micro Lowest overall power consumption, 5| New company with little communit N
one
EFM32G230F128 UARTS, highest GPIOs support
NXP Highest operating speed, highest SRAM, 1 SPI, no analog comparator, high N
one
LPC1754FBD80 CAN support, USB, sleep currents
- Includes a Zigbee transceiver and 805(L Outdated 8051 architecture, 8 bit|
CC2530 MCU in one package, which yields lowesMCU, low pin count which yields lo Sprouts
cost, low overall power, small physical si digital 1/0O support

Our ideal MCU would be an ARM-Cortex M3 MCU with an embetidéra low power Zigbee
and Bluetooth Low Energy transceiver, a 64 pin QFN packaggOB and Contiki OS support,
high communication interface support such as the STM32L, lotvapower active and sleep
modes, and a price range lower than $5 for quantitiesegrézn 100. However, such a SoC
device does not yet exist as of the writing of this thesis.néVe decided to use the CC2530F256
which allows us to significantly reduce the size of thefplat since we only need one

semiconductor chip as opposed to a separate MCU and Zighesceiver. In addition, the
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CC2530 is provided with an open source Zigbee stack by chlled Z-Stack, which has an
application layer support and task scheduler for fast apiplicgrototyping. The overall low
power consumption of the CC2530 makes it a very good candidaWw3dis. Although the
CC2530 has very limited number of digital 1/0s, we haveagad to utilize all of them in the
Sprouts platform, such that we support 4 unique sensor mpdrtie which consume many of
the CC2530 resources since each module requires 3 uniquel dits for a total of 12, RF
remote triggering, and energy harvesting. The design of theutSptmrdware was very
challenging due to the extreme limited size requiremtenfis such a versatile platform into a less
than 0.85 inch diameter PCB layout. The external size gbltéorm including the enclosure is
1.0 inch in diameter and 0.5inch in height, thus, the PCB ldyaditto be 0.85 in diameter, and
total height must include support for a 20mm coin batterghteiantenna connectors, and
connectors for the sensor modules. Every millimeter addezhipycomponent or connector was
accounted for carefully. In fact, the Sprouts platfdrandware design and implementation was
refined over several iterations, such that every iterati@gign process was necessary and
improved upon its predecessor in order to meet our harstoement requirements discussed in
Section 4.2. In addition, other factors that necessitéiededesign of the hardware architecture
and implementation included miniaturizing size, reducinglé@mentation cost, simplifying the
fabrication process for easy mass production of Sprouysiqgath ruggedness, reducing power
consumption, supporting easy debug and development tools, andtsypfiard party off-the-
shelf development kits by T.1I.

Programming Sprouts can be achieved using one of threenestspds. The first method is
achieved by inserting the Sprouts platform into our custosigded development board, which
has a full JTAG-programmer connector and allows connectionasyddebugging of all ports on
the Sprouts platform. The second method is achieved by ingeour custom designed
development board into Texas Instruments' SmartRFOSEB afeueht kit. The SmartRFOSEB

will automatically detect the Sprouts node and allow the ugarogram it. The last method is by
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directly interfacing to the miniature JTAG programming pmmtthe Sprouts platform, which is

seen in Figure Z. Software development on Sprouts was dom&RirEmbedded Workbench

using IAR C-compiler. Our Syncrude application on the Sproutdoptatuses a total of 67

source code files, which consumes a total 109,175 bytes sifi Fl@mory and 4,734 bytes of

RAM, which is approximately 43% of the total available Flasémory and 59% of the total

available RAM memory.

The schematic of Sprouts hardware architecture is showigure 6.11 and Figure 6.13. We

explain each section as follows:

1)

MCU and Transceiver. in Figure 6.11, the CC2530 has output matching network before
connected to the patch antenna (MCC1_UFL_conn), such that aardr@dbdenna is also
possible through a header (MHDR1x2), however, it is not deedarsh industrial

applications.

Figure 6.13 shows the remaining schematic of the Sprouts end ndeet&architecture.

2)

3)

4)

5)

6)

7

Sensor Modules there are a total of four sensor modules as describ€tapter 5. In
the schematic we show their physical and logical connectidret€@€2530.

Crystal Oscillators: there are two crystal oscillators utilized by Sprpat82.768 KHz
and a 32MHz. The low frequency oscillator is utilized duldiog power sleep mode to
keep track of periodic reports when necessary. The highdney 32MHz oscillator is
utilized by the main processor and transceiver duritigeamode.

Reset a simple reset button is available for development purposls and can be
omitted during deployment to reduce cost.

JTAG programmer : used to program Sprouts through a standard JTAG link.

Battery and Switch: a low cost 20mm battery is utilized which can be a CR2032 non-
rechargeable or a 20mm ML-2020 rechargeable. The switch ttof$ the platform.

Energy Harvesting and Remote Triggering the schematic is shown in Figure 6.7.

For the final PCB layout of Sprouts, please refer to AgpeD.
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CC2530

Figure 6.11 Sprouts core schematic showing the CC2530 logicahoections and output

impedance matching for multiple antenna connections

19m

» o -/

sensor module ports
Figure 6.12 A) Sprouts 4 layer implementation using AltiunDesigner B) Sprouts top view

implementation with coin battery and without enclosure
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Figure 6.13 Sprouts sensor modules logical connectors tetC2530 and support for reset
button, on/off power switch, JTAG programmer, and two crysals for accurate MCU and

Zigbee timing

6.7 Sprouts Coordinator/Router Node Hardware Architecture Desgn

In a Zigbee network, only one coordinator node is allowed pgeronk. Other coordinator nodes
can still join an already established network by becombuger nodes instead. Thus, we design
all router nodes as coordinator nodes with the ability tocbvioick and forth based on network
establishment. The central processing unit of the Spomatglinator node (SCN) is a system-on-
chip (SoC) solution which integrates an IEEE 802.15.4 travexceand an Intel 8051
microcontroller. The Sprouts coordinator node uses a combinaitiGx2531 and CC2590. The

CC2531 is identical to the CC2530, except that it supports a ideBace. The CC2531,
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developed by Texas Instruments, has 256K Bytes of Flash aByi&< of RAM. The maximum
transmit power CC2531 is approximately 3.0 dBm. The USB aterin the CC2531 allows our
coordinator node to connect with a host Linux operating syatediscussed in Section 8.4. The
CC2590 is an external bidirectional power amplifier that #gmaplthe signal received from the
CC2531 by a gain factor of +11dB, and increases receiver sgpdity +6dB, as seen in Figure
6.20. The total power consumption of the CC2531 and CC2590 at the umaxnansmit power
of +11dBm is approximately 59mA.

The SCN has two antenna-connection options: a PCB plaverted-F antenna (PIFA) and an
auxiliary antenna connection. Selection between the twamaseis established using a 20pF
capacitor jumpers Copl and Cop2. For example, selectingPtRA antenna requires a
Cop2=20pF and Copl=open. Specific measures must be taken vangmrdea PCB hosting
radio frequency (RF) components, such that RF performeanebe greatly affected by trace
width, trace length, trace spacing, ground layout, viasyepmlanes, can-shield, and more.
Therefore, the entire PCB design of SCN was manualitetbto ensure maximum trace quality

and RF performance.

»
»

CC2531

OQUUGIUV v4did

CC2590

Figure 6.14 Sprouts Coordinator Node using CC2531 and CC2590 scheloaliagram
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Energy Harvesting using SCN energy harvesting (EH) on the SCN is facilitated by LTC3588,
which is a specialized chip with high impedance input id@apiezoelectric and solar energy
sources. The LTC3588 has a selectable output voltage between 1.8\68hthus, we selected

a fixed 3.3V output compatible with CC2531 and CC2590. When suifieleergy is harvested
and the output voltage reaches 3.3V, the PGOOD pin on the LTC3588 fgh, which is
connected to p0.3 on the CC2531 as seen in Figure 6.15. The SN&R isea two pin header
which can be connected to an external experimental ssnsbras a temperature sensor. The
SUPCAP header allows us to install a large super-capatitmeded. The PZT header is the
energy harvesting input source connected to a high impedanaelpric source, which can

also be connected to a solar panel.

Figure 6.15 Energy Harvesting using LTC3588 for piezoelectric asolar energy
USB Interface the CC2531 is identical to the CC2530, except that it suppor&Baitterface,
which allows for firmware upgrades over USB connection usingr&f Studio by Texas
Instruments. The USB port also provides a 5.0V DC voltagkd®&CN, which is then regulated
down to 3.3V using MCP1700-3.3V by Microchip. LED1 draws power from 5.0V USB-

source to indicate USB connection and power, thereforecdnstantly on (green light) while the
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USB port is connected. Three digital signals are requarestablish a connection with USB port

are the following: USB_INT, USB_P, and USB_N.

A. B.

Figure 6.16 Sprouts Coordinator USB and Power schematics
SCN Power Sourcespower to the SCN can be established using one of thifeeedif methods:
USB power, energy harvesting power, and battery powerrdardo select from these three
sources, a jumper port J1 selects between USB power w@rybabwer, while Slide_Switch
selects between J1-output or energy harvesting power. For kexampower the SCN from a
USB port, a jumper must be placed between pinl and pin2 @ndXhe slide switch toggled to
the right.
External Flash Memory: external flash memory, such as M25PE20 or M25PE40, caddssla
to the SCN to store additional non-volatile information. €keernal memory is connected to the
CC2531 using a 4-wire SPI bus. Thus, the external flash memmangtian extension of the
internal flash memory of the CC2531. There is no limit tosize of the external flash memory
other than cost. The SCN comes equipped with a M25PE20 (2Biits) as a default option,
but can be upgraded to M25PE40 (512Kx8) by simply replacing the tefapl We use the
external Flash memory to store a default coordinatonare in case of any data corruption due
to over-the-air firmware updates. However, it is also usged general purpose non-volatile

backup storage.
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A. B.

Figure 6.17 External Flash Memory and UART Debug
JTAG: the SCN uses a JTAG port to establish in-circuit progmang, debugging, single-
stepping, and break-points. The JTAG header is fully utilimethe SmartRFO5EB development
board from T.I. Therefore, a 10-pin ribbon-cable connects $CIIR3_Ex_SoC port on the
SmartRFO5EB. If the connection is established correctiyessage on the SmartRFO5EB LCD is
displayed indicating that an external device (CC2531) is foNledadditional hardware, other
than the SmartRFO5EB, is necessary to program the SCN.
UART Debug: A software driven debug interface is highly valuable wleweloping and
debugging software. Therefore, the SCN has a UART debugvparh provides a Rx, Tx, VDD,
and GND signals. The Tx and Rx signals are directly conn¢otdae CC2531, thus, require a
voltage level-shifter (i.e. RS232) if they were to be connetbted COM-port on a PC. In
addition, the SCN has LED2 (soft-white color) availalolegeneral purpose debugging.
Printed Inverted F-Antenna (PIFA): the PIFA antenna is a quarter-wave (Vength printed
copper wire that is folded into an L-shape to consgraees and then tapped along its length for a
50 match, which then gives it the F-shape look, hence, the Hanwerted-F" antenna. At
operating frequency 2.45GHz, the calculated quarter-wavéhéngpproximately 31mm, which
serves as a starting point for simulation. Upon sinngathe PIFA antenna and adjusting the
length to accommodate for the actual SCN ground planeasided=R4 dielectric material, the
resulting simulation length was approximately 34mm inst&ad. implemented PIFA antenna is
shown in the far right of Figure 6.18. The PIFA antenna sitiarl performance is plotted against

the measured result using ZVL303 vector network analyzeeesin Figure 6.19.
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ITAG |Externa| Antenna Connectidn
UART
Power & Memory Expansio -
Rese Shielded CC2531 and CC259pD

Energy Harvesting.

necessary for Zigbee Certificatipn
and Custom Sens /
Optional

Battery [ Planar Inverted-F Antenna (PIFR)

=

USB

Figure 6.18 Sprouts Coordinator Node with extended range ¢put power, planar inverted-
F antenna (PIFA), RF shield, memory expansion, USB intéace, JTAG, auxiliary antenna

connection, optional battery power, and serial UART port

Ansoft Designe

=

Measured rest

simulated resu

2.2z 2.2¢ 2.

[#3)

2.3¢ 24z  2.4¢

Figure 6.19 PIFA return loss measurement using ZVL303 VectoNetwork Analyzer vs.

simulated results using Ansoft Designer
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After implementing the Sprouts coordinator node, we meabereutput power performance of
the CC2530 and the output power amplifier CC2590, as seen ireF0. The output resulting
power is approximately 9.23dBm as measured by Agilent N9340B HanBpetdrum Analyzer.

The RF connectors and cable connecting the antenna to theuspemalyzer have a total
insertion loss of approximately -1.8dBm, which results in dosdoutput power of 11.03dBm.
An output power of approximately +11dBm is the expected output pasvelescribed by the
CC2590 datasheet, which verifies that our Sprouts coordimaide functions according to

specifications. Figure 6.20 is a representation of a fulliypaoperly functional design.

Figure 6.20 Sprouts Coordinator Output Power on Zigbee cinnel-1 (2405 MHz)
approximately 9.23dBm with +1.8dBm measurement equipment gertion lost (i.e.

11.03dBm output power)
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6.8 Summary

In this chapter we described Sprouts hardware architectueeexplain how we achieve RF
energy harvesting and describe the background of energy tiagves Appendix B. Remote

triggering is a subset of the energy harvesting system, Batit tllows the Sprouts platform to
sleep indefinitely until it is remotely triggered. W&how the performance of the energy
harvesting and remote triggering, and their respectiveitimmplementations. Furthermore, we
discuss the Sprouts coordinator node hardware design, imp&ioantand performance, such

that the Sprouts coordinator node is designed to be a @rlifi@ble Zighee device.
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Sprouts Network Architecture

In this chapter we describe the network architecturepobs platform and describe our own
modification to the network layer for which we significgntieduce power consumption. In
addition, we provide a practical method for measuring théntée of the network using real
measurements obtained from our ECBP tool described in App@ndihis chapter achieves the

wireless network standard requirements listed inpGirad.

7.1 Introduction

We give an in depth comparison of the most prominent netwaoaksth fundamentally different
for WSNs in Section 3.2. Working with an already accost@d network standard is
advantageous to the sensor platform in terms of compgtibilih other sensor platforms at the
network layer. Depending on the application layer and netwaikdatd support, a specific
network topology may be necessary, such as multi-hop nogsithogy for robust self-healing
applications, which is a network topology currently only fidlypported by Zigbee as discussed
in Section 3.2.2.1. Zigbee [50] is a wireless persona aetworks (LR-WPAN) widely adopted
by WSNs. The Zigbee stack (ZST), which builds upon théeElB82.15.4 standard [49], describes
two layers, the network (NWK) layer and the applicationlQAffamework layer. Adopters of the
Zigbee specifications implement their proprietary ZS® ieir devices, such as the Z-StackTM

by Texas Instruments used in CC2530.

7.2 Motivation

Most Zigbee stacks are device specific due to the imclusf precompiled libraries below the
APL layer. This is necessary to reduce the ZST sizdash memory and protect against code
migration to competitor devices. Thus, the user is provideded accessibility to the ZST

through the APL layer, which can lead to significant enazggsumption beyond the user’s
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visible scope or control using conventional software toold) asccode tracing. For applications
that require several years of operation on a single lzaitery, meticulous energy management
and extreme energy savings are high priority, and caadiersely affected by limited source
code visibility. Thus, we utilize our ECBP tool, discussedppendix A, to gain greater insight
into power intensive network operations in the default @ghetwork setup, that are beyond the
user's scope, and make changes to the network layer behawfmut risking network
compatibility with other sensor platforms. Our modificatibdghe default Zigbee network layer
establishes energy savings as high as 92%. These powsivateatwork behaviors are common

to all default Zigbee networks and are potentially detrital to the lifetime of the WSN.

7.3 Sprouts Zigbee-based Network
Sprouts uses a Zigbee-based wireless network, which buitus the IEEE 802.15.4 standard.

Zigbee is a well known standard today and has been atlystaaturing since its initial release in
2004. Sprouts utilizes Zigbee's built in 128 bit advanced eneryptandard (AES) to secure the
communication in the network. The exceptional advantage dbegigs the mesh network
topology support, which is not supported by BLE nor Dash7, howegemes at the significant
cost of increased network-stack footprint and code complextiere are over 12 well known
promoters (e.g. Freescale, Philips, Ember, STmicroeldcs, Atmel, Emerson, Texas
Instruments, etc.), over 170 participants (e.g. AT&T, GSGE, Intel, LG, Logitech, Panasonic,
Samsung, Sony, Sharp, Pioneer, etc.), and over 210 adoptédside (e.g. Motorola, D-Link,
Lite-on, etc.). It is no surprise that Zighee has becthmele facto network for WSNs.

There are three main devices defined by Zigbee which eneed from the two main device
types mentioned in the IEEE 802.15.4 standard, namely thel@ator (i.e. FFD), Routers (i.e.
FFDs), and End-Nodes (i.e. RFDs).

1) Coordinator: a maximum of one coordinator is needed tiatmia network. The Coordinator-
node is usually specifically chosen to be the gateway to oiterork technologies especially
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TCP/IP-based networks where the network can be tedynamonitored, controlled, and
maintained. Thus, coordinator-gateways are usealtyected to a reliable computer with enough
memory, storage, and recommended connectivity ¢oirtternet where all the acquired data is
stored, uploaded, managed, controlled, or viewedhenweb. Since only one coordinator can
exist in a Zigbee network, the coordinator becothessingle point of failure for the network.

2) Router: Router-nodes are used in either treemesh topologies to support multi-hop
connectivity and extend the communication rangac&Router-nodes are FFDs, in the absence
of a coordinator, a router node may assume theafoée coordinator. Also, a Coordinator-node
may take the role of a Router-node in the pres@fcn already established network. Router-
nodes route data packets across multiple Routeeshauhtil reaching the Coordinator over a
multi-hop network. Router-nodes are usually permépgowered to keep the receiver listening
constantly, allowing End-nodes to sleep longer s energy.

3) End Node: end nodes, also known as Zigbee evidede(ZEDs), are low power sensor nodes
that can only communicate directly with Router-rde the Coordinator-node and spend most of
their time in sleep mode to preserve valuable bagewer. End nodes cannot take the role of a
Router or Coordinator node, which reduces memagyirements and, therefore, cost. End nodes
may switch their association from one Router-nadanother if communication fails, which is a

self-healing mechanism applicable between Routdesas well.

Application Framewor}j Zigbee Devic

Application] Application|| Object (ZDO) Applicatior .
Object 240 | Object1 PP ‘ User Dflned
End End End ||SO | Application Profile:
Point 240| ™"~ | Point1 || Point0 || € O ——
— — o Application Suppor
% § § Application Support Layer (AP % % sub-Layer (APS)
23 S | Network Layer (NWK | Sa | Network Layer (NWK

IEEE Sprouts En¢

EONEESSER] o (SO froo 15| O O

Figure 7.1 Zigbee network stack: A: Full Model B: $mplified Model

2
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Zigbee fully implements three network topologies: stiae, and mesh. A star topology allows
one coordinator to initiate the network where Router-nodes adehBdes can join the network,
such that only the Coordinator-node is allowed to have childoeles. In a tree topology, a
Router-node is allowed to have children-nodes. Routing in arhlgcal tree topology does not
allow alternative paths without changing the network strectsmch that re-association between
Router-nodes is necessary to reestablish a link to the natwdi Finally, Zigbee implements a
full mesh network utilizing the underlying 802.15.4 peer-to-pegpert. In a Zigbee mesh
network, any Router-node can communicate with any other Roat or coordinator within its
communication range; allowing multiple alternate pathsedormed from one node to another.
However, End-nodes are only allowed to communicate with theanp&outer-node. All Zigbee
network topologies, seen in Figure 7.2, support beacon and noorbeatworks. In a beacon
enabled network, Router-nodes transmit periodic “heart-bees5sages to neighboring nodes to
confirm their presence, thus, allowing Router-nodes to sleepelen periodic messages. Beacon-
enabled networks allow the Router-nodes to be battery ogendtieh is important to certain
applications where a permanent power-line source may notaialde. In a non-beacon Zigbee
network, messages are sent and received asynchronously casimgg sense multiple access
(CSMA) with collision avoidance (CA). A non-beacon-enabtetivork allows for heterogeneous
nodes and applications behaviors such as continuous dataissioann addition to event based

data communication to exist on the same network.

&& 6! &
&$

A: B: $ C: 686

Figure 7.2 Zigbee network topologies: A: Star; B: ClusteiTree; C: Mesh
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7.4Energy Consumption measurements for Zigbee-based WSNs

Numerous references discuss mathematical models to ¢ael@rargy consumption of Zigbee
based networks [86][87][88]. However, none of them utilizeta daquisition card (DAQ) based
energy consumption measurements. In reference [86], the swutb®ran oscilloscope to capture
current measurements only while ignoring the voltage supply l@nggds that effect power
consumption measurements and system reliability. In additiuthors in [86] show the current
consumption behavior of an orphaned Zighee End Device (AitDYo not describe any method
to lower it. The authors of [87][88] describe how to measureeat consumption for CC2530
using an oscilloscope, however, we use a DAQ based aaguisigstem which we have also
designed to measure voltage source drops, accurate power agyl @resumption calculations,

active and sleep duty cycles, and data logging.

7.5 Sprouts Zigbee Network Performance

There are three places to configure performance retaisygbilation parameters for the Zigbee
application layer. The first place is through defining fifoeessor” in “C/C++ Compiler” option
seen in Figure 7.3. The second place is by modifying configardites under “Tools” Folder
within workspace as seen in Figure 7.4. The third placearslware specific file, named
“hal_board_cfg.h”, located under HAL\Target\CC2530EB\Confg)] similarly for the CC2531

Sprouts coordinator node.
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Figure 7.3 Compilation Preprocessor Screen within IAR Wdkspace

Figure 7.4 Location of Configuration Files within IAR Workspace
In Table 7.1, we list some of the important run-time pet&rs used by the Sprouts application
layer and used in our modified Zigbee network to evallrg@erformance of our algorithms and

effectively reduce energy consumption. These parameters hedtefiped values programmed
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within the initialization code, with the added ability to updatem via the Sprouts coordinator or

the Linux driver.

Table 7.1 Performance related configuration parameters foSprouts Zigbee network

Parametet Defined in Objective Description
reioin failure limit SproutsAp)\ | Number of Rejoin Failures before Resett
join_ — SproutsRF.h| the Device Network Configuration
report failure limit SproutsAp)\ | Number of Reporting Failures befc
port_ — SproutsRF.h| Conducting Rejoining Process
reconfig_poll_interve SproutsApj\ ) ,
(seconds) SproutsRF.h Interval Between Reconfiguration Updateg
config_req_retry interv | SproutsAp)\ | Timeout Before Resending Configurati
(milliseconds) SproutsRF.h| Request
nwk_join_timeou SproutsApj\ . .
(milliseconds) SproutsRF.h Network discovery timeout
hold_nwk_dela SproutsApj\ e .
(milliseconds) SproutsRF.h Waiting time before network discovery
report_perio SproutsApj\ .
(milliseconds) SproutsRF.h Sensing Report Interval
max_nwk_hold_dele SproutsAp)\ | Maximum holding time delay befol
(milliseconds) SproutsRF.h| rejoining network
rejoin_retry_dela SproutsApj\ e o
(milliseconds) SproutsRF.h Waiting time before Retry Rejoining
hold_network_dele SproutsAp) | Network Joining Hold Time After Devic
(milliseconds) SproutsRF.h| Starts

In our experiments, we form a Zigbee network using one Spifigbee coordinator (ZC) and
two Sprouts Zigbee end devices (ZEDs), using Tl Z-Stacl0,2ahd a star topology. The test
setup is performed in a lab environment in order to megsuner consumption. We alter the
network behavior for both ZEDs, and measure their energy cqtgumusing our ECBP. The
first ZED is programmed to discover a network using the ultefdigbee network discovery
process, read all 4 sensor modules, and report a delkatpevery 5s. Likewise, the second ZED
also reads all 4 sensor modules and reports every 5%vhanwit is programmed with our
enhanced network discovery process which has the followirgrésa
1. A network discovery timeout algorithm described in Algorithm Which allows the ZED to
enter sleep mode in case of a failed Zigbee networlodisg where the elapsed network

discovery time is greater thamwk_join_timeout The default Zigbee network behavior
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assumes the presence of a coordinator in the networkeb&fdigbee end node attempts to
join a network. However, this is not always the case &spet harsh environments where

end nodes may deployed prior to an establishment of a network.

Algorithm 7.1 Sprouts ZED network joining state event algorim

$( ) ($
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$$" 56, &7 8 "9 ;- "9 " 8
56, &7 *04
$$ ) ) *0 ' " <%6
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A network rejoining timeout, described in Algorithm 7.2, whei#igbee end device loses its
parent (i.e. Router or Coordinator) after it had sssftdly joined the network. In a default
Zigbee network, end nodes will constantly attempt to rejban same network, thus their
energy will be drained without ever successfully rejoinirngpéf parent is not active. In harsh
environment, the coordinator or Router may go offline for aereléd period of time during
maintenance periods. Thus, end nodes must conserve their ppwespping the network
rejoin process until a Zigbee network is reestablished.

An application-controlled multiplicative sleep duration whidoubles the current sleep
duration for each consecutive failed network search dperafor example, if the initial
sleep period upon failure is set to 10s, then each consedatiure will multiply the rejoin
attempt timer to a value of 20s, 40s, 80s, 160s, and sountithan upper bound limit is
reached, which has a default value of 6 hours. In Algorith®) we describe our Sprouts
network behavior modification to the default Zigbee netwddt stopping the rejoin process

and multiplicatively increasing the rejoin retry delay.
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Algorithm 7.2 Sprouts ZED network rejoin multiplicative sleep event algorithm
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4. A clean-slate reset approach, described in Algorithm 7.3

Algorithm 7.3 Sprouts ZED network clean-slate reset upomnejoin failures algorithm

5. , to allow an orphaned ZED to join a new network upon aicenumber of failures or loss of
an old network. When a coordinator goes offline for anneldd period of time and then
comes back online, the coordinator may decide to choose a diffesembrk ID from the
previously established one, such that any ZED still atteigdd join the old network will

never be able to establish a successful network join. Hifigs,a specific number of failed
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attempts rejoin_failure_limit to join a preexisting network, we modify the ZED to delelfle

configuration parameters related to the old network, &edat to discover a new one.

Algorithm 7.3 Sprouts ZED network clean-slate reset upomnejoin failures algorithm
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The following 5 experiments are conducted using our algositdescribed in Algorithm 7.1,
Algorithm 7.2, and Algorithm 7.3 to profile the energy consumjstimn both Sprouts Zigbee end
devices (ZEDs). All experiments, which correspond to typsceharios in Zigbee-based WSNSs,
are prepared with four ultrasound sensing modules attaoheasich ZED. The total sleep current
for each ZED with four sensor modules attached is approgiyné.5pA. This sleep current is
static throughout the sleep mode, thus, a conventional ammigtehigh low current accuracy
can be used to measure sleep currents (e.g. Amprobe 88XR¥ ECBP was also used to verify
the average sleep current using a large value resistob@ke for sleep current range between

0.1pA to 10pA). Transmission power for both ZEDs was s#tg¢anaximum of +4.5dBm.
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7.5.1Network Performance Experiment 1: no network found duringinitial power up

When Sprouts ZEDs are present before a Zigbhee netwddernsed, they constantly attempt
network discovery as a default behavior of Z-Stack. Ctiwen a brief sleep duration between
scans, Z-Stack does not impose an effective mechanistentporarily hold the network

discovery process during prolonged absent periods of a Zigiteerk [50].

Failed network join

upon startup

Constant Failures to join network

with short listening periods >

Figure 7.5 Default Z-Stack behavior of ZED when no ZC onetwork is found
Therefore, the first ZED constantly searches for a oe¢wo join until power is completely
depleted. Current consumption of experiment-1 is depictédgure 7.5, such that each vertical
line is a network discovery attempt. These vertical lirses lme better viewed in Figure 7.11. In
Figure 7.5, the energy consumed during a 155s run is approkirad80J, which can also be
seen in the top right corner of the graph. This aggressivgyeaensumption behavior would not
have been easily detectable or noticed without using ourPEStBution to modify the default
network stack.

The second ZED, programmed with our enhanced network discovecess; searches for a

network in short discrete durations, then sleeps foriptightive intervals (i.e. 20s, 40s, 80s, etc.)
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between failed network discoveries. Thus, by using our E€BRliscovering the aggressive
energy consumption behavior in Figure 7.5, and correcting fming our multiplicative sleep
durations, we were able to reduce energy consumption from 4332%.4mJ, as seen in Figure

7.6, which is approximately a 90.2% in energy saving.

End node
power-up

First networl

join failure
Second joir] Third join
failure failure

//
{2 i3

Figure 7.6 Enhanced network control to stop the joining proess for 10s, 20s, 40s, etc. upon

each successive join failure saves 90.2% energy in 155s.
7.5.2Network Performance Experiment 2: network lost during repotting state
In this experiment, a Zigbee coordinator (ZC) is found updral startup of the ZED, thus the
ZED joins the network and proceeds to report every 5s. Weweaeve disconnect the ZC
approximately 45s after reporting, which forces the ZEBni®r a rejoin state by performing an
orphan scan with long listening periods, as seen in FiguteThis aggressive rejoin behavior

would not have been easily visible without using our ECB#tisa.
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Successful networ Report failure due t
join upon startup Coordinator disconnectign
Reporting > < Constant Failures to rejoin netwc >
= every5s with longer listening periods

Figure 7.7 Default Z-Stack behavior when no ZC or networks found after successful

reporting by a ZED
Using the information obtained from Figure 7.7, we program tbenseZED with our enhanced
application to detect network absence, stop the orphan gedioym a clean-slate reset, and
initiate network discovery instead, as in experimentfius, we were able to reduce energy
consumption from 6.532J to 483.9mJ over a 155s time period, an enenyy shapproximately

92.6%, as shown in Figure 7.8.
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Successful networ Report failure due t
join upon startup Coordinator disconnection

20 ¢——404——)

Reporting > < System resets and ente clean \
every 5s join state with multiplicative retry

Figure 7.8 Enhanced Z-Stack behavior when no ZC or networlks found after successful

reporting by a ZED
7.5.3Network Performance Experiment 3: end node out of communation range

In experiment-3 we temporarily shield RF communication orZ#Bs to simulate out of range
behavior, after 45s of successful reporting. Approximatelyl&@s we remove the RF shield to
simulate a successful rejoin and report. In Figureth®jmmense amount of energy consumed
during the out of range behavior was easily noticeable usingGBP. Thus, we modified this
default Zigbee behavior, using the process described in imger2, and reduced energy
consumption from 3.966J to 481.2mJ over a 155s time period, whilds W¥&.9% in energy

saving.

139



Chapter 7: Sprouts Network Architecture

Successful networ
join upon startup

Rejoin
successfu

Reporting ZED temporarily Reporting
4€— every5s » —out of range for 60s >< every 5s —

Figure 7.9 Default behavior when a ZED is temporarily oubf range

] od Rejoin

< 1405 > successfu
Reporting End node out ¢ Reporting

4— every5s —> ¢ range temporarily—> ¢ every 55 [P

Figure 7.10 Enhanced network control of a ZED temporarily otiof range
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7.5.4Network Performance Experiment 4: default scan duration #ect on energy

In experiment-4, we vary the scan duration and measuedféct on energy consumption using
our ECBP. According to the IEEE 802.15.4 specifications [49], NA&C scan duration is
represented by a constant unit-less value, which gmnels to a ms time value in a lookup table,
between 0 and 14, which defines the ZED listening duratioa B#acon response after sending a
beacon request during network discovery or network rejaifkigure 7.11, the scan duration is
set to 5 (i.e. corresponds to 507ms listen duration). &esat, the energy consumed is 339.7mJ

over a 6.908s duration of failed network discovery attempts.

—> &—
Scan duratioi
of 5 or 507mg

Figure 7.11 Default Z-Stack scan duration of 5 or 507ms listéng period
By reducing the scan duration to 3 (i.e. 138ms), we meas@®y consumption over the same
period of time (i.e. 6.908s), as seen in Figure 7.12, andtrapdrop in energy consumption to

196.4mJ, which is approximately 42.2% in energy reduction.
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_><_

Scan duratioi
of 3 or 138mg

Figure 7.12 Modified Z-Stack scan duration of 3 or 138msdtening period

7.5.5Network Performance Experiment 5: modified scan duratioreffect on energy

In experiment-5 we use our explicitly enhanced applicateyerl control of the network
discovery process to disable continuous scan attempts. Weréberd the amount of energy
consumed during the network searching stage with the agatiah set to 5 (i.e. 507ms). In
Figure 7.13, the energy consumed is 142.6mJ over a 2.798s of failexttgympts. Notice how
the average voltage 2.759V, seen in the top right corner of FigliB is lower the nominal
3.0V. This is mainly due to the voltage drop acros$lR.8 ), which must be monitored, as we
do in our ECBP, to watch for abrupt system resets duadrpected current surges that may drop

operational voltage below 2.0V.
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Scan duratioi
of 5 or 507mSs

Figure 7.13 Modified Z-Stack scan duration of 5 or 507ms liening period
A scan duration reduction to 3 (i.e. 138ms) reduced enenggyumption to 71.72mJ, as seen in
Figure 7.14, over the same period of time (i.e. 2.798si)chwis approximately 49.7% energy

reduction from the 142.6mJ.

Scan duratioi
of 3 or 138ms

Figure 7.14 Modified Z-Stack scan duration of 5 or 507ms liening period
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7.5.6Network Performance Results

In Table 7.2, we summarize the total energy savings achiesgd) our modified Zigbee
network. We have shown that the default behavior of theeéigiiack does not impose an
effective mechanism for:

1) Absence of a network during initial power-up

2) Network loss during a reporting state

3) End node Out of Communication Range

4) Default network scan duration
We provided a list of algorithms in Algorithm 7.1, Algorithn2 7and Algorithm 7.3 to resolve
the above listed issues, which are critical for WSNsrajng in harsh environments. Our
network modifications to the default Zigbee network stdwwsa high performance return on

energy consumption up to 92.6% in energy savings.

Table 7.2 Sprouts Zigbee network energy consumption perforance results

Performance Default Zigbee Network| Our Modified Zigbee| percentage of
_ , Network Energy _
Experiment Energy Consumption Consumption energy savings
pbsence o a network 4.330] 425.4 m) 90.2 %
uring initial power-up
Network loss during a 6.532 ] 483.9 mJ 92.6 %
reporting state
End node Out of 3.966 J 481.2 mJ 87.9 %
Communication Range
Default network scan 142.6 mJ 71.72 mJ 49.7 %
duration

7.6 Estimating the Network Lifetime using the ECBP

Using our ECBP we measure energy consumption for readifgualsensor modules attached to
our Sprouts ZED, assemble a report packet, and sualessainsmit the packet to the ZC.
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Active duty cycle is 138ms and the consumed energy is 2.169m&ensn Figure 7.15. Using
the measured energy for one report packet of 2.169mJ, andghaverage sleep current 6.5pA
(at 3.0V) mentioned earlier, we estimate the total enexggnditure Bu(t,) during a given time
period t for each ZED, such that&(t,) must be less or equal to the total available enesgyE
which is derived from the battery capacitys; as described in equation (7.1). In a simple
application where the ZED wakes up periodically to repod@edata, the total energy consumed
during its lifetime is the sum of energy consumed duriegmsimode ke, active report mode

Eacive @nd the total network join attemptgifzas described in equation (7.2):

Etotal (tp) £ Ebattery @36 Vbatt >(:mAh (71)

E[otal (tp) @ p (Esleep+ Eactive+ Ejoin) (72)
t=0

Etotal (tp) @I sleep >a‘/batt >4:p + np anctive + nj ><Ejoin (73)

such that pis the total number of reports during &nd nis the total number of join attempts
during t. Assuming a reliable network where the coordinator or ortus always present and
persistent, end nodes would be able to join immediately littte to no failures, thus,Boin
would be relatively negligible. For example, a 20mm coin bat@®R2032 has a 240mAh
capacity, or kwer=2592J using equation (7.1). If we assume a one year runtimgXigear),
and two reports per hour (i., 17520 reports per yearkel=6.5pA, Wa=3.0V, thus by using

equation (7.3) we calculate to total amount of energyiredu

E,.. (Lyean @657A%V X315360086) +175204.646mJ

E,.. (lyea) @1495J +3800J =65295J

Thus, with a given total available battery energy:d=2592J, the above example can run
approximately 4 years (i.epfgeryEiota). NOtice how Eeeft)=614.95J dominates the total energy
consumed {al(ty), which makes sense considering the end node spends mitsstifetime in

sleep mode.
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|Reading 4 sensor modul
/ TransmitRepor Packe

. / CSMA-CA
_ CSMA-CA, APK-
MAC-ACK ACK Request, MAC

ACK, and APL-ACK

Saving statg
before sleep

/

'\{Assembling Pack| S
4— Wait 100ms folRepor APL-ACK f——p

Figure 7.15 Reading four attached sensor modules to the i®pts end node

7.7 Summary

In this chapter we discussed the modification of the defagitte® network stack to significantly
reduce the energy consumption during network discovery anairgjcattempts. We utilize our
ECBP solution on a Zigbee based sensor network to discoeegyeintensive processes and
effectively reduce power consumption by an order of magnittides, extending the network
lifetime by the same factor. By using our ECBP tool, #reddiscernible high power consumption
of radio transceivers, we were able to gain greaisigit into the network layer activity of a
Zigbee end device. Such insight enabled us to effectivelglifynthe network layer behavior
through network modifications in the application layer, ascrilesd by our algorithms in
Algorithm 7.1, Algorithm 7.2, and Algorithm 7.3. We also preednéa practical method for
estimating the lifetime of ZED using real energy consumptm@asurements provide by our
ECBP tool, and conclude a total lifetime of 4 years on a esi@fimm coin battery using our

Sprouts Zigbee network modified algorithms.
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Sprouts Software Architecture

This chapter describes two software architectures. firee is a dynamically reconfigurable
energy aware modular software (DREAMS) architecturtatditate software development for
energy harvesting Wireless Sensor Networks (WSNs). SEeend software architecture is a
Sink-Server software architecture to facilitate dataectitbn, management, and end user data
representation. The DREAMS architecture simplifies WS3ldftware development for
applications with requirements for energy harvesting asalbernative power source to
conventional batteries. Each software module has a deatfres including an energy stamp
(ES) and associated priority level (PL) required for thedule execution management unit
(MEMU) to carry forward a dynamic execution model anmpliance with the current harvested
energy level. In order to accommodate various design regents addressing inherent
difficulties in industrial equipment monitoring applicatioesftware modules can be selected and
configured at compile-time or remotely upgraded at ronetbased on the low energy stamps or
stringent application requirements. Loosely coupled so&waodules add increasing level of
software architecture flexibility and dynamic configurabpilitvhile allowing for optional
optimizations for specific aspects such as reliabiltgcurity, power savings, or time critical
event reporting. DREAMS architecture is mainly attrgefior applications requiring easy to use
dynamic re-configurability of software modules and associptemdlities with optional over-the-
air infrequent software module upgrades for hard tolregeployments. The Sink-Server software
architecture is a composition of several subsystemsdimguan application layer, middleware
layer, Linux operating system, a Sink-Server hardware |ayer a Zigbee coordinator node. The

Sink-Server software architecture was fully implemerioedharsh environments.
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8.1 Related Work

Energy harvesting based WSNs have seen a wide range ofasippBcin different monitoring
environments [113][114][115]. In addition, many studies address the sefaspects of energy
harvesting based WSN [89][90][91]. In [116], a programming languadiedc EON and a
runtime system are presented for perpetual system. difleept is to allow the programmer to
annotate different flows for different energy levels. iDgrexecution of the program, the runtime
system switches to different flows based on the energy. Besides, the runtime system adapts
the frequency of execution by providing a higher or reduced tda#rvice based on the energy
level. The goal of the solution is to sustain the working sthtke system at all times. This work
differs than ours, such that our system exhibits inteent operation and tries to execute the
more urgent tasks first rather than maximizing systéatiine. In addition, instead of annotating
different command flows, we allow for specifying the sem#eof modules which simplifies the
program job. The work in [117], discuss Levels, which is ansoft abstraction strategy aiming
at increasing network lifetime for applications with giotable lifetime. However, the scheme
does not consider dynamic energy harvesting.

The authors in [118] discuss a power management scheme fgy &éaevesting based WSN. The
paper presents a power management scheme that generatedeabprtdarning from energy
harvesting history, and adapts operation to the predictalée afaenergy as to sustain a
continuous operation. The scheme is also extended to thefasetwork where different nodes
have different potential for energy from the environment. [ater extension includes a routing
protocol with load balancing mechanism that shifts thd Execording to the energy availability
of different nodes in the network. In [119], the authors providedsion engine for maximizing
the number of tasks performed at each execution roundefdire takes as input a set of energy
prediction for each task and an energy budget and generalest tid¢asks to be executed. The
object is to maximize the number of tasks for ea@tetion cycle. Our work differs in the sense

that DREAMS architecture tries to satisfy tasks adiom to their priorities rather than
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maximizing the number of tasks. Further comparison of RRE to other middleware

architectures is given in Table 3.5, Section 3.3.

8.2DREAMS Architecture

The DREAMS architecture is designed for ease of use, @l dynamic over-the-air
reconfiguration, and self-sustainable power managementingilienergy harvesting as an
alternative energy source to conventional battery dependdmnteatares. The motivation of the
software architecture is to easily allow the reusabiibd upgradability of energy efficient
software modules into a broad range of applications ishhaperating conditions where post
deployment physical accessibility is impractical or imgaesthus, energy harvesting is the only
source of available energy. Therefore, we introduce DREAAMCchitecture which takes into
consideration the rate at which energy is being harvestedpditsithe firmware application into
manageable loosely coupled software modules that foripuitaing blocks of the application.

The DREAMS architecture is composed of loosely-coupledai#assoftware modules. A
software module is a set of functionalities that seryarticular purpose from as little as reading
a port and saving the value to a memory location to glsisiccated as encrypting and reporting a
packet. The meaningful combination of software modules esécut a particular logical
sequence enables purposeful applications. In other wordsofiveare modules are the building
blocks of the application which can be dynamically reconfigbesid on the energy required per
software module at runtime. Energy requirement per maalalgs an important role in deciding
which modules should be included, executed, or requuethelr optimization for energy
efficiency. Therefore, it is recommended to design softwawdules that are relatively small in
memory size, fast to execute, with low energy profitges] functionally orthogonal in operation
from other modules as possible.

Each software module has a set of associated atsisuth as energy stamp (ES), priority level
(PL), memory space requirement (MS), hash code modul¢ifidefHC), and execution order
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(EO). The energy stamp of a module determines the averagentmof energy required to
execute the software module on the sensor node from stanidio. fThe energy stamp may be
specific per hardware platform per operating frequencynore general such as the number of
instructions in a software module scaled per MIPSassmbciated system operating voltage. We
recommend calculating an average energy stamp for every modudgvpe platform prior to
deployment, which is a onetime operation per module. IneAgx A, we discuss our energy
consumption benchmarking platform (ECBP) to measure energypstéon a given software
module. The priority level of the software module indisatee relative importance of this
module to other software models, which is a value thdymamically promoted or demoted due
to various reasons such as user feedback or the occunofacerucial event such as a sensor
reading reaching a critical threshold. The execution order séftware module determines the
relative execution position of the software module in theca@ken list. The memory space
requirement is the amount of Flash and RAM require@&dgh module. Specifically, the Flash
memory space requirement plays an important role in-thveeair (OTA) module upgrade, such
that the amount of harvested energy required and assbdiate delay is proportional to the
Flash requirement of the module. Therefore, it is elu@ maintain a relatively small Flash
footprint to avoid long waiting times for module upgrades thu¢he slow process of energy
harvesting. The hash code module identifier of the softwaoeule serves as the module
identifier. Since most modules will be potentially agonal in functionality, hash codes
generated will be unique, and their use provides a simpléhoehefor identifying and

distinguishing different software modules.
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8.3Source Node DREAMS Architecture

The core of the DREAMS architecture resides within thiievsme operation of the source nodes.
The architecture consists of a pool of modules which amhtll the possible modules needed by
the source node for a particular application, as seen ind&ig®. Themodule poolshould
maintain a fair amount of independence and loose couplitvgebe the functionality of various
modules while including optional modules that could be usedtia harvested energy is made
available such as the debug set of modules. There arestniotrens on how comprehensive or
specific a single module can be, however, there are tradewffsath case. Having a single
module largely comprehensive such as acquiring a sensor remaingeporting may increase
compiled memory efficiency, and hence the run time aralgy consumption. Smaller memory
sized modules tend to be less memory efficient, tbmssume more energy accumulatively than
a single module. However, greater amount of flexibilgypossible by connecting and inter
mixing smaller modules together to attain a varietyashgrehensive tasks with little time spent
over-the-air for future module upgrades. During compile-tino&wsire modules are compiled
and loaded into well known and organized memory sectatsedfFlash memory, such that every
module is given a set of default features and identifiech s energy stamp (ES), priority level
(PL), execution order (EO), hash code (HC), and memoryes{d8), which are utilized by the
central module management unit (CMMU). Thedule upgradeéakes care of updating modules
or installing new modules, such that future application update possible by either sending new
modules or patched modules over-the-air to replace older edulto be stored on available
free module sectors in Flash while preserving older madualease a roll-back is necessary. The
EH monitor and controprovides the CMMU with the current energy level harveshed, it is
also responsible for any control related to EH such a@slsng on additional capacitor banks.
Energy harvesting hardware is not restricted to any parntitypge as long as the generated power
Pout IS greater than the minimum input power required to suske normal sleep state of the

source node, such that a positive accumulated energy is pdooieretime while in sleep mode.
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The CMMU is responsible for management of the executiorutesdiccording to their priorities
and energy stamps as well as the energy available. Dldelles are assumed to be ordered
according to a logical order. For example, sensencrypt report receive. This sequence
implies the logical order in which modules should be execlteaddition, every module has an
execution level (L) and an energy stamp (ES), see FigureTBeexecution level reflects the
priority level of the module, while the ES reflects thergpeneeded to execute the module.
Modules with the same level L are strictly executed togetbeording to the execution order.

In every active cycle, the CMMU evaluates the available energy E, and findsitifeest value
of L = , such that the sum of all ES belonging to L must be smaller than E. The energy
charge model was divided into six main energy levels as showiigure 8.1 with a typical
example of a sensor coming online from an off state. Wheess energy is reached, the
remaining energy is switched to a rechargeable battery to awasting energy. The list of
modules chosen is then executed according to the executien Bigure 8.2 shows the decision
making process at the CMMU to generate the list of tasksetexecuted. For example, let's
assume that a basic sensor can do sensing, encrypttbrepnting, in that order. Also, assume
that sensing and reporting corresponds to L=1, whileyption has L=2. If the energy available
E can satisfy L=1 only, the node senses and then reponisuiviéncryption. On the other hand, if
the energy available can satisfy both modules in L=1 atioeB, the node would sense, encrypt,
and report. If the energy available does not allow for amgllof execution to be met, the sensor
would go back to sleep.

Furthermore, the module-based middleware architecture of DREAMeNds itself towards a
graphical-based programming environment similar to that abMiew. The actual
implementation of the DREAMS architecture requires the kadgé of C code generation from

interconnected graphical components, which is outside the sfapis thesis.
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Figure 8.1 Depiction of energy harvesting operational stateand energy levels (E-O to E-5)
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Figure 8.3 DREAMS proposed software architecture

8.4 Sink-Server Node Software Architecture

The sink-server node is a combination of a Zigbee coordimaige (i.e. sink node) and a Linux
server computer housed inside a weather proof rugged enclosursinkh®de communicates
with the Linux server through a USB interface, such thateesidered them as a single system.
The sink-server node is the master node in the Zigbee nefiarkhe coordinator). Since the
sink node is required to execute multiple tasks, such asriebmd database management, and
has no energy constraints (i.e. plugged into a wired psateice), a sink node may run a full OS,
such as Linux or Windows, and become a gateway for othetiasth communication networks
such as Ethernet, 4G, WiFi, etc. The additional proprietargtions such as data processing and
forwarding and network updates and configuration can bdyeas as an executable file

application on top of the OS using C, C++, Java, or any tdhguage of choice given enough
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resources are available on the sink/PC machine such asxdeution speed and RAM. Figure

8.4 shows a general architecture for the sink-server node.hbieef an OS based sink node

aids in simplifying high level system implementation sushdatabase management tools, web
services, user interfaces, and more.

Application !
XML Module Profiler ighee Network Configuratign|| Web User Interfage:

__________________________________

Middleware :
| DatabastManagemer | | Network Managemenk |Web GUI Managemed}:

Linux OS
i | Remote acce | | Auto System Start L | | Error Recover |

Hardware Platform

: i Standar Remote 4(
: USB to Coordinato W m Tx ‘ﬁ'

Packet Drive Network Gatewa

i Zigbee Coordinator |
i [Network Configuratioﬂn | Packet Handler | | Error Recovery| i

_______________________________________________________________________

Figure 8.4 Sprouts Sink-Server node system architecture

The application layer of the sink-server is allows the usebuild XML profiles for sensor
module that are attached to Sprouts source nodes. Thepxdiles contain critical information
regarding the proper operation of the sensor moduletedreach as module identification code,
number of sensor ports attached, required reportingrvalte of sensor ports, module
configuration parameters, calibration data, expected pagiaadaverage power consumption in
active and sleep modes, and other proprietary user speddtednecessary to operate a given
sensor module. The application layer also allows the usespémify basic configuration
parameters of the Zigbee network, such as default apgr®&F channel, sleep and report duty
cycles, and network rejoin attempts, which are energy droorigurations. Furthermore, the

application layer presents to the user a web-based graphicahtesiace accessible by any web-
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enabled device, such as a smart-phone, which allows the usenttmr the application from a
safe and comfortable location away from the harsh environment

The middleware has three main components, the databasgenanetwork manager, and web
graphical user interface (GUI) manager. The databasegea parses all incoming data packets
from the coordinator and stores it into the correspondatgbése tables. In addition, the database
manager processes and extracts payload information rétatbd web GUI and stores it into a
separate table to facilitate the web GUI. As a reshé, web GUI focuses on representing the
WSN sensor data into an easy to read or view layauthérmore, the middleware handles the
assembly of Zigbee network configuration packets definethéyparameters seen in Table 8.1,
which are requested by the user to be forwarded to thedioator sink node over a USB
interface. Table 8.1 shows some of the most important géeasnconfigured by the middleware

to configure the Zigbee network.

Table 8.1 Zigbee network compilation parameters configura by the middleware

Compilation Parameter Use Location

SPROUTS_END_NODE Enable Sprouts End Not | Preprocessor Scre

Mode (End Node Only)
Enable Sprouts Rout | Preprocessor Scre
SPROUTS_ROUTER Mode (Router Only)
DEVICE—LOSICAL—TYPE Enable Sprouts Preprocessor Screen
7G_DEVICETYPE_COORDINATOR Coordinator Mode (Coordinator Only)

Hold Automated Restot | Preprocessor Scre
HOLD_AUTO_RESTORE_ZGNWK_STATE of Network Configuration (End Node and
at Startup (Power Savind)  Router Only)
Hold Automated Start ¢ | Preprocessor Scre
Zigbee Transceiver (Coordinator Only)
Initializing Flash Memory
NV_INIT for Zighee/Sprouts
Configuration Storage
Enable Restoration

HOLD_AUTO_START

Preprocessor Screen

Preprocessor Screen

NV_RESTORE Zigbee/Sprouts
Configuration Storage
DEF_NWK_RADIUS Default Network Radit | Preprocessor Scre

DEFAULT ROUTE REQUEST RADIUs | Default Network Rout
Request Radius

SECURE-=: Enable Securit Tools\f8wconfig.cfc

7G SECURE DYNAMIC=1 Enable Dynamic Secu
— — Key Updates

Preprocessor Screen

Tools\f8wconfig.cfg

156



Chapter 8: Sprouts Software Architecture

ZDAPP_CONFIG_PAN_ID=0xFFFF

Define Network Pan I[
(OXFFFF for auto)

Tools\f8wconfig.cfg

DEFAULT_KEY="{...}’

Define Preprogramme
Default Security Key

Tools\f8wconfig.cfg

RFD_RCVC_ALWAYS_ON=FALSE

Allow Receiver to Sleef

Tools\f8wconfig.cfc

> (End Node Only)

POLL_RATE=0

Disable Data Reque
Polling (To Allow Radio
to Sleep)

Tools\f8wconfig.cfg
(End Node Only)

#define HAL_PA_LNA_CC2590

Enable use of CC2590 P

hal_board_cfg.
(CC253x + CC2590

#define HAL_AES TRUE

Enable AES Functionalit
for Security

hal_board_cfg.h

#define HAL_LED TRUE

Enable LED Functionali

hal_board_cfg.

#define HAL_KEY TRUE

hal_board_cfg.

Enable Keys Functionality (Evaluation Board

Only)

#define HAL_UART TRUE

Enable UART

hal_board_cfg.

Functionality

(CC2531 Only)

The Linux operating system runs a script upon boot up thalinéts and runs the application
layer source files, middleware source files, and hardaavers. This automatic boot up of the
system is necessary in case of a power outage to the@rsgstan abrupt reset, and to simplify
system usage for the user. The Linux OS also allows usctoede and remotely access the
system for software maintenance, debugging, and future dggyr&Ve implement several error
recovery mechanisms which monitor all crucial running apptioatiusing heartbeats. When an
application fails to send a certain number of consecutieattheats within a specified time
period, the applications process is terminated and forcedstart. Furthermore, all database

tables are backed up periodically, per user specificatiod, s&nt via email attachment to a

specified email address.
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Table 8.2 Linux Driver configurable parameters

Parameter

Location

Objective

Effect on Sprouts Node:

reportPeriod

(milliseconds)

ZCoordinator-
CC2531.cc

Setup Reportin
Interval for Sprouts
Nodes

Updates myReportPeriod

retryPeriot

ZCoordinato-

Setup Interval betwee

Updates myRejoinRetryDelay

CC2531.h

(milliseconds) CC2531.cc | Sprouts Rejoin Retrieg
ZCoordinato- Sprout: Coordinator
sComPort ) None
CC2531.cc Interface Prefix
ZCoordinato- | Enable/Disable Debu
DEBUG None
CC2531.h Output
ZCoordinato- | Enable/Disable Linu:
LOG_FILE_ENABLE ) ) None
CC2531.h Driver Logging
ZCoordinato- DefineLogging
LOG_FILE_NAME None

Filename

The hardware platform of the Sprouts sink-server systechitecture includes three main
hardware components that are essential to the systdmieatere. The USB to Coordinator
packet driver is responsible for sending, receiving, and fudgf@acket data between the Sprouts
coordinator node and the Linux OS. In addition, a standard rgti@fiFi communication
channel is necessary to communicate either locally ootedynto the the Linux operating system,
and facilitates connectivity to the 4G-to-WiFi routeheT4G to WiFi gateway router is a USB

dongle compatible with Linux, which allows remote acceghdsystem from safe environments.

Linux
BeagleBoard-XM

Figure 8.5 Linux hardware consists of a BeagleBoard ana 10inch touch-screen LCD
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The Zigbee coordinator connects to the Linux server via W3Brface and allows for
bidirectional packet exchange. The Zigbee coordinator rece®gork specific configuration
requests from the middleware as specified by the user apptic To enhance fault tolerance,
redundant coordinator nodes are utilized. The coordinator reaésnge heartbeat messages to
indicate live activity. The coordinator nodes work in ativecor passive mode, such that only
one coordinator node is active at any given time. When a fakoars, the passive coordinator
node detects the failure and assumes the role of the activéinedor without change to the

network. Table 8.3 shows the message format between Sproutighetor and the Linux driver.

Table 8.3 Sprouts coordinator USB to Serial packet format fonarded to the Linux driver

Byte Field Name Field Description
Index
0 FRAME_SOP Start of Message Delimiter (OXFE)
1 FRAME_LENGTH Message Length
2-3 CMD_ID Zighee Command ID
ZB_RECEIVE_DATA_INDICATION
4-5 SOURCE_ADDR Source Short Address
6-7 SOURCE_CMD_IL Source Command ID
SPROUTS_CHILD_REPORT_CMD_ID
8-9 SOURCE_LENGTH Source message length (Message Length - 6)
10 TEMP_OFFSET Source Sensing Temperature
11 VOLTAGE_OFFSET Source Sensing Battery Voltage
12-55 DATA_OFFSET Reserved for Application-Specific Data
56-57 RESERVED Reserved for future expansion
58-59 SEQ_NUMBER_OFFSET Sequence Number of Sent Message
60-63 TIMESTAMP_OFFSET Source Reported Clock
64-71 IEEE_ADDRESS_OFFSET Source IEEE Address
72-73 PARENT_OFFSET Source Parent’'s Short Address
74-126 RESERVED Reserved
127 FRAME_CHECK_SEQ Frame Check Sequence (Validation Byte)
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A)

B)

Figure 8.6 Sprout Coordinator nodes. A) Sprouts Coordinator nod adaptable to Texas
Instruments Zigbee development kits (e.g. SmartRFOSEBP) Certifiable Sprouts

Coordinator node (described in more details in Section B)

The Sink-server system architecture implementation is shoWwigure 8.7, such that:
S1: The Linux server computer (BeagleBoard-XM) located uredeh the LCD.
S2: USB Hub allows us to connect multiple USB devices to thexiLserver.
S3: Zighee Coordinator node connected to the Linux server \Bapd§.
S4: Zigbee Coordinator node N-Type Antenna connector for itheewternal high gain
antenna. This setup allows us to extend the communication fayngejecting a

bidirectional 2.45GHz external amplifier (e.g. HyperAmp HA24Q1) at this location.
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In addition, the setup also allows to locate the externieharn at any location around the
server using a low loss RF coaxial cable (e.g. 30m LMR-400&RFe).

S5: 4G to WiFi gateway router allows us to remotely conteetite Linux server while a
given application is deployed in the field.

S6: 4G to WiFi gateway antenna broadcasts a local nlefiwothe Linux server to join

S7: Linux WiFi antenna located next to the 4G gateway aatesuth that both antennas
are internal to the weather proof enclosure

S8: Internal power distributer which supplies 120VAC power td_thex BeagleBoard
computer and USB Hub. In return, the Linux USB Hub supplies ptwt&re 4G to WiFi
gateway router and Zigbee Coordinator.

S9: External power supply cable

S10: filtered air ventilation input

S11: filtered air ventilation output fan

S12: weather proof fiber-glass enclosure which automaticadiytrols the internal
temperature of the enclosure betweé@ &nd 50C. When the temperature drops below
5°C, the temperature modulator, located underneath the bobsed ground plane, turns
on a 200W heating element to prevent the temperature fromimgee freezing point in
the winter. In addition, when temperatures rise ové€5the fan is turned on to push hot

air out.
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wn
=
E
N

Figure 8.7 Sprouts Sink-Server node rugged and weather@of enclosure hosting a number
of different systems annotated from S1 to Sx, such that daannotation is explained in this

section

8.5Summary

We have presented DREAMS architecture, a softwaretacthie model for ultra low power
WSNSs operating solely on energy harvesting. The DREAMS enthite, is a dynamically

reconfigurable energy aware modular software architectimeeda for WSN with energy

harvesting. The core of the system architecture is designeshse of use, flexibility, dynamic
over-the-air programmability, and architectures dependent merge harvesting. Energy
harvesting plays an important role in deciding which malgleould be executed or omitted
based on the module’s energy stamp and priority. DREAMStectlre takes into consideration

the rate at which energy is being harvested and splits tine Bnfaware into manageable loosely
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coupled software modules that make up the building blockth@fentire application. The
DREAMS architecture is made up of loosely-coupled reusaditevare modules. A software
module is a set of functionalities that serve a pagicplirpose from as little as reading a port and
saving the value to a memory location to as sophisticaseencrypting and reporting a packet.
The meaningful combination of software modules execirtgghrticular orderly fashion would
give rise to a meaningful modular application. In other worle, Software modules are the
building blocks of the application which can be dynamicallyonfigured based on the energy
required per software module at runtime. The DREAMS #echire focuses on modeling WSN
applications using software modules interconnected and exedytednically at runtime by
evaluating the energy stamp requirement of each module aresponding priority level. The
advantages of the DREAMS architecture is the added levigxdbility, module reconfiguration,
dynamic runtime execution of software modules, and the fuse ef over-the-air low energy

requirement of upgrading, replacing, or adding further softwnodules.
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Sprouts Application: Monitoring Syncrude’s Vibration Screens

This chapter describes the application use of Sprouts totondhe reliability conditions of
industrial equipment. We describe three sensing method=edtlby our modular architecture to
monitor the health conditions and fault detection of large vimadcreens used by Syncrude in
the Oil Sands of Alberta, Canada. We emphasize oumuanmgn-destructive ultrasound-based
thickness sensor module, which utilizes our PnP protocohdoitor the thickness of the two
metals (steel and tungsten) composing the vibration scrg@ments. In addition, we describe
two other passive sensing elements used to monitor the vibratieans Furthermore, we
describe the use of a miniature vibration screen model, wigctitilize in a lab environment to

test for harsh environmental effects on our Sprouts phatfor

9.1 Introduction

Monitoring industrial equipment is an important factor an industrial facility, yet some
equipment operate without electronic sensory feedbaek gensor-less). Instead, an expected
lifetime is provided for some sensor-less equipment. Thenabs# sensors can be due to many
factors, such as lack of technical expertise to emmedoss, sensor placement difficulties,
extremely hash operating environment, cost, etc. Thubedbmes the responsibility of the
operator to understand the normal operating conditions dhroexperience and manual
maintenance. When the operator does realize abnormattietilures in the operation,
irreversible damage might have already occurred that dwud been prevented with embedded
wireless sensors. In addition, some failures can leasulbatantial profit loss, damage to the
surrounding equipment or operators, product quality redyatton Therefore, we have designed
Sprouts to aid in monitoring sensor-less equipment lynmef important features such as small
dimensions, general purpose, customization, modularity, ReFace, user friendly, low cost,
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ultra low power, and physically rugged to sustain harshremwvients. Oil production facilities in
the Oil Sands of northern Alberta, Canada, are a graahple of extremely harsh operating
environments for sensors as well as equipment. With witetaperatures that can reach°@o
and the constant flow of erosive sand throughout the miopegations, recurring failures of
equipment increases and the need to monitor sensordegsment becomes necessary for
constant oil production.

We utilize Sprouts WSN platform to monitor Syncrude’s vibragsoreens, as depicted in Figure
9.1, which are used to filter large ores from enteringhtyarotransport pipeline. The vibration
screens are composed of a steel mesh coated witlioaShm tungsten layer to extend the
operational lifetime to approximately 2,000 hours. However, mbaliies such as the chipping
of the tungsten layer can occur causing the formation of lvgeures in the mesh screen; thus,
allowing large ores to sift through. Accumulation ofglrores can congest the hydrotransport
pipeline leading to a disruption in the production chain. Maywaiecking the mesh screens
halts production resulting in profit loss, and the intréguc of human related errors in the
assessment of the mesh screen lifetime, such as premeplaicements. Therefore, Sprouts was
used to monitor the thickness of the steel layer and the tungyemuising three types of custom
designed sensors in a custom designed module, while leverdgingbiration motion of the

screen to harvest energy and extend battery lifetime.

tungsten /-\
steel\‘
\

Figure 9.1 Sprouts Application in the Oil-Sands. Sprots platform is located underneath the

intersection ligaments of the vibration screen
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9.2 Production Facility Process Description

The core operational principle of extracting sytitheil from the oil sands is a simple shovel and

wash, but realistically a long and arduous procdssvever, there are several steps leading up to
the location of the vibration screen where the WShcated as seen in Figure 9.2. First, shovel
trucks and dump trucks mine oil sand and delivénatcrusher to reduce the size of large rocks.
Second, crushed oil sand is dumped into a surgetdienforce a consistent supply flow

throughout the production train. Finally, a Convelyelt transports the crushed oil sand from the
surge bin to the vibration screen, which separateg solid rocks from the oil sand and adds hot

water to the flow turning it into a slurry mixture.

400 tons
per load

Over Burden
25 meters

Oil Sand 50

mntAarve

The Sprouts Sensor Platform is located
underneath the vibration screen cloth

Figure 9.2 Depiction of the synthetic oil productia process leading up to the deployment
location of the wireless sensor nodes underneathdtlvibration screen
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9.3Problem Statement

Syncrude uses large vibration screens to separate lasgpadicles from the slurry mixture by
means of mixing hot water with oil sand and with the teélfhe vibrating action. The dry feed
rate of oil sand averages 8,000 tons/hour and is delivered daysna week year round. The
problem lies with the high volume and velocity of the sldaliing on the screen and the abrasive
nature of sand in the slurry mixture. After around 2000 hoursmdtant erosion, the screen cloth
screen ribs start to wear down and eventually break affiifgy larger holes, which allow large
particles of rocks to sift through causing upset to the dowam process. Replacing or repairing
the vibrating screen cloth at that point forces the praoludine to halt causing profit loss to
Syncrude due to production downtime. Prior to our Sprouts s@festborm solution, Syncrude
manually monitored the thickness of the tungsten layer by shuakbiwg the production train and
visually inspecting the thickness of the tungsten. The atgpe technician would be held
responsible for making an experienced guess to how longrtgsten layer would last, such that
misjudgment mistakes could lead to hundreds of thousdrutslars in damage, repair, or profit
loss due to repair downtime. Technician’s misjudgmentsldvdirectly affect the inspector’s

reputation. Therefore, the screens were being replacedpreely to avoid reputation damage.

9.4 Vibration Screen System Challenges

Harsh conditions at the oil sands production site can be vernardiing and difficult for
commercially-off-the-shelf (COTS) WSN solutions. The vilma screen is composed of multiple
screen sheets bounded together to form one large filteerse® seen in Figure 9.3 A). The
vibration screen is inclined 1and vibrates at 13 Hz a total distance of one inch allovairger
ore particles to naturally slide off the screen intgeaondary crusher for further refinement. As
the crushed oil sand is deposited over the screen, the flspragyed with a warm jet of water
allowing the flow to become slurry, ice to break apart, nflirther separate the sand from the

large rejected rocks, as seen in Figure 9.3 B).
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The harsh environment surrounding the operation of the vibraters introduces several

challenging issues for WSNs as summarized below:

1)

2)

3)

4)

5)

Sensor nodes cannot be located in direct contact withbtiasiae flow of the slurry mixture.
As a result, the sensor nodes are forced to be located uatifethe screen for maximum
physical safety.

Constant vibration eliminates the possibility for any @immlutions extending outside the
screen, and imposes physical stress on the wirelessrssdes.

Constant jet of warm water creates several problertswiteless communication. The water
turns the sand into mud that wraps the wireless semstesnabsorbing some of the signal
power. The steam that surrounds the vibration screen iesrdagnidity, which further
absorbs signal energy.

Temperature gradients between areas subjected to the water jet and other areas of the
vibration screen.

The vibration screen is similar to a metallic cage #mal location of the sensor nodes
underneath the mesh screen surrounds the nodes with a metahlicneressing multipath

interference and signal blocking.
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A) Halted vibration screen in maintenance mode

B) Rejected large rocks which get further crushed antided to the vibration screen
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C) New screen with 8 to 10mm tungsten welded on top dftded layer

D) Eroded and fully used vibration screen sheet

Figure 9.3 Vibration screen shown before and after operain
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9.5 Ultrasonic-based Non-destructive Testing (NDT)
A detailed introduction to ultrasonic-based NDT is giveAppendix E.

9.5.1Ultrasound Thickness Measurements Using WSNs

Commercially available ultrasound-based NDT equipment tgpecally too large, power-
intensive, and expensive for WSNs. Even handheld NDT eauifproconsidered to be low cost
and portable, typically average around $1,000 per unit (e.§10)Gand can vary up to several
hundred thousands of dollars for a graphical-based flagctieh device. Graphically displaying
measured data on a colored display in real-time is a pimesive process that requires very
high sampling analog to digital converters (ADCs) and sbjghited graphical display
technology. This is a process not required for a WSN sawedata is wirelessly reported back to
a server where it is displayed only when needed. Therefweprily required part of an NDT
system is the ultrasound front-end, which is the generatitmeafiltrasound signal and its timely
reception. This significantly reduces power consumptiare, sand cost of a WSN-based NDT
system. Furthermore, high speed ADCs would not be rehtirethickness-based NDT, which
significantly reduces power burdens on the system. ApplicatibasWSN-based NDT solution
would be most suitable for low cost monitoring of matehaekness in a mobile, or static, remote
environments, where constant monitoring over an extended pertodeyfwhile in operation, is
essential. For example, a WSN-based NDT can be utiltbeanonitor the thickness of
hydrotransport metal pipes, monitoring of equipment intggnitharsh environments, monitoring
the thickness of excavation shovel teeth while in operatiomjtoring for cracks in bridges, etc.
Our unique system architecture for a WSN-based NDT sollguilds upon our Sprouts wireless
sensor network platform. Sprouts allows up to four custom fesda be externally attached and
automatically detected using our Sprouts PnP protocol os&raard serial peripheral interface

(SPI) bus. Our unique NDT solution is designed in the foramoéxternal sensor module.
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9.5.1NDT-Module System Architecture

Our NDT-module is low cost, low power, reconfigueaband a reliable solution to monitor the
thickness of materials, structures, or equipmentenih operation. The NDT-module works in

conjunction with our Sprouts platform as an attébthaexternal module to one of four sensor
module ports. The NDT-module communicates with 8{gw&ia custom designed PnP protocol

over a standard SPI-bus. The system architectuteedlIDT-module is depicted in Figure 9.4.

LTC6248
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“BPF PA BPF PA DET LPF CMP  MCU

ADG708
- (00}

e aoc7or [ L) > M > 2§ A\ S
| 8:1 2:1 POT]ond o)
| 8xPZT B o POT POT s
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H [a

(7))

=

@—8:

Figure 9.4 General system architecture of the NDT-odule. Solid lines indicate analog

signal paths and dotted lines indicate digital comol signals

Figure 9.5 Picture of the NDT-module (backside) wkt one attached PZT transducer

Starting from the far left of Figure 9.4, the NDTodule system architecture is composed of
multiple piezoelectric transducers (PZTs), up tetnnels, which can be selected using a

bidirectional 8:1 multiplexer (Mux), ADG708. The P4ransducers have a resonant frequency of
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5MHz (+5%), SMD10T04F5000S111, and 10x0.4mm disc size. Multiple clzawailable per
NDT-module introduce many system benefits including:

1) Increased number of monitored locations per NDT-module

2) Increased reliability with increased redundancyafaplications requiring fewer channels.

3) Lower system costs since one NDT-module can monitor pfailtcations.

4) Reduces the required space needed in a given application sthewadupied by multiple
NDT-modules.

5) Lowers power consumption otherwise required by multipl@ Middules.

6) Increases design flexibility and application spectruncesinot all 8 channels need to be
utilized.

The second multiplexer is a 2:1 bidirectional Mux, ADG70hjch is responsible for switching
between two different signal paths leading to, or fromRBA&s. The first path comes from the
microcontroller unit (MCU) and connects to one of the selettadnels. The MCU generates the
short voltage pulse which causes the PZT to resonate atsignee frequency. A simple
transition from a digital-low voltage to a digital-high voltdgan one of the MCU's digital ports
satisfies this requirement. When the pulse is appligtgd®ZT material, a short pause equal to
the duration of the PZT ringing time is applied before dviig the 2:1 Mux to the second path.
The second path of the 2:1 Mux connects one of the PZT channi#is teceiver path of the
NDT-module starting with the band pass filter (BPF). BR&- is essential when working in very
noisy environments or while monitoring a machine under operatich, & a motor. Both BPFs
are Sallen-Key (SK) active-type filters, such thatreBPF is designed with a -6dB bandwidth of
approximately 1.52MHz centred at approximately 5.10MHz, asisdeigure 9.7 A). Any signal
outside the bandwidth of the BPF is greatly attenuated deé&aching the low noise amplifier
(LNA). The LNA has a low input voltage noise density of 42 Hz and a fixed gain of 20dB.

The LNA is responsible for amplifying the echo ultrasosighal without introducing too much
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noise. The power amplifier (PA) has a digitally controlledngfrom 15dB to 30dB using a
2.1K digital potentiometer (POT) MCP4012 to control gain. Tlwe &ctive SK-BPFs, LNA,
and the PA are designed using a single chip, the LTC6248, whighirtoriour operational
amplifiers, one for each component. This single chip approacimizes system cost and circuit
space. Each operational amplifier consumes approximéately in active mode, such that the
total power consumption of the NDT-module is approximatelya6rn 3.0V, and is only active
for less than 0.2ms per channel measurement. The sclitkg envelope detector (DET)
rectifies the ultrasound signal, which is then smoothed fgssive low pass filter (LPF) with a -
3dB corner frequency of 3MHz. A comparator (CMP), TS302Lsed to detect the presence of
the ultrasound signal, such that it transforms the ana@tw eignal into a digital pulse
representing the presence and approximate width of the echivadound signal. The CMP
reference voltage is also controlled by a 2.1#igital POT (MCP4012). The digital output of the
CMP is connected to the internal capture-compare (CC) raaafithe MCU. The CC module is
configured to measure the time difference of arrival (A)®etween two consecutive pulses
from the CMP, that is, two consecutive ultrasound echoes. THeAT(i.e. t) is a direct
representation of the measured thickness T per given meditimawsound velocity , as
described in equation 9.1. Note thats divided by 2 since the ultrasound signal travels tthee

thickness of the material.

=—u 9.1)
When two consecutive signals are captured by the CC, amupt is generated and a 16-bit
register records thet value. Therefore, the maximunt value that can be captured is equal to
the period of the clock-frequency driving the CC timer tiplied by 2°. For example, using a
32MHz clock for the MCU, the maximumt value is approximately 2048us, which is enough
time to measure a steel-barb769m/s) thickness of approximately 590cm. The MCU is a low
cost and ultra low power MSP430F5308, which controls the twadadtiglOTs, the two
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multiplexers, provides power to the ultrasound front end, andrgges the voltage pulse for the
PZTs. In addition, the MCU reports the thickness per chawheh requested by the Sprouts
platform using our PnP protocol over an SPI-bus. Using arb&®leliminates the need for

accurate timing and allows modules without a crystalictoccommunicate reliably.

9.5.2WSN-based NDT Application
Our WSN-based NDT solution was tested in the harshagpgrenvironment of the Oil Sands,

northern Alberta, Canada, to monitor the thickness ofsteel mesh in the deployed vibration
screens. The steel mesh is coated with a thin tunggstento prolong the operational lifetime of
the mesh screen. The main responsibility of the vibreg@waens is to filter out large ores from
the tar-sand. After an extended period of time, approxin@@00 hours, the tungsten layer is
completely etched away by the constant flow of sand, gxspsing the steel layer. The steel
layer is much weaker than the tungsten layer, and caorbgletely etched away within few days
of exposure. Critically low levels of steel thickness cagakroff forming larger screen holes,
where large ores can sift through causing damage and congesti@hydrotransport pipes. At
this point, the production process must be halted for am@steperiod of time for repairs, which
leads to significant production loss. Previous to our Ewlutnaintenance checks where manually
performed by a an operator whom would visually inspecthio&ness of the tungsten and steel
layer, and draw a conclusion whether to change the sheet or sed ba experience. This
technique incurs mental pressure on the inspector to makglhibeecision, which often leads to
premature screen replacements. In addition, manual checlqypeerthe physical presence of an
inspector, the production process must be halted, and thenscneust be washed, which is a
laborious process that can be omitted using our WSN-bas@&dshiDtion.

To measure the thickness of the vibration screen liganteptsuts nodes and NDT-modules are
placed on the steel layer underneath the mesh screen anteasbction, where they are shielded

from direct contact with the sand flow. When a thicknesasmement is needed, Sprouts nodes
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request thickness readings from each channel of the NDT-mamtufrom all channels as
specified by the server configuration. When a thickness mgadirequested from a particular
channel, the NDT-module applies a fast voltage pulse toZfhetfansducer by toggling a digital
logic port from low to high. The fast transition from logmal to logic-high, less than 5.6 rise
time, creates a wideband frequency response, which sadlBe PZT transducer
(SMD10T04F5000S111) to resonate at approximately SMHz (+5%) witiklipulse magnitude
voltage VO, as seen in Figure 9.7 A). The initial pulse, whbicturs at time t0, travels through
the steel layer until it reaches the end of the mateoah@ary or a material of different density,
such as the tungsten layer, at time ta. The mismatctaiarial density causes a percentage of the
ultrasound energy, R to be reflected back to the transducer proportionath® acoustic
impedance mismatch between steel=(45.63MRayls) and tungsten xZ 99.72MRayls), as
shown in equation (9.2)[120]. Therefore, at the boundary betwlemriwo metals, or time
location ta, the percentage of reflected energy,#R 385, or 13.85%. Acoustic impedance is a
function of material density and velocity of sound,, in the given material, as shown in
equation (9.3). Note that and for a given material, such as steel or tungsten, can vary
depending on manufacturing.

Zl' Zz

9.2 Z=mn 9.3
7.+2, (9.2) (9.3)

The reflected percentage of ultrasound energyirBvels from time location, to arrive back at

the PZT transducer at time locationwhere it can be measured as amplitudeffdm the
electrodes. The TDOA between the initial pulse and feseived echo ist;=t;-to, which is used

to measure the steel thicknesg as described in equation (9.1). The remaining percentage of
energy, R=86.15%, travels through the tungsten layer until it reattleesecond boundary, air, at
time location g, which has very low acoustic impedance of 0.0004 MRayls.tDtiee very large
difference in acoustic impedance between air and tumgsie signal energy is completely

reflected back into the tungsten material travelling towathe steel layer. When the signal
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reaches the tungsten-steel boundary at time locatiamdther percentage energyiRreflected
back, however, this time it is reflected back into thegtten layer. The remaining percentage of
energy R, makes its way through the steel layer to arrive backeatransducer at time with
voltage magnitude ¥ The TDOA t,= tx-t; is used in equation (9.1) to measure the thickness of
the tungsten layer ;I Note that the ultrasound signal at time locatiowitl be reflected again
into the steel, such that the whole cycle is repeatéiti all signals are attenuated according to
equation (9.4), where V is the exponential decrease in voitagitude of the sound signal at
distance d, and VO is the initial voltage amplitude producethbyPZT at4 The attenuation
coefficient , expressed in dB/cm, is dependent on the PZT resonaptefrey and varies with
manufacturer processing technology. Therefores, experimentally calculated by measuring the
initial voltage sample Vand a final voltage sample; \6eparated by distance d according to
equation (9.5).

V =V, (9.4) a= 20 Log(v—‘) (9.5)
d V,

Since voltage signals can only be measured from the PA3duwaeer’s electrodes, we calculate
the voltage magnitude Vat t, in equation (9.6), right before entering the tungsten mediu
Similarly, we derive an expression fof &t t as seen in equation (9.7).

V, =V,eth (9.6) V,=R"V,eg"h (9.7)
Dividing equation (9.6) by equation (9.7), we obtain equation),(8u8 expression for Mhat is

independent of Tand ;.
V - Vovl
@ R

Using equation (9.5), such that i equivalent to ¥, V; is equivalent to ¥ and d is T, we

(9.8)

derive the steel's attenuation coefficient using equation (9.8) as a function of measurable

voltages \§ and \4.

177



Chapter 9: Sprouts Application: Monitoring Syncrude’s VibratioreSns

2 RV,
a, = 20 Log 0
Tl Vl

(9.9)

In order to find the attenuation coefficient of tungstenwe represent ydas the signal amplitude

at point ¢ right before entering the steel medium, such that:

V.=(@1- R)" V,e®™ (9.10) =@1- R Ve:" (9.11)
As described earlier, the signal is completely refigetetime locationt Thus, the signal travels
twice the thickness of tungsten ffom point \, to point \; without an R loss at time locatiogn t
Using equation (9.5), such that Vi is equivalent to (¥-RY; is equivalent to ¥ and d is twice

the thickness of tungsten, Twe derive an expression for from equations (9.8-9.11) as a

function of measurable voltages &nd \4.

1- R
_?L ( R) " (9.12)
2 2 Va(initial
<
Tungst: 7 A % v
E vi |
Fl'ungsten t\ tcw %_ Steel thickness
Stee Stee <E( Tungste
silver thicknes$[® t(s)
epoxy,
\ «—PZT {1 AP ta ty ot
" B) — —Jpz1 ©O) b

Figure 9.6 A)Cross-sectional lab-sample of steel and tungat&ayers B) Ultrasound
reflections and time locations as it travels throughhe steel and tungsten layers (not drawn

to scale) C) Representation of the ultrasound echoasthe PZT electrodes

Using an oscilloscope for calibration and verification psgso we measured the initial voltage

Vo=448mV from Figure 9.7 A), at time location From Figure 9.7 B), we measured reflected

voltages =30.4mV at time location,;tand \,=70.4mV at time location,t We measured
t,=6.76us from Figure 9.7 A-B), and from Figure 9.7 B) we measuts 1.440us. Knowing

the actual thickness of steel=19.50mm and tungsten=3.85mm liv@iel for ;=5769m/s and
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2=5347m/s using equation (9.1) and measuréd and t, from the oscilloscope. Our
measurement results 0i=5769m/s and ,=5347m/s for steel and tungsten closely match the
values found in [120] (i.e.;=5890 m/s, ,=5180 m/s), such that the slight difference is due to the
manufacturing process of the two metals. Using equatioB$ &9d (9.12) we calculated signal
losses in the two mediums=1.59dB/cm, and ,=9.46dB/cm. Thus, the total signal loss through
the two mediums is 13.4dB for one echo reflection. Another 16iSd®quired to bring the
448mV to a rail-to-rail voltage swing of 3.0V; thus, a minimgain of approximately 30dB was
needed. Since other factors in the NDT-module design wiliricoiee to the echo signal loss,
such as the Muxes, two BPFs, DET, and LPF, the digidintrolled PA compensates for

approximately 15dB of dynamic range.
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Vo= 448mVI ‘ \
4 —>
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Figure 9.7 A) Fast pulse trigger excites the PZT atd resonant frequency B) Ultrasound

echo signals at the PZT, after the LPF, and after CMP
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A summary of results for our NDT-module solution are showiable 7.1, which draws a
comparison between our ultrasound-based measured resultdavgipgwer MSP430 solution,
and the actual thickness of the steel and tungsten lalgereifor percentage is due to the finite
resolution of the MCU’s CC module, which operates at &immam clock speed of 32MHz, or
31.25 s per clock tick. Increasing the resolution of the CC woatylire a different MCU with

higher maximum clock speeds, which comes at the costiased power consumption.

Table 9.1 Performance results for our WSN-based NDT-modal

Measurement Steel Tungsten
Actual Thickness 19.50 mm 3.85 mm
NDT-module measured 19.56 mm 3.93 mm
Max Thickness Error % 0.31% 2.0%
Longitudinal Velocity 5769 m/s 5347 m/s
Attenuation Coefficient 1.59 dB/cm 9.46 dB/cm

The summary of results in Table 9.1 show a promising appfoacising low cost and ultra low
power wireless sensor nodes to perform NDT-based measntgnsuch that percentage errors
are relatively very low. Increased accuracy can benaitiaby increasing the clock frequency of
the MCU at the cost of increased power consumption. Agmitathat can tolerate percentage
errors presented in Table 9.1 can greatly benefit from W&d¢d NDT by having the low cost
wireless capability of monitoring equipment or material wiileoperation without the use of

wired and expensive NDT equipment.

9.5.1WSN-based NDT Conclusion

We have presented the system architecture to allow fopéwer and low cost ultrasonic NDT
using WSNs. Our NDT solution is developed as a modulartaothre with PnP capabilities
provided by our previous work on Sprouts. The NDT-module was tasmeasures the thickness
of the steel and tungsten layers in a compound metadtsie. We have shown analytical and
experimental analysis to verify our working solution. Our appboaresults show that for

thickness based measurements, accuracy of measurement®wuspoyMer sensor nodes, such as
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MSP430 MCUs, can be as high as 99.69% for a steel bar of 13icimess. This introduces a
new promising application domain in using ultra low power MQU®8/SN nodes for NDT-based
measurements applicable in industrial, scientific, or cermoial domains, where equipment,
material, or structures can be monitored in real-timegusirelessly, low cost, and low power

wireless sensor nodes.

9.6 Passive Sensor Elements

In order to have a backup sensing solution to the ultrasounéesmpdpower consumption to a
minimum, we have developed custom made sensor elementedbat no power to operate (i.e.
passive), very small, and cost nearly pennies. The sefe&oents are copper printed traces on a
2-layer printed circuit board. The first layer on the sermobe is the WSE, such that the
presence of a single drop of water creates a triggemut as seen in Figure 9.8 C). The second
layer on the sensor probe is the BSE, such that when th&te¢anigyer is gone, and the steel is
abraded half way through the steel, the BSE fires dasitnigger to the WSE trigger as seen in
Figure 9.9 C). Both event triggers are detected by the semste and a report packet is

assembled and transmitted in a synchronized fashitthe tsink node.

9.6.1Water Sensor Element

The vibration screen uses warm jets of water to sepéaede lumps of ores from the tar sand,
which also assists in forcing the sand to sift throdghrhesh. The water transforms the dry tar
sand into a slurry mixture allowing it to be transpottedugh the hydrotransport pipelines. This
same water source is also used to trigger the waterrsaestent (WSE) once the tungsten layer
is completely etched away. The WSE is composed of twallpacopper traces on an FR4-PCB
and only occupies the top layer, as seen in Figure 9.8.dEbtection method works by drilling a

small 1.0 mm diameter probe though the steel layer unghithes the tungsten layer. When the
tungsten layer is completely etched away, water leaks tioprobed hole, and creates an

electrical bridge between the two parallel copper traBese only one of the parallel copper
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traces is attached to a voltage source, no power is consumiedater abridges the two copper
traces triggering the WSE. The WSE is associated \wghotange color in the graphical user

interface (GUI) to signify a potentially critical wang.

@

A) B) C)
Figure 9.8 Water Sensor Element (WSE) A) Probe design BRelative size C) WSE is
probed into the steel layer and detects the presencewéter when the tungsten is eroded

9.6.2Break Sensor Element

The break sensor element (BSE) works as the inverse tdgibat of the WSE. That is, a
connection between the two copper traces is always prasgrthe sand etches away, or breaks,
the connection triggering the BSE. Only a A5current is consumed, which is related to the
MCU input-port leakage current, and also applies to the VWSEigure 9.9, only one break level
is shown, however, multiple levels can be created at diffesistances to monitor multiple
thickness-levels of the steel layer. The BSE occupiesdbensl layer, or bottom layer, of the

FR4-PCB. Therefore, only one drilled hole is needed for tHe &%l the WSE.

Slurry Rocks

Y

A) B) C)
Figure 9.9 Break Sensor Element (BSE) A) Probe desigr) Relative size C) BSE is probed
into the steel layer. When the steel is eroded to a ¢ain level, the BSE connection is broken

triggering an interrupt flag on the MCU
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9.7 Graphical User Interface

There are two graphical user interfaces designée teimple and intuitive. The first interface is a
local GUI, which resides in the application servigne GUI allows the user to configure system
settings such as the number of sensors in the net@werage charging time, periodic reporting
time, USB communication speed, etc. In additioe, @lJI displays the current reading of each
sensor and shows how many sensor nodes currertheoactive, or reporting, which is very
important for the reliability of system.

The second interface is a web-based-interface, hwhlitows users to view the current health
status of the mesh screen remotely. Using a sedagid the user can view the health of each
screen with more information on the sensor levakéded. The web interface was designed to be
viewable on a wide range of devices including staddize laptops or desktops, to tiny handheld

mobile phone and PDAs.
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Figure 9.10 Secure web-based GUI for remote monttog the vibration screen
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As shown in Figure 9.10 and Figure 9.20, color coding has bedriaisepresent different sensor

readings where a red link means that the break sensoerdldras been triggered, orange link
means that the water sensor element has been triggeged,link means the sensor is reporting a
healthy link, grey means that the sensor has went qffand black means the sensor never
registered with the network. If both sensor elemen&& Bnd WSE, are triggered then the break

sensor element takes precedence, and a red colored diishlsyed.

9.8Vibration Screen Miniature Model for Lab Testing

The performance of each Sprouts node was verified using atormiscaled model of the
vibration screen to mimic some aspects of the real opgranvironment. The miniature model
allowed us to test against some influential harsh facli&e splashing water, vibration, and
multipath signal deterioration. However, some harsh enviroraramet difficult to replicate in a
university lab environment, especially when a combination ohheffects may take place at the
same time. Therefore, we were limited to harsh factioat can be reproduced and tested in lab,
which is still considered essential and very importane#mly feedback in the system design. A
diagram description of the miniature model is depicted in Ei§uil with a real picture of the

actual miniature model alongside.
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Water Pipe } vl I
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Figure 9.11 Miniature lab model of the vibration £reen for in-lab testing of Sprouts nodes

9.9 Deployment Procedure

The major contributor to the deployment effort dfetSyncrude project application is the
ultrasound sensor module. In order for the ultragoto function as designed, the steel surface
had to be free of rust, polished to a smooth réflesurface, no visible scratched present, and the
surface had to be horizontally flat. Any considéeateformation in the surface of the steel would
negatively affect the ultrasound energy propagatioe to the scattering of the signal at the
deformations. Since the steel surface of the \itimasheets were not protected against rust, the
surface was severely rusted as seen in Figure&).1Phe removal of the rust strongly depended
on the type of the rust. Red-like or brown-liketrissrelatively easy to remove with an angle-
grinder using 80 grit or 120 grit disc grinders.oftmer type of rust-like surface is called mill-
scale, which has a black-like color tone. Mill-gc& an extremely hard carbon-steel layer formed
on the surface of the steel layer during the manufang of the metal sheets. This layer is

approximately 1mm thick and is actually harder tt@nsteel layer. Removing the mill-scale was
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not possible with the angle grinders even with coarse 4@iga grinders. Therefore, we resorted
to chemical etching using muriatic acid (diluted hydrochlaaid), which is commonly found at
hardware stores. By applying several coats to the sudadeeaving it over night, we were able
to soften the mill-scale layer by encouraging it to rugh wuriatic acid. After the mill-scale is
fully rusted to a dark brown color, angle grinders with 40disc grinders were used to remove
the rusted mill-scale layer. When the rust is completelyowewh, the shiny silver-like color of the
steel surface should be inspected for surface pittinga&upitting in the steel are basically very
small sub-millimeter sized holes on the surface of thd, stddéch are formed due to corrosion,
material impurity, manufacturing, etc. These small holestrbasgrinded down to a smooth
surface by further grinding. After the small pitted holes r@maoved, the surface needs to be
further smoothed using a finer 120 grit grinding discs. At {isnt, any further surface
smoothing with an angle grinder would be difficult due toaggressive mechanical vibration of
the angle-grinder tool. Therefore, other surface buffing tooldeamsed from this point forward
to give the metal surface a smoother surface, which atlesvaltrasound signal to transition into
the steel layer with minimal diffraction at the surfadéowever, due to the metal walls
surrounding the metal sheet, and the narrow 1 inch width aih#ial mesh ligaments, cotton-
based buffing discs were easily damaged by the edges ofettte igaments. Therefore, at the
specific locations of the ultrasound locations, we hamudgd the surface using 220 grit sand
paper and corrosion resistant lubricant WD-40. The resaltvisry smooth surface well suitable

for the ultrasound transducer, as seen Figure 9.12 B).
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A. B.
Figure 9.12 vibration sheet metal screen intersectioi) Initial rusted surface B) After
etching the surface with muriatic acid, grinding with 40grit and 120 grit discs, and hand

smoothing with 220 grit sand paper, the result is a smooth sace suitable for ultrasound

Now that we have solved the problem with the rusted surfaedyawe another hidden problem
inside the steel bars. Although we have made the surfacesmergth and well suitable to make
ultrasound measurements, this does not necessarily méanyhcation on the metal bars are
suitable for ultrasound readings. In fact, after meticulessing and experimentation with the
ultrasound transducer, we discovered that some regions steébkehave very poor ultrasound
readings due to a combination of several possible fachmiading impurities in the steel,

impurities in the tungsten, internal cracks, internalgaps, and poor welding of the tungsten
layer to the steel layer. Thus, rigorous ultrasound testagynecessary to find suitable ultrasound
locations that would deliver a reliable thickness measuremethe ultrasound sensor module.
These locations were marked with a razor blade in thengda shape of the ultrasound

transducer as seen in Figure 9.12 B). After marking alilinasound locations, the metal sheet is
sent to the local welding shop where a metal enclosur¢héowltrasound sensor module is
welded directly to the steel surface. This ensures Heatonstant vibration over a four to six
month period will not dislodge the epoxy that holds the semsalule to the platform. Thus, the

combination of welding the ultrasound enclosure to the stedhce, and the epoxy overlay
provide a rugged solution that sustains vibration and resises.viAbally, 2mm diameter holes

are drilled on the left and right side of the ultrasounasee module extending down to the
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tungsten layer, for the passive BSE and WSE probes. The BE®S&E passive sensors are also
monitored by the ultrasound sensor module each on aasepansor port as described by our

PnP protocol in Section 5.4.

Ultrasounc
Transducer
Ultrasounc
Sensor Module
Welded Meta
Enclosures
Sprouts
Sensor Node¢
Epoxy
Overlay

\ Sprouts Patc

Antenna

Figure 9.13 Sprouts platform deployed on Syncrude vibratio screen with an ultrasound

sensor module to monitor the thickness of steel and tgsten layer while under operation

9.10Deployment Results

For proof of concept, we hand-assembled and deployed 6 Spamlés on one vibration screen,
which was deployed in Ft. McMurray at the Aurora mine siteseen in Figure 9.14. The Sink-
Server middleware collected all the data received ifty@QL database as seen in Figure 9.15.
Ultrasound thickness readings, BSE readings, WSE readintsrybeoltage level readings, and

the temperature of each sensor platform were collagewbtely using a 4G to WiFi gateway
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modem as described in the software architecture of Se&doi\ll database tables are formatted,
compressed, and sent periodically to a list of email adesess seen in Figure 9.16. A sample of
the received database file is shown in Figure 9.17. Therendt of our deployment efforts
allowed Syncrude to monitor their vibration screen remotaynfthe comfort of their office
environment using a smartphone, as seen in Figure 9.20.

In addition, we built a Labview virtual instrument (LVI)een in Figure 9.18, that allows us to
query the received database backup file and monitor the hisfotiie steel and tungsten
thickness in a more involved analyses not available to the thesugh the web graphical
interface, which was described and shown in Figure 9.10 plé¢éhe histogram of the received
time difference of arrival (TDOA), t in MCU clock ticks, which represents the relativekhiess

in the time domain, of the steel and tungsten layer, @s seFigure 9.19. The histogram in
Figure 9.19 shows 1,142 readings of a single ultrasound locaticm{lzat the tungsten thickness
is Ty, steel thickness isgTand welding region between the steel and tungstenigygrin units

of clock ticks. Multiplying the clock ticks by inverse ¢fet MCU clock frequency (14fc) results

in t (seconds), which is used to calculate thickness by usingi@o(.1).

| Sprouts Platfori|

<+——| antenna cab

rugged enclosur
and patch antenpa

/

Figure 9.14 Six Sprouts sensor modules hand assembled é@ployment at the Syncrude's

Aurora mine site. The Sprouts platform (top) goes insid the rugged enclosure (bottom)
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Figure 9.15 MySQL database showing the last 1,000 packets eded from Sprouts nodes

Figure 9.16 MySQL database backup of deployment resultent four times a day
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Figure 9.17 All database tables are formatted, compresd, and sent periodically to a list of
email addresses. Shown is a sample of one of many databflss emailed daily
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Figure 9.18 Imported MySQL database into Labview of 3,420 reived packets. We parse
and extract all the ultrasound readings for Sprouts nod with MAC address 00-12-4B-00-
01-46-61-A4 and plot the results of 1,142 TDOA ultrasound readingsto a histogram
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A

Figure 9.19 Histogram plot of 1,142 time differene of arrival (TDOA) ultrasound readings
extracted from the database using Labview, such thd  is the tungsten thickness, Jis the
steel thickness, and , is the welding layer between the steel and the tgaten

Figure 9.20 Mobile web GUI depicting the health codition of the deployed screen
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Chapter 10

Conclusions

10.1Summary

In this thesis, we presented the architecture, design gridrmantation of a new wireless sensor
platform for harsh industrial environments called Sproufso@s is a general purpose, low
power, ultra miniature, rugged, network standard, and easgyomizable using plug-and-play
(PnP) sensor modules to accommodate a wide range of applca®prouts architecture design
is divided into three sub-architectures, the hardware, ankivand software architecture. The
hardware architecture features a wide set of essertiddutes for harsh environments, such as
energy harvesting, remote wakeup trigger, and a novel ultdagaeh antenna encapsulated in a
rugged metallic enclosure. Sprouts adopts a standard &Zigitevork architecture. Using real
energy consumption measurements acquired by our unique enesgyymmiion benchmarking
platform (ECBP) tool, we discovered power intensive netwigkaviors of the default Zigbee
network stack and modified it to achieve energy savingsigis ds 92%, thus, extending the
operational lifetime of the network by the same fadtar. the software architecture, we provide
the architecture design of DREAMS middleware, which is anggnlearvesting aware software
architecture that allows building applications using softwa@dules. We also discuss the
software architecture of the sink-server base stationshod the full functional implemented
rugged model. We fully implemented the Sprouts platform aptbged it to monitor Syncrude's
vibration screens in the harsh industrial environment Aurorangnifiacility north of Fort
McMurray, Alberta. Customizing Sprouts platform to work fhe Syncrude's project was
accomplished by designing a novel PnP ultrasound thickness seodole, which monitors the

thickness of the screen's ligaments while in operatioralll, we hope to encourage the use of
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our Sprouts platform in universities working on WSNs regeaand applications for harsh

industrial environments.

10.2Future Directions

Sprouts is a general purpose wireless sensor platforninaisathe potential to grow in academic
university research and industrial collaborations. Below, listefew of the possible future

directions for the Sprouts platform.

10.2.1Dual Network Standard

Sprouts unique PnP ports allows for a wide range of additmhise Sprouts architecture. One
possible addition to the architecture is the use of arkialork standard such as Bluetooth Low
Energy (BLE) as an external sensor module. This all@es &prouts platform to be a gateway
between Zigbee and BLE and exist on both networks. THisalgo allow Sprouts nodes to
communicate directly with smartphones with Bluetooth 4.0, whipbns a larger scope of

applications in smart spaces.

10.2.2Energy Harvesting Sensor Modules

In this thesis we focused on wireless energy harvestinggtenish energy using RF to DC
techniques at 2.45GHz frequency. Since each of the foupBmn® contains a power and ground
signals, we can develop external energy harvesting modulesat@nge other ambient energy
sources such as vibration, solar, thermoelectric, eleatyostic, etc. The power port is directly
connected to the rechargeable battery, thus, recharging tileeyldfeom a sensor module using
energy harvesting would be a unique way to extend thentiéetif the sensor platform without

modifying Sprouts hardware architecture.

10.2.3Ultra Low Power Addressing Using Remote Triggering

The remote triggering system can be further improved ifidl altra low power receiver capable
of ultra low power remote addressing achieved by modulatingaitiated RF power by a low
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baud rate (e.g. 1200 bps) UART serial signal which is theeivet by the LTC1540 and
demodulated by the MCU operating at an ultra low power $26/68KHz clock source). The
UART modulation would be based on the sensor node ID oCNM&dress, such that upon
successfully demodulating the address, the MCU would detemtiether it is required to turn
on its receiver if a match in the address is achieved.e8tenate this active ultra low power
addressing improvement would consume between 5uA to 10pA&hwisignificantly lower
power than Zigbee receiver operating between 15mA and 3Amekeive mode. This addressing
scheme is not intended to replace a Zigbee receiver by aagpsnbut to complement it. This
improvement would be limited by a very short distance ugvia approximately 10m line-of-
sight for a high power 4Watts transmitter due to the lemsgivity of the receiver being only -
31dB. However, this distance is sufficient for proximityembgation based applications. A
smartphone can also be used at few centimeters awalgtmgate the sensor platform since the
output power of a smart-phone is in the range of 0dBm to 10 dBswever, a greater
communication distance can be achieved using a higher powgeftdfator as required by the

application.

10.2.4ECBP Tool Expansion

Future improvements of the ECBP will include support for didiags to indicate certain parts of
interest in the running software on the sensor node. Digtgé can be captured using digital
inputs on the DAQ and are generated by the host MCU on tis®rseode, such that code of
interest is bounded by a rise and fall of a digital pgertical markers would be placed on the
graph to indicate the start and end time locations of teateWe also plan to add support for
measuring multiple current consumption sources (e.g. M@dlio, sensors, etc.) and

superimpose them on a single plot, which will allow us swdvisual comparisons among them.

10.2.5Stand-Alone Wireless Ultrasound Thickness Sensor
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Integrating the ultrasound sensor module into the Sprout®mpaas an internal sensor module
rather than external creates a unique wireless thicknesgamng sensor node that does not exist
in the nondestructive testing (NDT) commercial market. feantiore, our ultrasound architecture
has a digital switching network that allows up to 8 transdkito be monitored by the same
sensor module. This solution can then be used to moh#drdalth conditions transport pipelines

such hydro, gas, oil, sewage, etc.

10.2.60ther Applications

Customizing Sprouts using PnP sensor modules is one of thg asspects of Sprouts that allows
us to easily adapt to many different applications. In amlditihe miniature size of Sprouts allows
the platform deployment in applications with limited spaceweight that many other larger
platforms would not meet these requirements. Therefaee would like to explore other
application use of Sprouts such s agriculture, smart gorégst monitoring, body networks,
medical, asset tracking, IoT, etc. We believe that @pra@an also excel in many other

applications beyond harsh environments.

10.3Lessons Learned and Recommendations

Below are only some of the few lessons that we have l@adweing the research and

development of the Sprouts platform.

1) The conception of WSN technology more than 15 years ago promse&y futuristic
features such as SmartDust [121], where nano-sized wiredgsors can be deployed by
merely sprinkling them, painting them, or spraying them ouw bbttle. To the best of our
knowledge, and over 10 years experience working in WSNs, we have ex@arienced a
deployment scenario that did not require some preparatioassignificant amount of work

in the deployment of the WSN. The Syncrude project applicatiomataesn exception.
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Using a WSN as a replacement for a wired network shoultenalone for the sole purpose
of reducing the cost of the cables, but to enable applisati@t cables cannot reach or can
be damaged in the process. While WSN offers many advantagewiosgmetworks, it also
has its own challenges with power consumption, range, seqoaicket loss, etc.

Developing your own sensor platform is a long term strategiestment that should be
studied and researched thoroughly as we have done in this thésia. time and resource
consuming task that should not be underestimated. Challemfiespan the physical layer,
network layer, middleware layer, application layer, andh® rtemote server design and
implementation. The designer(s) must be well knowledgeable ridwhee and software
architecture design and implementation techniques. In additiany testing equipment must
be properly studied to test the WSN platform, such as vesiwork analyzers, spectrum
analyzers, mixed signal oscilloscopes, digital multer®e RF signal generators, and more.
When designing a WSN platform, it is important to test eenfy every single subsystem
separately and collectively. A single faulty component nesiger the platform unusable.
Hand assembling the hardware is a very tricky process whiag very small components
that are indistinguishable in value, such as 0402 resistpacitors, and inductors, which do
not have any code written on the component due to their very sSim@a A simple mistake
with placing the wrong value passive component may go unnoticedgdassembly,
extremely difficult to uncover after testing. Therefates recommended to carefully place
the correct components during hand assembly, and immedaiselard the component in
guestion when in doubt. Discarding a $0.10 component is much cheagesasier than
spending hours later trying to find out which component hasitbeg value.

Antennas must be tested in their final enclosure andefi¢ld, where various environmental
effects may adversely affect the antenna performanceaXaonple, when we applied epoxy

on the patch antenna while inside the enclosure, the epexgrial shifted the resonant
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8)

9)
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frequency of the antenna by approximately 100MHz, which attenglaéettansmitted and
received signal by approximately -15dBm to -20dBm. This levehtténuation is not
acceptable, and the antenna have been redesigned to insueléects of the enclosure, the
epoxy material, and the environment for which the antennapieys. It should be noted
that, off the shelf 2.45GHz antennas also exhibited the sduift in frequency making them
unusable.

From a competitor point of view, waiting for a standardievelop might be too late to gain
market share. For Example, HART was not a standard @60I7, but it had already
penetrated the market with its easy drop in solution over 4Ad@frastructure.

Developers should understand that a manufacturer ofarcerbduct, component, or device
will market and advertise that their solution is highly tdka easy to use, and compatible
with other standards. The reality is that trainindl Wwe required, faults will occur, and
compatibility issues will surface. We have noticed that d{g@ncies between advertised
performance and actual measured performance can somégnfiesnd in errata documents,
where the advertised values are corrected for actuzdumned values.

Targeting a specific application is often a better miank and engineering time investment
than marketing a broad set of applications. This will leadncreased confidence in the

customer, experience in the field, and specialized adaleé.v

10) A successful technology is a technology that maximizes réngtih. A technology without

strength will struggle even if it has no weaknesses. Tasneworded from a quote found in
a DASH7 webinar to show that DASH7 maximizes on the lamge strength while attaining
similar data-rates (200Kbps) as that of Zigbee (250Kbpshoa@ih 2.4GHz ISM band can
achieve much higher data-rates, such as WiFi (54 Mbps)e&ighderutilizes this capability.

Therefore, what is left is the smaller antenna sinefie
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11) Using a module drop-in solution will greatly accelergt®duct to market time, reduce
system complexity, and allows developers or users to foou® time on the application
layer. However, this comes at the cost of increasdémsysost and power consumption.

12) A recommended general process flow of developing a WSN piattan be found in

Appendix F.
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Appendix A
Energy Consumption Benchmarking Platform (ECBP)

In this appendix we provide a general purpose energy consumptionngrdfiol based on
National Instruments data acquisition hardware and Labwvémalysis tool. Our energy
consumption benchmarking platform (ECBP) ECBP has beerumental in analyzing and
reducing power consumption throughout the development of tleaiSylatform. We effectively
utilize this tool in Chapter 7 to discover the aggressive enagguening behavior of a default
Zigbee network. The ECBP is also utilized throughout theng of our hardware and software
architectures.

A.1 Introduction
The energy consumption benchmarking platform (ECBP) is @fgfolsoftware analysis tool that
measures a variety of power related components such ageay®wer, average current, average
voltage, elapsed time, and energy consumption. The ECBP ipfotlyammable and modifiable
using an easy to use graphical programming environment (Labvieagfidition, the user has the
ability to choose a specific time region of interest, sashthe transmission period of a
transceiver, statistically analyze, save it, and kklaafor later analysis. We also provide a
comparative study between various methods of obtaining power roptisa related
measurements for WSNs, and provide the advantages and disaphgof each method.

A.2 Motivation
Energy consumption is one of the most important issues @less sensor networks (WSNs) due
to the limited amount of battery capacity available enssr nodes. Although WSNs have
successfully utilized energy harvesting from various sousises means of replenishing energy
resources, energy harvesting remains a limited sourcenefgye that may or may not be
sustainable. Depending on the ambient energy source scavengedsdir, vibration,

electromagnetic, etc.), its rate of power delivery, labdity (e.g. solar is only efficiently
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available during the day), application limitations (e.g. sam@ications may limit physical space
available for solar cells), etc. energy harvesting nidlly e a scarce source of energy, and
therefore, its usage must be monitored and managed caréftillging a battery remains the
easiest energy solution to implement cost effective skart tleployments, however, they are a
limited source of energy. Therefore, regardless oftghe of energy source utilized for WSNs,
measuring the exact amount of energy consumed by each statepfunction call, sleep mode,
sensor reading, etc. would provide a plethora of informalibis information is essential to gain
greater insight into the various operating softwarergyeeveal power related faults, understand
energy levels, and greatly reduce the amount of energg imsreturn. Conventional current
measurement tools such as a multimeter or an ammeter gaprowide a single average reading
every few seconds. Sensor nodes often wakeup, sense, andinejess than a fraction of a
second, typically in 10ms to 100ms depending on the applicatiah,then enter sleep mode
again. Therefore, in order to understand the power consumpghavior of sensor element,
energy harvesting, transceiver, MCU, or any other low powdceewe must be able to capture
the entire active duty cycle and analyze it meticulously.

A.3 Current Consumption Measurement Methods
Measuring power consumption of a sensor node requires the kigmudé the operating voltage
and the current flow. Current flow measurement is obtaiyasidnsuring the differential voltage
drop across a fixed value current sensing resist@rgyrconsumption measurement is achieved
by integrating the acquired power consumption curve over a giverpgmod. Although current,
power, and energy consumption are directly proportional, dheyastly different by definition,
and thus often colloquially interchanged. In this sectiwa discuss four methods for obtaining
current consumption measurements and draw a comparisoednetiaem.
1) Handheld digital multimeters (HDMsange greatly in measurement accuracy, features, and

cost. For current measurements, it is important toaus®OM with the highest DC current
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resolution of approximately two orders of magnitude finer tinensleep mode current of the
sensor node. Therefore, certain HDMs with high current wésal (e.g. 0.01pA) can
accurately measure low current consumption (e.g. 1.0pAgap periods over few seconds,
such as Amprobe 38XR-A. The major disadvantage of HDMs iadhegraphical display of
the measured active-mode current, such that the acquiaelihgeis an average reading
updated every few seconds. Thus, HDMs are inadequatepturacng current consumption
during short active duty cycles of the sensor node.

DC power supplies (DCP®3Yye used to provide power to the sensor node and measurg curre
draw simultaneously. Many DCPS offer a serial channgl. @SB, GPIB, or UART) to
communicate with a host PC to transfer measured datia @ontrol the instrument. Some
DCPS, such as Agilent 66319D, can data-log power consumptionvemetong periods of
time (up to 1,000 hours) when used with optional 14565B software. HowB@&PS,
including 66319D, do not offer high enough sampling rates redjtoraccurately capture RF
activity on sensor nodes. For example, Zigbee transntigsal®50Kbps, such that a 25 Byte
size packet spans a 100us transmission period. The 66319D Isghgsing rate of 64K
Samples/s will only capture 6 samples during active trassmiswhich may or may not be
acceptable based on the measurement goals. In additionaaptsition longer than 24s
using 66319D imposes a maximum sampling rate of 200 Samplest$, wlnadequate for
capturing RF activity.

Data Acquisition cards (DAQsre general purpose instruments that offer the widest minge
options depending on the application needs. DAQs offered byprdtinstruments can be
programmed using Labview to mimic lab equipment and cnegteal instruments, such as
power supplies, signal generators, oscilloscopes, multimjeteunters, etc. Thus, DAQs
combined with Labview can be designed to measure currentgeplpwer, and energy

consumption of sensor nodes. DAQs, such as PCI-6259, have higlingarates (i.e. 1250k
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Samples/s) in comparison to DCPS such as 66319D (i.e. 64Ke&S#shpas seen in Table A.
1. High sampling rates allow the user to capture very sherttg such as RF activity. DAQs
such as PCI-6259 have very high analog input impedance (i.e.)1@@Gch that the DAQ
does not alter actual voltage measurements. A minor disadeaof using a DAQ is the
initial work effort required to design a virtual instnent in Labview, which we have
provided in section IV. The unigue advantage of a DAQ isathilty to build sophisticated
functionality and statistical data analysis to measuesdlts otherwise unavailable by other
measurement methods.

4) Oscilloscopes (OSCspre widely used to measure current consumption in WSNs
[86][87][88], achieved by using the OSC probe in a differentiadlenacross a current sensing
resistor. OSCs have very high sampling rate beyond that @d)Are easy to use, and are
widely available in most labs. A minor disadvantage oflloscopes is that captured data is
displayed as a voltage measurement and not as current.tidusser has to manually
calculate the current magnitude or import acquired dataBroel where it is scaled by the
resistor value. A major disadvantage of oscilloscdpede limited programmability when

compared to a DAQ based acquisition system.

Table A. 1 shows a comparison between the four methods ofiaggoower consumption data.
A high sampling rate has many important advantages dimgu detecting ephemeral events,
detecting the switching between transmit and receive maates,capturing detailed current
consumption during radio frequency (RF) activity, which isyvémportant considering

transceiver activity is the highest current consuming subisysin a sensor node. High
functionality instruments can be used for other purposesddition to power consumption.

Supporting software can assist the user in capturing ddtdigplaying it graphically for further
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real-time or offline analysis. Ease of use indicates nawech the user needs to learn before

mastering the features of the instrument.
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Table A. 1 Comparison of Power Consumption Measurement Mabds

Instrument | Sampling Rate  Available | Supporting Approx.Price
) ) Ease of use
Name (Samples/s) | functionality | goftware ($ US)
very low very low
HDM Medium None Very easy
(0.5-10) (30-300)
Medium Limited very high
DCPS Low Medium
(1k-100k) (extra cost) (3k-10k)
High Very high | Relatively | Medium-high
DAQ Very high
(100k-2M) (extra cost) | difficult (1k-3Kk)
Very High None or very-high
OSC High o Medium
(10-100M) Limited (2k-10K)

A.4 Energy Consumption Benchmarking Platform (ECBP)

The energy consumption benchmarking platform (ECBP) is a iersita acquisition based
energy consumption profiling tool for WSNs. The ECBP can Heedito find power intensive
processes in a given system, discover energy consumption leesoarad wasted power, measure
active duty and sleep cycles, measure voltage, current, paweérenergy consumption for a
given time period, and discover power consumption relatdtsfan sensor networks.

Labview is a graphical programming environment that excelsata dcquisition, monitoring,
control, and graphical representation of measured datag Wsbview, the user can create
elaborate programs, called Virtual Instruments, by wiriraplical system blocks to one another.

We leverage Labview's acquisition system to build our enemgysumption benchmarking
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platform (ECBP). In order to calculate the amouhepergyE consumed between two cursor
positionst andt, (i.e. tx,), we need to calculate the run-time power consionpl(t), at timet.
Thus, we need to measure current flow from the p@upply at time, I(t), and the voltage level

across the sensor node at timé(t), such that:

P(t) = 15(t) V(1) (A1)
Ve (1)
() =—"— (A.2)
R,
Vi (1) =V (1) - Voo () (A.3)
Vsn(t) =VaJir4(t) - Va|4(t) (A4)
E(Dtk,n) :%S-k) j Vair * Ven) (A.5)

wherefs is the sampling rate of the given measuremenhdkreare the sample numbers bounded
by the selected durationt. Measuring current flowls, requires the use of a current sensing
resistor R,, such that the flow of current across the resistauses a voltage dro¥gi,

proportional to the amount of current consurhed

3.00 V v. &
Power Supply Vs Co— I
(Instek GPS-4303) \/\/\/\/\/I
T G Rs
NI DAQ alo Z

PCI-6259
4

ai4

Figure A. 1 Power consumption measurements of Spréaisensor node using a DC power

supply and NI PCI-6259 DAQ to capture energy consuption measurements
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We use National Instruments' PCI-6259 data acquisitiondPéard to capture the differential
voltages Vdiff and Vsn as seen in Figure A. 1. Theresaseral considerations to take into
account and understand thoroughly when acquiring DAQ measumts, such as:
1) the sum of the sampling rate from all used channels mustssethan the maximum
sampling rate of the DAQ,
2) captured data from all channels must be less than thenaxinternal memory buffer
size of the DAQ,
3) the maximum voltage drop across the sensing resistor sorsende must be less than
the input reference voltage of the corresponding channel,
4) the sensing resistor value must be selected with anopqggte power rating and
measured prior to its use, or
5) the same resistor value cannot be used to measurediioth mode and sleep mode due
to a large accuracy penalty related to the input voltafgeaerece of the analog to digital
converter (ADC) since current flow varies considerably ketw active-mode (e.g.
25mA) and sleep-mode (e.g. 1.0pA).
The ECBP virtual instrument design is shown in Figur@ Asuch that data flow is continuous
between parts A, B, and C. In our experiments, we use ab0& to calculate the current as
seen in Figure A. 2 (C1). Note that the maximum possilnieent draw multiplied by Rs must not
exceed the maximum input voltage reference for ai0 chaneel500mV), such that if current

draw is expected to be larger than 46.29mA, then a snitdlealue is needed.
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©2
©

Figure A. 2 Labview design of Energy Consumption Bencharking Platform (ECBP). The

design is divided into four sections A, B, C, and Data flows from A to D
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In order to simplify the Labview design of the ECBP, wad#d the design into four sections A,
B, C, and D. Each section is annotated by numbers. fizav starts from Al and ends at D3. The
design operates as follows. Al creates an acquisitibn &2 captures ¥ on channel gj which

is later divided by Rin order to calculate current consumption. A3 capturgoi channel gj
which is later multiplied by current to acquire power suimption. B1 configures the sampling
rate of the channels, buffer size, and acquisition tinegiipd by the user in the front panel
interface. B2 samples data according to B1 user setugp8dfies the type of data format to
capture is a waveform of finite number of samples. B4 ptsrthe user to save the acquired data
into a text file, such that it can be retrieved latest eeanalyzed as needed, such that loaded data
starts at the B5 point. B5 splits the acquired dataj(ist sampled or loaded) into two separate
arrays \,, and V. C1 divides Vi by R to calculate current consumption €2 multiplies § by

Vg, to calculate power consumption P, such thawl, and P are displayed graphically. C3
extracts the user’s cursor positions from the current comisomngraph. C4 encompasses sections
D1 through D3, which is also known as a sub-virtual-instruni@htextracts the time locations
from the cursors, [START] and [END], and calculates elased time duration between them.
D2 calculates the mean of the data bounded by [START] aNB][ED3 calculates the integral
bounded between [START] and [END] to obtain energy consom( tsatend. The design

executes continuously between C3 and D3 based on the cisexts relocations.

218



Appendix A: Energy Consumption Benchmarking Platform (ECBP)

A.5 ECBP Front Panel User Interface Design
Every virtual instrument built in Labview requires a frgainel user interface design to manage,
monitor, and control the program. We decided to design a fram¢l that is easy to use and
focused on having a large viewing area of the acquired ntuoensumption graph while

displaying all other parameters around the focal area.

-

D

-

Figure A. 3 ECBP front panel user interface design; laeled in logical ordered from A to M

In a logical order from the beginning of the acquisition protéthe end of a given acquisition,

we explain every labeled section in Figure A. 3 below:

B. The user must accurately measure the current sensingoregsatie used for current
consumption measurements using a good-quality multimeterAl@grobe 38XR-A).

C. The acquisition time of the experiment is entered ffevers: minutes: seconds].
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D. The ECBP automatically calculates the maximum sampkhitg possible given the entered
acquisition time and maximum internal memory-buffer sizéne PCI-6259.

E. At this point, the user may start the acquisition by atigkhe right arrow.

F. When the acquisition is complete, the user may use the varomming options to view a
region of interest (e.g. RF transmission).

G. After viewing a region, the user may specifically point f(R€ART] cursor to the beginning
point of the region of interest (e.g. the bootup point, trassion start, etc.).

H. Similar to the [START] cursor, the [END] cursor spasfthe end of the region of interest.

I. The [START] and [END] cursor information are displayeste, with options to change their
respective names (e.g. [Ta] and [Tb] instead of [STRA&hd [END]).

J. The current consumption Y-axis displayed in S.I unit fdrma

K. The acquisition time X-axis displayed in S.I unit fotma

L. The Y-axis and X-axis name and format options (e.g.-scate) are accessed here.

M. Statistical analysis calculated over the region of @steselected by [START] and [END]
cursors. This includes: average current, average voltageagaveower, energy, and time
duration between [START] and [END].

N. When the user is done with acquisition experiment, the [SAGd&ysis] button exits the
ECBP gracefully.

A.6 Utilizing the ECBP in WSNs and Sprouts Platform

We list only a few ways we have successfully utilizeel ECBP to enhance our system response

times or reduce the overall power consumption of the ptatfarhich was extremely beneficial

during the development process of the Sprouts platform. Weegtithe ECBP to:
1) Modify the network behavior of the Zigbee network as discussesection 7.4, and
effectively reduce power consumption by up to 92% of the deféighee network

energy consumption.
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2) Provide a practical method for estimating the operatfegriie of a WSN as discussed in
Section 7.6.

3) Monitor our PnP protocol and debug signal behavior. Ondefdiscoveries we made
using the ECBP to monitor the PnP protocol was that thetiotal elapsed during the
communication of a single packet between the Sprouts node anehdw snodule was
larger than what we expected. This discovery eluded taaeasefbug related to a polling
timer utilized while waiting for a signal reply from sem modules, which was later
fixed. Thus, the ECBP allowed us to enhance our PnP commionicasponse time, and
lower the overall active duty cycle of the sensor node.

4) Measure and analyze the active duty cycle of the Sproutsnahatsuch as the time and
energy consumed during the wakeup from sleep mode, obtain a singéeuttd reading,
transmit one packet, and to receive an acknowledgment frosimtheode.

5) Verify the correct behavior of the ultrasound sensor madualad reduced any inactive
periods while sampling for multiple readings. This can béegeld by generating power
spikes on the acquired current consumption graph to distinguignedi parts of the
code. The spikes are generated by supplying a digital pulse ted fadue resistor
connected to a digital port. Other methods to generate piiags are also possible.
These spikes can be removed or disabled upon successfuilgingdahe system.

6) Measure and verify the correct energy consumption behavidieoéergy harvesting
solution using wireless power transfer. The current consomptias verified to be a
constant value less than 0.5pA with no abnormalities, asaurrent spikes.

Essentially, the ECBP can be utilized in many diffemeays most useful during the development
stages of a wireless sensor platform. It can bezedlito verify the proper timing and energy
consumption behavior of individual hardware components, sddtweffect on power

consumption, and the overall system combined.
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A.7 Summary
In this appendix we provide the design of the ECBP: a DAQ bas®dyeconsumption profiling
solution for WSNs. Energy profiling through ECBP has providedvith an enhanced operation
analysis of our Sprout WSN platform that we could not aehigy relying solely on software
analysis tools alone. Our ECBP can reveal a variety of anktactivities, aggressive energy
consumption behaviors and/or proper operating conditiortsatigaotherwise difficult to detect
using traditional software tools. The ECBP has beetrumental in analyzing and reducing

power consumption in our Sprouts Zigbee-based WSN deploynaantéscussed in Chapter 7.
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Appendix B
Sprouts RF Energy Harvesting

B.1 Energy Harvesting High Frequency Response
It is essential to analyze the high frequency respohsieecRF energy harvesting circuit of the
diode to the incident radio wave as follows. The forward-biasent-voltage relationship for a

diode is approximated as [95]:

av.

| =1 e% -1 (B.1)

S

where | is the reverse saturation current, q is the electronizge constant (1.60219*10
Coulomb), k is Boltzmann's constant (1.38062%¥10oules)K), n is the ideality factor which
ranges between 1 and 2 depending on the fabrication processnaiedreductor material, and T
is the temperature ifK. The unique aspect of schottky diodes versus typicabailgubstrate
diodes is the very low turn-on voltage, which is the smallebage magnitude required for the
diode to start conducting current through it (i.e. turn-@mixn-on voltage is typically less than
0.3V for schottky diodes and approximately 0.7V for typical Sodes (e.g. 1N4004). Using
MathCAD, we plot equation (B.1) for schottky diode HSMS-2850 M$4004. The turn-on
voltage is evaluated at approximately the knee-location ofutrerd-voltage graph from Figure

B. 1.
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HSME-285(
typical diode
(e.g. 1N4004)
ImA—
| |
0.16V 0.7v

Figure B. 1 Turn-on voltage for a typical diode (1N4004) vschottky diode (HSMS-2850)

From Figure B. 1, we note the turn-on voltage of the HSMS-285tbttky diode is
approximately 160mV at 1.0mA vs. a typical diode 1N4004 with turnatage approximately
700mV. For energy harvesting applications, the input received p&wer the antenna is
typically very small in the range of -30dBm to -10 dBm 160mV), such that approximately no
current will flow through a typical diode, yet few hundre8l gurrent may still pass through the
schottky diode junction. Therefore, it is essential to caamsschottky diode with the lowest
possible turn-on voltage, such as the HSMS-2850.

B.2 Tangential Signal Sensitivity
An important figure of merit to determine the qualityao$chottky diode for energy harvesting is
the tangential signal sensitivity (TSS), owhich is defined as the output voltage of the diode for

a given input power, and is typically measured in mV/u\Whatdesigned resonant frequency:
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VOCV
=_0OCV B.2
g="2 (8.2)

in

Agilent Technologies [96], defines the TSS of the diode in equéBd) in terms of its high

frequency model components represented in Figure 6.4.

_ ., 0s2 . R i
9= Is{L+(20f PC2RR | R +R, i- o)

(B.3)
such thatdis the reverse saturation current, f is the operatieguiency of the received wireless
signal, G is the diode junction capacitance, iRthe parasitic series resistance of the diogés R
the diode junction resistance, which is a variable mst& based on bias current agd| is the
load resistance, andis the reflection coefficient which represents the ogibe ratio of the input

to reflected power due to any mismatch at the input mmadcnetwork. In order to derive an

expression for Rwe manipulate equation (B.1) to eliminate the exponential

In |_+1 -9 (B.4)
I nkT

S

The small signal junction resistancedRa diode varies with respect to | and V, and defad
R = — (B.5)

Thus, we take the derivativd with respect to V for both sides of equation (B.4) to obtain a

more expressive equation for R

R =—— (B.6)

For energy harvesting applications, the bias current Ir@ (ze. zero biased) since the tag or the
sensor node cannot supply any power to the diode prior to receiving faaive Thus, Ris then
easily calculated for a given temperature and a giverceeaturation current [e.g. HSMS-
2850 Is=p3A), such that;Ror HSMS-2850 is approximately 9.14Kat zero bias. Matching the

output of the diode to an approximately 9.1Kesistor load would yield a maximum power
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delivery from the diode to the output load. However, it is saimple as that, since according to
equation (B.3) the ratio RR.+R;) would yield half the sensitivity as a result. Thussimore
important to have R>R,; in order to maximize sensitivity at the cost of outputnmaisch, which
results in lower output current but higher output voltage. A higbkage swing at the output is
much more desirable for energy harvesting applications siacsy tnansformer-less DC-to-DC
voltage pump circuits require a minimum voltage between 0.3\0a@8M to operate (e.g. Texas
Instruments BQ25504 converter requirgs=0.35V). Depending on the input received power by
the antenna, the output voltage may vary anywhere between O(less8/than -50dBm) and
approximately 1V (Pin © dBm) for a single HSMS-2850 schottky diode.

Using HSMS-2850 PSpice diode parameters (Rs52Ej=0.18pF, Lp=2nH, Cp=0.08pF,
n=1.06), T=308K, RL=100, and =0.2, we plot equation (B.3) vs. saturation curregtysing
MathCAD for three frequencies 433MHz, 916MHz, and 2.4GH=een in Figure B. 2. We
notice from Figure B. 2 that using a lower frequency wéld a higher voltage sensitivity due to
lower device parasitic loss associated with higher freqaen®e also notice that maximum
sensitivity is achieved at 1pA saturation current for 2.45é&quency, which the HSMS-2850
diode comes very close to at 3pA. At 3pA saturation currdre HSMS-2850 calculated
sensitivity at 2.45GHz is approximately 60mV per 1uW inpuis Thlculated sensitivity level is
only applicable in the square law dynamic range of the diode bhets&dBm (.003uW) and -
30dBm (1 pW), such that at -30dBm input power the expected owtpiage should be
approximately 60mV. However, this is rarely the case smaay other factors such as device
packaging inductanceyland capacitancepCcircuit layout, and other circuit mismatches at the
antenna and output load greatly diminish sensitivity andotliput voltage as a result. Agilent
Technologies [97] states that measured sensitivity reswdis be one order of magnitude less

than the calculated sensitivity value from equation B.3.
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Figure B. 2 Sensitivity (mV/uW) vs. saturation currentfor HSMS-2850

B.3 Energy Harvesting Voltage-Doubler

In our energy harvesting implementation using HSMS-2852 (dual diodee SOT-3 package),

we design and simulate the energy harvesting circuit in Alssigner seen in Figure B. 3. This

circuit uses a voltage-doubler technique using 2 diodes tevachigher output voltage.

Input Matching Networ

Figure B. 3 Energy Harvesting circuit using HSMS-2852-pair shulated in Ansoft Designer

with matching network and a 100K
227
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Using Ansoft Designer, we calculate the input impedandkedaiode-pair and plot it on a smith
chart to find the proper input matching network, as seahdriower half of the smith chart in

Figure B. 4.

T~

Figure B. 4 Lower half of smith chart showing input mathing for energy harvesting circuit
The simulated input return loss;&ttained from Ansoft designer is plotted against the medsure
results attained from vector network analyzer ZVL303. Oaasured results show a very good
match, such that our measured S approximately -16.8 dB at 2.45GHz when compared to the
Ansoft Designer simulated result of -22dB at 2.5GHz.

B.4 Input Matching Results
Note that a 13.4nH series inductor would result in a bettgich at 2.45GHz using Ansoft
Designer instead of the current 2.5GHz match seen in FiguBe Bowever, the 0.4nH addition
is insignificant considering PCB design traces may contribetween 1nH and 4nH based on
trace width, trace length, FR4 material, board thickn@sd FR4 dielectric material. In addition,
ceramic inductors, even the small 0402 (0.4mm x 0.2mm) sizeshwave better frequency

response than larger sizes, vary in inductance based opédtaging frequency, and significantly
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increase in inductance value as the frequency approdehsslf resonance frequency of a given
inductor. For example, an 0402 size 15nH inductor will havalaevof approximately 30nH at
2.45GHz according to Figure B. 4. If the additional 0.4nH diffeeein inductance can shift the
resonant frequency by up to 50MHz, consider the effect ofdalitienal 15nH due to self
resonance of the inductor at higher frequencies. Thesetp series of matching and testing
experimentation is necessary when using inductor valuasegrinan 5nH at frequencies above 2
GHz. Since the parallel 3nH inductor is small in valthe frequency response according to
Figure B. 5 will be relatively the same upward to 4 GHz. &perimental optimization of the
input matching network resulted in a value of 4.3nH insati3.4nH necessary to achieve the
desired input matching network at 2.45GHz as seen in FBuée The wide band matching seen
in Figure B. 6 measured curve is mostly due to the 3nkllphinductor having an impedance
magnitude approximately equal to 46.at 2.45GHz, which is very close to the ideal S@atch.
This wide band response is desirable to freely operateribgy harvesting circuit between

2.4GHz and 2.5GHz ISM band.

Figure B. 5 Frequency response of 0402 inductors provided Bphanson Technologies
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/

Our input Matching circuit
Measured using ZVL303

Vector Network Analyzer

Ansoft Designer Simulatic

using 3nH parallel inductor

and 4.3nH series inductor.

2.3 2.4 2.t 2.€ 2.7 2.8

Figure B. 6 Input Matching S11 for energy harvesting circuitwith greater than -16 dBm
return loss at 2.45GHz
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Antenna Performance Effect on Communication Range

Our Sprouts platform is designed to be physically smadldidress a larger scope of applications.
The Sprouts platform is limited to approximately 1 inch 4B%m) in external diameter (i.e.
including the rugged metallic enclosure), which allows uss® a standard 20mm CR2032 coin
battery internally. The CR2032 is an ultra low cost and vergllscoin battery, yet it contains a
decent amount of energy approximately 250mAh. The physioatations of the Sprouts
platform introduces a number of challenges including theuant of surface area available for the
antenna and its effect on communication range. In order toaggeDASH7 claims on superior
range and the common misconception about Bluetooth being a lge raetwork, we have
simulated three antennas using Ansoft Designer in the B23M16MHz, and 2.4GHz ISM
bands. To support small size sensor nodes, we assumeted Ispace of 30mm diameter or
square area as close to a CR2032 size which allows f@peietd patch antenna at 916MHz.
DASH7 at 433MHz cannot utilize any type of patch antenna withish space. Therefore, we
implemented a loop-type antenna instead with a ground cémtermulate the underlying
components. Zigbee at 916MHz can establish a tapered patsima, while BLE and Zigbee at
2.4GHz can utilize a full patch antenna, as seen in Figurk (A-C). The simulation results in
Figure C. 2 show that with limited space restrictionseddivity gain (DG) is greatly reduced

from the nominal 0dBi. Similar DG results are discussed (4]
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v

30mm A < 30mm A

30mm

A
v
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30mn

v
A) B) - C) M

Figure C. 1 Antenna comparison: A) Circular patch 2.45@1z B) Trapezoidal short-ended
patch 916MHz C) Loop antenna 433MHz

Using Friis’ free space transmission equation (6.1), we show communication distance
between two identical antennas is greatly reduced fromdh@nal 0dBi when sensor node size
restrictions are applied, as seen in Figure C. 3. A consapsitivity level of -85dBm is assumed
for comparison, which can vary depending on transmissionrdtgs, such that, s the received
signal strength or the free space signal losi e transmitter output power (assumed 0dBm), ¢
is the speed of light, f is frequency, R is distanceange, Gand G are the directivity gains of
the transmitter and receiver antennas simultaneously.

From Figure C. 3, we show that DASH7 range is reduced ftém to 15m and Zigbee 916MHz

is reduced from 500m to 40m, when the space limitationp@ierl, while BLE and Zigbee

operating in the 2.4GHz ISM band remain almost unaffeat@®0Om communication range.
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Zigbee (916MHz)
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Figure C. 2 Directivity gain simulation results for DASH7, Zigbee, and BLE for small

sensor nodes within a 30mm diameter area

200m
Common // _________________
Sensitivity / /"

15m 40m

Figure C. 3 Signal loss over distance for nominal antenna ga{Gt=Gr=0dBm)

233



Appendix D

Sprouts Hardware Implementation

D.1 Sprouts Source Node Hardware Implementation
Sprouts end nodes have a four layer PCB design. This ensswid and short RF connection to
ground for the transceiver front end. In addition, it allavgsto further reduce the size of the
platform by providing alternative signal paths on various lay@&ewn in Figure D. 1 A) is the
top layer of Sprouts which includes the CC2530 SoC, energydtemyeand remote triggering.
Figure D. 1 B) is the middle-1 layer which is a ground lalfegure D. 1 C) is the middle-2 layer,
which is a signal layer. Figure D. 1 E) is the bottom dayéhich is contains passive power

components, reset switch, a combination of ground and dayrel

A) B)

C) D)

Figure D. 1 Sprouts 4-Layer PCB layout using Altium Desiger (1 inch diameter). A) Top
Layer (red) B) Middle-1 layer (gold) C) Middle-2 layer (Cyan D) Bottom layer (Blue)
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D.2 Sprouts Coordinator Node Hardware Implementation
The PCB Layout of Sprouts coordinator nodes was done using Alesigner on a 4-layer FR4
board. The entire PCB layout was manually hand routeddier @o ensure highest quality signal
trace connections for digital, RF, and power related comp®nsach that each have different
layout requirements. Unfortunately, Altium Designer canadhieve the same layout quality
attained from manually hand routing the design, which isrga t¥me consuming process.
Top Layer: the top layer contains all of the components found on tié [8@rd. Thus, there are
no components on the bottom layer, which allows the boardas® be easier and cheaper for
production. The top layer contains the PIFA PCB antenna, pawigch, USB port, JTAG port,
UART port, reset push-button, RF can-shield, external UM&tenna connector, energy
harvesting, LEDs, CC2531, CC2590, system power switch, dssvether discussed connectors.
Middle-1 Layer: the middle-1 layer is not accessible to the user, and thenseen by the user
because it is internal to the PCB. The middle-1 layevaated right underneath the top layer. In
addition, middle-1 layer is a dedicated ground (GND) plane lfmyehe SCN board and plays an
important role in the RF performance as discusseceeraflhe black rectangular region located
on the right is underneath the PCB antenna and indicatesda of copper.
Middles-2 Layer: the Middle-2 layer is power-plane, an essential patie@RF front end layout
and performance. A solid, well-connected, DC power planegsired for both CC2531 and
CC2590, such that both planes are separated by an RF chokwsirfiter. Similar to middle-1
layer, this layer is also not visible nor accessiblééouser.
Bottom Layer: The bottom layer is on the opposite side of the top playes. layer serves as a

signal and ground plane for the SCN board.
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Figure D. 2 Sprouts coordinator node top layer layout usig Altium Designer

Figure D. 3 Sprouts coordinator node Middle-1 layer layouusing Altium Designer

Figure D. 4 Sprouts coordinator node Midle-2 layer layouusing Altium Designer
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Figure D. 5 Sprouts coordinator node bottom layer layout sing Altium Designer
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Introduction to Ultrasound Non Destructive Testing

Non-destructive testing (NDT) is a widely used technigueatmlate or monitor material without
compromising the integrity of the material. Ultrasound-waaeswidely used in this technique
due to the different behavior an ultrasound wave exhibitariows material properties. Sound
waves that are beyond the maximum hearing threshold of husnamstegorized as ultrasounds,
which typically starts at a lower bound of approximately #zKAs the ultrasound frequency
increases, the wavelength decreases allowing for a higgeeedef measurement accuracy and
resolution that would be necessary for applications sscimedical ultrasonography, which
utilizes ultrasound frequencies between 2 and 20 MHz. Vdhealtrasound signal travels from
one material medium into another different medium, a p&agenof the signal-energy passes
through to the other medium, while the rest of the energgflected back. Given the speed of
ultrasound signals in various material densities, anchbasuring the properties of the reflected
signal, such as time-difference-of-arrival (TDOA) and algmagnitude, we can calculate some
useful information about the examined material, such as volthekness, number of various
mediums, temperature, and more. NDT has been extensingibed in a wide range of
applications including healthcare, agriculture, defense, raatwrfng, fisheries, quality control,
cleaning, and many more. By combining WSN technology and tkhe wse of NDT-based
technology, new application domains can potentially unfold.

Ultrasound waves are generated by applying a short voltage ppls@ximately less than §,
across a Piezoelectric (PZT) material. The voltageepgénerates a very wide frequency band
relative to the PZT material, which causes the PZT iahtew mechanically vibrate at its
designed resonant frequency. The generated ultrasound esdlgnitransferred from the PZT
material into the surrounding medium. For example, if th€é Material is formed into a thin disc

shape, then most of the generated ultrasound energy wél fram the upper and lower surfaces
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of the disc. The PZT disc is polarized by the manufactiueing the production process, such
that the positive and negative poles are electrostaticadited with a thin layer of silver deposit
to allow for easy electrical connections. The negative palebeagrounded to the transducer’s
metallic packaging to facilitate simple packaging, as se&igure E. 1 A). When a voltage pulse
(Vpulse) is applied across the poles of the PZT matehalnechanical vibration is stretched
over time as it slowly decreases in magnitude; a behavidasita the ringing-effect of a metal
bell when stroked. For most applications, the ringing-effeetn undesirable outcome since the
reflected ultrasound can arrive before the ringing iqaaely damped if the material is thin.
Therefore, techniques such as dampening-material, oingactaterial, is applied to the back
side of the PZT disc to greatly reduce the number of esgorycles produced. The backing-
material, however, also dampens the signal amplitudeeof¢énerated ultrasound wave, which is
an undesired outcome. With adequate dampening, or smallé&ensiof cycles produced, we can
achieve higher measurement resolution in order to test thmaégrial, or distinguish finer
details of the material under test.

The thickness of the piezoelectric transducef) @nd the velocity of sound in the given
piezoelectric transducer { determine the transducer’s resonant frequency (f), sa&rided by
equation (E.1) [120]. The wave length 6f the ultrasound signal is inversely proportional to the
resonant frequency and dependant on the velocity of souriteimaterial under test ), as
shown in equation (E.2) [120]. In order to protect the expd®3&d surface from prolonged
physical damage, a wear-plate is interfaced to the fem#& of the PZT. In addition, the wear-
plate has an important role in acting as a matchiperldetween the PZT material and the
material under test. The recommended thickness of theplagaris ¥4 calculated from equation
(E.2), and has an optimum acoustic impedangeeXpressed in units of MRayls =106Kg/(s.m2),
which lies between the acoustic impedance of the transdtiead the acoustic impedance of the

material under test as described in equation (E.3)[120].
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In order to measure the thickness of a given material usirsound, such as a metal bar, a
pulse-echo technique is used. This technique is establshsthrting a timer at the same time
the ultrasound pulse is generated, and consequently stoppitiménevhen the echoed pulse is
detected. The measured time is referred to as the tineredi€e of arrival (TDOA). By
multiplying TDOA by the ultrasound velocity in the given knowntengl, we calculate the total
travelled distance of the ultrasound wave, which is twhesthickness of the material, as seen in
Figure E. 1 A). The ultrasound pulse will echo back andhforthe measured material until the
amplitude is adequately attenuated as it travels thrthegmaterial, as depicted in Figure E. 1 B).
The TDOA between the echoes can be measured and averagigdin an averaged reading of

the material thickness.
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A) Typical ultrasound transducer construction B) Pulses¢ebhnique in measuring thickness
Figure E. 1 A) Typical piezoelectric transducer B) Genated ultrasound signal echoes from

pulse-echo technique
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General Process Flow of Developing a WSN platform

Since one WSN platform design is difficult to be used Iragdas of industrial applications, we
describe the process flow to rapidly prototype and custoen?éSN platform, allowing quick
testing, evaluation, and validation of the design befaaesnproduction and deployment into the
application. This method is achieved using readily availdaés and equipments in the market
that help facilitate a successful rugged WSN solutionrfdustrial and harsh environments. The
process is divided into three stages: i) research and dewembpof software and hardware
components, ii) manufacturing and testing of wireless sevsies, and iii) deployment of WSN,
tuning, and maintenance.

In the first stage, an initial assessment of the agitds studied by means of visiting the harsh
environment and speaking to professionals in the field. Tden, acquisition boards are used to
capture, analyze, and store preliminary analog and dugti@l over an extended period of time
from the application, and then reproduce the data using Labvieviaim environment for further
analysis as well as for power consumption measuremBmis, preliminary sensor readings can
be acquired and later reconstructed as emulated sensan datalation software, achieving near
realistic simulation results. Second, thorough planninggdesnd implementation of a series of
software development stages including distributed sensororietarchitectures, fault tolerant
networking algorithms, low duty cycles and energy aware rgytnmotocols, ultra low power
circuit design and simulation, energy harvesting technigerebedded system design, and much
more. A list of readily available software solutions Gatelerate the process of finding the
appropriate resolution for a given application such as LabvW&roteus VSM, NS-2, Matlab,
Multisim, Ansoft Designer, AutoCAD, and more. In additiongged packages can be custom
designed using AutoCAD software according to measuremetitergd from the application

assessment stage. Depending on the application needs, dtageadf rapid prototyping such as
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3D printers, can prototype and later develop rugged customizadd&aging to sustain
environments demanding high temperature fluctuations, high pressmsant vibration, shock
proof, water proof, etc. Finally, the proposed solutioimglemented on a low cost embedded
system in two PCB forms using Altium Designer, one feerving as development boards, and
the other form serving as deployable sensor nodes of diffiees.

In the second stage, the physical manufacturing of the sendes involves sending the sensor
node embedded system PCB designs to third parties for protdssianufacturing of industrial
grade circuit boards ready for assembly. This is agg®that can be costly and time consuming
for low quantities, which usually takes about 2 weeks timesteive the PCBs. Therefore, a
bench-top CNC routing machine can be used in lab to manufaatéCB prototype ready for
testing within one hour, significantly improving the design aastlimg procedure. When the PCB
boards are manufactured they are populated with the aiércomponents such as sensors,
microcontroller, RF transceiver, GPS, battery, energydsiing components, and more. Finally,
the embedded system is tested inside the package usings cfediebugging tools designed to
verify correct functionality of the system.

Finally, the third stage is the actual deployment of the seretwvork in the harsh environment
which requires rugged sensor packaging. In this stage, sens@ wmodergo rigorous system
testing and debugging. The WSN is monitored for performar@bility, and performance
benchmarks. Final system parameters are adjusted fdufimgy. In addition, technical personnel
are trained to use the final system and maintain ie€essary through intuitive graphical
interface. Lastly, technical manuals, reports, andialtoare finalized and delivered to the user
with the additional service of technical support. Below ifigare diagram summarizing the

process flow.
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Figure F. 1 General process flow of developing a WSN pfarm
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