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Abstract

Warner [145] in 1960s proposed a simple mechanism, now referred to as the randomized
response model, as a remedy for what he termed evasive answer bias in survey sampling.
The randomized response setting is as follows: n people participate in a survey and a
statistician asks each individual a sensitive yes-no question and seeks to find the ratio of

”yes” responses. For privacy purposes, individuals are given a biased coin that comes up

1
P)

heads with probability a € (0, ). Each individual flips the coin in private. If it comes
up heads, they lie and if it comes up tails, they tell the truth. Warner derived a maximum
likelihood unbiased estimator for the true ratio of ”yes” based on the reported responses.
Thus the parameter of interest is estimated accurately while preserving the privacy of each
user and avoiding survey answer bias.

In this thesis, we generalize Warner’s randomized response model in several direc-
tions: (1) we assume that the response of each individual consists of private and non-private
data and the goal is to generate a response which carries as much “information” about
the non-private data as possible while limiting the “information leakage” about the private
data, (i1) we propose mathematically well founded metrics to quantify the tradeoff between
how much the response leaks about the private data and how much information it conveys

about the non-private data, (iii) we make no assumptions on the alphabets of the private

and non-private data, and (iv) we design optimal response mechanisms which achieve the



fundamental tradeoffs.

Unlike the large body of recent research on privacy which studied the problem of re-
ducing disclosure risk, in this thesis we formulate and study the tradeoff between utility
(e.g., statistical efficiency) and privacy (e.g., information leakage). Our approach (which
is two-fold: information-theoretic and estimation-theoretic) and results shed light on the

fundamental limits of the utility-privacy tradeoff.
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Chapter 1

Introduction

With the emergence of modern techniques for data collection — arising from medicine and
bioinformatics [97]], internet applications such as web search engines [72], social networks,
physics and astronomical experiments [73]], and mobile data gathering platforms — which
has led to a proliferation of large datasets, the need for privacy has become paramount.

As the size of datasets increases with the concomitant amount of information we col-
lect about individuals, it has become more important to maintain privacy of individuals.
Statistical studies on privacy date back to Warner’s 1960s work on randomized response
and survey sampling [[145]; however, it has become clear that modern data collection poses
new risks of disclosure and privacy breaches. For example, Homer et al. [/8] recently
showed that it is possible to identify the presence of individual genotypes in high-density
SNP arrays, and consequently, it is possible to identify an individual from data obtained
from genome-wide association (GWA) studies, which contain a mixture of DNA of thou-
sands of individuals and their genetic fingerprints. This observation has led to the removal
of some publicly available genomics data [64] from the US National Institutes of Health
(NIH) and the Broad Institute in Cambridge. A major challenge in studies on privacy has

thus become characterizing and balancing statistical utility with the privacy of individuals
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from whom we obtain data [48, 49, [58]].

In the large body of research on privacy and statistical inference (e.g., [49,157, 58 1145]),
a major focus has been the problem of reducing “disclosure risk™, i.e., the probability that
certain data of a member of the dataset can be deduced given the released statistics of
the dataset. The literature in most cases has stopped short, however, of providing a for-
mal formulation of disclosure risk that would permit information-theoretic and estimation-
theoretic tools to be used in characterizing tradeoffs between privacy and the utility asso-
ciated with an inferential goal. Recently, a formal definition of disclosure risk known as
“differential privacy” was proposed by Dwork and colleagues and extensively studied in
the cryptography and theoretical computer science literatures [S1, 152, 74]. Differential pri-
vacy has strong semanti privacy guarantees that make it a good candidate for declaring
a statistical procedure private, and it has been the focus of a growing body of recent work

(51,154, 75,1134, 1835]].

1.1 Differential Privacy

Dalenius [43] suggested the ad omnia privacy desideratum: “nothing about an individ-
ual should be learnable from the database that could not be learned without access to the
database”. This requirement is shown to be too strong to be useful in practice. In the ab-
sence of a precise mathematical framework for privacy, statisticians have been tempted to
use various rules of thumb to maintain privacy, e.g., do not answer any query that requires
fewer than k entries [2]. To establish a mathematical framework for privacy, Dwork [50]

proposed the notion of differential privacy which, informally speaking, implies that the

!Semantically-flavored interpretation of differential privacy: regardless of external knowledge, an adver-
sary with access to the mechanism’s output draws the same conclusions whether or not any individual’s data
is included in the original database. The use of the term ”semantic” dates back to [65] in cryptography.



presence and absence of an individual in the database should not affect in a significant way
the probability of obtaining a certain answer for a given query.

Let x denote a given database consisting of n rows, each of which corresponds to the
data of each individual. That is, = takes value in D", where D is an abstract set containing
all possible values of each row. The answer to any real-valued query ¢ : D" — R about
this database may compromise the privacy of some individuals. Therefore, one needs to
design a randomized mechanism M for the query function ¢ which randomly provides
M (z) with a probability distribution depending on ¢(x). The mechanism is said to satisfy
e-differential privacy if for all neighboring databases, i.e., x and £ with Hamming distance

dy(x,Z) = 1, and any measurable set B we have

Pr(M(z) € B)
B Pr(M(7) € B)

IA

e, (1.1)

It is shown in [51] and [52] that the requirement (I.1I) is achieved by an additive channel
M(z) = q(x)+ N, where the independent noise V| is drawn from a Laplacian distribution
with variance depending on ¢ and also on the L, sensitivity of function ¢ (which is the
maximum |q(z) — ¢(Z)|, maximized over all neighboring = and Z). The constraint (I.1)) can
be equivalently written in terms of an f-divergence [38], e.g., [103,131] and also in terms
of a mutual information constraint [42]].

There are a few works on establishing a connection between differential privacy and in-
formation theory. For example, it is shown in [30} [44] that the mutual information I(X; Z)
between a database X and the output Z of an e-differentially private mechanism (i.e.,
M(X) = Z) can be unbounded. On the other hand, Cuff and Yu [42] showed that when
(T.1) is met, then we have I(X;; Z|X %) < ¢, for all 1 < i < n, where X; corresponds
to the ith row and X~ denotes all other rows in the database. Furthermore, differential
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privacy has been compared with the rate-distortion function in [121} [128, [111]. In par-
ticular, Mir [111]] showed that any mechanism that achieves the rate-distortion function
also guarantees a certain level of differential privacy. This result was improved in [144]
by bounding the gap between mutual information and differential privacy level for a given
Hamming distortion threshold D (for D > 0 ranging over a certain interval) and it was
shown that the gap diminishes if the database is uniformly distributed.

Notice that the definition of differential privacy does not depend on the prior distribu-
tion Py, as it captures the disclosure of information by the mechanism after the adversary
observes the mechanism’s output (compared to no output). There are some recent studies
which take the prior distribution into account and generalize (I.]) to the posterior distribu-

tion, e.g., [94., 98, 144].

1.2 Limitations of Differential Privacy

The requirement involves the notion of neighboring databases and hence it intuitively
implies that the adversary has already learned about all but one entry in the database and
wishes to gain extra information about that remaining missed entry. This subtle model for
the adversary can be made clear by a recent result of Cuff and Yu [42, Theorem 1]. Having
made such a strong assumption on the adversary’s knowledge, one expects that differential
privacy must yield a very strong privacy guarantee. However, quite surprisingly, as shown
in [86l], a privacy constraint that limits the inference of the stronger adversary can some-
times leak more sensitive information compared to the privacy constraint designed for the
weaker adversaries. Equivalently, a weaker assumption on the knowledge of adversaries
might yield a better privacy guarantee. This counter-intuitive phenomenon occurs if the en-

tries of the database are correlated which is quite common in certain applications especially



in social networks and networked data. In fact, several examples of privacy breaches of dif-
ferentially private mechanisms in social networks are presented in [86]. It has thus become
clear that differential privacy is not suitable in social networks, see also [[76]. Quoting from

[158, p.31]:

”Publishing complex network data with privacy guarantees remains a chal-
lenge. For example, adapting differential privacy to networked data is not
straightforward. The development of (possibly new) rigorous privacy defini-
tions which address the complexity of network data is a very important research

direction.”

Moreover, differential privacy concerns a scenario where each individual needs to trust
the data-collecting statistician or institution, who owns the corresponding database. For
example, patients of a certain hospital need to trust the hospital for collecting all their med-
ical records (e.g., HIV status or information about any other critical disease). However, in
many practical scenarios, individuals disclose their personal information voluntarily while
they do not trust the data-collecting agency and hence prefer to be able to control the level
of privacy themselves. In this model, which is often called a local privacy model, each
individual randomizes his own data using a local mechanism to obtain a report which he
sends to an untrusted statistician/agency to be aggregated in a database that can be used to
answer queries about the data. Indeed, local privacy is one of the oldest forms of privacy:
its essential form dates to Warner [1435]], who proposed it as a remedy for what he termed
“evasive answer bias” in survey sampling. Inspired by seminal work of Warner, Duchi et
al. [47] introduced a local version of differential privacy. The definition for e-local differ-
ential privacy is analogous to (I.1)) except that the condition on neighboring databases is

removed.



This privacy constraint is now more suitable for networked data compared to (I.1)). This
new privacy definition has recently gained interest in the information theory community,
e.g., [81, 182} 183,199,100, [116] with different utility functions. In particular, Kairouz et al.
[82]] defined an information preservation problem where individuals would like to release
an e-locally differentially private view Z of X that preserves as much information in X as
possible.

Although the local definition of differential privacy is shown to have connection with
binary hypothesis testing when |X'| = 2 [82]], it has thus far evaded any operational inter-
pretations. Hence, the quest for an operational formulation of privacy that is suitable for
correlated data has not ended. In this thesis, we present two operational privacy formula-
tions for any private data X, regardless of the cardinality X', be it finite, countably infinite,

or uncountably infinite.

1.3 Information-Theoretic Secrecy Models

Shannon initiated the problem of ’secrecy” in [130] where he mainly used the mathemati-
cal tools and insights he already developed to study the fundamental limits of information
transmission over noisy channels. Secrecy problems concern the reliable information trans-
mission over a noisy channel subject to the inability of the reliable decoding of the source
message (with a finite alphabet) by a third party, the eavesdropper. Shannon studied the
existence of a random variable, the so-called key, that, when XORing it with the channel
input, can completely conceal all information being transmitted over the channel. Thus the
eavesdropper who observes the channel is completely ignorant of the message. Shannon
proved that if zero information leakage is required (that is the eavesdropper’s observation

is statistically independent of the message being transmitted), the entropy of the key must



be no less than that of the message.

After almost 25 years, Wyner [154] linked two notions of capacity and secrecy by defin-
ing the secrecy capacity for the wiretap channel. Wyner studied a model where the trans-
mitter and the legitimate receiver communicate over a discrete memoryless channel (DMC)
W, while an eavesdropper uses a second DMC W, to wiretap the information transfer over
the first channel. In this scenario, in addition to making sure that the legitimate receiver
can decode the transmitted message M with vanishing error probability, one requires to
keep the eavesdropper almost ignorant of M. The logarithm of the maximum number of
values for message M that can be reliably transmitted to the legitimate receiver and, at the
same time, can be made almost independent of the eavesdropper’s observation, is called the
secrecy capacity. Wyner studied a special case in which W, is a degraded version of W;.
He showed that in this case, the secrecy capacity is equal to max[I(Px, W;) — I(Px, Ws)],
where the maximum is taken over the input distribution Py, where I(-,-) denotes mutual
information (see Section for a detailed definition). The achievability of this result is
based on a random coding argument and thus does not give an explicit construction. A
similar problem of “secret bit extraction” was studied in [23]] which was shown to be effi-
cient and practical from the cryptographic point of view.

Secrecy can also be studied from the source coding point of view, e.g., [53,168, 169,119,
139, 143]]. In Chapter [2, we present a secret source coding model and compare it with our
privacy model (which we describe in the next section): the objective is to encode a pair
of source n-tuples (X™,Y™) into an index J such that a receiver, knowing .J and some
external side information Z", can losslessly recover Y, while any eavesdropper knowing
J and possibly a correlated side information £ can retrieve very little information about

X™. We argue that this model is more realistic in practice than the model used in secrecy



problems.

1.4 Our Privacy Model: Generalization of the Local Privacy Model

In this thesis, we adopt the local privacy model where individuals do not have to trust the
data-collecting agency and need to design and control their own randomizing mechanisms.

The model assumed in the secrecy problems relies on the fact that the message must be
reliably decoded by the "legitimate” receiver and, at the same time, it must be kept secret
from the eavesdropper. However, in some practical scenarios, the information source has
some features which are considered to be private and need to be kept private even from the

intended receiver.

Example 1.1 ([155]). Consider an information service company which possesses a two-
dimensional source with correlated outputs (X,Y’). A customer pays a charge to obtain
information about Y and then the company supplies Y to the customer within a prescribed
distortion level. However, since X and Y are correlated, the customer can partially estimate
X upon receiving Y with some accuracy. The company therefore wishes to keep X private

from the intended receiver, because the charge is paid only for Y.

Example 1.2. Sweeney [137]], in an interesting experiment, showed that the identity of a
US citizen can be determined with high accuracy given gender, birth date, and postal code.
Now consider an individual who, in the process of setting up a social network account,
voluntarily provides his/her postal code in order to enjoy the customized feeds. According
to Sweeney’s experiment, the privacy of the individual is compromised as his/her identity
can be determined with high accuracy. Thus each individual wishes to provide his/her
postal code to the intended receiver to the extent his/her privacy is not compromised. Does
the individual have to give up the benefits of customized services in order to maintain

8



privacy? Is there a smart way of revealing postal code such that the identity cannot be

efficiently estimated?

Example 1.3. In a survey, an individual is asked about his/her diabetes status. On the one
hand, the individual needs to tell the truth, and on the other hand, the truth might reveal
partial information about his/her HIV status, as the correlation between diabetes and HIV
status is tentatively known [1]. Do individuals have to lie about their diabetes status in

order to maintain privacy with respect to their HIV status?

The common theme in all these examples is the existence of two sets of data: non-
private data Y and private data X, which is embedded in Y via a fixed channel Py x
predefined by nature. The user wishes to reveal only Y to the intended receiver; however,
the correlation between Y and X may disclose partial private information. Therefore, the
utility is measured with respect to Y and the privacy leakage is defined with respect to
X, and the goal is to design a privacy-preserving mechanism Py (the so-called privacy
filter) such that Z carries as much “information” about Y as possible and at the same time
infers as little about X as possible, see Fig. The mechanism then displays Z, which
is thus called displayed data. To make this goal precise, we need to quantitatively specify
the information efficiency or utility between Y and Z, denoted by U (Y, Z), as well as the
privacy leakage between X and Z, denoted by P (X, Z). The appropriate & and P must
satisfy some intuitively clear properties: i) U(Y, Z) > 0 with the equality if Y and Z are
independent (denoted by Y Il 7), ii) P(X,Z) > 0 with equality if and only if Z does
not provide any advantage in the inference of X, iii) P (X, Z) satisfies the data processing
inequalityf|and iv) U(Y, Z) attains its maximum (which might be o) if Y = Z.

After U(Y, Z) and P(X, Z) are specified, the goal can then be quantified precisely by

2We say that P satisfies the data processing inequality if we have P(X,Z) < P(X,Y) for random
variables X, Y and Z satisfying X —— Y —— Z (see Section@for the definition).

9



X —— Y """V 7

)\

Fixed channel (observation channel) Privacy filter

Figure 1.1: Our privacy model: for a given pair of random variables (X,Y"), representing private
and non-private data, respectively, the goal is to generate the displayed data Z which
maximizes U (Y, Z) while limiting the privacy leakage P(X, Z). Due to the correlation
between X and Y, maximizing U(Y, Z) and minimizing P(X, Z) conflict with each
other. To quantify the tradeoff, we therefore need to introduce G(Pxy,¢) as in (1.2))
forane > 0.

introducing the privacy-constrained utility efficiency function

G(Pxy,¢) = sup Uy,z, (1.2)

PZ\Y:X+Y+Z
P(X,Z)<e

where Pyy is the joint distribution of (X, Y"), € > 0 specifies the privacy level, and X —o—
— Y —— Z means X, Y, and Z form Markov chain in this order (i.e., X and Z are
conditionally independent given Y').

Yamamoto [155]] studied this problem from a lossy source coding standpoint where
privacy and utility are measured in terms of mutual information and a given distortion
function, respectively. This model has recently gained interest in the information theory
literature (see, e.g., [6} 14,122,190, 112,120, 1126]). In Chapter we study a similar privacy
model with the lossless reconstruction of Y with and without eavesdropper’s side informa-
tion. The model studied in Chapter [2] has been recently generalized to the privacy-aware
remote source coding in [90].

In this thesis, we adopt information and estimation theoretic approaches to propose

appropriate (Y, Z) and P(X, Z).
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1.5 Information-Theoretic Approaches in Privacy

As Shannon indicated in [130], from the point of view of the cryptanalyst, a secrecy system
is almost identical to a noisy communication system and hence the information-theoretic
tools developed to study the fundamental limits of information transfer over a noisy channel
can be used to model, describe and analyze a secrecy or privacy system.

Following Shannon’s lead, one can measure privacy leakage P (X, Z) via the mutual in-
formation /(X; Z). Consequently, a mechanism Py x is said to be e-private if I (X; Z) < e
for the given prior distribution Py and . Although this choice of P (X, Z) is not opera-
tionally well motivated, it has been used extensively in several papers as an appropriate se-
crecy metric [39,53,166, 92, 108, 119,139, 144]. In secrecy systems, the main motivation
for using mutual information as the secrecy metric is the similarity between the deciphering
task for the eavesdropper in the secrecy model and the decoding task in the standard noisy
communication setting. According to this similarity, /(X ; Z) only provides a lower bound
on the exponent of the list size that the eavesdropper needs to make to reliably include the
source sequence.

Motivated by a seminal work of Massey [[107] on guessing, Merhav and Arikan [[109]
proposed another metric: the expected number of guesses, given observation Z, that the
adversary needs to make to find out the correct value of the source X. The problem with
this notion of secrecy is that the adversary needs to possess a testing system by which he
can check whether or not his guess is correct. However, any practical system only allows
a certain number of incorrect inputs. Moreover, it can be shown that there exists highly
insecure systems which are labeled secure under this metric.

More recently, Issa and Wagner [80] proposed to measure leakage in terms of the prob-

ability of a successful guess by the adversary which is defined as the probability that the
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distortion the adversary incurs is below a given level. It seems an appropriate measure of
secrecy; however, it is very hard to deal with especially in single-shot settings.

We use mutual information in Chapter |3|as a privacy metric. The main motivation for
this choice is that mutual information is well-studied and it turns out the corresponding
utility-privacy tradeoff, that we define in Chapter 3] can be used to bound the other better-
justified utility-privacy tradeoff in the subsequent chapters. We also use mutual information
as the information efficiency metric. In particular, we study the following question: Given
discrete correlated random variables X € X = {1,...,M}andY € Y = {1,..., N},
how much information can maximally be extracted from Y while revealing a limited
amount of information about X ?

Since X and Y are correlated, disclosing Y completely compromises the privacy of
X. Using the functional representation lemma [87, p. 626], there exists a random variable
V' with bounded cardinality such that H(Y|X,V) = 0 and VILX. If V satisfies X —o—
— Y —o— V, then the channel Py |y can be chosen as a privacy filter and thus Z = V' is
displayed. Hence, no information about X is revealed, leading to perfect privacy. In this
case, the utility is H(Y') — I(X;Y|V). Now suppose that we allow the displayed data Z to
reveal at most ¢ bits of information about X. To quantify the maximum utility, we introduce
the so-called rate-privacy function g(Pxy <) in Chapter [3as the maximum number of bits

that one can transmit about Y which reveals ¢ bits of information about X :

g(Pxy,¢e) = sup I(Y;Z). (1.3)

PZ\Y:X+Y+Z’
I1(X;Z)<e
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This quantity has a similar form as the well-studied information bottleneck function [[140]

IB(Pxy,R) =  sup  I(X;Z). (1.4)

PZ\Y:X+Y+Z’
I1(Y;Z)XR

Interestingly, the quantity IB(Pxy, -) appears as a solution to several problems in informa-
tion theory, including: lossy source coding with logarithmic loss distortion [35], a gener-
alization of Mrs. Gerber’s Lemma [153]] in [147], lossless source coding with one helper
[5, [152]], and also the strong data processing inequality [4, [I1]. The quantity g(Pxy,-)
was recently shown in [96] to be closely related to the extended Gray-Wyner network [67].

Although € — ¢(Pxy,¢) and R — IB(Pxy, R) share several similar properties (e.g., both

are strictly increasing, concave and also € — @ and R — W are decreasing),
it is important to note that they are fundamentally different.
The functional dual of g(Pxy, ) can be defined [105] as
t(Pxy, R) = inf 1(X;72), (1.5)

PZ\Y:X+Y+Z’
I(Y;Z)>R

which minimizes the privacy level such that Z carries at least R bits of information about
Y. It is insightful to notice that the graph of ¢(Pyxy,-) and IB(Pyy,-) are, respectively,
the lower and upper boundaries of the two-dimensional convex set {(/(Y; Z),I(X;Z)) :
X —— Y —— Z,(X,Y) ~ Pxy} [29]. This alternative characterization allows us
to study #(Pxy,-) and IB(Pxy, ) from the geometric and convex analytic points of view

(especially using results such as Carathéodory-Fenchel and Dubin’s theorems).
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1.6 Estimation-Theoretic Approaches in Privacy

In the main body of recent research activities on privacy, the major focus has been on the
disclosure risk and how to limit it. Direct connections between statistical efficiency and
privacy, however, have been somewhat more challenging to make. With recent issues in
data collection, it is becoming more important to understand quantitative tradeoffs between
privacy and statistical efficiency, especially in our model where privacy and statistical effi-
ciency need to be defined for different correlated random variables X and Y.

Our goal here is to take a fully inferential point of view on privacy by bringing privacy
into contact with estimation theory. Our focus is on the fundamental limits of privacy-
aware estimation in both discrete and continuous cases. To this end, we need an appropriate
estimation-theoretic privacy leakage function.

It was long believed that adding random independent noise to the private database pre-
serves privacy of each individual. For example, each individual may perturb his/her own
data z; as z; = x; + N; and send it to the data collecting agency, where N; is a random
variable independent of x; that is uniformly distributed over an interval [3]. However, it
is easy to see that the privacy of individuals is not maintained by this perturbation. For
example, if V; is drawn uniformly from interval [—50, 50] and z; = 120 is observed, then
it is easy to conclude that z; > 70.

To make sure privacy is preserved, the notion of privacy breach was introduced in
[54.55]: Given 0 < p; < py < 1, we say that there is a p;-to-ps privacy breach with respect
to function f if for some z € Z, we have Pr(f(X) = z) < pyand Pr(f(X) =2|Z = z) >
p2, or equivalently, if the event { f(X') = 2} has a jump of magnitude p, — p; from its prior
to posterior after Z = z is observed. Evfimievski et al. [S4] proposed a necessary condition

on Pz x which guarantees that p;-to-p;, privacy breach does not happen with respect to any
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deterministic function.

More recently, a new line of research called quantitative information flow has been
studying the quantitative measures of information leakage in a private system, e.g., [9,1135,
129, [106]. The most widely used measure of information leakage, for X and Z being
defined on countable alphabets, is based on the so-called min-entropy, defined as

Ho(X) = Hy(Px) = min [— log Px(x)],

reX

which is, in fact, the Rényi entropy [124] of order co. Letting P.(X) be the proba-
bility of correctly guessing X without any side information in a one-try attempt; i.e.,
P.(X) = max,cx Px(z), we can write H,(X) = —log P.(X). In the presence of side in-
formation Z, we let P.(X|Z) denote the average probability of correctly guessing X using

the ”optimal” strategy of maximum a posterior (MAP) decoding, given by

P(X|Z) =) Py(z 2) max Px|z(z]2).

ZEZ

A natural definition for a conditional Rényi entropy was given by Arimoto [56] as
Ho(X|Z) = —logP(X|Z). The quantity [(X;Z) = Hy(X) — Ho(X|Z) =
log Pc(i{ % PeX1Z)  which we refer to as Arimoto’s mutual information of order infinity, there-
fore measures the “advantage” of Z in guessing X in a one-try attempt. A major body
of research in this area focuses on the connection between I, (X; Z) and the differential
privacy level, e.g., [8, 9, 26] 33] 106, [129]]. However, since differential privacy does not
depend on prior distribution Px these bounds are usually loose unless Py is uniform [9,

Proposition 1].

More recently Issa et al. [79]] proposed another operational measure of privacy leakage
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for the discrete case. According to their definition, the mechanism Py x is said to be e-
private if Io(U; Z) < e for any random variable U satisfyingf| U —o— X —— Z. This
metric therefore ensures that even randomized functions of X cannot be efficiently guessed
from Z. This privacy metric is very stringent and does not depend on the prior distribution.

In this thesis, we consider two quantities as estimation-theoretic measures of pri-
vacy leakage: maximal correlation p,,(X, Z) [122], and I, (X; Z). The significance of
pm(X, Z) as a privacy leakage function is that it is well-defined for the both discrete and
continuous cases and it yields a strong semantic privacy guarantee. In particular, the con-

dition p?,(X; Z) < e implies the following:

e If both X and Z are discrete random variables, then P.(f(X)|Z) — P.(f(X)) <

5\/ 1->. Pf2( x) (1) [28, Theorem 5.6] for any deterministic function f. Hence, for
small € > 0, it is nearly as hard for an adversary observing Z to guess any determin-

istic function of X as it is without Z.

e If both X and Z are absolutely continuous random variables, then we have
(1 —e)var(f(X)) < mmse(f(X)|Z) < var(f(X)), (1.6)

for any non-constant real-valued measurable function f, where mmse and var denote
the minimum mean-squared estimation error (MMSE) and variance, respectively.
The relation (1.6)) states that for small € > 0, no function of the private data X can

be efficiently estimated given observation Z.

31t can be shown that supy.;; o x_o 7 Ioo(U; Z) = I3(X; Z), where I3 (X; Z) is the so-called Sib-
son’s mutual information of order infinity [133}[142]]. Since I.(X;Z) < I3 (X; Z), the metric I3, (X; Z)
results in a more stringent privacy guarantee as expected from the operational interpretation.
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These implications are similar, in essence, to the cryptographic semantic security princi-
ple [65]], which states that an adversary must have a negligible advantage in guessing any
function of the input (i.e., plaintext) given an observation of the mechanism’s output (i.e.,
ciphertext).

We see that the constraint p?, (X, Z) < ¢ yields a privacy guarantee which is, in some
sense, similar to what Dalenius [43] suggested as the privacy desideratum: almost nothing
about the private data should be learnable from the displayed data that could not be learned
without access to it.

To have a fully inferential utility-privacy tradeoff, we also measure the information

var(Y)

_varY)__ for continuous Y. Therefore,
mmse(Y|Z)

efficiency in terms of [, (Y; Z) for discrete Y and

we propose the following functions as quantitative utility-privacy tradeoffs

9 (Pxy,¢€) = sup I.(Y; 2), (1.7)
Pyly:X——Y——2Z,
Too (X;2)<e
and
_ mmse(Y'|Z)

ENSR(P = _— 1.8
S ( XY,5) PZlY:XIE—Y+Z, var(Y) (1.8)

P (X,Z)<e

Motivated by the problem of “secret bit extraction” [23]], we also introduce the function
Jd(Pxy, -) as the maximal information extraction from Y under the inferential privacy con-

straint dictated by maximal correlation:

§(Pxy,¢€) = sup I(Y;2). (1.9)
PZ‘Y:XAO—YAO—Z,
P2 (X,Z)<e

It is interesting to mention that the function §( Pxy, -) has recently been modified in [156]]

to define a general notion of common information which subsumes Wyner’s [[151] and

17



Gacs-Korner’s [59] notions of common information.

1.7 Contributions and Organization of the Thesis

1.7.1 Chapter 2]

We start by studying a simple and practical, yet unexplored, private lossless compression
model and comparing it with a well-studied secrecy model. Specifically, motivated by
the standard lossless source coding problem with one helper [152]] and Yamamoto’s lossy
privacy model [155]], we study in this chapter the fundamental information theoretic limits
of recovering Y losslessly with the help of coded side information at the decoder while
the mutual information between the message being transmitted over the channel and X is
negligible. This model subsumes the well-studied secrecy models by setting X = Y. The

results of this chapter have appeared in [14].

1.7.2  Chapter[3

In this chapter, we introduce the rate-privacy function g(Pxy,-) for a pair of correlated
random variables (X, Y") defined over finite alphabets. After proving some fundamental
properties of the map ¢ — ¢g(Pxy,¢), we derive a tight lower bound and show that this
lower bound is achieved by an erasure mechanism. One difficulty we face in evaluating
g(Pxy,-) is the cardinality of the auxiliary random variable Z. Using the standard convex
cover method [87,40] and the Fenchel-Eggleston-Carathéodory theorem, one can show that
|Z| = ||+ 1 is sufficient in general. Hence even in the simplest case of |X| = || = 2, we
have four variables in the defining non-convex optimization problem in (I1.3)) which makes
it intractable. We invoke Dubin’s Theorem [46] to show that the cardinality bound of Z
can be strengthened from |Y| + 1 to |Y| if the map ¢ — g(Pxy,¢) is strictly concave.
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We also formulate a coding problem, the so-called dependence dilution problem, and show
that g( Pxy, -) is a boundary point of the achievable rate region of the dependence dilution
problem.

We also revisit the convex-analytic approach that Witsenhausen and Wyner developed
to generalize Mrs. Gerber’s lemma [153] and show that this approach can be modified
to yield a closed form expression for g(Pxy,e) when Px|y is either a binary symmetric
channel (BSC) or a binary erasure channel (BEC).

In the second part of this chapter, we focus on a particular family of joint distributions
Pxy: Y is binary and Py is a binary input symmetric output (BISO) channel. For this
family of joint distributions, we show that the general lower bound is achieved if and only
if Y is uniform and hence establish the optimality of the erasure mechanism in this caseﬁ

A closed form expression for g(Pxy, €), for any ¢ in its domain, is given in the follow-

ing cases:
e If Y ~ Bernoulli(q) with 0 < ¢ < % and Px)y is either BSC or BEC or Z-channel,
e If Y ~ Bernoulli() and Py is a BISO,
e If Py |x is an erasure channel.

The results of this chapter have partially appeared in [19, 13, [18].

1.7.3 Chapter(d]

In this chapter, we study the same problem of information extraction under an information
theoretic privacy constraint except that here we assume that X and Y are absolutely contin-

uous random variables. To make the problem tractable, we focus on a particular practical

4This optimal mechanism cannot be locally differentially private, which shows that the set of information-
theoretically private mechanisms is much larger than the set of differentially private mechanisms.
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privacy filter of interest which acts in two stages: first Gaussian noise is added and then the
resulting random variable is quantized using an M -bit accuracy uniform scalar quantizer
Q) (for some positive integer M € N). Specifically, in this chapter gy, (Pxy, ¢) is defined
as the maximum I(Y; Z}'), where Z = Z)' = Qu(,/7Y 4+ Ng) and N is standard
Gaussian random variable independent of (X, Y’) and the maximization is taken over all
v > 0 such that [(X;Z,) < e. We show that gy (Pxy,c) = g(Pxy,¢) as M — oo
where g(Pxy,¢) is defined similarly to (I.3) where Z = Z, = /7Y + Ng. This result
leads us to evaluating g(Pyxy,¢) for any given ¢ > 0. Although characterizing the exact
value of g(Pxy,¢) seems very difficult, we utilize the -MMSE relationship [70, 71} [150]
to derive a second-order approximation for g( Pxy, ) when ¢ > 0 is sufficiently small (the
almost perfect privacy regime). Interestingly, SENSR(Pxy,-) on this range of ¢ is closely
related to the largely-ignored Rényi’s one-sided maximal correlation [122]]. The results of

this chapter have appeared in [19, 16, [15].

1.7.4 Chapter 5|

This chapter is a natural continuation of Chapter [3| where the information-theoretic pri-
vacy constraint /(X; Z) < ¢ is replaced by the inferential constraint p?, (X, Z) leading to
introducing the quantity §(Pxy,-), defined in (I.9), as the corresponding utility-privacy
tradeoff. This function seems to be the first operational utility-privacy tradeoff in the liter-
ature where utility and privacy are defined with respect to different sources.

Evaluating this function appears to be difficult; however, it is shown that g( Pyy, -) pro-
vides a tight upper bound for §( Pxy, -). Since maximal correlation and mutual information
share many similar properties, the techniques developed in Chapterto study g(Pxy, ) can

be used, mutatis mutandis, to study g(Pxy, -). In particular, again the erasure mechanism
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yields the lower bound for §(Pyy, -) and this lower bound is shown to be optimal for Pxy
being BISO, only if Y is uniformly distributed. The results of this chapter have appeared
in [19].

1.7.5 Chapter|6|

In this chapter, we assume X and Y are discrete random variables and introduce a para-
metric family of utility-privacy functions g(”’“)(PXy, e) for any v, 1 > 1 as the maximum
1,(Y;Z), where 1,(Y; Z) is Arimoto’s mutual information of order ;1 > 1 [142, [12] and
the maximization is taken over all mechanisms Py such that /,,(X; Z) < e. We show that
g(Pxy,-) and g*°(Pxy, -), defined respectively in and (1.7), are extreme members of
this family when both v and p approach one and infinity, respectively. We then argue that
g (Pxy,-) can be used to upper and lower bound ¢“*)( Pxy-, -) for any v, ;1 > 1 which al-
lows us to focus on evaluating ¢>°(Pxy, ). We show that for binary X and Y the function
g°°(Pxy, ) admits a simple closed form expression for all ¢ in its entire domain. The op-
timal mechanism in this case is a simple Z-channel which, as before, is not a differentially
private mechanism.

Recall that I, (X; Z) is in a one-to-one relationship with P (X |7), thus ¢*°(Pxy, -) can
be studied by introducing the privacy-constrained guessing probability function # (Pxy, €)
as the maximum P.(Y'|Z), where the maximization is taken over all privacy filters Py)y
such that P.(X|Z) < e. A remarkable property of 7 (Pxy, -), proved in this chapter, is that
it is piecewise linear. This property is instrumental in deriving an expression for ¢*°(Pxy, -)
in the binary case.

In the second part of this chapter, we make a simplifying, yet practically convenient,

assumption that Z = ). Even with this assumption, the computation of the corresponding
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7 (Pxy,¢€) is rather complicated. We show that in this case % (Pxy,¢) and g (Pxy,¢)
admit simple closed-form expressions only for sufficiently large, but nontrivial, values of ¢.

Finally, we generalize the convex-analytic approach, developed in Chapter 3| to the
Arimoto’s mutual information thereby computing ¢**)(Pxy, ) for any ¢ in its domain

and v > 2, when Py is BSC. The results of this chapter have appeared in [21, 20].

1.7.6 Chapter

As Verdu stated in [142]], a shortcoming of Arimoto’s mutual information is that its general-
ization to continuous random variables is not self-evident. Hence, ) cannot be adapted
for absolutely continuous X and Y. In this chapter, we introduce the so-called estimation-
noise-to-signal ratio, SENSR(Pxy, -), as an operational utility-privacy tradeoff, given in
(L.8). In fact, sENSR(Pxy,¢e) quantifies the attainable minimum quadratic error in esti-
mating Y from the observation Z that satisfies the condition p?, (X, Z) < ¢ which leads to
a strong semantic privacy guarantee.

Since X and Y are continuous random variables, characterizing the map ¢
sENSR(Pxy, ) seems complicated. Motivated by differential privacy as in Chapter |4
we focus on the independent additive Gaussian ﬁlterﬂ Z = Z, = /7Y + Ng. With this
privacy filter at disposal, SENSR(Pyy, ¢) indeed corresponds to the smallest variance of
the Gaussian noise for which the privacy constraint p2,(X, Z,) < ¢ is satisfied. We ob-
tain upper and lower bounds for sENSR(Pxy, ¢) and establish another extremal property
of jointly Gaussian distributions: among all (X, Y") with identical maximal correlation, the
jointly Gaussian (Xg, Y5) yields the largest sSENSR(Pxy, ¢).

We also derive a tight bound for SENSR(Pxy, ¢) in the almost perfect privacy regime

3The assumption that the noise is independent of the input is not very restrictive. For example, Geng and
Viswanath [62]] showed that in the context of differential privacy the assumption of independent noise does
not result in any loss of optimality.
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(i.e., ¢ < 1) and establish a connection between sENSR(Pxy,¢) and g(Pxy,e). The

results of this chapter have appeared in [21, [17]

1.8 Notation

Capital letters (e.g., U and V') are used to denote random variables, and calligraphic letters
(e.g., U and V) denote sets. The supports of random variables U and V' are denoted by
U and V), respectively. We say X and Y are discrete random variables if X and Y have
countable supports, e.g., when |X'| < oo and || < co. We denote the joint probability
mass function (pmf) of discrete random variables X and Y by Pxy = {Pxy(x,y) : = €
X,y € Y}, the conditional pmf of Y given X by Py |x, and the marginal distributions of X
and Y by Py = {Px(z) : x € X} and Py = {Py(y), y € YV}, respectively. We assume
that Py (z) > 0and Py (y) > Oforallz € X and y € ). We use Bernoulli(p) to denote the
distribution with support X = {0, 1} and Px (1) = p. We use X ~ Py to denote that X is
distributed according to Py and similarly (X, Y") ~ Pxy to denote that X and Y are jointly
distributed according to Pyy. We say X, Y and Z form a Markov chain X —o— Y —— 7,
if their joint distribution satisfies Pxyz(z,y,2) = Px(z)Pyx(y|z)Pzy(z|y). We use
X 1Y to mean that X and Y are independent. An n-tuple random vector (X, ..., X,,)
is denoted by X". We also let [M] denote {1,...,M}. The set of all functions of a
random variable X ~ Px with finite second moment is denoted by £?( Py ). The set of all
probability distributions supported over a set X" is denoted by Py.

For real-valued X and Y, we say X is absolutely continuous random variable if there
exists a nonnegative function f, called probability density function (pdf), on R such that
Pr(X < z) = [ fx(t)dt, for any z € R. We use the notation X ~ fx to specify the

pdf of random variable X, for example, X ~ A (0, 1) means that X is a standard Gaussian
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random variable.

For a discrete random variable X ~ Py and absolutely continuous random variable
Y ~ fy, the entropy of X and Y are given by H(X) = — > _. Px(x)log Px(r) and
hY) = — fy fv(t)log fy(t)dt, respectively. The base of the logarithm will be clear
from the context. If X ~ Bernoulli(p), then hy(p) = H(X). If X and Y are either
both discrete according to Pxy or both absolutely continuous according to fxy, then the
mutual information between X and Y is defined as I(X;Y) .= H(X)+ H(Y) - H(X,Y)
or [(X;Y) = h(X)+ h(Y) — h(X,Y), respectively. Note that the mutual information
between two random variables is a function of the marginal distribution of one variable and
the conditional distribution of the other variable given the former one. For example, when
X and Y are discrete and have a joint distribution given by Py Py|x, then we can write
I(X;Y) = I(Px, Py|x) to emphasize the functional dependence of mutual information on
these distributions. Similarly, we can denote, H(X) by H(Px) and h(Y') by h(fy).

For a € [0,1], we let a := 1 — a. We frequently use three channels in this thesis. A
channel from X to Y is called the binary symmetric channel with crossover probability «,
denoted by BSC(«), if Y = & = {0, 1} and Py|x(1|0) = Py|x(0]1) = a. A channel from
X to Y is called the binary erasure channel with erasure probability ¢, denoted by BEC(0),
if ¥ ={0,1}, Y = {0,e,1} and Py x(y|z) = ¢ for x = y and Py|x(e|z) = § forz € X.
A channel from X to Y is called the Z channel with crossover probability /3, denoted by
Z(B),if Y = X ={0,1} and Py|x(0|0) = 1 and Py|x(0[]1) = 3

Given two probability distributions P and () supported over a finite alphabet ¢/, the

Kullback-Leibler divergence is defined as

D(PQ) = P(u) ( EZ;) (1.10)

ueU
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The minimum mean-squared error (MMSE) of estimating Y from an observation Z is given

by

mmse(Y|Z):=  min  E[Y - V) =E[Y — E[Y|Z])?] = Evar(Y|Z)],

PY|Z:Y+Z+Y

where the first equality is due to the orthogonality principle which implies that the optimal

estimator is a deterministic function of Z.
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Chapter 2

Information-Theoretic Secrecy vs. Privacy: Yamamoto’s

Lossless Secure Source Coding

2.1 Overview

The secure source coding models concern a tradeoff between utility (i.e., reconstruction
distortion) and privacy (i.e., the amount of information about the source leaking over the
channel). Given a source Y", the goal is to transmit this source securely and reliably
over a noiseless public channel which might be perfectly observed by a passive adversary.
The utility is defined as the accuracy in the recovering of Y by a remote receiver and
the privacy is defined as the uncertainty of the source given the message sent over the
channel. However, in some cases, it may be desirable to define utility and privacy for two
different sources, that is, we want the receiver to know Y™ with some level of accuracy
while revealing very little information about a correlated source X", which we refer to as
the private source.

To motivate this setting, consider the following example. Suppose that Y denotes an
attribute of a bank customer that a trusted advertising company would like to target and X

denotes another, more sensitive, attribute of the customer. The bank has database (X", Y™")
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corresponding to n different users. The company pays the bank to receive Y as accurately
as possible. However, some governing laws prohibit the database X" from being revealed
too extensively over public communication channels. Consequently, the data given to the
company must be chosen so that at most a prescribed amount of information is revealed
about X" over the communication channel while the recovery of Y" by the company sat-
isfies some level of quality.

Inspired by Yamamoto [155], where a lossy source coding problem is studied under a
privacy constraint, we consider a secure lossless source coding model in which an encoder
(Alice) encodes a two-dimensional source (X", Y™) such that the receiver (Bob) is able to
reconstruct Y correctly with high probability and the leakage of information (the infor-
mation obtained by an eavesdropper, Eve) about X" is no more than A > 0. It is clear that
no non-trivial level of privacy can be obtained if no side information is available to Bob.
Hence, we assume Bob has access to some correlated side information and after observing
the channel output wants to recover Y" with asymptotically vanishing error probability.
We study this problem in terms of the compression rate and also the information leakage
about X" (or equivalently the equivocation between the compressed and the private data).
We give converse results for different cases including when Bob has coded or uncoded side
information, when Eve has uncoded side information, or when the private source, X", is
hidden even from Alice.

When X = Y, the problem we consider here reduces to a well-known model which
has been extensively studied e.g., [68, 169, 119,143, 139]. In particular, Prabhakaran and
Ramchandran [119]] considered a similar secure lossless setting with X = Y and Bob and
Eve having correlated uncoded side information. They focused on the best achievable in-

formation leakage rate when the public channel does not have rate limit. Giindiiz et al. [69],

27



[68] gave converse and achievability bounds for a similar setting for both compression rate
and information leakage which do not necessarily match. Tandon et al. [[139] considered
a simpler case where Eve has no side information. In this setting, they gave a single let-
ter characterization of the optimal rates and information leakage and showed that a simple
coding scheme based on binning, similar to the one proposed by Wyner in [[152], is indeed
optimal with and without the privacy constraint. Our results recover all these results in the
special case X =Y.

The rest of this chapter is organized as follows. In Section we formally define our
problem and state an outer bound which is our main result. In Section [2.3] we consider
a more general model where Eve has side information and present another outer bound.
We then present a coding scheme which is shown to be optimal in some special cases. We

complete this chapter with some concluding remarks in Section [2.4]

2.2 Yamamoto’s Lossless Source Coding: Coded Side Information at Bob

Yamamoto [[155] considered a lossy source coding scheme with a privacy constraint at
the legitimate decoder as well as the eavesdropper. This is contrasted with the typi-
cal information-theoretic secrecy models in which the privacy is defined as the uncer-
tainty of the source against a passive eavesdropper. In Yamamoto’s model, having ob-
served (X™ Y™), the encoder ¢ : X" x Y* — [2"f], transmits a message to the de-
coder, 1 : [Q"R] — 52" which is required to recover Y within some distortion D while
revealing little information about X". More precisely, for a given distortion measure
d:YxY — R, werequire LS E[d(Y;, Y;)] < D while the normalized uncertainty about
X™ at the decoder is lower-bounded, i.e., =H(X"|o(X™,Y™)) > E for a non-negative

E < H(X). This requirement is different from the privacy constraint usually considered
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in information-theoretic secrecy (e.g., [69], [S3], [139], and [143]]), in that here the utility
and privacy are measured with respect to two different sources Y and X, respectively. In
this sense, X and Y correspond to the private and non-private sources, respectively. The
correlation between X and Y makes the utility and privacy constraints contradicting.

We study a similar model as Yamamoto’s but for lossless compression. Clearly, if no
side information is available to the decoder, then the eavesdropper can obtain as much
information about X" as the legitimate decoder and hence only trivial levels of privacy can
be achieved when lossless compression of Y is required. We, therefore, assume that side

information is provided at the decoder, as depicted in Fig.

/™ — Charlie

K

(X™ Y™) —i Alice Bob — y™

Figure 2.1: Yamamoto’s lossless source coding.

A (2784 9nRe ) code for private lossless compression in this setup is composed of
two encoding functions at Alice and Charlie, respectively, f4 : X" x V" — [2"4] and
fo : Zm — [27Bc], and a decoder at Bob, fj : [27F4] x [2"Bc] — Y where (X", Y™, Z™)
are n independent and identically distributed (i.i.d.) copies of (XY, Z) with joint distri-
bution P(z,y, z). We assume that both encoders communicate to Bob over noiseless chan-
nels; however, the channel between Alice and Bob is subject to eavesdropping and hence
a passive party can have access to the message J transmitted over this channel. A triple

(Ra, Rc, A) € R is said to be achievable if for any € > 0, there exists a (2"%4, 2nfc n)
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code for n large enough such that

Pr(fs(J,K) £Y") < e, @2.1)

1
SH(X'T) 2 A-e (2.2)

where J := fa(X™, Y") and K := fo(Z"). We denote the set of all achievable triples
(Ra, Rc, A) by R. One special case of interest is when J contains absolutely no informa-
tion about the private source, that is, when .J is independent of X", which is called perfect
privacy.

We note that for a special case of X = Y, inner and outer bounds on the achievable
region were initially presented in [68, Theorem 3.1], although these bounds do no match in
general. Tight bounds were then given in [[139, Theorem 1] whose achievability resembles
the binning scheme proposed by Wyner [[152] for standard source coding with coded side
information at the decoder. This therefore shows that the privacy constraint does not

change the optimal scheme.

Theorem 2.1. For any achievable triple (R4, Rc, A) € R we have

Ry

A%

HY[V),
RC > ](Z, V),

A

IN

I(X,)Y;V)+ H(X|U)—- H(Y|U),
for some auxiliary random variables V. € V and U € U such that P(z,y,z,u,v) =
P(z,y,2)P(v|2)P(ulz,y) with [U| < |X| x | V| + 1and |V| < |Z| + 2.

Remark 2.2. It can be shown that the bound for A is maximized when U = Y. It is because
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we can write H(X|U) — H(Y|U) < H(XY|U) — HY|U) = H(X|UY) < H(X|Y).

Proof. First note that Bob is required to reconstruct Y™ losslessly given J and K, and thus
by Fano’s inequality we have

H(Y"|J,K) < ne,, (2.3)

where ¢,, — 0 as n — oo.

We start by obtaining a lower bound for R 4 as follows:

TLRA

v

H(J)> H(J|K)=HY",J|K) - (Y”|J K)

—
S
N

> H(Y", J|K)—ne, > HY"K)—ne, = ZH Vi |yt
> Y HMYTLXTLK) —ne,
=1
U ZH Yi|Vi) — nen  nH YoV, Q) — new L nH(Y|V) — nen,

where (a) follows from (2.3)), and (b) is due to the definition V; := (Y~ X*~1 K). In (c)
we have introduced a time-sharing random variable () which is distributed uniformly over
{1,2,...,n} and is independent of (X",Y™, Z"). In (d) we have defined V' := (Vp, Q)
and used the fact that Y, has the distribution of Y and hence we can replace Y, with Y.

Next we obtain a lower bound on R:

v

nRc HK)=I1(Z"K) = i[<zi§K‘Zi1)

i=1

—
S
N

DN HZa K, 27 ES 12 K 2 XL Y

=1 =1

S HZy K X7TNY'TY) = nl(Zg; V. Q) = nl(Z;V),

=1

v
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where (a) is due to the fact that Z; is independent of Z*~! for each i and (b) follows from
the Markov chain relation Z; —— (K, Z*71) —o— (Y71 X*71).

We now upper bound the equivocation that any asymptotically lossless scheme pro-
duces. First we show the following identity which expresses H(X"|J) in terms of

H(Y"|J) and some auxiliary terms:

H(X"[J) = H(Y"|J) =Y [H(X,|U;) = HYi|U))], (2.4)

=1

where U; := (X[, Y""' J). We will prove a general version of this identity later in

Lemma [2.5] The equivocation can then be upper bounded as

n(A—e) < H(X"|J)
(@) H(Y"J) + i[H(XJUl) — H(Y;|U;)]

i=1
n

= HY"K,J)+ I(Y" K|J) + Y [H(X;|U;) — H(Yi|U;)]
< ne, + I(K; Y™, X"|J) + i[H<Xi’Ui) — H(Y:|U3))
(%) nen, + I(K; X", Y"™) + Zn:[H(Xz’|Uz’) — H(Y;|U;)]

=1

=ne, + Y I(K; X VXL YT 4 C[H(XG|U) - HY|U)

i=1 =1

=ne,+ Y (K XTLYTL XY + Y [H(XG|U) - HY|U)
i=1 =1

= ne,+ > 1V X0, Yi) + Y [H(X|U) — HY;|UY)]
i=1 =1

= ne, +nl (Vo Xq, Yo|Q) + n[H(X|Ug, Q) — H(Yq|Ug, Q)]
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9D e, + nI(Vy, Q; Xq, Yo) +n[H(Xo|Uq, Q) — H(Yo|Ug, Q)]

D e, +n[I(V;X,Y) + HX|U) — HY|U),
where (a) follows from (2.4), (b) follows from the Markov chain relation J —o—
(X", Y") —— K and hence I(X", Y™ K|J) < I(X", Y™ K), (c) is due to the fact
that () is independent of (X, Yy) and in (d) we have introduced U := (Ug, Q).

We note that by definitions of U and V/, the Markov chain conditions (X,Y) —o—
Z —— Vand Z —— (X,Y) —o— U are satisfied. The cardinality bounds given in the

statement of the theorem can be proved using the Support Lemma [40]. 0

Remark 2.3. As mentioned earlier, the special case X = Y is studied in [139] where
it is shown that for any achievable triple (R4, Rc, A), the optimal equivocation satisfies
A < I(Y; V). We see that Theorem [2.1] yields the same result and thus gives a tight bound

in this special case.

In practice, the private source X might not be directly available to Alice. In this case,
her mappingis f4 : V" — {1,2,...,2"%4} and the above theorem reduces to the following

corollary.

Corollary 2.4. When the source X" is not available to Alice, any achievable triple

(Ra, Re, A) satisfies

Ry

v

H(Y|V),

Rc

v

1(Z;V),

A < I(Y;V)+ HX|U) - HY|D),

for some U € U and V' € V such that P(x,y,z,u,v) = P(z,y,z)P(v|z)P(uly) and
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Ul < |V +1and |V < |Z| +2.

Proof. The proof follows easily from the proof of Theorem In particular, introducing
V= Y"1 K)and U; := (X[,,Y" !, J), we can follow easily the chain of inequalities
given for the equivocation analysis with appropriate modifications. Since now J = f4(Y™"),

we have (X;, Z;) ——Y; —— U,. O

2.3 Yamamoto’s Lossless Source Coding: Uncoded Side Information at Eve

We now turn our focus to the case where there is an eavesdropper, Eve, with perfect access
to the channel from Alice to Bob and also side information £". Unlike in the last section,
in this model the achievable (R4, Rc, A) has not been fully characterized in the case of
X =Y. However, Giindiiz et al. [69] and Probhakaran and Ramchandran [119]] showed
that if R > H(Z), that is uncoded side information is available at Bob, then (R4, A) is an
achievable pairif and only if R4 > H(Y'|Z) and A < max[I(Y; Z|U)—I1(Y; E|U)] where
the maximization is taken over U that satisfies Z7 —o— Y —o— U, thus providing a full
single-letter characterization of the achievable rate-equivocation region. In this section, we
assume coded side information is available at Bob and Eve has uncoded side information
E™, as depicted in Fig.[2.2] In the following, we assume that the Eve’s side information £

forms the Markov chain X" —o— YY" —— E™.

2.3.1 A Converse Result
The achievable (R4, Rc, A) in this model is defined similarly as before with the utility

constraint (2.1)) and the privacy constraint

1
—H(X"|E",J)>A—¢. (2.6)
n
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/"™ — Charlie

K

J .
(X", Y™) — Alice Bob— yn

E™ — Eve

Figure 2.2: Yamamoto’s lossless source coding with eavesdropper having side information.

Before we get to an outer bound for the achievable region of this model, we need to state
the following lemma which is a generalization of identity (2.4) that we used in the proof of
Theorem 2.11
Lemma 2.5. Let (J, X", Y™, E™) be jointly distributed according to P(j,z",y", e"). Then
we can write:
H(X"E",J)— HY"E",J) =Y [H(Xi|E;, U;) — H(Yi| E;, Uy)]
i=1

where U; := (X[, Y"1 E~"J) for each i € [n] and E~" := (E""', E",).

Proof. We can write

0 @ iﬂym Ei;Xin+17Ein+l|J7 Yy Eiil) - [(YiflaEFlSXia EilJ, Xin+17Ein+1)
= ;EY”,E"]J)—H(X”,E"\J)
— Zn:[H(n, EIX! YU ET ) - H(X, By X, YL ET )]
= H(i}zfl’L|E”,J)—H(X”|E”,J)

- Z[H<YZ|EZ’ Xin—l—h Yi_lv E_iv ‘]) - H<XZ|EZ7 Xin—i-lv Yi_la E_iv J)]
i=1
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O goyr|Er, J) — H(XE, J Z (Yi|E:, U;) — H(X;|E:, U,

=

where (a) follows from Ciszar sum identity [87, page 25], and in (b) we used the definition

Theorem 2.6. The set of all achievable triples (R4, Rc, A) for this model when Eve is

provided with side information E" and E™ —o— Y™ —o— X", satisfies

Ry

v

H(Y|V),

Rc

v

1(Z;V),

A

IN

I[(X,Y;V)—I(X,Y;E|\U)+ H(X|E,U) — HY|E,U),

for some U and V' which form (Z,E) —— (X,Y) —— U and (X,Y,E) —o— Z —— V.

Proof. The lower bounds for both R4 and R follow along the same lines as in the proof
of Theorem We shall show the upper bound for the equivocation. We note that since

Bob is required to reconstruct Y losslessly, Fano’s inequality implies that
H(Y™J, K) < ne, 2.7)

for e, — 0 as n — oo. As before, let J = f4(X™, Y") and K = fo(Z").

The upper bound for the equivocation is obtained as follows:

qHx"E" D) Y Hyn e, g Z (X,|E;,U,) — H(Y}|E;, Uy)]
= =YV, K)+I(Y” K|J) - (Y™ E"|J)
+ Z (Xi|Ei, Us) — H(Y;|E;, Uy)]
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—
=
=

< nen + (X" Y™ K|J)— (Y™, E"|J)
+Z (Xi| B, U;) — H(Yi| E;, Uy)]

(c)

< nen + (X" Y™ K) - I(Y"; E") + I(E™; J)

+Z (Xi|E;, Us) — H(Y;|E;, U]

—
=

2 ne, + Z[I(Xi, Vi K, X"LY'"Y = 1Y, X i) + I(Ey J,E™Y)

H(X;|E;,U;) — H(Y;|E;, Uy)]

—~

e) n
nen + > [1(X;, Y5 Vi) — 1Y, X3 Ey) + 1(E; Uy)

=1
+Z (Xi|E;, U;) = H(Y}| E;, Uy)]

= n€n+z (Xi, Y3 Vi) = 1(Y, Xy Ei[U)]

+Z (Xi|Ei, Us) — H(Y;| By, Up)]

—~
=

= ne, +1(Xq, Yo Vo, Q) — (Yo, Xo; EglUg, Q)

H(Xq|Eq,Uq, Q) — H(Yg|Eq, Ug, Q)],

where (a) follows from Lemma[2.5]and (b) is due to (2.7). Since K —o— (X", Y") —o— J
and B" —o— Y™ —— J, we have I(X™, Y™, K|J) < I(X™, Y™ K) and I(Y™; E"|J) =
I(Y™, E™) — I(E™; J) and hence (c) follows. We again used the Markov chain relation
E™ —— Y™ —o— X" in (d). The definition V; := (K, X!, Y""!) and the fact that
I(E;; J,EY) < I(E;U;) are used in (e). Note that since U; —o— (X;,Y;) —— E; we
have in (f) that [(X;,Y;; E;|U;) = I1(X;,Y:; E;) — 1(E;; U;). The proof completes by

introduction of a time sharing random variable () uniformly distributed over {1,2,...,n}
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and independent of (X", Y", Z" E") and letting X = Xo,Y = Yy, E = Ep, V =

Vg, Q) and U = (Ug, Q). N

Remark 2.7. Setting E™ = () and thus removing the eavesdropper’s side information, The-
orem[2.6yields A < I(X,Y; V) + H(X|U) — H(Y|U) and hence Theorem 2.6|subsumes
Theorem 2.11

In the simple case of X = Y, the optimal scheme when coded side information is
available at Bob and E™ = () is proposed in [139] which is shown to resemble the bin-
ning scheme of Wyner in [[152]]. Although, a tight bound for the equivocation when £™ is

available is not yet known, Theorem [2.6] specialized to X =Y, implies

A<I(Y;V) = I(Y; E|U),

for auxiliary random variables U and V' which form Markov chains V' —— Z —o— (Y E)

and U —— Y —— (Z, F).

2.3.2 A Coding Scheme When Bob Has Uncoded Side Information

As a special case, we consider the case where Alice does not see the private source and also
Rc > H(Z) (i.e., Bob has uncoded side information). In this case, Theorem implies

that the best achievable equivocation is upper bounded by

max[I(Y;Z) - I(Y;E\U)+ HX|E,U) - HYY|E,U)],

where the maximization is taken over U which forms the Markov chain relation U —o—
— Y —— (Z,E,X). In the following, we give a simple coding scheme which incurs a

smaller equivocation and is thus suboptimal. In fact, if the above maximization results in a
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U which is independent of Z, then the following coding scheme is optimal. On the other
hand, if the maximization results in a U which is constant, then it implies that Slepian-
Wolf binning is optimal, because if Alice uses Slepian-Wolf binning then the equivocation

isequal to H(X|E) — H(Y|Z), as observed in [119].

Theorem 2.8. When X" is not given to Alice and Bob observes side information Z", then

(Ra, A) which satisfies

A < I(Y;Z|U)= I(Y;E|U) + H(X|E,U) — HY|E, U),

is achievable where the auxiliary random variable U forms the Markov chain

(X,Z,E) —— Y —— U.

Proof. Our scheme is similar to the ones proposed in [69] and [41]. Given Y, we gen-
erate 2"U(Y:U)+4) independent codewords of length n, U (w), w € {1,2,..., 2MU)+e}
according to []_, P(u;). We then uniformly bin all the U™ sequences into 2"/(Y:!)=1(U;2))
bins. Let B(7) be the indices assigned to bin i. There are approximately 2"/(V:%) indices in
each bin. We also uniformly bin Y™ sequences into 2"(#(YIU:2)+<) bing and let C(k) be the
set of sequences Y in bin k. Alice adopts a two-part encoding scheme. Given Y, Alice,
in the first part, looks for a codeword U™ (w) such that (Y, U™(w)) € A}, where A},
denotes the set of all strongly typical (y",u") € Y™ x U™ with respect to the distribution
P(y,u). She then reveals the bin index .J; such that w € B(.J;). In the second part, she
reveals J, such that Y™ € C'(Jy).

Given Ji, Jo and Z", Bob can find, with high probability, U"(w) such that w € B(.J;)

and (U"(w), Z™) € A%. It is then clear from the Slepian-Wolf theorem that Bob can
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recover Y with high probability given U™(w), Z", and J,. The rate of this encoder is
clearly equal to H(Y|U,Z)+ I[(Y;U) - I(U; Z) = H(Y|Z).

The equivocation for this scheme can be found as

H(X"|Jy, Jo, E™) H(X"|J, E") — I(X"; Jo|J1, E™)

> H(X"|U", E") — H(J,)

(a)

> H(X"|U", E") —nH(Y|U,Z)
(®)

> n[H(X|U,E) - H(Y|U,Z)]

n[H(X|E,U)—-H(Y|E,U)+ 1(Y;Z|U) - I(Y; E|U)],

where (a) follow from the fact that .J, is a random variable over a set of size 2" (Y1V:%) and

(b) is proved as follows:

H(X"|U", E") = > Pne)H(X'U" =u", E" =¢")
(um,en)eUn xEn

Pu", e")H(X"|U" =u", E" = ")

(]

(u",e”)ETﬁE

= Z P(un’en) o Z P(xn‘un7en)log(P($n|un’€n))
(um,em)eT} L z"heAn

v
3
<
\.3
Q)
Z

_ Z P(z"|u", e") log(P(z"|u", e"))

x”GT)’;“un’en

(e)

> n(H(Y|U,E) — 0,) Z P(u",e") Z P(z"|u™, e")
(u”,e”)e’TI}E :c”GT)’(Llunyen

= n(H<Y|U7 E) - 6“) Z P(un7 en) [Pr{(unv €n7Xn) € T)?|u",e"}}
(u”,e")ET[}fE

(d)

> n(H(Y|U,E) = 6,)(1 — dy,),
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where 77}, denotes the set of typical sequences (u", e™) and (c) is due to the property of
typical sequences; in particular for typical 2™ sequence with respect to P(x™|u", e") for
(u",e") € Ty we have P(z"|u, e”) < 27 (HAXITE=M) for 6, — 0asn — oc.
We invoked Markov lemma [87, Lemma 12.1] in (d) to conclude that for the Markov
chain relation (X, ) —o— Y —o— U we have (z",y",e",u") € T¢ypy and hence
Pr{(u",e", X") € T} x} > 1 — 0, for each pair (u",e") € (u",e") € T}y and 6, — 0

asn — o0. O]

2.4 Concluding Remarks

Having combined the idea of compression of private and non-private sources of Yamamoto
[155] with secure source coding problem (e.g. [69], [139] and [119]), we introduced a
lossless source coding problem in which, given a two-dimensional source (X", Y"), the
encoder must compress the source into an index .J with rate R4 such that the receiver re-
covers Y losslessly and simultaneously reveals only little information about X™. This
model differs from typical information-theoretic secrecy models in that the utility and pri-
vacy constraints are defined for two different sources and thus provides a more general
utility-equivocation tradeoff.

We gave converse results for compression rates and also the information leakage rate
(or equivocation) which reduce to known results in the special case of X = Y. In particular,
with this simplifying assumption, Theorem and Theorem [2.8|reduce to [139, Theorem
1] and [69, Corollary 3.2].

However, it is not clear at the moment that the bounds are tight in general. Constructing
an achievability scheme for the most general case (i.e., the setting of Theorem [2.6)) is the

subject of our future studies.
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Chapter 3

Information Extraction Under an Information-Theoretic

Privacy Constraint: Discrete Case

3.1 Overview and Motivation

With the emergence of user-customized services, there is an increasing desire to balance
between the need to share data and the need to protect sensitive and private information.
For example, individuals who join a social network are asked to provide information about
themselves which might compromise their privacy. However, they agree to do so, to some
extent, in order to benefit from the customized services such as recommendations and per-
sonalized searches. Hence, each user needs to make a balance between the benefit he
receives from the customized services and the level of privacy they wish to maintain. As
another example, suppose a software company wants to gather statistical information on
how people use its software. Since many users might have used the software to handle
some personal or sensitive information -for example, a browser for anonymous web surf-
ing or a financial management software- they may not want to share their data with the
company. On the other hand, the company cannot legally collect the raw data either, so

it needs to entice its users. In all these situations, a tradeoff in a conflict between utility
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advantage and privacy breach is required and the question is how to achieve this tradeoff.
For example, how can a company collect high-quality aggregate information about users
while strongly guaranteeing to its users that it is not storing user-specific information?

To deal with such privacy considerations, Warner [145]] proposed the randomized re-
sponse model| in which each individual user randomizes his own data using a local ran-
domizer (i.e., a noisy channel) before sharing the data to an untrusted data collector to be
aggregated. As opposed to conditional security, e.g. [25 145, [125], the randomized re-
sponse model assumes no limit on the computational capability of the adversary and thus it
provides unconditional privacy. This model, in which the control of private data remains in
the users’ hands, has recently regained attention after Warner within the information theory
[79, 183,116,126, 127] and the computer science communities [47, [82].

There have been several studies on the tradeoff between privacy and utility for differ-
ent examples of randomized response models with different choices of utility and privacy
measures. For instance, Duchi et al. [47] studied the optimal e-locally differentially private
mechanism (defined in Section[[.2) M : X — Z which minimizes the risk of estimation of
a parameter 0 related to Px. Kairouz et al. [82]] studied an optimal e-locally differentially
private mechanism in the sense of mutual information, where an individual would like to
release an e-locally differentially private version Z of X that preserves as much informa-
tion about X as possible. Calmon et al. [32] proposed a novel privacy measure (which
includes maximal correlation and chi-square correlation) between X and Z and studied the
optimal privacy mechanism (according to their privacy measure) which minimizes the error
probability Pr(X (Z) # X) for any estimator X : Z — X.

In all above examples of randomized response models, given a private source, denoted

by X, the mechanism generates Z which can be publicly displayed without breaching the

IFor obvious reasons, this model is recently referred to as the local privacy model [47).
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desired privacy level. However, in a more realistic model of privacy, we can assume that
for any given private data X, nature generates Y, via a fixed channel Pyx (See Fig. [L.T).
Now we aim to release a public display Z of Y such that the amount of information in
Y is preserved as much as possible while Z satisfies a privacy constraint with respect to
X. To motivate this model, consider two communicating agents Alice and Bob. Alice
possesses Y and ultimately wants to reveal it to Bob in order to receive a payoff. However,
she is worried about her private data, represented by X, which is correlated with Y. For
instance, X might represent her precise location and Y represents measurement of traffic
load of a route she has taken. She wants to reveal these measurements to an online road
monitoring system to receive some utility. However, she does not want to reveal too much
information about her exact location. In such situations, utility is measured with respect
to Y and privacy is measured with respect to X. Our goal is to characterize the maximum
payoff that Alice can get from Bob (by revealing Z to him) without compromising her
privacy. Thus, it is of interest to characterize such competing objectives in the form of
a quantitative tradeoff. Such a characterization provides a controllable balance between

utility and privacy.

3.2 Main Contributions

The main contributions of this chapter are as follows:

e Using mutual information as a measure of both utility and privacy, we formulate the
corresponding utility-privacy tradeoff for discrete random variables X and Y via the
rate-privacy function, g(Pxy, -). If g(Pxy, €) = R, then mutual information I(Y; Z)
is maximally equal to R among all channels Py satisfying I(X; Z) < . We obtain
a necessary and sufficient condition for g( Pxy,0) = 0. Assuming this property, we
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show that

. g(Pxy,¢) 1(Y;2)

lim =222 — 3.1

a0 ¢ rpysy 2 1(X; Z) G-
I1(X;2)>0

which establishes a connection between g(Pxy, <) and a “reverse” notion of strong
data processing inequality [4, 10, [11]. This connection is recently studied in [31] to
mirror all the results of [[10] in the context of privacy. In Chapter @ we derive some

results for continuous random variables which accentuate this connection.

e Inspired by (3.1]), we focus on the rate of increase ¢'(Pxy,0) of g(Pxy,¢) ate = 0
and show that this rate characterizes the behavior of g( Pxy, €) for any ¢ > 0 provided

that g(Pxy,0) = 0. In particular, we show that

, —log Py (y)
9 (Pxr,0) 2 ma 5 Py ()

which leads to a lower bound to the reverse strong data processing coefficient in (3. 1)).

The same connection can be established for the strong data processing inequality
[10L11]]. Letting
I'(R) := max I(X;2),

PZlY:X+Y+Z
I(Y;Z)<R

one can easily show that

: . I'(R) I(X;Z)
r'(0) = lim —=* =
(0) = Hmy =2 . 1Y Z)

and hence the rate of increase of I'(R) at R = 0 characterizes the strong data pro-

cessing coefficient. Note that here we have always 1'(0) = 0.

e We derive lower and upper bounds of g( Pxy, €) for any ¢ in its domain. In particular,
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> ceH(Y)

we show that g(Pxy,¢) > TX7)"

We then obtain conditions on Pxy such that this

bound is tight. For example, we show that if the channel from Y to X satisfies a cer-

ceH(Y)

tain notion of symmetry, then g(Pxy,¢) = XY

, if and only if Y ~ Bernoulli(3).

This now implies that in this case, we have

We also show that g(Pxy,c) < H(Y|X) + &, where the equality holds if Y is an

erased version of X, or equivalently, Py|x is an erasure channel.

e We propose an information-theoretic setting, the so-called “dependence dilution”
coding problem, in which g(Pxy, -) appears as a natural upper-bound for the achiev-
able rate. Specifically, we examine the joint-encoder version of an amplification-
masking tradeoff, a setting recently introduced by Courtade [36], and we show that

the dual of g(Pxy, -) upper bounds the masking rate.

3.3 Problem Formulation

Consider two random variables X and Y, defined over alphabets X = [M] and Y = [N],
respectively, with a fixed joint distribution Pxy = P. Let X represent the private data
and let Y be the observable data, correlated with X and generated by the channel Py|x
predefined by nature, which we call the observation channel. Suppose that there exists a
channel Pzy such that Z, the displayed data made available to public users, has a small
mutual information with X. Such a channel is called the privacy filter. This setup is shown
in Fig. The objective is then to find a privacy filter which gives rise to the highest

mutual information between Y and Z. To quantify this goal, we introduce the rate-privacy
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functiorf]as

g(P,e) = sup I(Y;Z), (3.2)
Py 1y €D:(P)
where
D.(P):={Pzy : X ——Y —— Z I(X;Z) < €}. 3.3)

Equivalently, we refer to g(P,¢) as the privacy-constrained information extraction func-
tion, as Z can be thought of as the extracted information from Y under privacy constraint
I(X;7) <e.

Note that by the Markov condition X —— Y —o— Z, we can always restrict ¢ > 0
toonly 0 < e < I(X;Y), because by the data processing inequality we have [(X; 7Z) <
I(X;Y) and hence for ¢ > I(X;Y") the privacy constraint is always satisfied by setting
Z =Y, which yields g(P,e) = H(Y). Note also that using the Support Lemma [40, 87],
one can readily show that it suffices to consider the random variable Z that is supported on
an alphabet Z with cardinality |Z| < N + 1. Moreover, the continuity of Py — I(X; 2)
implies that D, (P) is compact, and hence the supremum in is indeed a maximum. We
will show later that (P, -) is concave and strictly increasing on [0, /(X; Y)] and hence the
continuity of I(Y’; Z) and I(X; Z) in Py implies that the feasible set D.(P) in (3.2)) can
be replaced by {Pzy : X —— Y —o— Z,I(X;Z) = e}. For the sake of brevity, we
denote g(P, ) by g(¢) when this does not cause confusion.

A dual representation of g(¢), the so called Privacy Funnel, is introduced in [105] and

[31] as the least information leakage about X such that the communication rate is greater

2Since mutual information is adopted for utility, the privacy-utility tradeoff characterizes the optimal
rate for a given privacy level, where rate indicates the precision of the displayed data Z with respect to the
observable data Y for a privacy filter, which suggests the name.
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Figure 3.1: The region of g(¢) in terms of =y ~ vy specified by (3.5)), where the upper and lower

bounds are straight lines of slopes ()g Y)) and 1, respectively.

than a positive constant, i.e.,

t(P,R) = PZlY;)EnEY+z I1(X; 7). (3.4
I(Y;Z)>R

Note that (P, R) = ¢ if and only if g(¢) = R for R,e > 0 and also ¢(0) = max{R :
t(P, R) = 0}.

3.4 Properties

Given €; < &, and a joint distribution P, we have D., (P) C D.,(P), thus g(-) is non-
decreasing, i.e., g(e1) < g(e2). Using a similar technique as in [132, Lemma 1], Calmon
et al. [31] showed that the mapping R — * ) is non-decreasing for R > 0. This, in fact,

‘)

implies that ¢ — % is non-increasing for € > 0. This observation leads to a lower bound

for the rate-privacy function g(¢) as described in the following lemma which demonstrates

the possible range of the map € > g(¢) is as depicted in Fig.

Lemma 3.1 ([31]). The mapping ¢ — @ is non-increasing on (0,00). Moreover, g(¢)
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X — Pyx — Y Zs

(&

Figure 3.2: Privacy filter that achieves the lower bound in (3.5]) where Z;s is the output of an erasure
privacy filter with erasure probability specified in (3.6)).

lies between two straight lines as follows:

< g(e) S HY]X) +e, (3.5)

fore € (0,1(X;Y)).

Although the proof of the bounds in (3.5) is given in [31]], in the following we give
an insightful and conceptual proof of the lower bound. Consider a simple erasure channel
Ws : Y — Zs, shown in Fig. with erasure probability 0 < ¢ < 1. It is easy to
see that I(X; Zs) = 61(X;Y) and I(Y; Zs) = 6H(Y) and consequently W5 € D, (P) if
5 = Trxy- Hence for this particular choice of 9, we have g(¢) = I(Y; Z5) = SH(Y)

which proves the lower bound in (3.5). This observation shows that the lower bound in

(3.3) is achieved by Wj, illustrated in Fig. with the erasure probability

3

0=1- X))

(3.6)

We next show that ¢ — ¢(¢) is concave and continuous.

Lemma 3.2. The mapping € — g(¢) is concave.
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Proof. Tt suffices to show that for any 0 < g1 < €3 < g3 < I(X;Y"), we have

g(es) —gle1) _ g(ea) — gler)

< ; (3.7)
€3 — &1 €2 — &1
which, in turn, is equivalent to
€9 — € €3 — €
( 2 1) g(es) + ( 3 2) g(e1) < glea). (3.8)
€3 — €1 €3 —¢&1

Let Pz y : Y — Z; and Pg,y : Y — Z3 be two optimal privacy filters in D, (P) and
D.,(P) with disjoint output alphabets Z; and Z3, respectively. We introduce an auxiliary
binary random variable U ~ Bernoulli(A), independent of (X,Y’), where A := 2= and
define the following random privacy filter Pz, y: We pick Pz,y if U = 1 and Pz, )y if
U = 0, and let Z) be the output of this random channel which takes values in Z; U Zj3.

Note that (X,Y) —o— Z, —o— U. Then we have
(X5 25) = I(X; 25, U) = I(X; Z)|U) = M(X; Zs) + (1 = M) I(X; Z1) < 3,
which implies that P,y € D, (P). On the other hand, we have

g(e2) 2 I(Y;2y) = I(Y;2\,U) = I(Y; Z)|U) = M(Y; Z3) + (1 = N)I(Y; Z1),
— (52_81)953()(;3/)—1—(83_82>g51(X;Y)

€3 — &1 €3 — &1

which, according to (3.8)), completes the proof. O

Remark 3.3. By the concavity of € — g¢(¢), we can show that g(¢) is a strictly increasing

function of ¢ < I(X;Y'). To see this, assume there exists ¢; < e2 < I(X;Y') such that
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g(e1) = g(e2). Since € — g(¢) is concave, then it follows that for all € > £, g(g) = g(e2)
and since fore = I(X;Y), g(I(X;Y)) = H(Y), it implies that for any £ > &5, we must
have g(¢) = H(Y') which contradicts the upper bound shown in (3.5).

The following is a direct implication of Lemma 3.2
Corollary 3.4. The mapping € — g(¢) is continuous for € > 0.

Remark 3.5. Using the concavity of the map € — ¢(¢), we can provide an alternative proof

for the lower bound in (3.5). Note that point (/(X;Y’), H(Y)) is on the curve g(-), and

H(Y)

hence by concavity, the straight line € — S o9l lies below the lower convex envelop of
g(g), i.e., the chord connecting (0, ¢(0)) to (/(X;Y), H(Y)), and hence g(¢) > 5%.

In fact, this chord yields a better lower bound for g(¢) one € [0, [(X;Y] as

ixy) 90 {1 - I(X;Y)] ’ G2

which reduces to the lower bound in (3.3)) only if g(0) = 0.

3.5 Geometric Interpretation of g(¢)

Witsenhausen and Wyner [147] generalized Mrs. Gerber’s Lemma [[153]]. In what follows,
we describe their model, briefly illustrate their approach, and then we connect this approach

to g(¢). Before we describe their model, we need the following theorem.

Theorem 3.6 (Dubin’s Theorem [46]). If C is a compact and convex subset of a finite
dimensionaf] vector space V' and C' is the intersection of C with k hyperplanes, then every

extreme point of C' can be written as a convex combination of (k + 1) extreme points of C.

3The original proof in [46] assumed general vector spaces and a linearly bounded and linearly closed
convex set C, see [146] for more details.
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Given (X,Y’) ~ P with marginals px and qy over X = [M] and ) = [N], respectively,
let the (backward) channel from Y to X be denoted by T. The main question studied in

[147] is to characterize Fr(qy, - ) : [0, H(Y)] — [0, H(X)], defined as

Fr(qy,A4) = min H(X\|Z). (3.10)

PZ‘Y:X+Y_°_Z’
H(Y|Z)>A

As before, the Support Lemma implies that it is sufficient to consider Z supported
over Z with cardinality |Z| = N + 1. Now consider S C R¥*! given by S =
{(q9,H(q), H(Tq)x)) : 9 € Py}, where (Tq)x € Py is the marginal distribution of
X when Y ~ q. Clearly, setting g = qy, we have H(q) = H(Y) and H((Tq)x) =
H(X). Let C be the convex hull of S. By definition, any point in C can be written
as SN (s, H(q), H((Tqi)x)), where S5V 0, = 1, w; > 0, and q; € Py for

i € [N + 1]. Consequently, C can be written as
C={(a, HY'|2),H(X"'|Z)) : Y ~q, X' ~ (Tq)x, P7(i) = wi, Pyz(-li) = q;,i € [N + 1]} .
Clearly, we have (X', Y”’) ~ P if and only if ¢ = qy. We have

Fr(ay,4) =min {n: (qv,4A,n) € C} =min {n: (4,n) € Cv}, (3.11)

where Cy := C N {q = qy}. This implies that the graph of Fr(qy,-) coincides with the
lower boundary of the convex set Cy and thus it is convex (more specifically, Fr(qy, 4) is
jointly convex in (qy, A)).

We note that Cy is the intersection of C with a plane described by {q = qy }, which can

be viewed as an intersection of (N — 1) hyperplanes. Therefore, Dubin’s Theorem can
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be invoked to show that the extreme points of Cy can be written as convex combinations of
at most N points of S. Consequently, if Fr(qy,-) is strictly convex, all points of its graph
are extreme points of Cy, and hence Fr(qy, A) is achievable by Z with |Z] < N.
To evaluate Fr(qy, A), Witsenhausen and Wyner suggested to study its conjugate func-
tion F5(qy, -) : R — R, defined as
Fi(qy,A) = ogAHgII(Y) Fr(qy,A) = XA =min{n — \A: (4A,n) € Cy}

=min{n — A\A: (qv,4,n) € C}. (3.12)

It is worth noting that F}(qy, A\) determines a support line of slope A € R for Cy, or
equivalently, the line Az + F¥(qy, A) is a support line of slope \ for the graph of Fr(qy, -).

This observation implies that Fr(qy, A) can be recovered from Fy as
Fr(qy, 4) = max[Fr(ay, A) + A4]. (3.13)

Since Fr(qy,-) is increasing, we can assume A € RT in (3.13). On the other hand, the
data processing inequality shows that Fr(qy,A) > A+ H(X) — H(Y), and thus, a line
of slope 1 supports the graph of Fr(qy, -) at point A = H(Y). This in turn implies that we
can, without loss of generality, assume that A < 1 in (3.13).

As suggested by (3.13), in order to characterize Fy(qy,4), it is sufficient to char-
acterize 5(qy, ). To this end, suppose A € [0,1] is fixed and consider the mapping
(-, A) : Py — R, given by

¢(q,\) = H((Tq)x) — AH(q). (3.14)
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Let S, be the graph of ¢, i.e.,

Sy ={(a,¢(q,A) :q € Py} = {(a,n — Q) : (q,4,n) € S},

and let C, be its convex hull. Clearly, C, = {(q,7 — A\A) : (q,4,n) € C}. It follows
from (3.12) that F5(-, \) can be viewed as the lower boundary of C,, and thus, as the lower
convex envelope of ¢(-, A).

Hence, if for some A, the pair (qy, F5(qy, A)) can be written as a convex combination
of the points (q;, ¢(q;,A)) € Sy, @ € [k] for some & > 2 and weights w; > 0 (i.e.,
Zle w; = 1), then qy = Zle w;q; and the random variable Z, defined by Pz (i) = w;
and Py z(:|i) = q;, attains the minimum of H(X|Z) — AH(Y'|Z). Therefore, the point
<Zf:1 w;H (q,), Zle wiH((Tq,) X)) lies on the lower boundary of Cy which implies that
Fr(qy,z) = Zle wiH((Tq;)x) for z = S w;H(q;) and qy = Zle w;q;, and that the
graph of the function Fr(qy, -) at this point has a support line of slope .

If, on the other hand, F5(qy, A) coincides with ¢(qy, A) for some A, then we have that:
(i) the line A\x + F¥(qy,A\) = H(X) — M H(Y) — x) supports the graph of Fr(qy,-) at
x = H(Y') and (ii) the minimum H (X|Z) — AH(X|Z) is attained by a constant 7.

In summary, Witsenhausen and Wyner [[147] concluded that "all the information about
the shape of I is contained in the restriction of FT to its domain on which it differs from

¢”. Hence, the procedure to characterize Fr(q, A) is as follows: (see [147, Thm 4.1])
e Fix 0 < A < 1 and compute the lower convex envelope of ¢ (-, A) (i.e., F5(-, A)),

e If a point of the graph of F3(-, \) can be written as a convex combination of ¢(q;, \)
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with weights w;, i € [k] for some k > 2, then

Fr (Z WiqiaZWiH(qi)> = Z%H((qu‘)x)-

e If, for some ), the function F5(qy, A) coincides with ¢(qy, A), then this corresponds

to a line of slope A supporting the graph of Fr(qy, ) at its endpoint A = H(qy ).

If T = BSC(«), then characterizing Fr(qy, -) is equivalent to the so-called Mrs. Gerber’s
Lemma [153]. Thus, this approach gives an easier proof for Mrs. Gerber’s Lemma, see
[147, TV.A], than the original one given in [153]]. Witsenhausen and Wyner also examined
T = BEC(6) and also T = Z(3) and obtained closed form expressions for Fr(qy, 4) in
these cases.

It is important to mention that a subtle crucial assumption in the above analysis is that
the channels from Z to Y and from Y to X (i.e, T) are independent. However, constraining
I(X;Z) < € makes Py|; depend on T and hence g(¢) cannot be analyzed using a similar
technique as above. However, if we instead look at ¢(P, R), the dual representation of g(¢)
given in (3.4), then we can use the above argument to obtain a geometric interpretation
of g(¢). First, note that ¢(P,-) is strictly increasing on (0, H(Y")) and convex] and also
t(P, R) = ¢ if and only if g(¢) = R. Consequently, ¢(P, -) is strictly convex if and only if
e — g(e) is strictly concave.

We clearly have

t(P,R) = H(X)- max H(X|Z)

Pyly:X——Y -2,
H(Y|Z)<H(Y)—R

= H(X)—max{n: (qv,4,n) € C}

4This can easily be shown using a similar argument as in the proof of Lemma
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= H(X) - Gr(ay, A), (3.15)

where A := H(Y') — R. Therefore, the graph of Gt(qy, -) is the upper boundary of Cy
(and thus it is concave which provides an alternative proof for the concavity of € — ¢(¢)).
This analogy between Fr(qy, A) and Gt(qy, A) allows us to invoke Dubin’s theorem, the
same way as Witsenhausen and Wyner did in [147], to conclude that if G1(qy, -) is strictly
concave, or equivalently, if ¢ is strictly concave, then ¢ is achieved by Z with |Z| < N. It
is important, however, to mention that g is not in general strictly concave, see for example
Lemma [3.36] We obtain a sufficient condition that ¢ is not strictly concave for a large
family of channels T in the next section.

Recall that the graphs of Fr(qy, -) and G1(qy, -) are the lower and upper boundaries of
the compact and convex set Cy, respectively. Hence similar to [147], we evaluate Gt using

its conjugate function G3. We define G5(qy, - ) : R — R as

Gx(qy, \) = pax [Gt(qy, Q) — AA] =max{n —AA: (A,n) €Cy}. (3.16)

Note that G%*(qy, -) determines a line of slope A € R supporting Cy from above, or
equivalently, the line Az 4+ G%(qy, A) is a support line of slope A for the graph of Gr(qy, -).

This observation implies that Gt(qy, A) can be recovered from G* as
Gr(ay, A) = min [GT(ay, ) + AA]. (3.17)

Since G1(qy, -) is increasing, we can assume A € R™ in (3.17). It can be shown that, for
a fixed A, the graph of G% (-, \) constitutes the upper boundary of C,. Thus, the graph of
G% (-, A) coincides with the upper concave envelope of ¢(-, \), defined in (3.14). Hence,
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we can have the following steps to evaluateE] Gr(qy,-):
e Fix A\ > 0 and compute the upper concave envelope of ¢(-, A)(i.e., G5(-, \)),

e If a point of the graph of G% (-, \) can be written as a convex combination of ¢(q;, \)

with weights w;, i € [k] for some k > 2, then

b k k
Gt (Z wz‘Qi;Z%H(qZ‘)> =Y wH((Ta:)x). (3.18)
=1 1=1 =1

e If, for some q and ), the function G%(q, \) coincides with ¢(q, A), then this corre-

sponds to a support line of slope \ at the point A = H(q).

This observation allows us to derive a closed form expression for Gt(qy,-) when T =

BEC(4) and qy = Bernoulli(g) with 0 < ¢ < 3.

Theorem 3.7. Let T = BEC(0) and qy = Bernoulli(q) with0 < g < 3. Then Gt(ay, A) =
hp(8) 4+ 0A for 0 < A < hy(q) and

for any £ < 5hy(q).

Proof. Fix q = Bernoulli(r) and A > 0. In this case, ¢(q, \) and G%*(q, \) are functions of
r, thus we denote them by ¢(r, \) and G%(r, \), respectively. We have ¢(r, \) = hy(0) +
(6 — A)hy(r). Thus, ¢(-, \) is concave for A < § and convex for A > 4. Letting G= (g, \)
denote G*%(qy, A), we can write G%(q, \) = ¢(q, A) for A < §, and G%(q, \) = hy(9) for

>The duality between Fr and Gt was first observed by F. P. Calmon (flavio@seas.harvard.edu) and led to
(L8]]
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A > 4. In light of (3.17)), we conclude that
Gt(q,4) = Gr(qy, 4) = min{GF(q,\) + NA: X\ > 0}.

Focusing on the domain of G% on which it differs from ¢, we have that
minysj [ho(0) + AA] = hy(6) + dA. Hence, G1(g, A) = hy(8) + A for 0 < A < hy(q).

This then implies that
t(P,R) = H(X) — Gv(q. hw(q) — R) = OR,
and consequently g(e) = $ fore < I(X;Y) = 6hp(q). O
The next theorem provides the values of G1(qy, A) for0 < A < H(Y) when T =

BSC(w) and qy = Bernoulli(g) with 0 < o, ¢ < 3.
Theorem 3.8. ﬂLet T = BSC(a) with 0 < oo < £ and qy = Bernoulli(q) with 0 < ¢ < 3.
Let also G .= {(A,Gt(qy,4)) : 0 < A< H(Y)}. Then we have,

G = {(whb <g> , why <€ * oz) —|—c?)hb(a)> 0<w<1, 2= max{w,2q}}.

z

Proof. As before, fix g = Bernoulli(r) and A > 0. In this case, ¢(q,\) and G%(q, \)
are functions of r, thus we denote them by ¢(r, ) and G%(r, \), respectively. We have
¢(r,\) = hp(a * 1) — Ahp(r). It can be verified that ¢(-, \) is convex for A > (1 —
2a)? and G%(r,\) = hp(a). For 0 < A < (1 — 2a)?, the map ¢(-, \) is concave on an
interval symmetric about 7 = 1 and convex elsewhere. Moreover, ¢(r,A) < ¢(3,\) on

the region of concavity. Thus, if ¢(3, ) < hy(c), then G%(r, \) is a convex combination

%This theorem was proved in collaboration with F. P. Calmon (flavio @seas.harvard.edu) [18].
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of (0,¢(0,))) and (1,¢(1, X)) and then again G%(r,\) = hy(a). If ¢(3,A) > hp(w),

then by definition of upper concave envelope there must exists 7\ € [r, %) when r < %
(resp. 7y € [r,1) when r > 1) such that (r, G%(r,\)) € C, can be written as a convex
combination of (0, (0, A)) and (7, ¢(rx, A)) (resp. (7x, d(7r, A)) and (0, ¢(0, A))). Since

by assumption ¢ < 1, we obtain from (3:18) that
G1(q, chp(0) + chp(ry)) = chp(a * 0) + chp(a * 1), (3.19)

where 0 < ¢ < 1 and @0 + cry = ¢. Consequently, we can write Gt(q,why(2)) =
wh(a) + why(o * L), where w == L for g < 7\ < :. Finally, if ¢(,\) = hy(a), then
(r,G%(r,\)) € C, for any r can be written as a convex combination of points (0, ¢(0, \)),

(3,9(3,A)), and (1,¢(1, \)). Thus, from (3-I8) we obtain
1 1
GT(q, Clhb(0)+02hb (§> +63hb(1)) = Clhb(oz*O)—{-Cghb <a * 5) +63hb(0é*1), (320)

where 0 < ¢; < 1,1 < ¢ < 3, Z?=1 ¢ = 1, and ¢;0 + 02% + c31 = q. Consequently,

we obtain G1(q,w) = why(a) + w where w = ¢y < 2¢. Combining (3.19) and (3.20), the

result follows. ]

Given G in this theorem, one can characterize the set {(R,¢(P,R)) : 0 < R < H(Y)}

by {(ho(q) — A, hp(g*xa) —n) : (A,n) € G}. Y ~ Bernoulli(}) and T = BSC(w), then

Theorem 3.8 implies that Gr(ay, 4) = hu(@) + A(1 — hy()) and hence g(¢) = 175
for any ¢ < 1 — hy(«). We will show in Section that g(e) = vy When Y ~

Bernoulli(1) and T is any binary input symmetric output channel, which includes BEC(6)
and BSC(«), and thus generalize Theorems [3.7]and [3.8] for the uniform case.
We will generalize this technique to study similar problems for maximal correlation
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and Arimoto’s conditional entropy in Chapters 5| and [6] respectively.

3.6 Non-Trivial Filters For Perfect Privacy

As it becomes clear later, requiring that g(0) = 0 is a useful assumption for the analysis of
g(e). Thus, it is crucial to find a necessary and sufficient condition on the joint distribution
P under which ¢(0) = 0. When this holds, we say that perfect privacy implies trivial utility.

This problem is studied in two different cases: (1) when Y is a scalar random variable
and (ii) when n i.i.d. copies Y7, ..., Y, are available and we require ¢ — 0 as n — oo (i.e.,

asymptotic perfect privacy).

3.6.1 Scalar Case

Assuming (X, Y') ~ P is given, we obtain a necessary and sufficient condition on P under

which g(0) > 0. To do this, we need the following definition.

Definition 3.9 ([24]). The random variable X is said to be weakly independent of Y if the
rows of the transition matrix Px\y, i.e., the set of vectors { Px|y (:|y), y € Y}, are linearly

dependent.
Theorem 3.10. We have g(0) > 0 if and only if X is weakly independent of Y.

Proof. = direction:
The fact that g(0) > 0 implies that there exists a random variable Z over an alphabet Z
such that the Markov condition X —o— Y —— Z is satisfied and Z_lL X while /(Y; Z) >

0. Hence, for any z; and 2, in Z, we must have Py|z(z|21) = Px|z(x|2;) forall z € X,
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which implies that

> Py (ly)Prizlylz) = Y Pxy(ely) Priz(ylz)

yey yey

and hence

> Py (@ly) [Priz(yl1) — Priz(ylz2)] = 0.

yey
Since Y is not independent of Z, there exist z; and 2, such that Py 7 (y|z1) # Pyiz(y|22)
and hence the above shows that the set of vectors Pxy (-|y), y € ) is linearly dependent.
<« direction:
Berger and Yeung [24, Appendix II], in a completely different context, showed that
if X is weakly independent of Y, one can always construct a binary random variable Z

correlated with Y which satisfies X —o— Y —o— Z and X Il Z, and thus ¢(0) > 0. O

Remark 3.11. Theorem first appeared in [13]. However, Calmon et al. [31], in the
study of the Privacy Funnel £(P, R), showed an equivalent necessary and sufficient condi-
tion for the non-trivial utility in case of perfect privacy. In fact, they showed that for a given
P, one can always generate Z such that [(X;2Z) =0,1(Y;Z) >0and X —o— Y —— Z,
or equivalently g(0) > 0, if and only if the smallest singular value of the conditional ex-
pectation operator f — E[f(X)|Y] is zero. This condition can, in fact, be shown to be

equivalent to X being weakly independent of Y.

Remark 3.12. Recalling that X = [M] and Y = [N], it is clear from Definition [3.9] that X
is weakly independent of Y if V > M. Hence, Theorem implies that g(0) > 0if Y

has strictly larger alphabet than X.

In light of the above remark, in the most common case N = M, one might have ¢(0) =

0, which corresponds to the most conservative scenario as no privacy leakage implies no
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broadcasting of observable data. In such cases, the rate of increase of g(¢) at ¢ = 0, that
is ¢'(0) == L g(e)|.—0, which corresponds to the initial efficiency of privacy-constrained
information extraction, proves to be very important in characterizing the behavior of g(¢)
for all £ > 0. This is because, for example, by concavity of ¢ — g(e), the slope of g(¢) is

maximized at € = 0 and so

4(0) = lim gle) _ 9o

)
e—=0 € e>0 €&

and hence g(¢) < £¢'(0) for all ¢ < I(X;Y). Also the lower bound in (3.5)) implies that

g'(0) > I?X(—};,)) for any pair of discrete random variables (X, Y).
It is easy to show that X is weakly independent of binary Y if and only if X and Y are

independent, thus the following corollary immediately follows.

Corollary 3.13. Let Y be a non-constant binary random variable correlated with X. Then

g(0) = 0.

The following examples show that if Py is an erasure channel (even binary erasure

channel) then ¢(0) > 0.

Example 3.14. Suppose X ~ Bernoulli(p) for 0 < p < i and Pyx = BEC(d), ie.,
Py|x(xz|x) = 1 — 0 and Py |x(e|lr) = 6 for x € {0, 1}, where e denotes the erasure. Let
Z =1whenY € {0,1} and Z = 0 when Y = e. It is clear to see that Z ~ Bernoulli(9)
and hence I(Y'; Z) = hy,(9). On the other hand, Py x(2]0) = Pz x(z|1) and hence Z 1L X.

Note that H (Y| X) = hy(6), thus according to the upper bound in (3.3), g(0) = hy(9).

Example 3.15. A discrete memoryless channel W with input and output alphabets X and
Y, respectively, is called generalized erasure if ) can be decomposed as )y U )V such that

W(y|z) does not depend on = whenever y € ). Suppose [Vo| = k and p) = Py(j),
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j € Y. Using the similar argument as Example it is straightforward to show that

9(0) = H (ph, ... ph 1= S0, ).

3.6.2 Vector Case

Next, we study the same problem in the vector case, i.e., what is a condition on the joint
distribution for which ¢(0) > 0, when n i.i.d. copies of Y are available? More precisely, let
Pyx(+|x) be the distribution over ) induced by x € X and Y3, ..., Y, be n i.i.d. samples
drawn from the parametric distribution Py |x(-|X), where the parameter X has prior px.

Let the simplified version g, () of the rate-privacy function be defined as

gn(e) = sup  H(f(Y")), (3.21)

frI(f(Y");X)<e

where the maximization is taken over deterministic function f : )" — Z such that the
privacy constraint /(f(Y™); X) < ¢ is satisfied. The next theorem gives an asymptotic

lower bound for the normalized X g, (¢) in the limit when £ — 0.

Theorem 3.16. For any pair of discrete random variables (X,Y) ~ P, we have

1
lim lim ~g,(c) > HZ(V|X),

e—>0n—oco N
where H? (Y| X) = min,ex mingey (— log Py|x(y|z)) .

For the proof, we need the following lemma which relates the difference of the entropies

of two distributions P and () supported over a set U/ with their total variational distance

TV(P,Q) = ,cy |P(u) — Qu)].
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Lemma 3.17 ([40]). If P and () are two distributions with total variational distance

TV(P,Q), then
|H(P) = H(Q)| < TV(P, Q) log(|X| = 1) + hu(TV(P, Q)).

The lemma implies that there exists a function § : R™ — R* such that 6(¢) — 0 as
e —0and |H(P) — H(Q)| < d(TV(P,Q)). Note that assuming P = P and Q) = pxqy,
then this lemma exhibits an upper bound for 7(X;Y) in terms of TV(P, Q). Now we are

in position to give the proof of the theorem.

Proof of Theorem[3.16] Recall that [X| = M. Let PI(y") = Pynxy"lr;) =
[Ts_1 Pyix(yx|z;) be the distribution over Y™ that each x;, j € [M] induces. Given these
M distributions, we construct nearly equiprobable bins K7'(i) C Y™ for i € [2"], (with r

to be determined later), such that P/"(K7'(i)) = }_ P"(y™) is close to 27" for each

yneK} (i) " J
j € [M]and i € [2"]. Let U" denote the uniform distribution over {0, 1}".

Recalling the definition of H* (Y| X), we can write
n(,n —nHZ (Y|X :
Pi(y") <27=00 e (M. (3.22)

We start the construction of the bins K7'(1), K7(2),. .., K} (J;), for each j € [M], where
J; < 2" — 1 is the number of bins for each j. The first bin is constructed as follows. We
agglomerate the minimal number of mass points of " into K ]”(1) as needed to make sure

PrEN(1) > 27 =27, (3.23)
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for some s < nH’ (Y|X). This together with (3.22) shows that

PMKT(1) <277 —27% + 27010, (3.24)

which can be simplified as

Pr(KM(1) <27, (3.25)

because s < nH* (Y|X).

Once condition (3.23)) is met, the construction for the first bin is completed and we move
on to the second bin. This procedure can go on until either we run out of mass points or the
restriction J; < 2" — 1 is violated. In the latter case, we set J; = 2" — 1 and then collect
all mass points left into the bin K7'(.J; + 1). The former happens if the total probability of
the left-over is strictly less than 27" — 27° so that we cannot meet the requirement

which yields

I
Pl JKrG) | > 127 +27" (3.26)
i=1

On the other hand, we know from (3.25) that P} <U{i1 K ?(z)) < J;27" which, together
with (3.26)), implies

Jj
1—27 427 <P (| JK7G) | <27, (3.27)

=1

leading to a lower bound for the number of bins in this case
Jp>2" +270 — 1, (3.28)

which is greater than the allowable upper-bound 2" — 1. We hence conclude that with s that
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satisfies s < nHZ_, the procedure stops only when the restriction J; < 2" — 1 is violated,
and therefore, we assume .J; = 2" — 1 in what follows.
As specified earlier, we construct the last bin K7'(.J; + 1) by including all the leftover

mass there. We therefore have
Jj

Kj'(J;+1) = supp(P}') — | J K7'(i), (3.29)

=1

where supp(P}') denotes the support of P;*. Since each bin has probability lower-bounded

by (3.23), it follows from (3.29)) that

Jj

PUKMJ+ 1) =1=> PMENi) <1-J;(27 —27), (3.30)

J 3\
i=1
which, after substituting J; = 2" — 1, is simplified as

PHEKMJj+1) <2775 4277—27% (3.31)

We have thus far constructed M x 2" bins, namely 2" bins for each P}, j € [M]. Consider

now the deterministic mapping g,, : " x X — [2"] defined as follows:
g (Y, xj) =1 if y" € K]"(z)

This mapping requires x; because for each j € [A] the corresponding bins are disjoint.
However, we know that by using a proper channel encoding and decoding, ¢,, and 1,
respectively, one can decode Y to obtain 1), (Y™) such that Pr(X # v, (Y")) decays ex-

ponentially. So, we can have a deterministic function which acts only on Y from which
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x; 1s obtained with probability exponentially close to one. Hence our sequence of deter-

ministic mappings is:
fuy") =gy uly") =i if Y™ € KJ(i).

where j is the index of the decoded symbol, that is the j such that ¢, (y") = z;.

Now let us look at the total variation distance between ﬁjn = f,0 Pl and U".

™ (BLUT) = YR - B O)
Jj
=37 = PP @) + 127 = PG + 1)

=1

—
S)
N

INE

Zj 27+ (27" + B (KE(J; +1)))

—

)
J]2—8 + 2—7” + 27’—8 + 2—7” _ 2—8

= 22774277277 <2(2+277).

where (a) follows from (3.25)), (b) is due to the triangle inequality and (3.23) and (c)
follows from (3:31). Setting r = nH* (Y|X) — nd and s = nH’ (Y|X) — n$ for some

0<é < 2H: (Y|X), we conclude that
TV (B Ur) <22 27y 27802,

and hence for sufficiently large n, there exists 0 > 0 such that TV (]5;‘, U 7”) < %
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Now consider ]5]” and }3,? for 7 # k. We can write
TV(P!, PP < TV(PRUT) + TV(PP,UT) <.
Let Z,, :== f,(Y™). Then by Jensen’s inequality, we can write

TV(Pz,x, P, Px) < 0 3 Pe(@)Pe(@)TV (PrBp) <=0 (332)

rzeX r’eX

Invoking Lemma [3.17, we conclude from (3.32) that I(X; Z,) < ¢ for sufficient large n.
Notice that Z,, is a random variable which is almost uniformly distributed over a set of

cardinality 2" = 2"#%('X)=n% and hence L H(Z,) = HZ (Y |X) — 0. O

This theorem implies that, even if Y is binary, one can have information transfer at a
positive rate while allowing perfect privacy only in the limit instead of requiring absolutely
zero privacy leakage. In fact, Theorem implies that for any joint distribution P which
satisfies Py|x(y|z) < 1forallz € X and y € Y, we have g,(¢) > 0 and consequently
g(Pxyn,€) > 0. This result seems similar in essence to the main result of [31] which states
that for n i.i.d. samples {(X;, Y;)}", from (X,Y) ~ P, we have g(Pxnyn,e) > 0 for n

sufficiently large, unless X is a deterministic function of Y.

3.7 Operational Interpretation of Rate-Privacy Function

In this section, we propose a coding-theoretic setting, the so-called dependence dilution
model, and show that the dual of the rate-privacy function is a boundary point of its achiev-
able rate region, thereby giving an information-theoretic operational interpretation for the

rate-privacy function. It must be noted that another operational interpretation of g(¢) was
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recently shown in [96].

Inspired by the problems of information amplification [88] and state masking [110],
Courtade [36] proposed the information-masking tradeoff problem as follows. The tuple
(Ry, Ry, A, Ayy) € R%is said to be achievable if for two given separated sources U € U
and V € V and any ¢ > 0 there exist mappings f : U™ — [2"%«] and g : V" — [2"%] such
that 7(U™; f(U™), g(V™)) < n(Ap +¢€) and I(V™; f(U™), g(V™)) > n(Aa — €). That is,
(Ry, Ry, Aa, Ayr) is achievable if there exist indices K and J of rates R, and R, given
U™ and V", respectively, such that the receiver in possession of (K, .J) can recover at most
nA,s bits about U™ and at least nA 4 about V™. The closure of the set of all achievable
tuple (R, R,, Aa, Ayr) is characterized in [36]]. Here, we look at a similar problem but
for a joint encoder. In fact, we want to examine the achievable rate of an encoder observing
both X™ and Y which masks X" and amplifies Y™ at the same time, by rates Ay; and A 4,
respectively.

We define a (2", n) dependence dilution code by an encoder
fo 1 XX YT = [27,

and a list decoder

gn : 27 — 2",

having a fixed list size
[ga(1)] = 20740 v e [20M), (3.33)

where J = f,(X™ Y™) is the encoder’s output and 2¥" denotes the power set of ).
Let the error probability be defined as pi™ = Pr (Y™ & gn(J)). A dependence dilution
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triple (R, Aa, Ay) € R?. is said to be achievable if, for any 6 > 0, there exists a (2", n)

dependence dilution code that satisfies the utility constraint:
p™ — 0, (3.34)
as n — oo and the privacy constraint:

Lrxm gy < Ay +6. (3.35)

n

Intuitively speaking, upon receiving .J, the decoder is required to construct list g,,(J) C Y™
of fixed size which contains likely candidates of the actual sequence Y". Without any
observation, the decoder can only construct a list of size 2"(Y) which contains Y™ with
probability close to one. However, after J is observed and the list g, (/) is formed, the

decoder’s list size can be reduced to 27 (Y)=44)

and thus reducing the uncertainty about
Y"by 0 < nAs < nH(Y). This observation led Kim et al. [88] to show that the utility

constraint (3.34)) is equivalent to the amplification requirement

Livm gy > au—s (3.36)

n

which lower bounds the amount of information that .J carries about Y". The following

lemma gives an outer bound for the achievable dependence dilution region.

70



Theorem 3.18. Any achievable dependence dilution triple (R, A, Ayy) satisfies

for some auxiliary random variable U € U with a finite alphabet and jointly distributed

with X and Y .

Before we prove this theorem, we need two preliminary lemmas. The first lemma is an
extension of Fano’s inequality for list decoders and the second one makes use of a single-
letterization technique to express I(X™;.J) — I(Y™; J) in a single-letter form in the sense

of Csiszar and Korner [40].

Lemma 3.19 ([88, 5]). Given a pair of random variables (U, V') defined over U x V for

finite V and arbitrary U, any list decoder g : U — 2V of fixed list size m (i.e.,

g(u)| =
m, Yu € U), satisfies

H(VI|U) < hy(pe) + pelog V]| + (1 — p.) logm,

where p. := Pr(V ¢ g(U)).

This lemma, applied to ./ and Y in place of U and V/, respectively, implies that for any

list decoder with the property (3.34), we have
HY™J) <log|gn(J)| + nep, (3.37)

where €, := = + (log|V| — Zlog 12 (D))p¢™ and p{™ = Pr (Y™ ¢ g,(J)) and hence,
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according to (3.34), ¢, — 0 as n — oo.

Lemma 3.20. Let (X™,Y™) be n i.i.d. copies of a pair of random variables (X,Y). Then

for a random variable J jointly distributed with (X", Y™), we have

I(X™J)—1(Y™J) = Xn:[I(X@'; Us) = 1(Y;; Uy,

i=1
where U; := (J, X' |, Y1)

Proof. Using the chain rule for the mutual information, we can express /(X"; .J) as follows

(X" ) = Y I(XaJIXP) =Y I(XJX])
=1 i=1

= Z[I<Xi; J, X4, Yi_l) — I(X;; Yi_1|<]a Xin+1>]

i=1
n

= 31X Z[ X YU, XE). (3.38)

=1
Similarly, we can expand /(Y™; J) as

Y™ J) = Y IV =) 1Y LY
= =1
= Y Y LX) = IV X7 | YY)
i=1
= Y I(Y;Uy) ZI (Yi; X2 |, Y. (3.39)

=1

Subtracting (3.39)) from (3.38)), we get

(X" D)= 1Y) = > [I(X;U) = I(Yi Uy)]



n

=) XY LX) = I Yl LY

i=1
@ n

[(Xi;Up) = 1Y Uy,

i=1
where (a) follows from the Csiszar sum identity [87]. O

Proof of Theorem The rate R can be bounded as

nR > H(J)>I1(Y"J)=nH(Y)—H(Y"J)

a

> nH(Y) —log|gn(J)| — nen © nAs — nep,

—
=

where (a) follows from Fano’s inequality (3.37) with ¢,, — 0 as n — oo and (b) is due to

(3:33). We can also upper bound A4 as

—

Ay Y HY™) = log|ga(J)]

(b)
< HY"™) —HY".J)+ne, = ZH HY;|[YL ) + ne,
< ZH H(Y;|y*™, :‘H,J)+nen=21<m;m>+nsn, (3.40)

i=1

where (a) follows from (3.33), (b) follows from (3.37), and in the last equality the auxiliary
random variable U; := (Y*~!, X" || J) is introduced.

We shall now lower bound I(X™"; J):

n(Ay +0) > I(X"J)
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> nAs+ > [I(X;U) = 1Y U;)] — ne,. (3.41)

where (a) follows from Lemma and (b) is due to Fano’s inequality and (3.33) (or
equivalently from (3.36)).
Combining (3.40), (3.40) and (3.41), we can write

=y
v

AA_gn

B
a
IN

I(Yo; Ugl@) +en = 1(Yq;Ug, Q) + &n

Ay > Ax+1(Xg;Ug|Q) — I(Yo; UglQ) — e,

Ap+1(Xq:Uq, Q) — I(Yy; Ug, Q) — €,

where €/ := ¢, + J and ( is a random variable distributed uniformly over {1,2,...,n}
which is independent of (X,Y") and hence I(Yy; Ug|@) = = >, I(Y;;U;). The results
follow by denoting U := (Ug, ()) and noting that Y;; and X have the same distributions

as Y and X, respectively. [

If the encoder does not have direct access to the private source X", then we can de-
fine the encoder mapping as f,, : Y* — [2"%]. The following corollary is an immediate

consequence of Theorem [3.18§]

Corollary 3.21. If the encoder does not see the private source, then for all achievable
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dependence dilution triple (R, Ay, Ayr), we have

Ay > I(X;U0) - 1(Y;U) 4+ Ag,

\

for some joint distribution Pxyy = Pxy Pyy where the auxiliary random variable U € U

satisfies |[U| < |Y| + 1.

Remark 3.22. If source Y is required to be amplified (according to (3.36))) at maximum
rate, that is, Ay = I(Y;U) for an auxiliary random variable U which satisfies X —o—
Y —— U, then by Corollary [3.21] the best privacy performance one can expect from the

dependence dilution setting is

A= min  I(X;U), (3.42)

which is equal to the dual of the rate-privacy function evaluated at A4, i.e., t(P, A,), as

defined in (3.4).

The dependence dilution problem is closely related to the discriminatory lossy source
coding problem studied in [138]. In this problem, an encoder f observes (X™,Y") and
wants to describe this source to a decoder whose task is to recover Y" within distortion
level D and I(f(X™ Y"); X™) < nAy. If the distortion level is Hamming measure,
then the distortion constraint and the amplification constraint are closely related via Fano’s

inequality.
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3.8 Observation Channels for Minimal and Maximal g(¢)

In this section, we characterize the observation channels which achieve the lower or upper
bounds on the rate-privacy function in (3.5]). We first derive general conditions for achiev-
ing the lower bound and then present a large family of observation channels Py x which

achieve the lower bound. We also give a family of Py|x for which g(¢) attains the upper

bound in (3.5).

3.8.1 Conditions for Minimal g(¢)

Assuming that g(0) = 0, we seek a set of conditions on P under which g(¢) is linear in ¢,

or equivalently, g(¢) = ¢ II&YY)) In order to do this, we shall examine the slope of g(¢) at
zero. Recall that by concavity of g, it is clear that ¢’(0) > % We strengthen this bound

in the following lemmas.

Lemma 3.23. For a given joint distribution P with marginals px and qy, if g(0) = 0, then

we have

/ —logq(y)
90 = max S ) Ix ()

Proof. Given a joint distribution P defined over X’ x ) where X = [M] and Y = [N] with[]

N < M, we consider the following privacy filter: for 6 > 0 and Z = {k, e} with a fixed

integer k € )

Pay(Kly) = 01y (3.43)

Priy(ely) = 1— 061y, (3.44)

where 1, denotes the indicator function. The system of X —o— Y —o— Z in this case is

"Recall that, according to Theorem3.10} if N' > M then g(0) > 0.
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X Y A
4 o 4

Figure 3.3: The privacy filter associated with (3.43) and (3.44) with k = 1.

depicted in Fig.[3.3|when k = 1. We clearly have P (k) = dqy (k) and Pz(e) = 1—dqy (k),

and hence
sz(l', k) nyz(m,k,k) 5P<l’, k)
P = = = =P
=T T ) dav) R
and also,
Pyy(ale) Pxz(z,e) >, Pxyz(z,y,e)
Xz 1—oqy(k)  1—oay(k)
. Zy;&k PXYZ('T7y7e)+5P<m7 k) . PX(JT) —(SP(.Z’,k)
1= day (k) 1 —day (k)

Therefore, we obtain H(X|Z = k) = H(X|Y = k) fork € ) and

px (1) —oP(1, k) px (M) — dP(M, k)
1—day(k) " 1—day(k)

MXM:@:H( ):ﬁﬂ&

We then write
I(X;7) = H(X) - H(X|Z) = H(X) — dqy (k)H(X|Y = k) — (1 — dqy (k))fx(0),

and hence,

S10X:2) =~y (RDH(XIY = )+ ay (Kx(5) — (1 — day ()R (9)
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where

. d = px(@)ay (k) = P(z.k) . (px(x) = 6P(z,y)
o) '_5“(5):; [1— Sy (k)2 log( 1—oay (k) )

Using the first-order approximation of mutual information about § = 0, we can write

I(X;Z) = %[(X Z)|5=00 +0(6) =6 Z P(z,k)log (%) + 0(9)

— Gay (K)D(Pxyy (-11)lpx () + 0(0). (3.45)
Similarly, we can write
I(Y;Z) = WZ)=) ay(yh(Z]Y =y) = h(Z) — qy(k)h(5) = h(dqy (k)) — qy (k)h(5)

= —dqy (k) log(ay (k)) — ¥(1 — dqy (k)) + qv (k)& (9),
where ¥ (x) := x log z which yields
51 2) = ~(ar () + av (k) tog (=212
From the above, we obtain
v.z) = %I(Y 25200 + 0(5)
= —0¥(qy(k))+ o(0). (3.46)

Expression (3.43)) implies that the filter Py, specified in (3.43) and (3.44), satisfies the
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privacy constraint /(X; Z) < ¢ (and thus belongs to D.(P)) if

 — e (WD(Py (W) x () + 2,
and hence from (3.46)), we have
1(Y; 7) = —(ar (k) e+ o(d).

qy (k) D(Pxjy (-[k)llpx(-))

This immediately implies that

: - g(e) —¥(av (k) —log(ay (k)
g'(0) = lim > = , (3.47)
el0 € qy (B)D(Pxy (-[k)llpx () D (Pxy(-|k)|lpx(+))
where we have used the assumption ¢g(0) = 0 in the first equality. 0

Remark 3.24. Note that with the assumption ¢g(0) = 0, the right-hand side of inequal-
ity in Lemma [3.23] can not be infinity. We prove this fact by contradiction. To do this,
suppose that there exists 3o € Y such that D(Pxy(:|yo)|[px(-)) = 0, and consequently
Pxy(-|yo) = px(-). Consider the binary random variable Z € {1,e} constructed accord-
ing to the distribution Pzy (1|yo) = 1 and Py (ely) = 1 for all y € Y\{yo}. We can now
claim that Z is independent of X, because Px|z(:|1) = Pxy(-|vo) = px(:), and for all

r € X we have

_ar(y)

Pxz(zle) = Z Pxy (z]y) Py z(yle) Z Pxjy(zly) - qy(yo)

Y#Yo Y7#Yo

Y Py) — pxla).

1= QY(yo) Y#Yo

On the other hand, Z and Y are clearly not independent. Therefore, we have g(0) > 0
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which contradicts our assumption g(0) = 0.

In order to prove the main result, we need the following simple lemma.

Lemma 3.25. For any joint distribution P with marginals px and qy, we have

< max —log QY(Z/)
I(X;Y) = wey D(Pxy ([y)llpx ()’

where equality holds if and only if there exists a constant ¢ > 0 such that —logqy (y) =

cD(Pxy (-|y)|lpx(-)) forally € .

Proof. 1t is clear that

H(Y) — ey r®Wlogavly) e losar (y)
I(X:Y) Yey v (W) D(Pxy ([y)lpx () — wey D(Pxpy (-Jy)lpx ()’

where the inequality follows from the fact that for any three sequences of positive numbers

n
n an an Die1 Aili . a4 1 1
{a;}, {b;}, and {\;}}; we have S S maxicicn g, Where equality occurs if

and only if * = cforall 7 € [n]. O
Now we are ready to state the main result of this section.

Theorem 3.26. For a given joint distribution P with marginals px and qy, if g(0) = 0 and

g(+) is linear on [0, [(X;Y')|, then for any y € Y

HY)  —logqy(y)

I(X;Y)  D(Pxy ([y)llpx ()

H(Y)

Proof. Note that the facts that g(0) = 0 and ¢(-) is linear are equivalent to g(¢) = ¢ TX7)
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It is, therefore, immediate from Lemmas and that we have

@ HY) O® —logqy(y) (©)

/ /
g (0) = < max < 4'(0), (3.48)
O 106y) = W Dy s () =
where (a) follows from the fact that g(¢) = 5% and (b) and (c) are due to Lemmas|3.25
and [3.23] respectively. Hence, we obtain
H(Y —1
V) e cgarly) (3.49)

I(X;Y)  wey D(Pxpy(-|y)llpx(+))

According to Lemma [3.25] (3.49) implies that the ratio ol P;E%-?yl;\(\z)x(-)) does not depend

on y € ) and hence the result follows. [

log gy (v)
Pxy (1)llpx ()

results in two different values, then the lower bound in (3.5]) is not achievable, that is, we

This theorem implies that if there exists y = y; and y = y» such that o

have
H(Y)

g(e) > sm.

This, therefore, gives a necessary condition for the lower bound to be achievable. The

following corollary simplifies this necessary condition.

Corollary 3.27. If g(0) = 0 and g(-) is linear, then the following are equivalent:
(i) Y is uniformly distributed,
(ii) D(Pxy(-[y)|lpx(-)) is constant for all y € ).

Proof. (i1) = (i):
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From Theorem we have forall y €

HY) _ —logar(y) (3.50)

I(X;Y) D (Pxy(w)lpx()

Letting D := D (Pxpy(-|y)||px(-)) for any y € Y, we have >, av(y)D = I(X;Y) and
hence D = I(X;Y'), which together with (3.50) implies that H(Y) = —logqy (y) for all
y € Y and hence Y is uniformly distributed.

(i) = (i1):

When Y is uniformly distributed, we have from (3.50) that [(X;Y) =
D (Pxy(|ly)|lpx(-)) which implies that D (Pxy(-|y)||px(-)) is constant for all y €
V. O

To illustrate this corollary, consider the following examples.

Example 3.28. Suppose Py|x = BSC(a) with o € (0,1) and px = Bernoulli(1). In this
case, we have Py)y = BSC(«) with qy- = Bernoulli(3). Note that Corollaryimplies
that g(0) = 0. It was shown in Theorem [3.8| that g(-) is linear and hence according to
Corollary 3.27, D(Px)y (-|y)|lpx (-)) must be constant for y € {0, 1}. It is simple to verify
that D(Pxy (-|y)|lpx(-)) = 1 — hp(c) fory € {0, 1}.

Example 3.29. It was shown in Theorem 3.7]that if Py|y = BEC() and qy = Bernoulli(q)
with 0 < ¢ < 1, then g(-) is linear. In this case, we have D(Pxy(-|0)||Px(:)) = —dlogg
and D(Pxy(-]1)|[Px(-)) = —dlogq which show that D(Pxy (-|y)||[Px(-)) is constant if

and only if ¢ = %

Example 3.30. Now suppose Pyx|y is a binary asymmetric channel such that Pxy (-|0) =
Bernoulli(a), and Pxjy(:|1) = Bernoulli(8) for some 0 < «, < 1 and input distri-

bution qy = Bernoulli(g) with 0 < ¢ < 1. It is easy to see that if &« + 8 = 1 then
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D(Pxy (-|y)|lpx(+)) does not depend on y and hence we can conclude from Corollary

hy(q)
1(X;Y)"

that g(-) is not linear for any ¢ < 3 and thus we have g(¢) > ¢

In Theorem [3.26] we showed that when g(¢) achieves its lower bound, given in (3.5),

the slope of the mapping ¢ — ¢(¢) at zero is equal to B P;‘t’%?y‘;ﬁz)x ®) for any y € Y. We

will show in the next section that the reverse direction is also true at least for a large family

of binary input symmetric output channels, thereby showing that in this case,

/(0> _ B 1Og QY(?J)

D(Pxy (-ly)llpx () 0<e<I(X;Y).

g , VeV = ygle) = e~

3.8.2 Binary Input Symmetric Output Channels

In this section, we apply the results of the previous section to a particular joint distribution.
Specifically, we look at the case where Y is binary and the reverse channel Pxy respects a
certain notion of symmetry.

Suppose Y = {0,1}, X = {0,£1,+2,...,+k} for some integer & > 1, and
Pxy(z|1) = Px)y(—«|0) for any « € X. This channel is called binary input symmet-
ric output (BISO) [63,[136]. For z = 0, we have py := Px|y(0(0) = Px}y(0[1). We notice
that with this definition of symmetry, we can always assume that the output alphabet X’
has even number of elements because we can split X = 0 into two outputs, X = 01 and
X = 07, with Pxy(07]0) = Pxy(07|0) = £ and Pxy(07|1) = Px}y(07[1) = &. The
new channel is clearly essentially equivalent to the original one. This family of channels
can also be characterized using the definition of quasi-symmetric channels [/, Definition
4.17]. A channel W is BISO if (after making |X'| even) the transition matrix Pxy can be
partitioned along its columns into binary input binary output sub-arrays in which rows are

permutations of each other and the column sums are equal. It is clear that BSC and BEC are
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both examples of BISO. The following lemma gives an upper bound for g(¢) when Pyy

belongs to such a family of channels.

Lemma 3.31. If Pxy is BISO, then we have for ¢ € [0,1(X;Y)]

I(X;Y) —¢
C(Pxy)

IN

g9(e) < H(Y) —

where C(Px|y) denotes the capacity of Px|y.

Proof. The lower bound was already shown in Lemma([3.1] To prove the upper bound note

that by Markov condition X —o— Y —o— Z, we have forany x € X and z € Z
PX\Z(m‘Z) = PX|y($’O>Py‘Z(O|2) + P)ﬂy(l"l)PY‘Z(l‘Z) (351)

Now suppose Zy := {z : Py|z(0]2) < Py|z(1]|2)} and similarly 2, := {2 : Py z(1]z) <

Pyz(0]2)}. Then (3.51) allows us to write for z € 2,
Px|z(x]z) = Pxyy (x|0)hy  (H(Y|Z = 2)) + Pxpy (2[1)(1 = by (H(Y|Z = 2))), (3.52)
where h; " 1 [0, 1] — [0, 1] is the inverse of binary entropy function, and for z € Z;,
Pxz(|2) = Pxy (2[0)(1 = hy " (H(Y|Z = 2))) + Pxpy ([ Dy (H(Y|Z = 2)). (3.53)

Letting P ® h; '(H(Y|z)) and P ® h; '(H(Y|2)) denote the right-hand sides of (3.52) and

(3.53)), respectively, we can write

H(X|Z) = Y Py2)H(X|Z=z)

z€EZ
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QN PHP @ HY|Z = 2))+ Y P2)H(P @ by (H(Y|Z = 2))

2 S Pae) [(1 - HY|Z = ) H(P © 1 (0)) + H(Y|Z = ) H(P @ by '(1))]
3 P [(1 = HY|Z = ) H(P @ b (0)) + H(Y|Z = 2)H(P & by (1)

—
3}
~

= Y Pya)[(1-H(Y|Z=2))HX]Y)+ H(Y|Z = 2)H(Xuir)]

zZEZy

+) " Pr(2) (1= H(Y|Z = 2))H(X|Y) + H(Y|Z = 2) H(Xuir)]

HXY)[1 = HY|Z)] + H(Y|Z)H (Xunit),

where H (X;r) denotes the entropy of X when Y is uniformly distributed. Here, (a) is due
to (3:52) and (3:53)), (b) follows form convexity of u — H(P ® h;, ' (u))) for all u € [0, 1]
[34] and Jensen’s inequality. In (c), we used the symmetry of channel Pxy to show that
H(X|Y =0)=H(X|Y =1)= H(X|Y). Hence, we obtain

H(X|Z) -
H(Xunif) -

(XY) I(X;Y)-1(X;2)
(X[yY) C(Pxy) ’

H
H(Y\|Z) >
(v17) > =
where the equality follows from the fact that for BISO channels (and in general for any
quasi-symmetric channels) the uniform input distribution is the capacity-achieving distri-
bution [[7, Lemma 4.18]. Since g(¢) is attained when (X; Z) = ¢, the conclusion imme-

diately follows. O

This lemma demonstrates that the larger the gap between I(X;Y') and I(X;Y") is for

Y’ ~ Bernoulli(}), the more g(-) deviates from its lower bound. When Y ~ Bernoulli(3),

1
2
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then C(Py|x) = I(X;Y) and H(Y) = 1 and hence Lemma implies that

£ I(X;Y)—e¢ €

xy) S S - T T Iwoyy

and hence we have the following corollary.

Corollary 3.32. If Pxy is BISO and Y ~ Bernoulli(3), then we have for any ¢ < I(X;Y)

This corollary now enables us to prove the reverse direction of Theorem for the

family of BISO channels.

Theorem 3.33. If Pxy is a BISO channel, then the following statements are equivalent:

(i) g(e) = eqpgy Jor 0 < e < I(X;Y).

(ii) The initial efficiency of the privacy-constrained information extraction is

—log QY(Z/)

O = BBy () lpx ()

, Yy e .

Proof. The fact that (i) implies (iz) follows directly from Theorem 3.26] To show that (i)
implies (7), let qy = Bernoulli(¢) and as before X = {£1,+2,...,+k}. We then have

—loggqy(0) logq (3.54)
D(Pxy(10)lpx () H(X[Y) + 3h__, Pxjy(2/0) log px ()’
and
—logay(1) logg (3.55)

D(Pxy(-[D)lpx())  HX|Y)+ 5, Pxy(z[1)log px (2)
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By assumption, we can write

log ¢ B log q
H(X[Y) + 35 Py (2]0)logpx () H(X|Y) + 325, Pxjy (2]1) log px (2)
(3.56)
It is shown in Appendix |Al that holds if and only if ¢ = 1. Now we can invoke
Corollary [3.32|to conclude that g(¢) = 5%. O

Remark 3.34. Theorem states that if P}y is BISO and qy = Bernoulli(%), then
9(¢) = 7p5yy Which is a generalization of Theorems [3.8] and [3.7]in the uniform case.
Furthermore, since in this case g(¢) coincides with its lower bound, the erasure filter, illus-

trated in Fig.[3.2] is an optimal filter for any e.

Note that if Pxjy = BSC(a) and gy = Bernoulli(3), then Pyx = BSC(a) with
px = Bernoulli(3). The following corollary specializes Corollary for this case.

Corollary 3.35. If px = Bernoulli(3) and Pyx = BSC() with 0 < a < 3, then g(c) =

1
2

oy for0<e< I(X;Y). Furthermore, BEC(d(e, o)) is an optimal filter, where

£

de,a) =1— IXY)

(3.57)

3.8.3 Erasure Observation Channel

In this section, we obtain a sufficient condition for the joint distribution P under which g(¢)
attains its upper bound given in (3.5)). Before that, recall from (3.9)) and Lemma [3.1]that for
0<e<I(X;Y)

] < g(e) < HY|X) +¢, (3.58)



o o(e, @)
Figure 3.4: Optimal privacy filter for Py x = BSC(«) and uniform X, where d(¢, ) is specified
in (3.57).
In the following, we show that the above upper and lower bounds coincide when Py |x is an
erasure channel, i.e., Y = X' U {e} and there exists 0 < 0 < 1 such that Py x(z|r) =1—-4

and Py|x(e|z) = ¢ forallz € X.

Lemma 3.36. If Py|x is an erasure channel (as defined above), then for any 0 < ¢ <
I(X;Y)
ge)=HYI|X)+e.

Proof. Notice thatif g(0) = H (Y| X), then the lower bound in becomes H (Y| X )+e
and thus g(e) = H(Y|X) + . Therefore, it suffices to show that if Py|x is an erasure
channel, then ¢(0) = H(Y|X).
Recall that |[X| = M and Y = X U {e}. Consider the following privacy filter that
generates Z € ).
Priy(zly) = w ifyzezse
L

if y=z2=e.
For any z € X', we have

)
Py x(z|r) = Py (z|2) Pyix (z]7) + Pzy (2]e) Py|x (e|z) = {Ml Liosey + 01 aze},

which implies Z 1L X and thus I(X;Z) = 0. On the other hand, Pz(z) = (%) Liose) +
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01{,—e}, and therefore we have

) ) <
> I(YV;Z)=H(Z)—-HZ|Y)=H|(—,...,—,0 | —dlogM
o0) = IYVi2) = H(Z) = HEZY) = (57000 00 = Slog
= hp(d) = HY|X).
It follows from Lemma [3.1]that ¢(0) = H (Y| X ), and thus the proof is complete. H

Although Lemma [3.36] does not specify the optimal filter, we demonstrate in the fol-

lowing example that if Py|x = BEC(J), then a ternary-valued Z is sufficient to achieve
g(e)-
Example 3.37. Suppose px = Bernoulli(p) and Py|x = BEC(0). Consider the privacy filter
described as: Pyy(ele) = 1, Pz y(0ly) = &, and Pyy(1|ly) = o for y # e, with a fixed
0 < a < 3. Easy calculation reveals that I(X; Z) = é[hy(a % p) — hy()] and I(Y; Z) =
ho(8) + d[hw(a * p) — hy(a)]. Setting I(X; Z) = & therefore implies I(Y; Z) = hy(d) + ¢,
which is the upper bound given in (3.58). Thus, the optimal privacy filter is a combination
of an identity channel and a BSC(«(e, d)), as shown in Fig. where 0 < a(e,d) < L is
the unique solution of

o[ho(a * p) — hp(a)] = & (3.59)

We note that for fixed ) < § < 1 and 0 < p < 1, the map a + 0[hp(a * p) — hp(a)]
is monotonically decreasing on [0, 1] ranging over [0, 6hy(p)] and since ¢ < I(X;Y) =
Shy(p), the solution of equation is unique.

Combining Corollary[3.35|with Lemma[3.36] we obtain the following extremal property

of the BEC and BSC. For X ~ px = Bernoulli(%), we have for any channel Py x,

= g(px x BSC(&),¢),
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0 0 0
>e ><e
1 1 1

0 af(e, 9)

Figure 3.5: Optimal privacy filter for Pyx = BEC(6), where (¢, ) is specified in (3.59).

where & = b ! (ZYX)) Similarl , if Px = Bernoulli(p), we have for any channel Py |y
b \THY) y y \

with H(Y|X) < 1
g(e) < H(Y|X)+e = g(px x BEC(),¢),

where 6 == by (H(Y|X)).
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Chapter 4

Information Extraction Under an Information-Theoretic

Privacy Constraint: Absolutely Continuous Case

4.1 Overview

In this section, we extend the rate-privacy function g to the continuous case. Specifically,
we assume that the private and observable data are continuous random variables and that
the filter is composed of two stages: first Gaussian noise is added to the observable data
and then the resulting random variable is quantized using an M -bit accuracy uniform scalar
quantizer (for some positive integer M € N). These filters are of practical interest as they
can be easily implemented. This section is divided in two parts, in the first we discuss
general properties of the rate-privacy function and in the second we study approximating

the rate-privacy function for sufficiently small privacy level €.

4.1.1 Main Contributions

The main contributions of this chapter are as follows:

e We formulate the rate-privacy function for the continuous random variables X and

Y by assuming that the privacy filter belongs to a family of additive noise channels
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followed by an M -level uniform scalar quantizer.

e We obtain asymptotic bounds as M/ — oo for the rate-privacy function and show that

some of the properties of g in the discrete case do not hold in the continuous case.

e We further show that g(0) = 0 for any joint distribution P, thus perfect privacy
implies trivial utility. We then express the initial efficiency of privacy-constrained in-

formation extraction, ¢’(0), in terms of the so-called one-sided maximal correlation.

e Finally, we obtain a second-order approximation for g(¢) when ¢ is in the almost
perfect privacy regime and show the accuracy of this approximation in the Gaussian

case.

e As by-products, we derive two strong data processing inequalities for mutual infor-

mation as well as MMSE in the special case of AWGN channel.

4.2 General properties of the rate-privacy function

We assume throughout this chapter that the random vector (X, Y) is absolutely continuous
with respect to the Lebesgue measure on R?. Additionally, we assume that its joint density

fx vy satisfies the following:

(a) there exist constants C; > 0, p > 1 and bounded function C5 : R — R such that

fr(y) < Cily|™,

and also forxz € R

Frix(yle) < Ca(a)ly[™*,
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(b) E[X?] and E[Y?] are both finite,
(c) the differential entropy of (X,Y") satisfies h(X,Y) > —oo,

Note that assumptions (b) and (c) together imply that h(X), h(Y), and h(X,Y") are
finite, i.e., the maps * — fx(z)log fx(x), yv — fy(y)logfy(y), and (z,y) —
fxy(z,y)log(fxy(x,y)) are integrable. Note also that assumption (b) implies that
H(|lY]) < oo, where |a] denotes the largest integer ¢ such that ¢ < a [149]. We also
assume that X and Y are not independent, since otherwise the problem of characterizing
g(e) becomes trivial by assuming that the displayed data Z can equal the observable data
Y.

We are interested in filters of the form Q,;(Y + ANg), where A > 0, Ng ~ N(0,1)
is independent of (X, Y), and for any positive integer M, Q,; denotes the M -bit accuracy

uniform scalar quantizer, i.e., for all x € R

Qu() = gy |2e]

Let Uy =Y + ANg and U == Qy/(Uy) = Qu(Y + ANg). We define, for any M € N,

gu(e) = sup I(Y;UYM), (4.1)
A>0,
I(X;UM)<e

and similarly

gle) = sup I(Y;U,). 4.2)
A>0,
I(X;Uy)<e

The main result of this section proves that ¢(¢) is indeed the limit of gy/(g) as M — oo.

In order to prove this result, we need the following lemmas whose proofs are given in
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Appendices[B.1][B.2] and[B.3]

Lemma 4.1. The function \ — [(Y;U)) is strictly decreasing and continuous. Addition-

ally, it satisfies

1 var(Y)
I(Y;U,) < §log (1—1— 32 ) :

with equality if and only if Y is Gaussian. In particular, [(Y;Uy) — 0 as A — oo.

Lemma 4.2. The function A — 1(X;U,) is strictly decreasing and continuous. Moreover,

I(X;Uy) — 0 when A — .

In light of Lemmas [4.2]and [4.1] there exists a unique \. € (0, co) for every 0 < & <
I(X;Y) such that I(X;U,.) = € and g(¢) = I(Y;U,.), and thus g() corresponds to the

smallest variance of Gaussian noise which results in I(X;U,) = e.

Lemma 4.3. The functions A\ — I(X;UM) and X\ — I(Y;UM) are continuous for each

M € N and satisfy for any A > 0

lim [(X;UY) = I(X;U)) and lim [(Y;UY) =1(Y;Uy).  (4.3)

M—o0 M —oc0

We are now in position to state the main result of this section.
Theorem 4.4. Let ¢ > 0 be fixed. Then Jvllim gu(e) = g(e).
—00

Proof. For every M € N, let AM = {\ > 0: I(X;UY) < &}. The Markov chain

X —o0—Y —o— U, U i” 1 o UM and the data processing inequality imply that
I(X;Uy) > I(X; UMY > 1(X; U,
and, in particular,

e=1(X;Un) > I(X; UMY > 1(X; UY),
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This in turn implies that

A € AMTLc AM (4.4)

and thus

I(Y;U0) < gule).

Taking limits in both sides, we conclude from (4.3) that
gle) = I(Y;U,.) < liminf gp(e). (4.5)
M—o0

Observe, on the other hand, that

gu(e) = sup I(Y;UY) < sup I(Y;Uy) = 1(Y; Uy ), (4.6)
xeAM xeAM min
where inequality follows from Markovity and A} ;= inf ;u A. Since A, € AM* c AY,

we have AM . < \MEL <\ Thus, (AM

e,min — ‘¢ min €,min

) is an increasing sequence in M and bounded

M

from above and hence has a limit. Let A\, min = A}im Az min- Clearly, we have
—00 ’

)\e,min S )\e~ (47)

By Lemma we know that 1(X; U{¥) is continuous in ), so AM is closed for all

M € N. Thus, we have A\ . = min,u A and in particular A} ;.

€ AM. By the inclusion

AMFL C AM " we obtain AME" € AM for all n € N. By closedness of A, we have that

€,min

Aemin € AM forall M e N. In particular, I(X;U} ) < ¢, forall M € N. We obtain

from (4.3)

I(X;U, ) <e=I1(X;U,),

£,min
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and by monotonicity of A — I(X; U, ), we conclude that
/\5 S >\s,min- (48)

Combining with (4.7), we conclude that A, i, = A.. Taking limits in the inequality
(#.6), we have

limsup gar(e) < limsup I(Y;Uyn ) = I(Y;Ux_ )

M—o0 M—o0

Plugging A\, min = A. in above, we conclude that

limsup ga(e) < I(Y; Uy, ) = g(e)

M—o0

and therefore lim gp/(e) = g(e). O

M—oc0

As shown in this lemma, in the limit of large M, g(&) approximates g,,(¢). This moti-

vates us to focus on g(e). The following theorem summarizes some general properties of

g(e).

Theorem 4.5. The function € — g() is non-negative, strictly increasing, and satisfies

limg(e) =0 and g(I(X;Y)) = 0.

e—0

Proof. The nonnegativity of g(¢) follows directly from the definition. According to
Lemma it is easy to verify that ¢ — ). is strictly decreasing. Since A\ — I(Y;U,)
is strictly decreasing, we conclude that € — ¢g(¢) is strictly increasing.

The fact that € — ) is strictly decreasing also implies that \. — oo ase — 0. In
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particular,

limg(e) = hH(l) I(Y;Uy.) = lim I(Y;U,) = 0.
e—

e—0 A—00

By the data processing inequality, we have that I(X;U,) < I(X;Y) forall A > 0, i.e.,
any filter satisfies the privacy constraint for ¢ = I(X;Y'). Thus, g(I(X;Y)) > I(Y;Y) =
00. U]

In Section we will make use of the -MMSE relationship [70] to compute ¢’ the
derivative of g. To do this, it is easier to equivalently describe the privacy filter as 7., =

V7Y + N, instead of Uy. Note that assuming /v = +, we have I(X; Z,) = I(X; U,) and

3
I(Y; Z,) = I(Y; Uy). With this representation, the rate-privacy function corresponds to the
largest signal-to-noise ration (SNR) of the privacy-preserving additive Gaussian channel.
Lemmas 4.1 and [4.2]imply together that  — I(X; Z,) and y — I(Y’; Z,) are both strictly
increasing and continuous and there exists a unique 7. (corresponding to the largest SNR
which provides privacy level of €) such that I(X;Z,) = € and g(¢) = I(Y; Z,). Also,
Lemma .2 implies that the map ¢ — ~. is strictly increasing, and it satisfies 7o = 0 and

Y1(x;v) = 0o. The following proposition provides upper and lower bounds for g(¢) in terms

of ..

Proposition 4.6. For a pair of absolutely continuous random variables (X,Y"), we have
1 —2D(Y) 1
5 log (1 + 7.2 var(Y)) < g(e) < 5 log(1 + 7.var(Y)),

where D(Y') denote the "non-Gaussianness” of Y, defined as

D(Y) := D(Py||Py,), 4.9)
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with Yg being the Gaussian random variable having the same mean and variance as Y .

Proof. The upper bound is a direct consequence of Lemma 4.1, The lower bound fol-
lows from the entropy power inequality [37, Theorem 17.7.3] which states that 22(%») >

722MY) 1 27e and hence
1 2h(Y) 1
9(e) =1(Y: Z,.) = 5 log (722" 4 27e) — 5 log(2me),

from which and the fact that D(Y") = h(Yg) — h(Y'), the lower bound immediately follows.
0

As opposed to the discrete case, in the continuous case g is no longer bounded and

concave. A counterexample is given in the next section.

4.3 Gaussian Information

In the study of additive white Gaussian noise (AWGN) channel in information theory lit-
eratures, there exist several extremal properties of Gaussian distribution. For instance, (i)
I(Y;Y 4+ Ng) < I(Yg; Y + Ng) which establishes the optimality of Gaussian input distri-
bution for AWGN channels, (ii) mmse(Y'|Y 4+ Ng) < mmse(Ys|Ys+ Ng) which establishes
the fact that the Gaussian source is the hardest to estimate given its Gaussian perturbation,
and (iii) mmse(Yg|Ys + N) < mmse(Ys|Ys + Ng) which characterizes the worst additive
noise for a Gaussian input. Here in this section, we provide another extremal property of
Gaussian distribution. Before that, we first derive the rate-privacy function for Gaussian

(Xq, Yo).

Theorem 4.7. Let (Xg,Ys) be a pair of Gaussian random variables with zero mean and
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correlation coefficient p. Then, for any ¢ € [0,1(X;Y")) we have

1 0>
=-log(—"—).

2 var(Ye)
var(Xg)

Proof. One can always write Yg = aX¢ + Mg where a® = p and Mg is a Gaussian
random variable with mean 0, variance 0> = (1 — p?)var(Yg), and independent of Xg.

Therefore, Z, = a,/7X¢c + \/7Mg + Ng is also a Gaussian random variable. Then

1 1 + ’YVGI’(YG)
I(Xe: Z,) = §log <T”Y02 5

and hence for any ¢ € [0, I(Xg; Yg)) the equation I(Xg; Z.,) = ¢ has the unique solution

- 12" (4.10)
VT ar(Yo) (2= + 2 1) '

from which and the increasing property of v — I(Y’; Z,), the result immediately follows.

O]

The graph of g(¢) is depicted in Fig. for jointly Gaussian X¢ and Y with p = 0.45
and p = 0.85. It is worth noting that g(¢) is related to the Gaussian rate-distortion function

Rg(D) [37]. In fact, g(¢) = Rg(D,) fore < I(Xg; Ys), where

2—2&‘ o 2—2[(Xg;YG)
DE = 2 Y
P

is the mean squared distortion incurred in reconstructing Y given the displayed data Z,.

According to Theorem[d.7] we conclude that the optimal privacy filter for jointly Gaus-
1— 2—25

sian (Xg, Yg) is an additive Gaussian channel with SNR equal to T E L T which
13 p —
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p=045 p=0.85

| | |

0 0.2 0.4 0.6 0.8 1
I(Xg;Yg) € I(Xe;YG)

0

Figure 4.1: The map € — g-(Px.v, €) for two cases where p? = 0.45 and p? = 0.85.

shows that if perfect privacy is required, then the displayed data is independent of the ob-
servable data Y, i.e., g(0) = 0 as expected. Fig. reveals that unlike to the discrete case

(cf. Lemma[3.2)), the mapping € — g(e) is not necessarily concave.

Remark 4.8. We assumed that the privacy filter is a Gaussian additive channel. More gen-
erally, we could instead assume that the privacy filter adds non-Gaussian noise to the ob-
servable data and define the rate-privacy function as

g'(e) = sup I(Y;Z)),

v=>0,
1(x;25)

where ny = /7Y + Nf and N is a real-valued random variable having density f with
supp f = R and independent of (X, Y"). In this case, we use a technique similar to Oohama
[114] to lower bound gf(g) for jointly Gaussian X¢ and Y with correlation coefficient

p. Since X¢ and Y are jointly Gaussian, we can write Xg = aYg + bNg where a? =

2 var(X¢)

var (Vo) b* = (1—p?)var(Xg), and Ng is standard Gaussian random variable independent
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of Y. Applying the conditional entropy power inequality (cf., [87, Page 22]) for a random

variable Z independent of Ng, we obtain
92h(Xc|Z) > 92h(aYelZ) | 92h(bNe) — 292h(Yel2) | 97e(1 — p?)var(X),
and hence
9~ HUXeiZ)92h(Xe) > 292h(Ve)9=2106:Z) 4 ome(1 — p?)var(Xe). (4.11)

Assuming Z = Z f we obtain

462 10w (3ot ) =96

272 4+ p2 —1

where the equality comes from Theorem Therefore, for jointly Gaussian X¢ and Yg,
Gaussian noise is the worst additive noise in the sense of the privacy-constrained informa-

tion extraction.

The rate-privacy function for Gaussian Y has an interesting interpretation from an
estimation-theoretic point of view. Given the private and observable data (X, Y), suppose
an agent is required to estimate Y based on the output of the privacy filter Z;. We wish
to know the effect of imposing the privacy constraint /(X; ny) < ¢ on the estimation
efficiency. The following lemma shows that ¢f(¢) bounds the best performance of the

predictability of Yg given Z!.

Proposition 4.9. For a given (X, Yg), we have for any ¢ > 0

inf mmse(YG|Z;) > var(Yg)2 %',
720,
I(X;2f)<e
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Proof. It is well-known from the rate-distortion theory that

N 1 Y.
(Ve Ve) > Llog —2¥e)
2 T E[(Ys — Ys)?]
where Y¢ is an estimation of Y. Hence, by setting Yo = E[YG]ZS] and noting that
I(Yg;Ye) < I(Yg; Z"), we obtain
mmse(Y|Z) > var(Yg)2 20, (4.12)
from which the result follows immediately. [

Motivated by Lemma the quantity 7. = 2729'(%) can be viewed as a parameter that
bounds the difficulty of estimating Y when observing an additive perturbation Z; with
privacy constraint /(X Z;) < e. Note that 0 < n. < 1, and therefore, provided that the
privacy threshold is not trivial (i.e, ¢ < I(X;Y)), mmse(YG\Z;) is bounded away from

zero, however the bound decays exponentially at rate gf ().

4.4 Approximation of g(e) in Almost Perfect Privacy Regime

We observed in the last section that perfect privacy results in a trivial utility, i.e., g(0) = 0.
In this section, we derive a second-order approximation for g(¢) for the “almost” perfect
privacy regime, i.e., for sufficiently small € . We also obtain the first and second derivatives
of the mapping g.

To state the main result, we need the so-called -MMSE relationship [[70]]:

d 1
EHY; Z,) = 5mmse(Y|Z,y). (4.13)
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Since X, Y and Z, form the Markov chain X —— Y —— Z_, it follows that /(X; Z,) =
1(Y;Z,) — I(Y; Z,|X) and hence two applications of (4.13) yields [70, Theorem 10]

%[(X; 2,) = % mmse(Y|Z,) — mmse(Y|Z,, X)] . 4.14)

The next result provides the first derivative ¢’(¢) of the function £ — g(e).
Theorem 4.10. We have for any ¢ € [0,1(X;Y))

mmse(Y'|Z.,_)
mmse(Y|Z,.) — mmse(Y|Z,., X)

g'(e) =

Proof. Since g(¢) = I(Y; Z,_), we have

d @]l d
ING Zv)} = 5mmse(Y|Z _)

Y="e

d [ d (4.15)

d_eg(g) = a de e

where (a) follows from @I3). In order to calculate <L+., notice that e = I(X; Z,,) and

hence taking the derivative of both sides of this equation with respect to ¢ yields

d d
2 Y="e €
and hence
d 1 (a) 2
—Ye = = , (4.16)
de [%I<X3 Zv)} mmse(Y|Z,.) — mmse(Y|Z,_, X)
Y=

where (a) follows from (4.14)). The result then follows by plugging (.16) into @.15). [
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As a simple illustration of Theorem consider (Xg, Yg) whose rate-privacy func-

tion was computed in Theorem[.7] In particular, we have

2—25

(0 P — 4.17

On the other hand, since X¢ = a¥Y5+bNg, where a® = p? ‘:/Z:(();G and b* = (1—p?)var(Xg),

one can conclude from [71, Proposition 3] that

mmse(Ys|Z,, X¢) = mmse(Ys|Z,4c),

where ¢ = £ Ys|Z,) = %, we obtain from (@.10) that
mmse(Y5|Z,.) 1+ (1= pP)vevar(Ye) 272
mmse(Ys|Z,.) — mmse(Yg|Z,. 1) p? 272 4 p2 ]

which equals @.17).

In light of Theorem 4.10, we can now show that g is in fact infinitely differentiable on

(0, I(X;Y)). This conclusion clears the way towards calculating the second derivative of

qg.

Corollary 4.11. The map £ — g(e) is infinitely differentiable at any ¢ € (0,1(X;Y)).

Moreover; if E[Y*2] < oo, then ¢ — g(¢) is (k + 1) right-differentiable at € = 0.

Proof. It is shown in [71} Proposition 7] that v — mmse(Y'|Z,) is infinitely differentiable

at any v > 0 and k right-differentiable at v = 0 if E[Y?**2] < co. Thus the corollary

follows from Theorem noting that since E[Y?**2]< oo, we also have E[Y?**2| X =

x]< oo for almost all z (except for x in a set of zero py-measure). It therefore follows that

v — mmse(Y'|Z,, X) is k right-differentiable at v = 0. O
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It is shown in [71}, Proposition 9] that for every v > 0
d 2
d—mmse(Y|Zy,X) = —Evar*(Y|Z,, X)], (4.18)
Y

which, together with Theorem .10, implies

&

g'(e) = d—gzg(f) (4.19)

2 (mmse(Y|Z,., X)Elvar*(Y|Z,.)] — mmse(Y|Z,.)E|var*(Y|Z,., X)])
[mmse(Y|Z,.) — mmse(Y|Z,,, X)]°

Y

for any ¢ > 0. We notice that ¢”(0) is guaranteed to exist (due to Corollary if
E[Y*]< oo. The following corollary, which is an immediate consequence of Theorem4.10}
provides a second-order approximation for g(¢) as € | 0. Before we get to the corollary, we
need to make a definition. Rényi [122] defined the one-sided maximal correlatiorﬂ between

U and V as
var(E[U|V])

) (4.20)

ny(U) = Sgp/f(U,g(V)) =

where p is the (Pearson) correlation coefficient, the supremum is taken over all measurable
functions g, and the equality follows from the Cauchy-Schwarz inequality. The law of total
variance implies that

mmse(U|V) = var(U)(1 — ni(U)). (4.21)

Corollary 4.12. IfE[Y*]< oo, then we have as € | 0,

g(e) = ——— + A(X,Y)e? + o(2),

ok (Y)

I'This name is taken from [28] Definition 7.4]. Originally, Rényi named this quantity “correlation ratio”.
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where

1 var’(Y) — Evar?(Y[X)]
a0 = i (oY) 2

Proof. According to Corollary {.TT| we can use the second-order Taylor expansion to ap-

proximate g(e) around € = 0, resulting in

9(2) = £6/(0) + =" (0) + o(=?).

From Theorem [4.10{ and (4.19) we have ¢'(0) = 772%0/) and ¢”(0) = 2A(X,Y), respec-
X

tively, from which the corollary follows. 0

It can be shown that for jointly Gaussian X¢ and Y with correlation coefficient p,

Nk, (Yo) = p* and A(X¢, Ys) = 1—;{'&, and therefore Corollary |4.12{implies that for small

>0,

1 1—p? , 2
g(e) = e+ —F—¢e" +o(e”).
p? p*

This second-order approximation is illustrated in Fig. for p* = 0.45 and p* = 0.85.
Polyanskiy and Wu [118] have recently generalized the strong data processing inequal-
ity of Anantharam et al. [[11] for the case of continuous random variables X and Y with

joint distribution P. Their result states that

sup =S5"(Y, X), (4.23)

0<I(U;Y)<o0

where
D(pllpx)

SWX) = s Fan)

q,
0<D(qllgy)<oco

where py and qy are the marginals of P and p(-) = [ Pxy(:]y)q(dy). In addition, it is
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Figure 4.2: The second-order approximation for g(¢) when X¢ and Yg are jointly Gaussian ran-
dom variables with correlation coefficient p? = 0.45 or p? = 0.85.

shown in [118] that the supremum in (4.23) is achieved by a binary U. Replacing U with

Z.,, we can conclude from (4.23) that ﬁgg:; < S*(Y, X), for any v > 0. Letting v = 7.,

the above yields
€

g(e) > Y X) (4.24)

Clearly, this bound may be expected to be tight only for small ¢ > 0 since g(¢) — oo

as ¢ — I(X:;Y), as shown in Proposition Note that Theorem implies that

lim, o @ = 1(y). On the other hand, it can be easily shown that 7% (Y) < S*(Y, X),
with equality when X and Y are jointly Gaussian and hence the inequality (4.24) becomes
tight for small ¢ and jointly Gaussian X and Y.

The bound in would be significantly improved if we could show that g(Pxy,€) >

9(Px.ye,€), where X¢ and Yg are jointly Gaussian having the same means, variances, and
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correlation coefficient as (X, Y"). This is because in that case we could write

g 13 g g
9(Pxy,€) > g(Pxcve, €) > = = > . (4.25)
ee % Ye) PP Xe,Ye) PP(X)Y) T ni(Y)

However, as shown in the following theorem, the inequality g(Pxy,¢) > g(Px.ye, ) does

not in general hold.

Theorem 4.13. For any continuous random variable X correlated with Gaussian Yg, we

have

g(PXGYmg) > g(PXchg)v

where (X, Yg) is a pair of Gaussian random variables having the same mean, variance

and correlation coefficient as (X, Yg).

Proof. For any pair of random variables (U, V') with I(U; V)< oo, let Pyy(-|u) be the
conditional density of V' given U = u. Let (Ug, Vi) be a pair of Gaussian random variables
having the same means, variances and correlation coefficient as (U, V'), and Py y, (-|u) the
conditional density of Vg given Us = u. Similar to D(V') the non-Gaussianness of V/,

defined in (4.9)), we can define D(V|U) the conditional non-Gaussianness of V' given U as

D(V|U) = /D(PV|U(-|u)HPVG|UG(-|u))dPU(u) — By [log Py (VIU) ] .

PVG\UG<V‘U)

It is straightforward to show that
I(U;V)=1(Ug; Vo) + D(V|U) — D(V). (4.26)

Replacing U and V' with X and Z.,, respectively, in the decomposition (4.26) and noticing
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that D(Z,) = 0, we obtain
[(X;2,) = I(Xe: Z,) + D(Z,|X).

Since D(Z,|X) > 0, we have I(X;Z,) > I(Xg;Z,). Therefore, the condition

I(X; Z,) < ¢ implies that /(X¢; Z,) < ¢, from which the result follows. O

£

In light of this theorem, it is therefore possible to have g(¢) < ) for some 0 <
X

e < I(X;Y). To construct an example, it suffices to construct P for which € — g(¢) has

negative second-derivative at zero and hence its graph lies below the tangent line for

T
some € > 0.

Example 4.14. Let Yo ~ N(0,1) and X = Y - 1gye—1,13- Then it can be readily shown
that E|var(Yg|X)] < E[var?(Yg|X)], which implies that A(X,Ys) < 0. Hence, since
g"(0) = 2A(X,Y), we have that g”(0) < 0. This observation is illustrated in Fig.

The above example also shows that ¢ — @ cannot be increasing, because if it were,

: : : (e) : () _ 1
it would have implied £ > lim._,o = = TAVaE

3
always above the line ] if P has certain structures. In the next theorem, we assume that
X

However, it can be shown that g(¢) lies

Y 1s a noisy version of X through an AWGN channel.

Theorem 4.15. For a given absolutely continuous X with variance var(X), and Y =
aX + oMg, where Mg is a standard Gaussian random variable independent of X, we

have:

1. The map ¢ — g(¢) has positive second-derivative at € = 0.

2. Foranya > 0ande € [0,1(X;Y)), we have

(4.27)



Figure 4.3: The rate-privacy function for Yo ~ N(0,1) and X = Yg - 1{y,¢[-1,1}- The map
e — g¢(e) has negative second-derivative at zero. Note that here I(X;Ys) = oo and
hence ¢ is unbounded.

Furthermore, we have

mmse(Y'|Z,,, X)

=1 -3 (Y 4.2
v>0 mmse(Y|Z,) nx(Y), (4.28)
and
[(X; Zv) 9
SUp ———= = Y). 4.29
S I(Y; Z,) nx(Y) (4.29)

Proof. To see the first part, notice that var(Y) = a?var(X) + o2, Elvar*(Y|X)] = o*,

2

and n%(Y) = %, from which we can show that var?(Y) — E[var?(Y|X)] >

var?(Y)n3% (Y), and consequently A(X,Y") > 0.
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To prove the second part, note that for any v > 0, we have

mmse(Y|Z,) = mmse(aX + ocMglay/7X + /7o M+ Ng)

1
= ;mmse (Nglay/~yX + /7o Mg + Ne)

(<b) a’var(X) + o? a’var(X) + o2

— 1+ y(a?var(X) + 0?) 1+ ~o?

o 1 (a*var(X) + o2

© S ( (02> ? ) mmse (Ng|/70 Mg + Ng)

(d) (azvar(X) + o2

2

) mmse(Y'|Z,, X), (4.30)

o

where (a) follows from the fact that mmse(UlaU + V) = ymmse(V|aU 4 V) for a # 0,
and (b) and (c) follows from [150, Theorem 12] which states that mmse(U|U + Vg) <

mmse(Ug|Ug + V) = % Finally, (d) follows from the following chain of

equalities

mmse(Y'|Z,, X) = mmse(aX + oMgla\/vX + /yoMg + Ng, X)
= mmse(cMg|\/yo Mg + Ng, X) © mmse(o Mg|\/yo Mg + Ng)

1
= ;mmse(NglﬁaMG + Ng),

where (e) holds since X and Mg are independent. We can therefore write

mmse(Y |Z @ a?var(X)+o% @w 1
Ve

9(€) = mmse(Y'|Z,.) — mmse(Y|Z,., X) = avar(X) n%(Y) =910,
4.31)

where (a) is due to (4.30) and (b) holds since var(Y) = a?var(X) + o2 and var(E[Y | X])

a’var(X). The identity g(¢) = [, ¢'(¢)dt and inequality (@31) together imply that g(g) >
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It is straightforward to show that (4.31)) yields (4.28). Using the integral representation

of mutual information in (4.13) and (4.14])), we can write for any v > 0

1 [
I1(X;2,) = 5/0 [mmse(Y'|Z;) — mmse(Y'|Z,, X)] dt

2
= nX;Y) / " mmse(Y|Z4)dt = 1 (V)I(Y: Z,), (4.32)
0

where the inequality is due to (4.28)). The equality (4.29)) then follows from (4.32)) by

I(X;Z4)
1(Y:Zy)

noticing that —n%(Y)asy — 0. O

It should be noted that both MMSE and mutual information satisfy the data process-
ing inequality, see, [150] and [11], that is, mmse(U|V) < mmse(U|W), and I(U; W) <
I(U;V) for U —o— V —o— W. Therefore, can be viewed as a strong version of the
data processing inequality for MMSE for the trivial Markov chain Y —— (Z,, X)) —o—
— Z,. Also, .29) can be viewed as a strong data processing inequality for the mutual

information for the Markov chain X —o— Y —o— Z..

Remark 4.16. As mentioned earlier, it is immediate from [4, Theorem 3] that % (V) <
S*(Y, X)) where the equality occurs if X and Y are jointly Gaussian (see [113, Theorem
3]). Equality (#.29) provides an interesting implication of the equality n% (Y) = S*(V, X).
Combining with (@.29)), we conclude that for Y = a X + o Mg with a, o > 0, AWGN
channel is an optimal channel Py, in the sense of (4.23), if and only if S*(Y,X) =

1(X;U)
I(Y;U)

n%(Y). For instance, if X is Gaussian, then the ratio is maximized over X —o—
— Y —o— U when the channel from Y to U is an AWGN channel with SNR approaching

Z€10.
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Chapter 5

Information Extraction Under an Estimation-Theoretic

Privacy Constraint

5.1 Overview

In the last two chapters, we proposed to measure the privacy leakage in terms of the mutual
information. By imposing constraint on the mutual information between private data and
the displayed data, we make sure that only limited bits of private information are revealed
during the process of transferring Y. Despite the dependence dilution setting studied in
Section mutual information does not lead to an arguably operational privacy interpre-
tation and thus cannot serve as an appropriate privacy leakage function (54} 47)]. For the
discrete case, one may invoke Fano’s inequality to interpret the requirement /(X ; 7) < e.
That is, for any estimator X : Z — X we have Pr(X(Z) # X) > %, and con-
sequently the probability that an adversary, observing Z, can correctly guess X is lower-
bounded. Unfortunately, Fano’s inequality proves to be loose in most practical cases. For
example, if |X'| = 2, then the above lower bound is negative for any £ > 0. In this chapter,

we provide a better motivated measure of privacy for discrete random variables, study the

corresponding privacy-constrained information extraction §(e) and obtain tight bounds on

113



g(e) in terms of g(e).

5.1.1 Main Contributions

The main contributions of this chapter are as follows:

e After justifying the use of the maximal correlation p,, as an operational privacy mea-
sure in the discrete case, we introduce a variant rate-privacy function as an oper-
ationally better-justified privacy-utility tradeoff. Specifically, we define the func-
tion g(e) as the maximum I(Y’; Z) over all Pyy satisfying X —— Y —— Z and
p2. (X, Z) < e. We show that if Y is binary, then it suffices to consider ternary-valued

Z.

e Some of the functional properties of ¢ are derived. Specifically, we show that ¢
shares many properties with g: it is strictly increasing, concave and lower-bounded
by the erasure mechanism. We also derive bounds on ¢ in terms of g. These bounds,
in particular, show that G(¢) = g(e) for any ¢ in the domain when Py |x is BEC and

X ~ Bernoulli(3).

e Finally, we study in detail the characterization of linear behavior of g when Py is

BISO and show that g is linear only if Y is uniform.

5.2 Maximal Correlation: Definition and Properties

Given the collection C of all pairs of random variables (U,V) € U x V where i and V
are general alphabets, a mapping 7' : C — [0, 1] defines a measure of correlation [61]]
if '(U,V) = 0if and only if U and V' are independent (in short, U 1LV) and T'(U, V)

attains its maximum value if g(U) = f(V') almost surely for some measurable real-valued
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functions f and g. There are many different examples of measures of correlation including
the Hirschfeld-Gebelein-Rényi maximal correlation [[77, 161} 122], the information measure
[102], mutual information and f-divergence [38], MMSE [70], and x2-divergence. In his
seminal paper, Rényi postulated seven properties of an ’appropriate” measure of correlation

and showed that the maximal correlation satisfies all the properties.

Definition 5.1 ([77, |61, 122]]). Given random variables U and V defined over general
(discrete or continuous) alphabets U and V, respectively, the maximal correlation p,,(U, V)

is defined as

pm(U, V) = sup E[f(U)g(V)],
(f,9)€S

where S = {(f,g) : E[f(U)] = E[g(V)] = 0,var(f(U)) = var(g(V')) = 1}. IfS is empty
(which happens precisely when at least one of U and V' is constant almost surely) then one

defines p,,(U, V') to be 0.

Applying the Cauchy-Schwarz inequality, Rényi [122] derived an equivalent “one-

function” characterization of the maximal correlation as follows:

P (U V) = sup E [E*[f(U)[V]], (5.1)

where Sy is the set of all measurable real-valued functions f on U such that Ef(U) = 0
and var(f(U)) = 1.

It is worth mentioning that maximal correlation has a discontinuous property. To see
this discontinuous property, let § € (0, 1] and (X°,Y?) be defined as follows: with proba-
bility &, one samples X° and Y independently according to uniform distribution over [0, J]
and with probability §, one samples X° and Y independently according to uniform distri-

bution over [d, 1]. It is straightforward to show that p2, (X° Y?) = 1 for all § > 0 while
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(X°,Y?) converge in distribution to (X,Y) where X 1L Y. Kimeldorf and Sampson [89]

constructed another example to show the discontinuity of maximal correlation. In what

follows, we provide some functional properties of maximal correlation including the lower

semi-continuity.

Proposition 5.2. Let random variables U and V' be defined over general alphabets U and

V with joint distribution Py and marginals Py and Py. Then

1.

2.

pm (U, V') > 0 with equality if and only if U LLV.

pm (U, V') < 1 with equality if and only if there exists a pair of measurable functions

(f,9) € S such that Pr(f(U) = g(V)) = 1.

3. IfU and V are jointly Gaussian with correlation coefficient p, then p> (U, V) = p?.

4.

pm(U, V') is equal to the second largest singular value of the operatorﬂ T
L2(Py) — L%(Py) given by (Tf)(v) = E[f(U)|V = v]. In particular;, if U and
V are finite alphabets, then p,, (U, V') is equal to the second largest singular value of

matrix
PUV (U, U)
Py(u)Py(v)

u€supp(Py ),vesupp(Py )

pPm Satisfies the data processing inequality, i,e., given random variables R and S

which form Markov chain R —o— U —o— V —o— S, we have p,,,(R,S) < p,(U, V).

(Tensorization property) Let (U;,V;) for i € [n] be n independent pairs of ran-
dom variables with joint distribution Py,y,, i@ € [n|. Then p,(U", V") =

maxj<i<n pm(Uia V;)

IThat is, the the square root of the second largest number in the point spectrum of the operator 77 where
T* is the adjoint operator of T'.
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7. If N is an infinitely divisible random variable independent of X and Y, then \ —

pm (XY + AN) is non-increasing right continuous function on [0, 00).

8. We have

max{n; (V),ni-(U)} < p, (U V) < x*(Pov || PuFy),

where the one-sided maximal correlation ny (V') was defined in #F20) and the x*-

divergence between two probability distributions P and () is defined as

2
el = [ (%) dQ 1. 52)

9. The map Pyy — pn(U, V') is weakly lower semi-continuous.

Proof. Parts 1, 2 and 4 were proved by Rényi [122]]. Two complicated proofs for part 3
were given in [61] and [93] using Hermite-Chebyshev polynomial decomposition. More
recently, a rather easier proof was given in [115]. An interesting (yet indirect) proof can
also be obtained by combining [4, Theorem 3.b] and [113, Theorem 3]. Different proofs for
part 5 were provided in [84], [32] and [[117]. A lengthy proof for part 6 was constructed in
[148] and an easier proof was given in [91]]. Part 7 was proved in [27]. Part 8 can be proved
by noticing that x?(Pyv || Py Py) is equal to the sum of squares of the singular values of
operator 7" minus 1 (the largest one) [148] (see also the proof of Lemma [5.5) while p,, is

equal to the second largest one. To prove part 9, we define §(U, V') as

0(U;V) = mf{E[(f(U) - g(V))]: (f(U),9(V)) € S}

= f{E[(f(U)—g(V)]: feCU),gecCV),E[f*(X)]=E[Y) =1},
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where Cp,(U) and Cy(V) denote the collection of all real-valued continuous bounded func-
tions over I and V, respectively, and the last equality is due to the denseness of C, in £2.
It is clear that 6(U, V) = 2(1 — p,,(U,V)). It therefore suffices to prove that d(FPyy ) is

weakly upper semi-continuous. For fixed f € C,(/) and g € Cy(V),

E[(f(U) - g(V))’] = /(f(U) — 9(v))* Pyv (du, dv),

is weakly continuous in Fpyy. The result then follows from the fact that pointwise infimum

of a family of weakly continuous functions is weakly upper semi-continuous. [

We next show that the data processing inequality shown in part 5 can be strengthened.
The following lemma proves the strong data processing inequality for the maximal corre-

lation from which the typical data processing inequality immediately follows.

Lemma 5.3. For random variables U and V' with a joint distribution Py, we have

sup pm(Ua S)

U—o—V—o-1S pm(‘/’ S)
pm (V,8)#0

= pm(U, V).

Proof. Fix ajoint distribution Py g satisfying U —o— V' —— S. For measurable functions

f € Sy and g € Sg, we have

E[f(U)g(S)] = E*E[f(U)g(S)V]] = E* [E[f(U)[V]E[g(S)|V]]

< E[E*[f(U)IVIEE[g(S)V]], (5.3)

where the inequality follows from the Cauchy-Schwarz inequality. Taking supre-
mum from both sides of (5.3) over (f,g) and recalling (3.I), we obtain p2 (U,S) <

(U V)R (V. S).
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In the following we show that this bound holds with equality for the special case of
U —o— V —o— U, where Py, 1s the backward channel associated with Py;;. To this end,
first note that the above implies that p,, (U, U) < pm (U, V)pm(U, V). Since Pyy = Py
it follows that p,,,(U, V') = p,,(U, V') and hence in this case p,,,(U, U) < p,(U, V). On the

other hand, we have
E[[E[f(U)|V]]?] = B[E[f (U)|VIE[f(U)|V]] = E[E[f(U) £ (U)|V]] = EB[f (U) £ (D)),

which together with (5.1)) implies that

A

p(U, V) = sup E[f(U)f(U)] < pm(U; ).

Thus, p2,(U, V) = p (U, U) which completes the proof. O

5.3 Maximal Correlation as a Privacy Measure

It is proposed in [104] and [93] to consider p?, (X, Z) < ¢ as a privacy guarantee without
giving an operational justification. However, an interesting interpretation for this constraint

was given in [32]. Before giving this result, we need the following definition.

Definition 5.4. Given discrete random variables U and V' taking values respectively in U
and V with joint distribution Pyy = Py X Pyjy, the Bayes map @ : 'V — U is given
by ®(v) = argmax,g, Pyjv(u|v). Furthermore, P.(U|V') the probability of correctly

guessing U given V (also known as the Bayes risk [37]) is defined as

P.(U|V) = sup Pr(U=0U)=> Py(v)Pr(U = &(v)|V = v)

Py i U——V——U vey
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= Z Py (v) max Py (ulv) = Zr&a&( Pyy (u,v).

veY veyY

When side information is not available, i.e., V = (), then P.(U), the probability of correctly
guessing U, is given by
P.(U) = max Py (u).

uel

Given a pair of discrete random variables (X, Z) with joint distribution Py, it is
clearly easier to correctly guess X with side information Z than without it, i.e., P.(X|Z) >
P.(X). However, it has been recently shown [28| Theorem 5.6] (see [32, Corollary 3] for a
weaker result) that P.(f(X)|Z) cannot be much larger than P ( (X)), for any determinis-

tic function f, if the maximal correlation between X and Z is small:

P(f(X)) S P(f(X)|Z) < P(f(X)) + pin(X, Z)1/ S2(py),

where Sy(ps) =1—-> . P]?(X) (4) and Py(x) is the distribution of f(X) induced by pyx, the
distribution of X. Consequently, p,,(X,Z) < ¢ for small ¢ > 0 implies that P.(f(X)|Z)
is close to P.(f(X)) and hence the observation Z cannot be used to efficiently guess any
deterministic function of X. This justifies to use p,,(X, Z) as a privacy measure.

Similar to Chapter we define the rate-privacy function §(e) for a pair of given discrete
random variables (X,Y’) with joint distribution P and marginals px and qy over finite

alphabets X" and )/, respectively, as
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where € > 0 and
D.(P) = {Pgy: X ——Y —o— Z,p2(X,Z) < }.

In words, §(¢) quantifies the maximum number of bits of information one can extract from
Y such that X cannot be efficiently guessed from the extracted information. Again, we
refer to () as the privacy-constrained information extraction function, where here the
privacy is guaranteed by p? (X, Z) < e.

Setting ¢ = 0 corresponds to the case where X and Z are required to be statistically
independent, i.e., no information leakage about X is allowed. This case is called perfect
privacy. Since the independence of X and Z is equivalent to I(X; Z) = p,,(X; Z) = 0, we
have §(0) = ¢(0). This in turn implies that weak independence, defined in Definition
is still a necessary and sufficient condition for §(0) > 0. However, for ¢ > 0, both g(g) <
g(e) and g(€) > g(e) may occur in general. We also note that it is not clear how to bound
the cardinality of Z in the definition of §(¢). However, we will show that if || = 2, then
Z with | Z| = 3 is sufficient to achieve §(e).

According to Lemma [5.3] maximal correlation satisfies the data processing inequality
and thus p? (X, Z) < p2,(X,Y). Therefore, for any ¢ > p? (X,Y), setting Z = Y results
in g(¢) = H(Y'). We can hence restrict ¢ to the interval ¢ € [0, p2 (X,Y)).

The following proposition provides a bound for §(¢) in terms of g(¢) for any £ > 0.

Lemma 5.5. If |X| = M, then

9(e) < g((M —1)e).
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Proof. First we notice tha

. . sz<X, Z) (a) sz(X, Z)
Ix:2) = E[lc’g PX(X)PZ(Z)} . [px<X>PZ<Z>}
9 Jog (14 X*(PxzlpxPz)) < x2(Pxzllpx Pz). (5.4)

where (a) follows from Jensen’s inequality and (b) holds due to the definition of the y?-
divergence given in (5.2). On the other hand, in light of Proposition we know that

pm(X, Z) is equal to the second largest singular value of matrix B of size M x |Z| with

Px z(z,z)
px (z)Pz(z)

k= min{M — 1,|Z| — 1}. It is easy to verify that oy = 1. Letting Tr(-) denote the trace

entries .Letog > 01 > 09 > -+ > 0 > 0 be the singular values of B where

of a matrix and B* denote the conjugate of matrix B, we can then write

k

1+ =T =YY %, (5.5)

=1 zeEX z€Z

and hence % . 02 = x%(Pxz||px Pz), which implies that

1=1"1
X’ (Pxzllpx Pz) < kot < (M —1)p},(X; Z). (5.6)

Combining (5.4) and (5.6)), we obtain that [(X;Z) < (M — 1)p% (X, Z). Therefore, we
conclude that the requirement p? (X, Z) < e implies I(X; Z) < (M — 1)e, which com-

pletes the proof. O

Note that all the logarithms in this chapter are natural.
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5.4 Properties of g(¢)

Similar to g(), we clearly have D, (P) C D.,(P) for e, < 5, and hence £ — §(e) is
non-decreasing. The following lemma, which is a counterpart of Lemma [3.2] establishes

the concavity of g(e).
Lemma 5.6. The mapping € — §(¢) is concave for € > 0.

Proof. Let the privacy filters ﬁsl(P) > Pyy Y = Z; and ﬁEB(P) S Pryy Y — Zsbe
optimal, i.e., g(e1) = I(Y; Z;) and g(e3) = I(Y; Z3). Let also the channel Pz,y : Y —
Z with output alphabet Z; U Z;5 be the random filter constructed in the proof of Lemma[3.2]
Then the proof is similar to the proof of Lemma [3.2] except that here we need to show that
Py € ﬁsZ(P), where 0 < &1 < g9 < g3 < p2,(X,Y). To show this, consider f € Sx

and let U be a binary random variable as in the proof of Lemma([3.2] We then have

EE[f(X)|Z\] = E[E[E[f(X)|Z,\]|U]

= AE[E’[f(X)|Z]) + AB[E[£(X)| Z1]) (5.7)
We obtain from and (5.1) that

Pn(X,2)) = sup E[E*[f(X)|Z)]]
feSx

= sup [NE[E2[f(X)|Z]] + AE[E[f(X)|Z.]]]

feSx

< NE(XG Z) + A2 (X Zy) < Aeg 4 Aey,

from which we conclude that Pz, |y € 7562 (P) and hence the proof is complete. [l

In light of this result, the following corollaries are immediate.
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Corollary 5.7. The mapping ¢ — @ is non-increasing on (0, c0).
Proof. We note that since ¢ — () is concave, the chordal slope M 1s non-increasing
in €. The corollary then follows by noticing that @ = M + @. [

Corollary 5.8. Forany ¢ € [0, p2,(X,Y)), we have

H(Y

. ) . €
9 z e 5 oeyy 90 (1 - m) '

Proof. Due to the concavity, g(¢) must lie above the chord connecting (0, §(0)) and

(o7 (X,Y), H(Y)). -

Remark 5.9. When X is weakly independent of Y (and thus §(0) = 0), this corollary then

implies that g(¢) > 5p2H((;(/)Y>. This lower bound can be achieved by the simple erasure
privacy filter shown in Fig. with erasure probability 1 — %. This is because for

X —o— Y —o— Zs, where P,y is an erasure channel with erasure probability J, we have

p2.(X, Zs) = 6p% (X,Y) [157, Page 8] and I(Y; Zs) = SH(Y).

The lower bound for g(¢) given in Corollary [5.8|is similar to the lower bound for g(¢)
given in (3.9) with I(X;Y) replaced by p? (X,Y). Hence, these two bounds coincide
if for the given P we have I(X;Y) = p2,(X,Y). For example if Py|x = BEC(d) and

X ~ Bernoulli(1), then p2,(X,Y) = I(X;Y) = § and then according to Lemmas|5.5|and

1
2
3.36, we have g(¢) = g(e). The following lemma generalizes this observation to the case

where Py |x is an erasure channel (see Section for definition).

Lemma 5.10. If Py |x is an erasure channel (defined in Section with erasure proba-
bility § with 0 < § < 1 and X = [M], then for any 0 < & < 6, we have

ho(6) + eH(X) < §(2) < hy(8) + (M — 1)e.
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In particular, if X ~ Bernoulli(%), then

Proof. The upper bound follows immediately from Lemmas [5.5] and For the lower
bound we use the observations that p?,(X,Y) = § [157, Page 8], §(0) = g(0) = hy(9)
(Lemma [3.36)), and H(Y) = hy(0) + 6 H(X), and then apply Corollary O

5.5 Binary Observable Data

In this section, we assume that Y is binary and show that it is sufficient to consider a ternary
random variable Z in the definition of §(¢). We also derive bounds for §(¢) in the special

case of Pxy being BISO.

5.5.1 Cardinality Bound

We start by the following lemma.

Lemma 5.11. For a given P with marginals px and qy = Bernoulli(q), §(¢) is attained by

a privacy filter with a ternary output alphabet, i.e., | Z| = 3.

Proof. We first recall that p?, (X, Z) = o1, where o is the second largest singular value of
the matrix B with entries %. We remark that B can also be written as B = AC,
Px(x)Fz(z

where A and C have entries P(z.y) nd —rzw:z)
VpPx @)ay (y) Vay (y)Pz(2)

rank(B) < min{rank(A), rank(C)}. It follows that for binary Y, we have rank(B) = 2

, respectively. This implies that

(excluding the trivial cases where rank(A) = 1 or rank(C') = 1) and hence in light of (5.5),

p2(X, Z) = x*(Pxz|lpx Pz).
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Consider the mapping L : [0,1] — [0, 1]? given by r — (7, x*(rx||px), hn(r)), where
rx(-) = Pxjy(:|0)7 4+ Pxy(-|1)r is the X-marginal when Y ~ Bernoulli(r). Let S be the

image of [0, 1] under this mapping and C its convex hull, i.e.,

k k
— {ZWiL(Ti) s €10,k > 0,w; > O’Zwi = 1}.
i=1

i=1

Since S is a compact and connected set in [0, 1]3, so is C, and hence according to the
Carathéodory-Fenchel theorem every points in C' can be written as a convex combination
of no more than £ = 3 points of S.

Now let Pzy be an optimal privacy filter which generates Z taking values in Z. Note
that

IZ]
(¢,X*(Pxzllpx Pz), H(Y|Z)) ZPZ L(Pyz(1]2)),

and hence (¢, x*(Pxz|lpxPz), H(Y|Z)) € C. Thus there exists a ternary Z such that
X*(Pxzllpx Pz) = x*(Pxllpx Pz) and H(Y |Z) = H(Y|Z). 0

Remark 5.12. Since Z with | Z| = 3 is sufficient to achieve g(¢) when Y is binary, we can

improve Lemma [5.5| for binary Y as follows:

9(e) < g(he),

where £ = min{|X| — 1,2}. In particular, we have
e If X ~ Bernoulli() and Py|x = BSC(a) with 0 < a < 3, then according to

Corollaries and 5.8 we have for 0 < ¢ < (1 — 2a)?

<< —
1—2a2 -9 =1 hpla)
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o IfY ~ Bernoulli(%) and Pxy is BISO, then according to Corollaries and

we have for 0 < e < p? (X,Y)

€ <) < 2e
Y)Y = Iy

5.5.2 Binary Input Symmetric Output Channels

In this section, we first derive an necessary condition for the linearity of g when Py y is
BISO. We then derive bounds for two special cases: (1) ¥ ~ Bernoulli(%) and (i) Pxyy =
BSC(«) and Y ~ Bernoulli(¢) forany 0 < ¢ < 3.

Similar to Section 3.8 we can define the initial efficiency of privacy-constrained infor-
mation extraction as the derivative §'(0) of g(¢) at e = 0. Analogous to Lemma [3.23] the

following lemma provides a lower bound for the initial efficiency.

Lemma 5.13. For a given joint distribution P with marginals px and qy, if X is weakly

independent of Y (i.e., §(0) = 0), then

. o~ logav ()
O 2 Py (1) I ()

where the x?-divergence is defined in (5.2).
Proof. First, note that it can be verified using (5.5)) that if either X or Z is binary, then

reX z€Z

We use the same privacy filter as in the proof of Lemma[3.23] illustrated in Fig.[3.3] Specif-

ically, let Z = {k,e} for some fixed k& € ) and the erasure symbol e, and define the
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privacy filter P,y by Pyy(kly) = 01—k}, and Pyy(ely) = 1 — 61—y, which imply
Py (k) = 6q(k) and Pz(e) = 1 — 0q(k). Since Z is binary, from (5.8]) we can write

) B P%,(x, k) Py(z,e)
e Y P R e

) a3 D) o (px() = 0P G )

px () 7 Px(2)(1 —day(y))

—
s}
~

rzeX

where (a) follows from the fact that Py ;(x|k) = Pxy(x|k) for k € Y and Py z(z|e) =

%‘W. We can therefore write
XY x|k

/(X 2) = av(k) (]) D~ ‘

reX

px(x)(1 — 5PY|X(7f|37))

O P, k k k) — 2P k
+x; A e 6y Kla)ay () + ay () — 2P (o),

and hence

Py (z|k )
42 (X, D)oo = ar () [Z e 1] =y (3P (R [px (). (59)

zeX

The rest follows similarly as in the proof of Lemma[3.23] N
The following result establishes a similar result as Lemma[3.23]

Lemma 5.14. For any joint distribution P with marginals qy and px, we have

H(Y) di(y) _ iy 108 qv (y)
p2(X,Y) = x3(Pllexay) — vey x2(Pxy (-[y)llpx(-))’

where d = min{|X|,|V|} — 1 and the second inequality becomes equality if and only if

there exists a constant ¢ > 0 such that —log qy (y) = cx*(Px)y (-|[y)|lpx (x)) forally € Y.
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Proof. First note that from Proposition[4.6/and (5.6), we have

%ZXQ(PHquY> < P (X,Y) < XP(Pllpxay). (5.10)
We therefore obtain
H(Y) dH(Y) _ —dX,cyav(y)logar(y)
P (X,Y) 7 X2(Pllpxay)  2,ey av (W)X (Pxpy (-[9)[lpx ()
—dl
< B T T
where the second inequality is analogous to Lemma [3.25] 0

Combining Lemmas [5.13]and[5.14] we obtain a necessary condition for the linearity of

g when Pyy is BISO.
Theorem 5.15. If Pxy is BISO, then § is linear only if Y ~ Bernoulli(3).

Proof. First, we notice that since Y is binary (i.e., d = 1), we have from (5.10) that

P2 (X,Y) = x*(P|lpxqy). Since for binary Y we have §(0) = 0, linearity and concavity

of g imply g(¢) = 5p725(())(/,%/)' Thus we can write

—
o
=

—logay(y) @ H(Y)
< _ 7
max g'(0) 2 (XY

O —log gy (y)
ve{0.1} X2 (Pxy (-|y)llpx () B

velo} X2 (Pxy ([y)llpx ()’

where (a) and (b) follow from Lemmas and [5.14} respectively. We then conclude that

N H(Y —1
7(0) = ity = MaXye(o1) e gy and hence

XQ(PX|Y(-|0 Ipx(+)) _ X2(PX|Y('|1)HPX<'>> (5.11)

log q log q
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where ¢ := qy (1). It is straightforward to modify Lemmato show that equation (5.11])

has only one solution ¢ = 3. O

In light of this theorem, if Py is BISO, then the lower bound in Corollary [5.8] is
attained only if Y is uniform. In an attempt to prove the converse, i.e., if Px|y is BISO and

Y is uniform, then §(¢) = we obtain the following result. It is still not clear that

-
P, (X,Y)?

the converse of Theorem [5.15/ holds.

Theorem 5.16. If'Y ~ Bernoulli(3) and Pxy is BISO, then

Furthermore, the bound is tight if there exists a function f such that f(X) = Y with

probability one.

Proof. Let X = {+£k,...,+2 +1}. As shown earlier, for binary Y we have p? (X, Z) =

X*(Pxz|lpx Pz). Thus we can write

A - ey Y Dy s B

2€EZ x= 2€Z x=—k

X szZOPYXoI PZY ].Pyxll’
__1+ZZP | |><13|th \<r>\<|>>

2€Z x=—k
k

1)
= —1—|—Z ZlY Z px () Py x (0] ) +Z Pa i Z px () Py x(1]|z)

+2Z Py (= |O PZ|Y z[1) Z ox () Py1x (012 Py (1)
_ g4t Z\Y(Z|O) Poy(@l0) 1 Py (211) &n PRpy(z]1)
= —1+ 4 ; Py(2) l,z_,c px(z) +t1 ; Py(2) xz_k px(z)
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_ZPZ|Y |0 PZ|y( 2|1) Zk: Py («]0) Pxyy (2[1) (5.12)

z€EZ r=—k pX(m)
Note that
1 Z X[y _ 21: P)2(|y< z[1) +zk: P)2(|y( z[1)
2 &~ px(z) = Py (2|1 + Pxpy (2]1) & Py (—2|1) + Py (2]1)
P)2(|Y( (1) P)2(|Y< z[1)

o Z]DXY x|1 —|—Px|y 1“1 ZPx|y .ﬁE‘l —|—Px‘y($|1)

_ ! Z X|Y x|1

m——k

On the other hand, we can write

P%.(z|0) 1 PZ . (z|1)
B B \Y Fxpy\Fh)
Ak =1 3 Ry B Bl
z€X ye{0, 1} I:,k
Thus we have
ko p2 2
1 Px\y($|0) 1 Px|y( z[l) 1 9
- _ = = (14 A (X,Y)). (5.13)
Plugging (5.13) into (5.12), we obtain
2(X,Z) = —1+~(1+ 2 (X.Y)) Z Py (10) 12 v (1)
Pmists B 2 P Py(2) 24~ Py(z)

1

+5K(Pzy (0] Pzy (-11))K(Pxpy (10} Pxyy (1))

= L A ALY, 2))

+%K(PZ|Y('|0)HPZY('Il))K(PXW('\O)IIPXY('Il))
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(a)
2 S XY Y, 2)) (5.14)

where

)Q(7)
KIPIG): Z 5P +05Q()

€T
for any pairs of probability distributions P and () supported over a set Z. Inequality (a)
becomes equality if K(Pxy (-|0)[|Pxy(-|1)) = 0 or equivalently Pxy (x|0)Px}y(z|1) =0
for all z € X. After relabeling if necessary, we can assume that there exist disjoints sets
Xy and &; such that ¥ = A, U X} and Pxy (z|1) = 0 for all z € &, and Px}y (z|0) = 0
for all z € &}. We then define a boolean function f as f(z) = 0if z € A and f(z) = 1 if
r e Al

The inequality in (5.14)) implies

2+ 2p2(X,2)
T+ (XY)

L+ pp (Y. Z) <

from which, and the fact that I(Y;Z) < log(1 + p%,(Y, Z)) proved in (5.4), the result
follows. U

Remark 5.17. If there exists a function f such that f(X) = Y with probability one, or
equivalently K(Pxy (-|0)||Pxy(:/1)) = 0, then we obtain two Markov chains X —o—
Y —— Zand Y —— X —o— Z. Due to the data processing inequality for maximal
correlation (3.3), we conclude that p?, (X, Z) = p2,(Y, Z), and hence, according to the
inequality I(Y;Z) < log(1 + p%,(Y, Z)), we obtain that g(¢) < log(1l + ¢). In fact,
Theorem proves that in this case this bound holds with equality because the existence
of such a function f implies that p? (X, Y) = 1.

We close this chapter by modifying the geometric approach that Witsenhausen and
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Wyner [147] proposed to generalize Mrs. Gerber’s Lemma [153]] (see Section . To this

end, let p%(q, A) be defined as

or(¢,A):= min  p}(X,2),
Pziyirm(Y,Z2)2A
X—o—Y—o—Z

forany 0 < A < 1, where Y ~ gy = Bernoulli(g) and T is the channel from
Y to X. Recall that X ~ px. Consider the map 7 : [0,1] — [0,1]® given by
r = (r,x%(ryllay), x*(rx|lpx)), where ry = Bernoulli(r) and rx(-) = Py (-|0)F +
Pxy(:|1)r is the X-marginal when ¥ ~ ry. Let S be the image of [0,1] under
7 and C be its convex hull. By definition, C can be written as the collection of
triplets (s, x*(Py/zPz||ay Pz), X*(Px/1zPz|px Pz)), where s = Zle wirs, Pz(i) = wi,
Py z(:|i) = Bernoulli(r;), and Px/z(-|i) = Px|y(:|0)7; + Pxy(-|1)r; for i € [k] and
some integer k. Note that if and only if s = ¢, then the pair (X', Y”) has the same dis-
tribution as the given pair (X,Y). Since Y is binary p2,(X, Z) = x*(Pxz||lpxPz) and
P2 (Y, Z) = x*(Pyz||ay Pz). Consequently, the graph of 02(q, -) is the lower boundary of
the convex set C, == C N {s = ¢}.
Similar to (3.12)), we can define the conjugate function

#3(q, \) = min 0%(q, A) — MA = min{n — A : (A,n) € C,}, (5.15)

0<A<1
for every A > 0. It can be verified that

07(g, 4) = maxr1(q, A) + AA. (5.16)

Using a technique similar to Section we can show that for a fixed A the graph of #2(-, \)
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is the lower convex envelope of the map ¢(-,\) : [0, 1] — R, given by

o(r, A) = X*(rxllpx) — AX*(ry [lay).

Hence, similar to Section we only need to focus on the domain of ¢(-, \) on which
it differs from #2(-, \) for a given A\. Computing #2(-, \) from ¢(-, \) follows the same
procedure as given in Section The following lemma clarifies this approach in the

simple binary symmetric case.

Lemma 5.18. Let Py)y = BSC(«) andY ~ qy = Bernoulli(q) with 0 < a,q < 1. Then
forany e < p? (X,Y)

§(e) < log (1 n m) .

Proof. For notational simplicity let x7(a||b) = % + % —1for0 < a,b < 1. Then, we
can write ¢(r, \) = x3(r * allg x ) — Axi(r|q). It is straightforward to show that ¢(-, \)
is convex for 0 < A\ < p2 (X,Y) and concave for A > p? (X,Y). Therefore we need to
focus on A > p? (X,Y). Note that (¢, #2(q, \)) can be written as a convex combination

of the points (0, (0, A)) and (1, ¢(1, \)) with weights ¢ and ¢, respectively. Thus, for any

A= P (XY)
2= ~2 =2 2
V%(q,k) _ aq+aq+aq+aq_1_)\
Qax g l—axgq

Now that we obtain +2(g, \), we invoke (5.16)) to write

2(q,A) = max pA(X,Y)—=A+AA

AZp7, (XY)
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= Ap(X,Y) (5.17)

Since 02(q, A) = Ap?,(X,Y), we conclude that

max R (Y. Z) = —0 . 5.18
PZ‘Y:pgn(X,Z)Ss Pm( ) p%(X, Y) ( )
X—o—Y—o-2Z
Since we have I(Y; Z) < log(1 + p%,(Y, Z)), the results immediately follows. O

It is interesting to note that, on the one hand, the strong data processing inequality for
maximal correlation (5.3) implies that p,,,( X, Z) < pn(Y, Z)pm(X,Y) and, on the other
hand, (5.18) implies that p,,(X, Z) > pn(Y, Z)pm(X,Y). Hence, if the channel from Y

to X is BSC, then we have
(X, Z) = p(Y, Z) p( X, Y), (5.19)

for any arbitrary channel Pzy which forms the Markov chain X —o— Y —— Z. A mutual
information counterpart of (5.19) can be obtained from Corollary Yy ~ Bernoulli(%)
and Pxy is BISO, then

I(X;2) 2 I(X; Y)I(Y; Z),

for any arbitrary channel Pz, which forms the Markov chain X —— Y —o— Z.
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Chapter 6

Privacy-Aware Guessing Efficiency

6.1 Overview

As seen in the previous chapter, the privacy measure based on maximal correlation re-
sults in an operational interpretation; that is the requirement p? (X, Z) < ¢ implies that
P(f(X)|Z) — P(f(X)) < O(y/¢e) for any non-constant function f. However, the cor-
responding rate-privacy function g(¢) is difficult to calculate in closed form. In order to
overcome this difficulty and at the same time to enjoy the operational interpretation of pri-
vacy, we propose to measure privacy when both X and Y are discrete in terms of Arimoto’s
mutual information . In fact, we utilize Arimoto’s mutual information to measure both
utility and privacy and then define a parametric family g*) () of utility-privacy trade-
offs. In the uniform case, the parameters v € [1,00] and p € [1, 0] correspond to the
sensitivity of privacy and utility, respectively, i.e., for ;1 < 15 and p; < ps we have
gz (g) < g (g) < gvr2)(g), Of this family of utility-privacy tradeoffs, two ex-
treme cases are particularly interesting: g™V (¢), which equals g(¢), and ¢g{®>)(¢), that is
the limit of g®*)(£) as both v and p tend to co. As seen in Chapter the former provides

an information-theoretic formulation for the utility-privacy tradeoff. In this chapter, we see
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that the latter provides an estimation-theoretic formulation for the utility-privacy tradeoff.

In fact, (> (¢) provides a quantitative answer to the following question: Among all dis-

P(Y]|2)
P.(Y)

crete random variables Z satisfying X —o— Y —o— 7, what is the largest log such

P.(X1|2)

that log —5- 59

< ¢ for a given €?

6.1.1 Main Contribution

The main contributions of this chapter are as follows:

e We first describe a decision-theoretic setting where given two discrete random vari-
ables X and Z we define the so-called information leakage as the amount of in-
formation leaking from X to Z. We then show that, in some particular cases, the
information leakage is in a one-to-one correspondence with Arimoto’s mutual infor-
mation and thus provide an operational interpretation for the privacy measure based

on Arimoto’s mutual information.

e Given 1 < v, i < oo, we then define a parametric family ¢***)(¢) of utility-privacy
tradeoffs which is shown to include g(¢). It is argued that gV (¢) = g(e) and
9> () can lower and upper bound each g**)(¢) for v, u > 1. This observation

motivates us to concentrate on evaluating g(*)(¢).

e Inevaluating g{>>)(¢), we define the so-called privacy-constrained guessing proba-
bility () as the maximum of P.(Y|Z), where the maximization is taken over Py
such that X —— Y —o— Z and P.(X|Z) < . We observe that 7(¢) has a one-to-
one relationship with g(>°°)(¢) and that it is easier to deal with, and thus we turn our

attention to 7 (¢).

e Using geometric properties of the set of the privacy filters, we prove some functional
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properties of %. In particular, we show that it is strictly increasing, concave and
piecewise linear on [P.(X), P.(X|Y")]. These properties allow us to derive a closed
form expression for # in the binary case, i.e., | X'| = |)| = 2. The optimal privacy fil-
ter in this case is a simple Z-channel which establishes an optimal privacy-preserving

mechanism to avoid survey response bias [145]]; see Example[1.3]

e To study the non-binary case, we define £ similar to # with a further assumption
that Z = ). Using a novel technique, we compute, #'(P.(X|Y)), the derivate of
A(-) ate = P(X|Y) in closed form and show that there exists a constant 0 < g <
P.(X|Y) such that f(c) = 1 — (P(X|Y))R'(P(X|Y)) for ¢ € [eL,P(X[Y)].
Thus, this technique yields a closed form expression for £ (¢) for general pair of
discrete random variables (X,Y") for sufficiently large, but nontrivial, values of e.
By assuming X = ) = {0,1}", this result enables us to derive expression for
h corresponding to n-tuples (X", Y™), where X" consists of the first n samples
of either a memoryless or a first-order Markov process with a symmetric transition

matrix and Y is the output of a memoryless BSC(«) fed with X".

In this chapter, we need the following definitions. The Rényi entropy H,(X) of order

v € [1,00] is defined as

H(X), v=1,

H,(X) = —log (X ,crPk(@), 1<v<oo, (6.1)
—log (Pc(X)), v =00,
\

where P.(X) was defined in Definition Arimoto’s conditional entropy of order v €
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[1, 0] is defined as

p

H(X|Z), v=1,
/v
H,(X|Z) = { 2 log (zzez Ps(2) [erx P§|Z(:p|z)]1 ) S l<v<oo, (62

—log (P(X]2)), v =00,
\

where P (X|Z) was defined in Definition [5.4. Arimoto’s mutual information of order v €
[1,00] is then defined as I,(X;Z) = H,(X) — H,(X|Z) (see, e.g. [142]). Note that
L(X; 7) = I(X: Z).

6.2 Loss-Based Information Leakage: A General Framework

Consider a pair of random variables (X, Z) € X x Z. Using a decisionrule ¢) : Z — X, a
decision maker, say Bob, takes & = 1/(z) as a prediction of the target variable X whenever
Z = z. In this context, a loss function ¢ : X x X — R quantifies through ((z, %) the loss
suffered by Bob when the true value of X is = but he used  as an estimate of X.

The Bayes map for loss function ¢ is the optimal decision rule, i.e., the map v that
minimizes the expected loss. When no side information is available, the loss correspond-
ing to the Bayes map is inf,_; E[¢(X, Z)] and when side information Z is available, the

corresponding loss is

A~

inf E[((X,(2))] = inf  E[((X, X)].

P:Z—X PX|Z2X+Z+X

In this context, we propose the difference between the log-losses with and without side

information Z as a measure of the information leakage from X to Z.
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Definition 6.1. For a given loss function { : X x X — RT, the information leakage from

X to Z is defined as

inf, ¢ E[((X, 7
Lo(X = Z) = sup og Mac [4(X, 2)]

P X|z
Since side information can only improve the performance, £,(X — Z) > 0.

Example 6.2 (Hamming loss function). Let X = X = [M] and ly(z,#) = 1,44, where
1¢4 is the indicator function. Then, the associated information leakage Lny(X — Z) is

given by
1 —P(X) o L7 2~ Hoo(X)
= 10
1-P.(X|Z)  ®1_2-H=(X12)

Ly(X — Z) =log

where the second equality follows from (6.1)) and (6.2)).

Note that if X ~ Bernoulli(p) and Pz x = BSC(«) with p € [, 1] and a € [0, 1],
then P.(X) = p and P.(X|Z) = pa + max{pa, ap}. In this case, it is straightforward to
verify that £4(X — Z) = 0 if and only if p > &. Therefore, if ; < @ < p < 1 then
Ly(X — Z) = 0 even though Z is not independent of X. This example shows that, in
general, £y(X — Z) = 0 does not imply X Il Z. This contrasts with other notions of

information leakage: mutual information in Chapter [3] maximal correlation in Chapter [5

and Sibson’s mutual information in [[79], where zero leakage is equivalent to independence.

Example 6.3 (Generalized Hamming loss function). Let X = [M] and X be the set of all

probability distributions over X'. For v € (1, 00), the generalized Hamming loss function

of order v is defined as [[141, eq. 10.27]

0(2,Q) = —~ (1-@(1;)”:1).

v—1
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For this loss function, the associated information leakage LS7(X — Z) satisfies

1 — 2= Hu(X)

1 — o5 H(X|2)

LEH(X — Z) =log (6.3)

H(X
It is straightforward to show that llgr% LHX = 7)) = ﬁ and Vh_}rgo LMNX = 2)=

,CH (X — Z)
Example 6.4 (Squared-error loss function). Let X = X = R and {(z, %) = (z — &)2. The
corresponding information leakage Lys(X — Z) is given by

var(X)

X = 7Z)=log ———F=
'CMS( - ) Og mmse(X’Z>7

where mmse(X|Z) = E[(X — E[X|Z])?] = Elvar(X|Z)].

We end this section by considering the following decision problem. Suppose that Alice
observes Y and, in order to receive a utility, she has to disclose it to Bob. In general, Y
might be correlated to her private information, represented by X. To maintain her privacy,
Alice would like to disclose another random variable Z which, on the one hand, maximizes
the utility, and on the other hand, preserves the privacy of X. From an estimation theoretic
point of view, it is reasonable to measure the utility in terms of the efficiency of Bob in
estimating Y. A way to measure this estimation efficiency is by the expectation of the
reward function associated to a loss function ¢ : ) x )> — R*. In this case, for a given
Z, Bob seeks to maximize —E[((Y, Y (Z))] over all estimators Y : Z — ). Since such a
maximum is in a one-to-one correspondence with £,(Y — Z), we will take the latter as
a utility measure. Similarly, we will take £ (X — Z) as a measure of privacy where ¢’ :
X x X — R* is a loss function. In order to quantify the tradeoff between £,(Y — Z) and

Ly(X — Z), we introduce the utility-privacy function for discrete X and Y in Section|[6.3)
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using generalized Hamming loss functions ¢ = ¢,, and ¢’ = ¢,, and the estimation-noise-to-
signal ratio for continuous X and Y in Chapter [7|using the squared-error loss function for

both ¢ and ¢'.

6.3 Discrete Scalar Case

In this section, we assume that X and Y are discrete random variables taking values in
X = [M]and Y = [N], respectively. Let P(x,y) := Pxy(x,y) withz € X andy € ) be
their joint distribution and px and qy the marginal distributions. For every v, u € [1, 00],

we define G»# (P, - ) : [0,00) — R by

GVHM(Pe) = sup £SH(Y — 7Z),
X—o—Y—o—2Z
£EH (x> 2)<e

which is a measure of the tradeoff between estimation efficiency and privacy discussed in
the previous section. In connection with the rate-privacy function in Chapter [3, we define

the following family of utility-privacy functions.

Definition 6.5. For every v, i € [1, 00|, we define the utility-privacy function g®* (P, -) :
[0,00) = R by
g(VvN)(P’ 5) = sup ]M(Y7 Z)

X—o—Y—o—2Z
Iy (X;2)<e

Notice that the function g(¢) introduced in Chapter [3| equals g™V (P, ¢). If Z1LX,
then both £SH(X — Z) and I,(X; Z) equal zero. Therefore, G (P, ¢) and g* (P, ¢)
are well defined. When there is no risk of confusion, we will omit P in G®#) (P, £) and

9@ (P, e).
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It is easy to see from that

o~ EL[H, (V) =g (9(2)

_b=lp (V)
1—-2 "
G (e) = log ( - ) :
1

where J(¢) = Y

o log (2%1]{”()() (1 — 2_6) + 2_6>. This shows that G can be ob-
tained from the utility-privacy function ¢*). To characterize G**), we can therefore focus
on g(l«u)_

Computing g**) for every v, u > 1 seems to be complicated even for the simple binary

case. However, the following lemma provides lower and upper bounds for ¢*) in terms

of ¢g{>°°). For notational simplicity, we let g (<) denote g (¢).
Lemma 6.6. Let (X,Y) be a pair of random variables and v, jn € (1,00). Then

v—1

$0) < g (e L HA(X) )+ HY) = HalY),

14

forany e > 0, and

foranye > H,(X) — Hoo(X).

Proof. The facts that v — H,(X|Z) is non-increasing on [1, co] [56, Proposition 5] and

O, |2;?)"/? > max; |z;| for all p > 0 imply

v—1

—~H,(X|2) < Hu(X|Z) < H,(X|2). (6.4)
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Since I(X;Z) = Hyo(X) — Hoo(X|Z), the above lower bound implies

Lo(X:2) < Ho(X) = 22,000 + =1 (x 2)
< S HW(X) + 21X 2), 65)

where the second inequality follows from the fact that v — H, (X ) is non-increasing. Since

1,(Y;Z2)=H,Y)— H,(Y|Z), the upper bound in implies

LY Z) < Lo(Y: Z) + Hy(Y) — Hoo(Y). (6.6)

Therefore,

g(u,u)(g) < g™ (%HOO(X) + v 5) +H,(Y)— Ho(Y).

v

Similarly, interchanging X, v and Y, v in (6.5) and (6.6), we obtain

ge1(e) 2 L (e = H(X) + HoolX)) = == Hao(Y)

whenever ¢ > H,(X) — Hoo(X). O

In light of this lemma, we can focus on ¢g* as it provides upper and lower bounds for

g1 < v, i < oo. In order to study g>, we need the following definition.

Definition 6.7. Given a pair of discrete random variables (X,Y) ~ P and ¢ > 0, the

privacy-constrained guessing probability is defined as

n(P,e) = sup P.(Y|Z). (6.7)

PZ|Y:X+Y+Z7
Pe(X|Z)<e
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For brevity, we write 7 (¢) for 7 (P, €). The fact that I (X; Z) = log <P;(C)(()‘£)> implies

9> (e) = log % (6.8)

The above functional relation allows us to translate results for 7 into results for g>.

In summary, G**) and ¢**) are intrinsically related and both quantify the tradeoff be-
tween utility and privacy. The latter family of functions can be bounded using the function
¢>° which, by the functional relation (6.8]), can be obtained from %. The quantity % is
thus not only operational by itself, but it provides bounds for the family of utility-privacy
functions ¢**) for any v, u > 1. It is therefore natural to focus on % in the remainder of
this chapter. However, before delving into 7, we generalize the geometric approach given

in Section [3.5|to compute ¢g” in the binary symmetric case.

6.3.1 Computation of g

In this section, we generalize the geometric approach given in Section [3.5] to derive an
expression for g¥(¢) in the special case Pxy = BSC(a) and Y ~ gy = Bernoulli(g) with
q €0, 3].

Recall that the function ¢ was defined in (3.14) and it was shown that its upper concave
envelope (resp. lower convex envelop) equals G% (resp. F7), the conjugate of Gt (resp.
Fr), defined in (3.13) (resp. (3.11))). This argument can also be used to characterize g”(¢)
for any v > 2 when Py is a BSC, as shown below.

Define

K, (X|Z) =E [HPX\Z("Z)HV} = ZPZ(Z)

zEZ

1/v
> Pfqz(ﬂZ)] :

reX
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and also K, (X) = ||px||, for v > 1. We may also use K, (px) to denote K, (X ). Note

that
— UV

KV<X|Z>=exp{1 HV<X|Z)},

and also K,(X) = exp{:*H,(X)}. Note that conditioning reduces entropy, i.e.,
H,(X|Z) < H,(X) for v € [1,00] [56, Theorem 2]. Note also that the map =
exp {£=2x} is strictly decreasing, thus we have K, (X|Z) > K,(X). For a given v > 1,

T = Pxpy,and Y ~qy, let F(qy, - ) : [K,(Y), 1] = [K,(X), 1] be defined as

Fqy,A) = min K, (X|2). (6.9)

K, (Y|Z)>A
Having defined F#”) as above, we can write

14

max  H,(X|Z) = - log F) (qy, A), (6.10)

HV(Y‘Z)SK, — UV

where k = 1% log A. The above expression yields a relationship between FT(”) and the

dual of ¢g":
v

min  1,(X;Z) = H,(X) — log F)(qy, A), (6.11)

1,(Y;Z)>R 1—-v

where R = H,(Y) — 1% log A. Consequently, analogous to Section characterizing g”

is equivalent to characterizing FT("). In what follows, we generalize the approach given in
Section 3.5|to characterize FT(V).

Recall that T = Px|y and Y ~ qy are given. Now consider the (|| 4 1)-dimensional

set S = {(q,K,(q), K,((Tq)x)) : g € Py}, where (Tq)x € Py is the marginal

distribution of X when Y ~ q. Let C*) be the convex hull of S. It can be shown that C(*)
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can be characterized as
CY = {(q,.K,(Y'|2),K,(X"|Z)): Y ~q, X' ~ (Tq)x, X' ——Y' —— Z}

Note that if and only if g = qy, then the pair (X', Y”) has the same distribution as the given

pair (X,Y"). It is clear that we can write
(v, A) =min {5 (v, A,n) € C} = min {n: (A1) € ¢},

where C§,V ) =W n {q9 = qy}. Hence, the graph of F-|(—V)<qy, -) is the lower boundary
of the convex set Cx(,” ), Although this observation establishes the convexity of Féy) (Qy,-)s
the function ¢” need not be convex nor concave. Let now F#V)*(qa -) : R — R be the

conjugate of FT(”)(q, ), i.e.,
F%(q, ) = min{F{")(q,4) - MA : K, (q) < A < 1}.

In fact, the line Az + F#”)* (g, \), of slope A, supports C§;' ) from below and thus supports the

graph of F)(q, ). We can recover F*) from F"* according the following relationship

F(q, A) = max{F{""(q,\) + AA : A € R}.

The above setting coincides exactly with the Witsenhausen and Wyner’s setting [[147]],
described in Section Consequently, we can invoke the procedure given in Section
to compute F#”). For a given ), define the mapping ¢ (-,\) : Py — R, given by
#™(q,\) = K,((Tq)x) — AK,(q). The procedure is as follows:

e Fix A € R and compute the lower convex envelope of ¢ (-, \) (i.e., F#”)*(-, A)),
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e If a point of the graph of FT(”)*(-, A) can be written as a convex combination of

#™)(q;, \) with weights w;, i € [k] for some k > 2, then

k k k
F-l(-”) (ZwiqiazwiKu(qi)) = ZwiK,,((Tqi)X).
i=1 i=1 i=1

e If, for some ), the function F#V)*(qy, A) coincides with ¢(qy, A), then this corre-

sponds to a line of slope A supporting the graph of FT(”) at point A = K, (qy).

We next apply this procedure for the special case T = BSC(«) and qy = Bernoulli(¢) with

a, q € [0, 3]. Let K, (¢) be defined as K, (q), where g = Bernoulli(g) and also gbé")(q, A) =

K,(a % q) — AK,(q). Note that K, (g) is strictly decreasing in ¢ for ¢ € [0, 3]. Let also

K;':[0,1] — [0, 3] be the functional inverse of K. The following result characterizes

g” for any v > 2 by characterizing its functional dual in the same spirit that Theorem

characterized the dual of g(e).

Lemma 6.8. Let T = BSC(a) and qy = Bernoulli(q) with o, q € [0, 3]. Then, we have for

v>2and K,(q) <A <1

Fr(ay,4) = K, (K, (4) xa)
Consequently,
v K,(q*a)
1,(X;7)= 1 )
IV({/ng)lzR ( ) 11— % K, (K;1(A) * a)
where R = % log K”A(Q)
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Figure 6.1: The set of achievable pairs {(/,(Y; Z),I,(X; Z))}, for Pxy = BSC(0.1) and
dy = Bernoulli(0.3) in different cases v = 1, v = 2 and v = 5. The lower
boundaries of these sets correspond to Theorem[3.8|for v = 1 and to Lemma|6.§]
for v = 2 and 5.

Proof. First note that (6.13)) follows directly from (6.11)) and (6.12). To prove (6.12)), ob-

serve that the second derivative of qﬁf)") (-, A) is given by

dd—; 2 (0. 3) = (r=1)(1-20)2A(r)(C(r) = B(r) = A= 1) AR) (C(p) ~ B(p)). (6.14)

where r == a % p and A(r) = (r¥ + 7)Y*2, B(r) = (r*' = 1)2 and O(r) =
(r” + 7)(r”=2 + 7~2). This expression can be shown to be positive if A < (1 — 2a)? and
v > 2. For A > (1—2a)? and v > 2, the right-hand side of (6.14)) is negative on an interval
[Daws Daw] symmetric about p = % and is positive elsewhere with the local maximum at
p = % (Fig. . Therefore, we only need to focus on the interval [py ,, Py ). It can be

verified that we have %gb(b”) (Paws A) = dipgﬁg’) (Paw, A) = 0. By symmetry, the lower convex
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Figure 6.2: The function ¢E)3) (p,0.7), where T = BSC(0.1) and qy = Bernoulli(0.3).

envelope of the graph <bl()”)(~, A) is obtained by replacing p in ¢l()”) (p, A) on the interval
[Dxs Daw] bY Da,. Therefore, for the given ¢ < %, if py, < g, then (g, F#”)*(qy, A)) is

a convex combination of (py ,, gzﬁl(;') (paw, A) and (P, qﬁg/) (Prw, A) with weights w and @.

Hence, we can write
F‘l('y) (qY7 wKV(p)\,V) + @Ku(p)\,u)) = WKV<p)\,V * Oé) + @Ku(p)\,u * 05)7

where w satisfies ¢ = wpy , +wpy .. Note that K, (py ) = K, (px,) and also K, (py, ) =
K, (P, * «). Thus, denoting pj ,, by p, we conclude that F#V)(qy, K,(p)) = K,(p* «) for

0<p<q O

6.3.2 Geometric Properties of #

First, note that P. (XY Z) > P.(X|Z) > P.(X) for random variables X, Y and Z. There-
fore from (6.7) we have P.(Y) < fi(e) < 1, and (e) = 1 if and only if ¢ > P.(X|Y).
Thus it is enough to study 7 (-) over the interval [P.(X), P.(X|Y)]. An application of the

Support Lemma [40, Lemma 15.4] shows that it is enough to consider random variables Z

supported on Z = [N 4 1]. Thus, the privacy filter P}y can be realized by an N x (N +1)
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stochastic matrix F' € My (n11), where My, s denotes the set of all real-valued N x M
matrices. Let F be the set of all such matrices. Then both utility (P, F) = P.(Y'|Z) and

privacy P(P, F') = P.(X|Z) are functions of F' € F and can be written as

N+1 N N+1
P(P,F) = z; 12%42 P(z,y)F(y, 2), U(P,F) = 2} Jax q(y)Fy.2)
z= y= 2=

(6.15)

In particular, we can express 7 (g) as
f(e)= sup U(P,F). (6.16)

FeF,
P(P,F)<e

As before, consider P fixed and omit it in (P, F') and P (P, F) when there is no risk of
confusion. It is straightforward to verify that P and {/ are continuous and convex on F.
On the other hand, we show in the following theorem that % is concave and continuous on
[Pc(X), Pc(X]Y)] and consequently, for every € € [P.(X), P(X|Y)] there exists G € F
such that P(G) = e and U (G) = 7 (e).

Theorem 6.9. The mapping € — h is concave on [P.(X), P.(X|Y)].

Proof. This result can be proved using a proof technique similar to [147, Theorem 2.3] (see
Section [3.5). However, we provide an easier proof based on the random filter argument
presented in the proof of Theore Let Pz y : Y — Zyand Pz, y : Y — Z; be
two optimal privacy filters with disjoint output alphabets Z; and Z,, and corresponding
privacy levels €, and e5, respectively. We introduce an auxiliary binary random variable
U ~ Bernoulli(\), independent of (X,Y), for some A € [0, 1] and define the following

random privacy filter Py, |y: We pick P,y if U = 1 and P,y if U = 0. Note that U is a
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Figure 6.3: Typical # and its trivial lower bound, the chord connecting (P.(X), # (P.(X)))
and (P.(X|Y), 1).

deterministic function of Z,. Then, we have
P(X|Zy) = P(X|Zy,U) = AP(X|Z1) + AP(X|Z2) = A&y + Aea.

Analogously, we obtain P (Y| Z)) = M (g1) + Mi(e2). Since A(Aeq + Aey) > P (Y] Z)),

the result immediately follows. [

The following theorem states that 7 is a piecewise linear function, as illustrated in
Fig.[6.3]
Theorem 6.10. The function f : [P.(X),P.(X|Y)] — RT is piecewise linear, i.e., there

exist K > 1 and thresholds P.(X) = ¢9 < g1 < ... < ex = P(X|Y) such that h is

linear on [g;_1,¢;] for all i € [K].

The proof of this theorem, which is given in Appendix [C.I] relies on the geometric

formulation of % . In particular, it is proved that P and U, are piecewise linear functions in
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F. Using this fact, we establish the existence of a piecewise linear path of optimal filters
in F. The proof technique allows us to derive the slope of 7 on [¢;_1, &;], given the family
of optimal filters at a single point ¢ € [¢;,_1, ¢;]. For example, since the family of optimal
filters at ¢ = P.(X|Y’) is easily obtainable in the binary case, it is possible to compute
on the last interval. We utilize this observation in Section [6.3.4] to prove that in the binary

case f is indeed linear.

6.3.3 Perfect Privacy

When ¢ = P.(X), observing Z does not increase the probability of guessing X . In this case
we say that perfect privacy holds. An interesting problem is to characterize when non-trivial
utility can be obtained under perfect privacy, that is, to characterize when % (P.(X)) >
P.(Y') holds. To the best of our knowledge, a general necessary and sufficient condition
for this requirement is unknown.

Notice that 7 (P.(X)) > P.(Y") is equivalent to g>(0) > 0. As opposed to I, (X; Z)
with 1 < v < o0, [(X;Z) = 0 does not necessarily imply that X 1. Z. In particular,
the weak independence arguments from Chapter 3| cannot be applied for g>°. However, we

have the following.

Proposition 6.11. Let (X, Z) be a pair of random variables with X uniformly distributed.
If1o(X;7Z) =0, then X 1L Z.

This proposition follows easily from the following lemma.

Lemma 6.12. If X is uniformly distributed, then the mapping v — 1,(X;Z) is non-

decreasing on |1, 00|. In particular, [(X; Z) < I.o(X; Z).
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Proof. From the definition of Arimoto’s mutual information, we can write

1,(X:2) =

)

logZ[Z?‘V Pyx(z )r,

z€Z LzeX

P%() __ Since X is uniformly distributed, r, (z) = px(z) = ;. Thus

where TV({E) = m

we obtain

Eo(p,px, Pzx)
p 9

1(X;7) =

where p := =%, and for any channel W with input distribution Q, Ey(p, Q, W) is Gal-
P » y p P

lager’s error exponent function [60], defined as

Ey(p, Q,W) = IOgZ[ZQ YW !x)] :

z€Z LzeX

Arimoto [12]] showed that for any () and W fixed, the mapping p — Eolp@W) Q ) is decreasing.

Since p is decreasing in v, the result follows. O]

As a consequence of Proposition when X and Y are uniformly distributed, one

can apply the weak independence arguments from Chapter 3] to obtain the following.

Corollary 6.13. If X and Y are uniformly distributed, then g>(0) > 0 if and only if X is

weakly independent of Y.

When X is uniform, the privacy requirement /., (X; Z) < ¢ guarantees that an adver-
sary observing Z cannot efficiently estimate any arbitrary randomized function of X. To

see this, consider a random variable U which satisfies U —o— X —o— Z. Then we have

U‘Z ZmaXZPUXuacPZp(( \x)

z€EZ zeX
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< Z (r;1€a£\)}<P2|X(z|x)) (rlrL?J(ZPUX(u,x))
P.(X]Z)P.(U)
Pe(X)

which can be rearranged to yield I, (U;Z) < [(X;Z). It is worth mentioning that
the data processing inequality for /., [56] states that [.(Z;U) < [(Z;X). However,

I.(Z;U) is not necessarily equal to I (U; 7).

6.3.4 Binary Case

A channel W is called a binary input binary output channel with crossover probabilities o
and 3, denoted by BIBO(«, ), if W(+|0) = (&, ) and W(:|1) = (8, 3). Notice that if X ~
Bernoulli(p) with p € [3,1) and Py|x = BIBO(«, ) with r, 5 € [0, 3), then P(X) = p
and P.(X|Y) = max{ap, Bp} + Bp. In this case, if ap < Bp then P (X|Y) = p = P.(X)
and hence % (p) = 1. The following theorem, whose proof is given in Appendix

establishes the linear behavior of 7 in the non-trivial case ap > [p.

Theorem 6.14. Let X ~ Bernoulli(p) with p € [%, 1) and Py|x = BIBO(«, B) with o, €

[0, %) such that ap > Bp. Then, for any € € [p, ap + Bp] = [P(X), P(X|Y)],

1—¢(e)g, aap® < PP
n(e) =

1-{(e)g, aap* > Bp?,
where q :== qy (1) = ap + Bp,

_ap+fp—e¢

_ap+fPp—e
o) = ap — Bp

T ap and ((¢):

(6.17)
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(a) aap® < BPp>. (b) aap® > BBp>.

Figure 6.4: Optimal privacy mechanisms in Theorem

Furthermore, the Z-channel Z(C(<)) and the reverse Z-channel Z(( (<)) achieve (<) when
aap® < BBp? and aap?® > BPp?, respectively. The optimal privacy filters are depicted in

Fig.

Note that the condition aa@p? < (3Bp* can be equivalently written as Pxy(0]0) <
Px|y(1]|1). Consequently, when aap® < f Bp?, the event Y = 1 reveals more useful
information about X and hence it needs to be distorted to maintain the privacy of X.

Under the hypotheses of Theorem there exists a Z-channel for every ¢ €
[P(X), Po(X|Y)] that achieves £ (¢). A minor modification to the proof of Theorem [6.14]
shows that the Z-channel is the only binary channel with this property. It must be noted that
even in the symmetric case (i.e., « = [3), the optimal filter cannot be a symmetric channel
for p € (3,1). However, when a = 3 and p = 3, the channel BSC(0.5¢(¢)) can be easily
shown to be an optimal privacy filter for every € € [P.(X), P.(X|Y)].

It is straightforward to show that 1 —{(p)q > gif and only if p € (%, 1),and 1—(p)q >
q if and only if aap® < BBp>. In particular, we have the following necessary and sufficient

condition for the non-trivial utility under perfect privacy.
Corollary 6.15. Let X ~ Bernoulli(p) with p € [5,1) and Py|x = BIBO(«, 8) with
o, B € [0,1) such that ap > Bp. Then g>°(0) > 0 if and only if aap® < [BBp* and
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6.3.5 A variant of

Thus far, we studied the privacy-constrained guessing probability # where no constraint on
the cardinality of the displayed data Z is imposed (other than being finite). Nevertheless, it
was shown that it is sufficient to consider Z with cardinality |))|+1 = N + 1. However, this
condition may be practically inconvenient. Moreover, for the scalar binary case examined
in the last section we showed that a binary Z was sufficient to achieve 7 (¢) for any ¢ €
[Pc(X), Pc(X]Y)]. Hence to simplify the constrained optimization problem involved, it is
natural to require that | Z| = || = N, which leads to the following variant quantity of 7,

denoted by 7.

Definition 6.16. For arbitrary discrete random variables X andY supported on X and )
respectively, let fu : [P.(X),P.(X|Y)] — R be defined by

h(e) = sup P (Y]2),

Pz y €D,
where ®_ == {Pyy : Z=Y,X ——Y —— Z,P(X|Z) < e}.

Unlike 7, the definition of % requires Z = ). This difference makes the tools from
[147] unavailable. In particular, the concavity and hence the piecewise linearity of /. do
not carry over to fo. However, we have the following theorem for 2 whose proof is given
in Appendix For (yo,20) € Y x Y, a channel W is said to be an N-ary Z-channel
with crossover probability v from yg to 2o, denoted by Z¥>*0(~y), if the input and output
alphabets are ) and W(y|y) = 1 for y # yo, W(20|v0) = 7, and W (yo|yo) = 7. We also let
2/ (P.(X]Y)) denote the left derivative of £ (-) evaluated at ¢ = P.(XY"). For notational
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| , ion £ = 400 T .
convenience, we adopt the convention g +oo forx >0

Theorem 6.17. Let X and Y be discrete random variables. If P.(X) < P (X|Y), then
there exists | < P (X|Y') such that v is linear on [e, P(X|Y)]. In particular, for every
e € [eL, P(X|Y)],

fi(e) = 1 = (P(X|Y) = )/ (Pe(X[Y)). (6.18)

Moreover, if gy (y) > 0 for all y € Y and if there exists (a unique) x,, € X for eachy € Y
such that Pr(X = z,|Y =y) > Pr(X = z|Y =y) forall x # x,, then

) ) gy (y)
A (PAXI|Y)) = ‘ 01
_( ( | )) (y,,gleljr)lxy Pr(X = Ty, Y = y) — PI‘(X = Ty, Y = y) ( 9)

In addition, if (yo,z0) € Y x Y attains the minimum in (6.19), then there exists £{** <

P(XY) such that Z¥*0 (% (e)) achieves fu(e) for every € € [}, P(X|Y)], where

oy P(XIY) — = |
Pr(X =x,,Y =y)) — Pr(X =2,,,Y = yo)

Although (6.18) establishes the linear behavior of 7 over [, P.(X|Y)] for general X
and Y, a priori it is not clear how to obtain £'(P.(X|Y")). Under the assumptions of Theo-
rem (6.19) expresses 2/ (P.(X|Y)) as the minimum of finitely many numbers, and a
suitable Z-channel achieves # for ¢ close to P.(X|Y"). As we will see in the following sec-

tion, these assumptions are rather general and allow us to derive a closed form expression

for f for a pair of binary random vectors (X™,Y™) with X™ Y™ € {0, 1}".
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6.4 Binary Vector Case

We next study privacy aware guessing for a pair of binary random vectors (X" Y™).
First note that since having more side information only improves the probability of cor-
rect guessing, one can write P (X™) < P (X"|Z™) < P (XY™ Z™) = P (X"|Y™)
for X" —o— Y" —o— Z" and thus, we can restrict €" in the following definition to

[Pe(X™), Pe(XY™))].

Definition 6.18. For a given pair of binary random vectors (X™,Y™), the function ,, is

defined, for ¢ € [pcl/n<Xn)7 Pcl/n(X"\Y”)], as

h (e)= sup P (Y"|Z") (6.20)

PZn‘yn e@nﬁ

where D, . = {Pgnjyn : 2" = {0,1}", X" —o— Y™ —— Z" P/"(X"|Z") < e}

Notice that this definition does not make any assumption about the privacy filters Pzn y«
apart from Z™ = {0, 1}". Nonetheless, this restriction makes the functional properties of
h,, different from those of #.

In order to study %, we consider the following two scenarios for (X", Y™):

(a;) Xi,...,X, are ii.d. samples drawn from Bernoulli(p),

(az) Xy ~ Bernoulli(p) and X}, = Xy_1 ® Uy for k = 2,...,n, where Us, ..., U, are
i.i.d. samples drawn from Bernoulli(r) and independent of X, where & denotes mod

2 addition,
and in both cases, we assume that

®) Yy = Xy @&V for k € [n], where V;,...,V, are i.i.d. samples drawn from

Bernoulli(a) and independent of X™.
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We study #,, for (X", Y™) satisfying the assumptions (a;) and (b) in Section and
for (X™,Y™) satisfying the assumptions (a;) and (b) in Section We study %, in the

special case 7 = 0 in more detail.

6.4.1 IL.I.D. Case

Here, we assume that (X™,Y™") satisfy (a;) and (b) and apply Theorem to derive a
closed form expression for f,, (¢) for € close to P.(X"|Y™). Additionally, we determine an
optimal filter in the same regime.

We begin by identifying the domain [P.(X™), P.(X"|Y™)] of 7 in the following lemma,

whose proof follows directly from the definition of P..

Lemma 6.19. Assume that (X1, 21),...,(Xn, Z,) are independent pairs of random vari-
ables. Then
P(X"Z") = [ [ Pe(Xe|Zs).
k=1

Thus, according to this lemma, if p € [3,1) and a € [0, 1) then P.(X") = p" and
P.(X™Y™) = @". The following proposition, whose proof is given in Appendix is
a straightforward consequence of Theorem A channel W is said to be a 2"-ary Z-
channel with crossover probability -y, denoted by Z,,(~y), if its input and output alphabets

are {0,1}" and it is Z1%(~), where 0 = (0,0,...,0)and 1 = (1,1,...,1).

Theorem 6.20. Assume that (X", Y™) satisfy (a;) and (b) with p € [%, 1) and o« € [0, %)

such that & > p. Then there exists e, < & such that, for all € € [e, a/,

fo,(€) = 1= Cale)g"
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Figure 6.5: The optimal filter for v, () for e € [g, a].

where ¢ = ap + ap and

Moreover, the 2™-ary Z-channel Z,,((,(€)) achieves f,(¢) in this interval.

The optimal privacy filter achieving %, () is depicted in Fig. From an implemen-
tation point of view, the simplest privacy filter is a memoryless filter such that Z, is a noisy
version of Y} for each & € [n]. This privacy mechanism generates Zj, given Y%, using a

single BIBO channel W, and thus

n

Py (2"[y") = T [ W (zrlyr)- 6.21)
k=1
Now, let Al (¢) = supP./"(Y"|Z"), where the supremum is taken over all Pyniyn

satisfying (621) and P.'/"(X"|Z") < e. Clearly, Ai(c) < h,(c) for all ¢ €
[P™(X™), P™(X"Y™)]. The following proposition shows that if we restrict the pri-
vacy filter Pz» |y~ to be memoryless, then the optimal filter coincides with the optimal filter

in the scalar case, which in this case is Z(((¢)), defined in Theorem
Proposition 6.21. Assume that (X™,Y™) satisfy (a;) and (b) withp € [3,1) and o € [0, 1)
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such that & > p. Then, for all € € [p, @],

ap 4+ ap — e
where ¢ = ap + ap and ((¢) = w-
ap — ap

Proof. For any privacy filter satisfying (6.21), (X", Z") and (Y™, Z") are i.i.d. By
Lemma [6.19], we have P.(X"|Z") = (P(X|Z))" and P.(Y"|Z") = (P.(Y|Z))" where

(X, Y, Z) has the common distribution of { (X}, Yy, Z)}}_;. In particular,

fLin(g): sup Pcl/"(Y”|Z”): sup P.(Y]Z2),

P /™ (Xn|Zn)<e Pc(X[Z)<e

where the first supremum assumes (6.21)) and the second supremum is implicitly con-

strained to Z = {0, 1}. The result then follows from Theorem O

It must be noted that, despite the fact that (X", Y™) is i.i.d., the memoryless privacy
filter associated to A/ (¢) is not optimal, as #, (¢) is a function of n while &/ () is not. The
following corollary, whose proof is given in Appendix [C.5] bounds the loss resulting from
using a memoryless filter instead of an optimal one for € € [, @]. Clearly, for n = 1, there

isno gap as i, (e) = () = Ri(e).

Corollary 6.22. Let (X", Y™) satisfy (a;) and (b) with p € [3,1) and « € [0, ) such that
a > p. Let e be as in Theorem If p > % and a > 0, then for € € [e|,a] and
sufficiently large n

fo, (€)= fy,(e) > (@ — )[@(1) — &(n)), (6.22)

where ¢ = ap + ap and
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Figure 6.6: The graphs of ,(c) (green solid curve), fi,(c) (red dashed curve), and Al (c) =
Rio(e) (blue dotted line) given in Proposition and Theorem for i.i.d.
(X", Y™) with X ~ Bernoulli(0.6) and Py x = BSC(0.2).

Ifp= %, then

hi(e) <h,(c) <Rl () +— (6.23)

foreveryn > lande € [, al.

Note that &(n) | 0 as n — oo. Thus implies that, as expected, the gap between
the performance of the optimal privacy filter and that of the optimal memoryless privacy
filter increases as n increases. This observation is numerically illustrated in Fig.[6.6] where
h,,(e) is plotted as a function of € for n = 2 and n = 10.

Moreover, (6.23) implies that when p = 3 and « is small, £, (¢) can be approximated by
R (). Thus, we can approximate the optimal filter Z,,(¢,(¢)) with a simple memoryless

filter given by Z,, = Y, & Wy, where Wi,..., W, are i.i.d. Bernoulli(0.5((¢)) random

variables that are independent of (X™, Y™).
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6.4.2 Markov Private Data

In this section, we assume that X" comprises the first n samples of a homogeneous first-
order Markov process having a symmetric transition matrix; i.e., (X", Y™) satisfy (ay) and
(b). In practice, this may account for data that follows a pattern, such as a password.

It is easy to see that under assumptions (as) and (b),

1 N T BTy _
Pr(X" = ¢") = pr""! (]—)) e
T

p k=2

In particular, if r < % < p, then a direct computation shows that P.(X™) = pr"~!. The
values of P.(X"|Y™) for odd and even n are slightly different. For simplicity, in what

follows we assume that 7 is odd. In this case, as shown in equation (C.42)) in Appendix[C.6]

(Z) (%)k . (6.24)

Theorem established the optimality of a Z-channel Z%* for some yo, 2o € {0, 1}".

(n—1)/2
PC(XTL’Y”,) — @nfn—l
k=0

In order to find a closed form expression for f,,, it is necessary to find (o, z9) which in
principle depends on the parameters (p, «, r'). The following theorem, whose proof is given

in Appendix bounds #, for different values of (p, o, 7).

Theorem 6.23. Assume that n € N is odd and (X™,Y™") satisfy (ag) and (b) with p €

n—1
[11), a € (0,2), @ > pand P (X") < P(X"|Y™). If; < (%) , then there exists

23 2

eL < Po(X™Y™) such that

I Cn(g) Pr(Yn = 1) < EZ(&) <1l- Cn(g)a”7
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foreverye € [eL, Po(X"|Y™)], where

P(X"Y™) — e
plar) — plar)™

Cule) =7

Furthermore, the 2"-ary Z-channel Z,,((,,(¢)) achieves the lower bound in this interval.

The special case of » = 0 is of particular interest. Note that when » = 0, then (a)
corresponds to X; = --- = X,, = 0 € {0,1}. Here, Y™ € {0, 1}" are i.i.d. copies drawn
from Py = Bernoulli(@?a?). The prior distribution of the parameter 0 is Bernoulli(p). The
parameter 6 is considered to be private and Y™ must be guessed as accurately as possible.
This problem can be viewed as a reverse version of privacy-aware learning studied in [47].
The following proposition, whose proof is given in Appendix provides a closed form
expression for £, in the low privacy regime. Note that in this case, P.(f) = p and the value

of P.(A|Y™) is obtained from (6.24) by setting r = 0.

Proposition 6.24. Assume that n is odd. Let 6 ~ Bernoulli(p) with p € [3,1) and Y™ be
n i.i.d. Bernoulli(a®a?) samples with o € (0, 3), @ > pandp < P(O]Y™). Then, there

exists e < P(0|Y™) such that

njony _ 1 __ =n ~ n
PZn‘Yr}’:I}f’aﬁ}i{O,l}”, PC(Y |Z ) - ]‘ Cn(g) (pa +pa )7
Pc(0]27)<em

foreverye € [eL,P(0|Y™)] where

POy —en
- par —pan

Gal(€)
Moreover, the 2"-ary Z-channel Z,,((,(g)) achieves T, (€) in this interval.
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Chapter 7

Privacy-Aware MMSE Estimation Efficiency

7.1 Overview

In Chapter 4] we studied the problem of information extraction under an information-
theoretic privacy constraint for absolutely continuous X and Y and Gaussian additive pri-
vacy filters. In the previous chapter, we replaced the information-theoretic privacy require-
ment [(X;Z) < ¢ by an estimation-theoretic requirement /..(X; Z) < ¢ in the discrete
case. Itis thus natural to follow the same spirit for the continuous case as well. Specifically,
we focus on the additive Gaussian channels as the privacy filters and replace the privacy
constraint /(X;Z,) < ¢ as in by a better justified estimation-theoretic constraint.
The new constraint ensures that the minimum mean-squared error (MMSE) in estimating
any arbitrary real-valued non-constant function f of X given the observation Z, is lower
bounded. As such, an adversary observing Z cannot estimate efficiently any arbitrary func-
tion f of X, thus maintaining a very strong privacy guarantee.

Furthermore, we define the utility between Y and Z, by the efficiency of Z, in estimat-
ing Y. The estimation efficiency is defined as m which is equal to infinity if Y can

be perfectly estimated from Z.,. Therefore, we seek v > 0 which minimizes mmse(Y'|Z,,)
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among all privacy-preserving Z,.

7.1.1 Main Contributions

The main contributions of this chapter are as follows:

e We first present an operational “definition” for an e-private mechanism (i.e., chan-
nel Pzjy). This definition is motivated by the notion of information leakage in the
previous chapter for the squared-error loss function and corresponds to the semantic
privacy: all non-constant functions of the private data X need to remain private. We
then show that this definition is equivalent to a certain constraint about maximal cor-
relation, and thus we provide an operational interpretation for maximal correlation

as a privacy measure.

e We then concentrate on the additive Gaussian filters and introduce the so-called es-
timation noise-to-signal ratio function sENSR as the corresponding utility-privacy
tradeoff. We obtain tight bounds for sENSR by assuming Y is Gaussian and derive

some extremal property for jointly Gaussian X and Y.

e Finally, we derive a tight bound for sENSR for arbitrary (X,Y") and show that this
bound leads to a connection between SENSR and g in the special case Y = a X + M,

for M being a noise random variable having density and independent of X.

7.2 Estimation Noise-to-Signal Ratio

We assume that X and Y are both real-valued absolutely continuous random variables (so

that X = ) = R) and the filter Py is realized by an independent additive Gaussian noise
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random variable Ng ~ A/(0, 1) which is independent of (X,Y"). Similar to Chapter 4] we
denote the mechanism’s output by Z, = /7Y + Ng, for some v > 0.

As shown in Example in the last chapter, if X = R and the loss function is given
by {(x,%) = (x — &)?, the corresponding information leakage Lys(X — Z) (see Defini-

tion[6.1)) is

var(X)

Lys(X — Z,) =log ———".
s v) = log mmse(X|Z.,)

Hence, in order to have small information leakage from X to Z,, the filter must be such that

mmse(X|Z.,) is close to var(X). Since mmse(X|Z,) < var(X), it is natural to consider

filters which satisfy

mmse(X|Z,)
l—-e<—————2 <1 7.1
°= var(X) T @.1)

for a given 0 < ¢ < 1, which clearly implies Lys(X — Z,) < —log(l — ¢); thus
Lus(X — Z) is close to zero for ¢ < 1. Analogous to the discrete case, studied in
Chapter [6] we formulate a stronger version of privacy where the information leakage from
f(X), any arbitrary non-constant deterministic function of X, to Z, is limited. In other
words, we require that Lys(f(X) — Z,) be small for any measurable real-valued function

of X, or equivalently, as above

L mmse(/(X)|2,)
Pes ey S

(7.2)

for a given 0 < ¢ < 1 and all non-constant f. It is worth mentioning that the strong pri-
vacy guarantee introduced in is related to semantic security [63] in the cryptographic
literature. An encryption mechanism is said to be semantically secure if the adversary’s
advantage for correctly guessing any function of the private data given an observation of

the mechanism’s output (i.e., the ciphertext) is required to be negligible.
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The operational privacy requirement ((7.2]) motivates the following definition.

Definition 7.1. Given a pair of absolutely continuous random variables (X,Y") with dis-
tribution P and ¢ > 0, we say that Z. satisfies e-strong estimation privacy, denoted as
Z,eI'(P,e), if holds for any measurable real-valued non-constant function f. Sim-
ilarly, Z., is said to satisfy e-weak estimation privacy, denoted by Z., € 0I'(P,¢), if

holds only for the identity function f(x) = x, as in (T.1).

Similar to privacy, the utility between Y and Z., will be measured in terms of Lys(Y —
Z,). Since maximizing Lys(Y — Z,) amounts to minimizing mmse(Y'|Z,), to quantify
the tradeoff between utility and information leakage, we define the strong and weak esti-
mation noise to signal ratio (ENSR), respectively, as

sENSR(P,e) .= inf mmse(V'|Z,)
v:Zyel(Pe)  var(Y)

and

Y|Z
WENSR(P.c) = inf  Mmee(Y]Z,)
v:Zyeor(Pe)  var(Y)

Note that both sENSR(P, e) and wENSR(P, ¢) are inversely proportional for the respec-
tive utilities in these problems. For the sake of brevity, we omit P in I'(P, <), 0I'(P, ¢),
sENSR(P, ¢), and WENSR(P, £) when there is no confusion.

In what follows we derive an equivalent characterization of the random mapping Py x

that generates Z € I'(e).
Theorem 7.2. Let U and V' be non-degenerate random variables and € € |0, 1]. Then
mmse(f(U)|V) = (1 —e)var(f(U)),
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for all f € Sy if and only if p2,(U,V) < e. In particular, Z., € I'(¢) if and only if
pm(X,Zy) <e.

Proof. Fix f and define f(U) = f(U) — E[f(U)]. Since mmse(f(U)|V) =

mmse(f(U)|V') and var(f(U)) = var(f(U)), without loss of generality, we can assume
that E[f(U)] = 0. Recalling the alternative characterization of the maximal correlation

(5.1), we can write

it MMeAOIV) inf mmse =1— sup var
W) A, mmse(/(U)IV) =1 sup var(E[f(U)IV])

feSu
= 1— sup E[E*[f(U)|V]] (7.3)
feSu
= 1-pp(UV). (7.4)

If p2,(U,V) < ¢, then it is clear from (7-4) that mmse(f(U)|V) > (1 — e)var(f(U)).
Conversely, let Py satisfy mmse(f(U)|V) > (1 — e)var(f(U)) for any measurable f. In
view of (7.3) and (7.4)), there exists real-valued measurable f for arbitrary 6 > 0 such that

B mmse(f(U)|V)
LTS T ()

which implies p?, (U, V) < e. O

From this theorem and (4.21)), we can equivalently express SENSR(e) and wENSR(¢)

as

SENSR(e) =1—  sup  n3 (Y),

wENSR(e) =1 — sup U%W(Y)-

>0: n2 <
720: 7 (X)<e
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As observed in previous chapters, n and p,,, satisfy the data processing inequality and
hence 7z (X) < ny(X) and p,,(X, Z,) < pn(X,Y). Therefore, we can restrict ¢ in
the definition of WENSR(g) and sENSR(¢) to the intervals [0, 73 (X)] and [0, p2,(X,Y)],
respectively. Unlike the discrete case, it is clear that perfect privacy € = 0 implies v = 0.
Thus perfect privacy yields trivial utility; i.e., SENSR(0) = 1 and wENSR(0) = 1.

Note that v — mmse(Y'|Z,) is continuous and decreasing on (0, c0) [70] and v
p2, (X, Z,) is left-continuous and increasing on (0, 00) (see Proposition . Thus we

can define ¥ = max{y > 0 : p2,(X,Z,) < e} for which we have sENSR(g) =

mmse(Y'|Z,)
var(Y)

continuous, and thus ¢ — sENSR(¢) is right-continuous on (0, p2 (X,Y)).

The left-continuity of v — p2,(X, Z,) implies that e — 7 is right-

Example 7.3. Let (Xg, Yg) be jointly Gaussian random variables with mean zero and cor-

relation coefficient p. Since p2,(Xg, Z,) = p*(Xe, Z,), we have that

Ye)
2 X~ 7 — 2 ’yvar( G
pm( G ’Y) p 1 + ’yvar(Yg) )

and hence the mapping v — p2,(Xg, Z,) is strictly increasing. As a consequence, for

0 < e < p?, the equation pZ,(Xg, Z,) = € has a unique solution

var(Yo) (7% — €)

Ve =
and p2 (Xg, Z,) < e if and only if v < 7.. On the other hand,

var(Yg)
mmse(Ys|Z,) = 1+ var(Yg)’
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which shows that the map v — mmse(Y5|Z,) is strictly decreasing. Therefore,

mmse(Ys|Z,.) £

Clearly, for jointly Gaussian X¢ and Yg, we have n%W(XG) = p2.(Xg, Z,) for any v > 0.

Consequently, I'(¢) = OI'(g) and, for 0 < ¢ < p?,

SENSR(z) = wENSR(s) = 1 — %. (7.6)

Next, we obtain bounds on sENSR(¢) for the special case of Gaussian non-private data
Ye.

Theorem 7.4. Let X be jointly distributed with Gaussian Yg. Then,

€

£
1— ———— <sENSR(P <1l— ———=
=SSR =1 v

pZ(X’ YG)

Proof. Without loss of generality, assume E(X) = E(Yg) = 0. Since Y is Gaussian, we

have p7,(Ys, Z,) = 1% and thus (4.21)) implies that

mmse(Ys|Z.,)

sENSR(¢) =  inf =1— su 2 (Yo Z,). (7.7)
( ) v:p3 (X, Zy)<e Var(YG) fy:pgn(X,g’y)SEp ( ¢ ,Y)
A straightforward computation leads to
var (Y
P2(Ye, ) = p*(Yo, Z,) = — oS ) (7.8)

14 qvar(Yg)’
Pn(X,Zy) 2> 0X(X, Z,) = p*(X,Ye) pr(Ye, Z,).
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The preceding inequality and (7.7)) imply

2
pi (X, Z,) £

sENSR(e) >1—- sup —Sroov = _

) vz (X2 <= PH(X, Vo) P*(X,Ye)

which proves the lower bound.

The strong data processing inequality for maximal correlation proved in Lemmd5.3]

implies that if p2 (Ys, Z,) < m, then p2, (X, Z,) < e. Therefore, (7.7) implies
£
ENSR(e) <1 — 2 (Ye: Zy) =1 —
S (8> = sup pm( G ’Y) 107271(X7 YG>,

n2 RN
VP (Y6, 27)S S iss

where the last equality follows from the continuity of v — p2, (Y5, Z, ), established in (7:8)),

finishing the proof of the upper bound. 0

Combined with (7.6)), this theorem shows that for a Gaussian Y, a Gaussian X min-
imizes SENSR(¢) among all continuous random variables X having identical p(X, Y5)
and maximizes sENSR(¢) among all continuous random variables X having identical
pm(X,Ys). These observations establish another extremal property of Gaussian distribu-
tion over AWGN channels, see e.g., [150, Theorem 12] for another example. This theorem

also implies that

1 1
p2(Xa YG) pgn(Xv YG)

SENSR(Px.vc,€) — SENSR(Pxy,,e) < ¢

for Gaussian X¢ which satisfies p? (Xg,Ys) = p2,(X,Ys). This demonstrates that if
the difference p?,(X,Ys) — p*(X,Ys) is small, then SENSR(Pxy,,€) is very close to
SENSR(PXGYG, E).

As stated before, for any given joint density P, perfect privacy results in trivial utility,
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i.e., sSENSR(0) = 1. Therefore, it is interesting to study the approximation of SENSR(e) for
sufficiently small ¢, i.e., in the almost perfect privacy regime. The next result provides such
an approximation and also shows that the lower bound in Theorem [7.4{holds for general Y

for ¢ in the almost perfect privacy regime.

Lemma 7.5. For any given joint density P, we have as ¢ — (

€
ENSR(g) > 1 — .
sENSR(e) > XY + o(¢)
Proof. Let
v =sup{y > 0:p2(X,Z,) < e} (7.9)
Recall that

0* (X, Y)var(Y)
1+ qvar(Y)

2 (X, Z,) > p*(X, Z,) = (7.10)
Since € — 0, we can assume that ¢ < p?(X,Y). Thus, from (7.10) we obtain

. €
S (A Y) e

(7.11)

In particular, 7} — 0 as ¢ — 0. Since v — mmse(Y|Z,) is decreasing, we have that
SENSR(e) = mmse(Y'|Z,:). Therefore, the first-order approximation of SENSR(-) around

zero yields

e d :
sENSR(e) = 1+ var (V) 47 mmse(Y'|Z,:) . +o(72)
2L var(Y): + ofy))
®)
> 1- +



where (a) follows from the fact that %mmse(Y|Zw) = —Elvar*(Y'|Z,)] [0, Prop. 9] and
(b) follows from (7.11). H

We close this chapter by providing an interpretation for the rate-privacy function for
continuous random variables introduced in Chapter 4 We showed in Corollary that as
e—=0

g(e) = + o(e). (7.12)

Now assume that Py |y is additive, i.e., Y = aX + M for a € R and an independent
noise random variable M with a density having zero mean and variance o3;. Then it is easy
to verify that n%(Y) = p*(X,Y) and hence in light of and Lemma(7.5] we have for
e—0

g(e) > 1 —sENSR(e) + o(¢),

which shows that in the almost perfect privacy regime the gap between sENSR(e) and 1 is

bounded by ¢g(¢), thereby providing an interpretation for g(¢).
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Chapter 8

Summary and Concluding Remarks

In this thesis, we mathematically formulated a more general local privacy setting. This
setting takes into consideration the existence of two sets of correlated data: private data
X and non-private (or observable) data Y, which is correlated with X via a fixed joint
distribution Pyy . The ultimate goal is to generate the so-called displayed data Z based on
Y such that Z maximizes the “utility” with respect to Y while limiting the “information
leakage” about X. We proposed information-theoretic and estimation-theoretic metrics for
utility and information leakage measures and quantified the corresponding privacy-utility
tradeoff. We presented converse bounds on the achievable maximal utility under different
metrics of information leakage. In particular, these bounds provide provably unconditional
privacy guarantees: regardless of the computational resources available to the recipient
of Z, he will not be able to guess/estimate X with the estimation error smaller than the
proposed converse bounds. We then used these bounds to both evaluate and design optimal
privacy-preserving mechanisms.

We claimed that this setting is more general than the setting studied in the differential
privacy literature [S0]. Indeed, the standard differential privacy analysis used in the cen-

tralized statistical databases can be mapped to this general framework: Y can represent a
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query response over a database, and X a binary variable that indicates whether or not a
particular user is present in the database. The goal then is to distort the query response Y
(in differential privacy this is often done by adding noise) in order to produce Z .

As a first step, we used mutual information as a metric for both utility and information
leakage and defined the so-called rate-privacy function g as the corresponding privacy-
utility tradeoff. If g(¢) = R, then one can maximally extract R bits of information about
Y in a single shot such that the extracted information does not carry more than ¢ bits of
private information about X. Apart from its interpretation in the context of privacy, g has
an interesting geometric interpretation: it is closely related to the upper boundary of the
convex set {([(Y;Z2),1(X;Z)) : X —— Y —o— Z}. We mentioned that the mutual
information does not arguably lead to an operational interpretation of privacy. Despite this
fact, we showed that if both X and Y are discrete and the channel from Y to X enjoys a
notion of symmetry, then g admits a simple expression. We also studied the properties of g
when X and Y are continuous.

Second, we took an estimation-theoretic viewpoint on privacy while keeping the util-
ity in terms of mutual information. We introduced ¢ as the corresponding privacy-utility
tradeoff, which quantifies the maximum number of bits one can extract from Y such that
no deterministic function of X can be efficiently estimated from the extracted information.
Specifically, we showed that this strong semantic privacy requirement is equivalent to a
certain condition on the Hirschfeld-Gebelein-Rényi maximal correlation between X and
the displayed data Z. Although g seems to be more complicated to deal with than g, we
showed that g can serve as a tight bound for g.

Third, we took a fully inferential point of view by bringing both utility and privacy in
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contact with statistical efficiency. In the discrete case, we used the Arimoto’s mutual infor-
mation of order infinity for both utility and privacy and defined ¢g* as the corresponding
privacy-utility tradeoff. In fact, g quantifies the highest probability of correctly guess-
ing Y from Z such that the probability of correctly guessing X from Z does not exceed
a threshold. We derived simple closed-form expressions for ¢* in the binary case and
also for a (practically-motivated) variant of ¢ in the non-binary case. In the continuous
case, the corresponding privacy-utility tradeoff concerns a balance between the minimum
mean-squared error (MMSE) of estimating Y from Z and MMSE of estimating X from Z.

We believe that the results and approaches presented here can be applied to develop
theory and methods for distributed processing of statistical data. The fundamental lim-
its of guessing and estimation under privacy constraints can be used to study how to as-
sign storage and computation tasks in face of the heterogeneous reliability, performance,
and security properties of different nodes in the system. In addition, the information and
estimation-theoretic measures presented here can also be used to quantify the security threat
posed if one of the processing nodes is attacked.

A possible direction for future work is extending our information and estimation-
theoretic approaches to an asymptotic theory for information processing under a privacy
constraint in distributed systems, which leads to a better understanding of the tradeoffs
involved when acquiring, processing, securing and storing data.

Our approaches have also applications in centralized systems. An agency (e.g., a bank,
hospital, or government) in possession of a large database of private and non-private data
of individuals is often requested to respond to a query. Our approach can, at least in theory,

help guide the design of a privacy-preserving query response mechanism.
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Appendix A

Completion of Proof of Theorem 3.33

To prove that the equality (3.56) has only one solution p = %, we first show the following lemma.

Lemma A.1. Let P and Q be two distributions over X = {+1, 42, ..., £k} which satisfy P(x) =
Q(—x). Let Ry := AP+ (1 — \)Q for A € (0,1). Then

D(P||R1-)) < log(1 =)
D(PI|Ry) log(A)

(A.1)

for X € (0,3) and
D(P|[Ry-») _ log(1—A)
D(P[|Ry) log(A)

(A2)
for X € (3,1).

Note that it is easy to see that the map A — D(P||R)) is convex and strictly decreasing
and hence D(P||R)) > D(P||Ri_,) when A € (0,%) and D(P||R\) < D(P||R;_,) when

A € (3,1). Inequality (AI) and (A2) strengthen these monotonic behavior and show that

D(P||Ry) > oot D(P||Ry-y) and D(P||Ry) < o825 D(P||Ry-y) for A € (0,3) and

A € (3, 1), respectively.

Proof. Without loss of generality, we can assume that P(xz) > 0 for all x € X. Let Xy :=
{z € X|P(X) > P(—x)}, X_ := {z € X|P(X) < P(—x)} and X = {z € X|P(X) =
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P(—x)}. We notice that when z € Xy, then —x € X_, and hence |X}| = |X_| = m for a
0 < m < k. After relabelling if needed, we can therefore assume that Xy = {1,2,...,m} and

X_={-m,...,—2,—1}. We can write

k
Pz
D(P||Ry) = Y P(x)log <,\P(x) + ((1 z /\)Q(x))

r=—k
L P(x)
= 2 Pl (v ria)

P(x)
P(x)log <)\P(CC) +(1— )\)P(—x)>

P(—x)
+ P(—x)log (/\P(—w) + (1 — /\)P(-?C)) ]

1 1
P(x)log <>\+(1—)\)Cx> + P(z)¢s log (W)]

Ca
9 S P@T(G) log <i> 7

where (a) follows from the fact that for z € Xj, log (;&%) = (0 forany A € (0,1), and in (b) and

(c) we introduced ¢, := 2= and

P(x)
1
(log (xrwe) e (w

T(\CQ) =

—_
o~

N—
N— —

1
log (%)

Similarly, we can write

k P(x)
D(P||Ri-y) = ) log ((1 — N P(z) + AQ(JJ))

T=—




P(—x)
+P(—z)log ((1 — \)P(—z) + /\P(a:)> ]
m 1 !
= 3 e () + s ()

— Em:p(x)m — A\, () log <1_1A) ;

r=1

=

which implies that

D(P|[Ry) D(P|[Ri-y) <
“log(V)  —log(I—A ZIP TONG) —T(1 = AG)).

Hence, in order to show (A.1), it suffices to verify that

for any A € (0,3) and ¢ € (1,00). Since log(\)log(1 — A) is always positive for A € (0, 3), it
suffices to show that

h(¢) :== @(A,¢)log(1 — A)log(A) > 0, (A.4)
for A € (0,1) and ¢ € (1, 00). We have

h"(¢) = AN Q)B(A, Q) (A.5)
where
. 1+¢
A= Ao T AN

and

B(A,€) = N1+ A\ = 2)(¢ = 1)* +¢(¢ = 1)) log(A) — (1 = X)*(N*(¢ = 1)* + () log(1 — A).
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We have

8—230\ 0 = 2X2(1— M?log (2~ ) <0
a2\ e = E\1-2 ’

because \ € (0, %) and hence A < 1 — A. This implies that the map ¢ — B(\, () is concave for any
A € (0,2) and ¢ € (1,00). Moreover, since  — B(A, () is a quadratic polynomial with negative
leading coefficient, it is clear that lim¢_,o B(A,() = —oo. Consider now g(\) := B(\, 1) =
A?log(A) = (1 — A)?log(1 — ). We have limy_,o g(A) = g(3) = 0 and ¢"(\) = 2log (ﬁ) <0
for A € (0,%). It implies that A\ — g(\) is concave on (0, %) and hence g(A) > 0 over (0, )
which implies that B(A,1) > 0. This together with the fact that { — B(\,() is concave and
it approaches to —oo as ¢ — oo imply that there exists a real number ¢ = ¢(A) > 1 such that
B(\,¢) > 0forall ¢ € (1,¢) and B(\, () < 0 for all ¢ € (¢,00). Since A(X, () > 0, it follows
from that ¢ — h(() is convex on (1, ¢) and concave on (¢, 00). Since h(1) = h’(1) = 0 and
im0 R(¢) = oo, we can conclude that 2(¢) > 0 over (1,00). That is, #(X,¢{) > 0 and thus
T(A¢) =T (1 =X ¢)>0,for A € (0,1)and ¢ € (1,00).

The inequality can be proved by and switching A to 1 — \. O

Letting P(-) = Px)y(:/1) and Q(-) = Px}y(:|0) and A = Pr(Y = 1) = p, we have
Ry(z) = Px(z) = pP(x) + (1 — p)Q(x) and Ry_, = Px(—z) = (1 — p)P(x) + pQ(x).
Since D(Px|y (-|0)||Px(-)) = D(P||R1-p), we can conclude from Lemmathat

D(Pxy(-10)|[Px(-))  D(Pxy(-[D]|Px(+))
—log(1 —p) —log(p)

Y

overp € (0,1) and
D(Px)y (10)[IPx (1) _ D(Pxy ([DIIPx())
—log(1 —p) —log(p)

onp € (3, 1), and hence equation (3:56) has only solution p = 3.
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Appendix B

Proofs of Chapter 4

B.1 Proof of Lemma 4.1

We first prove the following version of the data processing inequality which will be required in the

proofs.

Lemma B.1. Let X and Y be absolutely continuous random variables such that X, Y and (X,Y)
have finite differential entropies. If V is an absolutely continuous random variable independent of
X and Y, then

I(X;Y+V)<I(X;Y)

with equality if and only if X and 'Y are independent.

Proof. Since X —— Y —— (Y + V), the data processing inequality implies that [(X;Y +
V) < I(X;Y). It therefore suffices to show that this inequality is tight if and only X and Y are
independent. It is known that data processing inequality is tight if and only if X —o— (Y + V) ——
— Y. This is equivalent to saying that for any measurable set A C R and for Py -almost all
z, Pr(X € AlY +V =2, Y =y) = Pr(X € AlY +V = z). On the other hand, due to the
independence of V and (X,Y), we have Pr(X € A|Y +V =2 Y =y) = Pr(X € A|Y =y).

Hence, the equality in data processing inequality holds if and only if Pr(X € A|Y +V = z) =
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Pr(X € A|Y = y) which implies that X and Y must be independent. O

Proof of Lemmad.1] Recall that, by assumption (b), var(Y) is finite. This implies that the entropy
of Y is also finite. The finiteness of the entropy of U then follows directly from the entropy power
inequality [37, Theorem 17.7.3] and the fact that var(U) = var(Y) +\? < co. The data processing
inequality, as stated in Lemma B.1] implies that for any § > 0, we have I(Y;Uxys) > I(Y;Uy).
Clearly, Y and U) are not independent for any A < oo, therefore the inequality is strict and thus
A= I(Y,U,) is strictly increasing.

Continuity is proved for A = 0 and A > 0 separately. Let first A\ = 0. Recall that A(ANg) =
% log(2meA?). In particular, )1\12% h(ANg) = —oo, which together with the entropy power inequality
implies that }\1_1% I(Y;Uy) = oo. This coincides with the convention I(Y; Zp) = I(Y;Y) = oo.

For A > 0, let (\,,),>1 be a sequence of positive numbers such that \,, — A. Observe that
1
I(Y;Uy,) = h(Y + AaNe) = h(AnNe) = h(Y + AuNe) — 5 log(2meX?).

Since lim % log(2me)?) = % log(2meA?), we only have to show that 2(Y + A\, N) — h(Y +AN)
as n — oo to establish the continuity at A. This, in fact, follows from de Bruijn’s identity (cf., [37,
Theorem 17.7.2]).

Since the channel from Y to U, is an additive Gaussian noise channel, we have I(Y;U,) <
% log (1 + A_Qvar(Y)) with equality if and only if Y is Gaussian. The claimed limit as A\ — 0 is

clear. O

B.2 Proof of Lemma [4.2]

The proof of the strictly decreasing behavior of A\ — I(X;U,) is analogous to the proof of

Lemma To prove continuity, let A > 0 be fixed. Let (\,),>1 be any sequence of positive

numbers converging to . First suppose that A > 0. Recall that I(X; Uy, ) = h(Uy,) — h(Ux, | X),

for all n > 1. As shown in Lemma 4.1l h(U,,) — h(Ux) as n — oo. Therefore, it is enough
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to show that h(Uy,|X) — h(Ux|X) as n — oo. Note that by de Bruijn’s identity, we have

h(Zy,|X = z) = h(Z)|X = x) asn — oo for all z € R. Note also that since
1
h(Uy, | X =2) < B log (2mevar(Uy, |x)),
we can write

1
h(Uy,|X) <E ilog(Zwevar(UAn]X)) < —log (2meE|var(U,, | X)]),

DN | —

and hence we can apply dominated convergence theorem to show that A(U), |X) — h(Ux|X) as
n — oo. To prove the continuity at A = 0, we first note that Linder and Zamir [101, Page 2028]
showed that h(U,,|X = z) — h(Y|X = z) as n — oo, and hence as before by dominated
convergence theorem we can show that h(Uy, |X) — h(Y|X). Similarly [101] implies that
h(Uy,) — h(Y). This concludes the proof of the continuity of A — I(X;U,). To prove the

last claim, note that the data processing inequality and Lemma [4.1]imply

1 Y
0<I(X;U)) <I(Y;Uy) < 5 log <1+Vai\(2 )),

and hence lim I(X;Uy) = 0.
A—00

B.3 Proof of Lemma

In order to prove Lemma@4.3| we first prove some preliminary results.

Theorem B.2 ([123])). If U is an absolutely continuous random variable with density fy and if

H(|U]) < oo, then

n—oo

lim H(n '|nU]|) —log(n) = — /R fu(x)log fu(z)de,
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provided that the integral on the right hand side exists.

We will need the following consequence of the previous theorem. Rényi [123]] proved that
H(Qn(U)) < H(|U]) + M; however, one can improve this inequality using Jensen’s inequality

as H(Qu-1(U)) < H(Qu(U)) < H(Qu-1(U)) + 1.

Lemma B.3. If U is an absolutely continuous random variable with density fyr and if H(|U]) <

oo, then H(Qpn(U)) — M > H(Qn+1(U)) — (M + 1) forall M > 1 and

i H(Qu(U)) ~ M = - /R fur() log fu(x)dz,

provided that the integral on the right hand side exists.

Lemma B.4. Fix M € N. Assume that fy (y) < Cly|™P for some positive constant C and p > 1.

For integer k and A\ > 0, let
k
pk)\ = Pr (U){w = 2]\4> .

Then
C2(p—1)M+p A\QM+1

< —+1 e
P > Lo {A>0} k\/%

—k2/22M+3)2

Proof. The case A = 0 is trivial, so we assume that A > 0. For notational simplicity, let r, == 557

for all a € Z. Assume that &k > 0. Observe that

0o poo 0o ,—n?/2)\2
Pk = /OO /Oo Iang () fy (Y) 1y oy ) (y+n)dydn = Y- Pr(Y € [rg,7k41) — n)dn.

We will estimate the above integral by breaking it up into two pieces. First, we consider

3
s

6—n2/2)\2

V22

Pr(Y € [rg,rg+1) —n) dn.

—

|
8

202



When n < %k, then r, — n > ri/2. By the assumption on the density of Y,

C /rp\—P
Pr(Y € [rk,rp41) —n) < i (g)

(The previous estimate is the only contribution when A = 0.) Therefore,

Tk Tk
2 2 /932 2 2 /932
—n®/2X C —p —n®/2X C2(p—1)M+p
e Tk e
S Pr(Y € [m, - d<—<—> R g —
_/ V2m A2 (Y € I ri) =) dn < 2M \ 2 _/ V2 A2 "= kP

Using the trivial bound Pr (Y € [rg, 7441) —n) < 1 and well known estimates for the error

function, we obtain that

o0

—n? 2>\2 M+1 )
/ ~ r(Y € [rg, rg+1) —n)dn < L 2A e AT g,
27r/\2 V21 Tk kv/2m

Tk

2

Therefore, we have
Cz(pfl)Mer )\2M+1

+
kp k2

e_k2/22]\l+3)\2

Pk <
The proof for k < 0 is completely analogous. O

Lemma B.5. Fix M € N. Assume that fy(y) < C|y|™P for some positive constant C and p > 1.

The mapping \ — H (U )1\\4 ) is continuous.

Proof. Let (A\,)n>1 be a sequence of non-negative real numbers converging to . First, we prove
continuity at A\g > 0. Without loss of generality, assume that A\, > 0 for all n € N. Define

Av = 1inf{A, : n > 1} and \* := sup{\,, : n > 1}. Clearly 0 < A\, < \* < co. Recall that

e /2N kok+1
Dk = /RWPI‘ <Y S |:2]\472]\4) — Z> dz.
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Since, foralln € Nand z € R,

—22/2)\% k k 1 —Z2/2()\*)2
(e [ ) ) <

V272 2M> oM V272

the dominated convergence theorem implies that

lim pg x, = Pk, (B.1)
n—oo

Lemma [B.4]implies that for all n > 0 and |k| > 0,

Do < C2(p=1)M+p n )\n2M+1 67k2/22M+3>\%'
T kP kN2

A
Thus, for k large enough, py 5, < w for a suitable positive constant A that does not depend on

n. Since the function x — —xlog(x) is increasing in [0, 1/2], there exists K’ > 0 such that for
|k| > K’

A
—Dkx, 10g(PrN,) < o log(A™1kP).

A
Since Z w log(A™'kP) < oo, for any € > 0 there exists K. such that
|k|>K'

A _
Z ﬁlog(A 1Py < e
|k|> K

In particular, for all n > 0,

HUY) = > =praglogpen,) = D> —Proa, l0g(pen,) < e
|k|<K-. K[> K-

Therefore, foralln > 1,

\H(U) — HUY)|
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<Y P 108k T | D Prre 108(Pra0) — DA 108(DRA) |+ D Pk 108(Dk )
|k|>Ke |k| <K, |k|>Ke

et | D PeaologPrag) — Pra, og(prn, )| + e
[k|<K-

From and the continuity of the function z — —xz log(z) on [0, 1], we conclude that

limsup |H(UM) — H(UY)| < 3e.

n—oo

Since ¢ is arbitrary, we have lim,,_,.. H(U /{‘7{ )=H (U/{‘g[ ), which completes the proof.
To prove continuity at A\g = 0, observe that equation (B.1I)) holds in this case as well. The rest is

analogous to the case Ay > 0. O

Proof of Lemma[.3| Since A\ — H(U}') is continuous, it suffices to show that A\ — H(UM|Y)
and A\ — H(UM|X) are continuous. To show these, we will first prove that H(UM|Y) and

H(UM|X) are bounded and then apply the dominated convergence theorem.

We note that H(UM|Y') < M + H(|U,]|Y), and hence we can write

HUYY) < M+H(LUAJ|Y)5M+ts1[ép”H(Lt+ANGJ)
S )

(a) 1 2
< M+ - sup log <2776E[(Lt + ANg )3 + 7re> ,
t€[0,1] 12

where (a) follows from [37, Problem 8.7]. Since ||t + ANg]| < |t + ANg| + 1 almost surely, we

have E[(|t + ANg])?] < 2t2 + M2¢y, where ¢y is a positive constant. Consequently,

1 2
H(UYY) < M+ log (47re A2+ 17;6) :

and hence the continuity of A — H (U){VI |Y") follows from the dominated convergence theorem.
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Analogously, we can write for any x € R

H([UA|X = =)

M
< M—l—%log <27T€IE[(L DX =] + 217;6>

where (b) follows from [37, Problem 8.7]. As before, we can easily show that E[(| Uy |)?|X = 2] <

2E[Y2|X = x] + A%cy, where c3 is a constant. Consequently, we can write

HOYIX) = [ HOPX = o) fx(@)o

M+/Hmmm=@nmm

IN

< M—i—;/log (276E[(LUAJ)2\X= x] + 27Te) [x (x)dx
< M+ ;/log (47reIE[Y2|X = z] + Nea + 27re> fx (z)dz
(©)

<

1 2
M + 5 log (47reIE[Y2] + A% + 1”;)

where (c) follows from Jensen’s inequality. The continuity of A — H (U |X) then follows imme-
diately from the dominated convergence theorem.

Observe that

I(X;U3) = I(X; Qu(Uy)) = H(Qu(Un)) — H(Qu(Ux)|X)

= [H(Qm(Uy)) /fX H(Qu(Uy)|X =) — M]dx.

By Lemma|B.3] the integrand is decreasing in A/, and thus we can take the limit with respect to A/

inside the integral. Thus,

Jim (X UMY = h(Uy) — WU X) = I(X; Uy).
—00
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The proof for I(Y'; Z}?) is analogous.
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Appendix C

Proofs of Chapter (6

C.1 Proof of Theorem

Before proving Theorem [6.10, we need to establish some technical facts. Recall that X = [M],
Y =[N],and Z =[N +1].

Consider the map H : F — [0, 1] x [0, 1] given by

with P(F) and U(F) defined in (6.135). For ease of notation, let D =
{D e Mpyxni1): |D|| =1} where || - || denotes the Euclidean norm in My y(ni1) =

RN+ For G € F, let
DG)={DeD:G+1tD e Fforsomet > 0}.

In graphical terms, D is the set of all possible directions in My, (n41) and D(G) is the set of

directions that make ¢t — G + tD (¢t > 0) stay locally in F.
Lemma C.1. For every G € F, the set D(G) is compact.

Proof. Let A ={(y,2) € Y x Z2:G(y,z) =0}and B ={(y,2) € Y x Z2: G(y,z) = 1}. Itis
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straightforward to verify that

D(G)=ANBNCND,

where

A= m {D € Myxn+1) : D(y,2) > 0},

(y,2)€A
B = ﬂ {D € Mpyx(N41) : D(y,z) < 0} )
(y,2)€B
N+1
C = {DEMNX(NJrl) : ZD(y,Z) =0, yEy}-
z=1

Observe that since sets A, B, C, and D are closed, so is D(G). Since D is bounded, we have that

D(G) is bounded as well. In particular, D(G) is closed and bounded and thus compact. O

The following lemma shows the local linear nature of the mapping H. Let [G1, G2] = {\G1 +
(I=X)G2:Xe]0,1]}.

Lemma C.2. For every G € F, there exists 6 > 0 such that F' — H(F') is linear on |G, G + 6 D]

forevery D € D(G).

Proof. Let P = [P(x,y)]zcx ycy be the joint probability matrix of X and Y, and () the diagonal
matrix with g1, ..., gy as diagonal entries, where ¢, = Pr(Y = y) fory € ). For G € F fixed,

consider the function 7 : D(G) — R given by

7(D) =sup{t > 0| G+tD € F}.

Using the fact that F is a convex polytope, it can be shown that 7 is continuous. The definition

of D(G) clearly implies that 7(D) > 0 forall D € D(G). Forx € X, z € Z,and D € D(G),
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consider the function féfi) : R — R given by
f2(#) = [PC(, 2) +t[PD](x, 2), (eA)

where PG (resp., PD) is the product of matrices P and G (resp., P and D). Note that P(G+tD) =
Z max fx 2/(t) forall t € [0, 7(D)] (see (6.13)). Let

zEZ

a, = r;lea%[PG](x z), M,={zxeXx:[PG|(z,z)=a.}, and bP) = JQ%[PD](JC z).

(C.2)

— [PG|(z, 2)
) — [PD)(z, )
that fx p ( . Z)) =a, + té’f’)bi’:’). Since t;g) # 0forall z ¢ M.,

Let t;{? = — whenever [PD](x, z) # b, and t,(f?z) = oo otherwise. Notice

tP) = ! > 0.
rzrgg;élﬂlgzmm{! )|, 7(D)}

It is easy to see that a, + tb{"”) = = max fr (D )( t) for all ¢t € [0,¢P)]. In particular,
€

N+1 N+1 N+1

P(G +tD) Z maxf; ) Z a, +t Z b{P ) + tb), (C.3)

for every D € D(G) and t € [0, tP)], where b(P) = S NVH! b Consequently, P is linear on
(G, G 4 tP)D]. Since 7 : D(G) — R is continuous and bounded, it follows that the map D +
min{|t§£)|, 7(D)} (z ¢ M.) is also continuous. In particular, the map D > ¢(P) is continuous.
By compactness of D(G) established in Lemma we conclude that 6p = Dg?@ tP) > 0.

Thus, P is linear on [G, G + dp D] for every D € D(G).

Fory € Y,z € Z,and D € D(G), consider the function 91(/7Dz) : R — R given by
9$?2(t) = [QG)(y, z) + t[QD](y, 2).
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0 #7 7(D) t

Figure C.1: Typical functions fx(g) (x € {1,2,3,4}) for a given z € Z and D € D(G). In this
example, we have M, = {3,4} and a, + ) = ig) (t). Notice that tég) = oo and

7 =47 =o.

Observe that U (G + tD) Z maxg ) forall t € [0,7(D)] (see (6.13)). Similarly to (C.2),

zEZ
let

a. =max[QG](y,z), N.={ye€V:[QGCl(y,2z) =a.}, and BPL) =max[QD|(y,z).

yey yeN-

Using a similar argument that resulted in (C.3)), it can be shown that there exists ;7 > 0 such that

N+1 N+1 N+1

U(G +tD) Z a$Pl( Z o+t Z BLp )+ 3P, (C.4)

for every D € D(G) and t € [0, 8y, where 3(P) = Zivjll ), Consequently, ¢/ is linear

on [G,G + &y D] for every D € D(G). Therefore, F' — H(F) = (P(F),U(F)) is linear on
[G,G + 0D] for every D € D(G), where 6 = min(dp, oyy). O

We say that a filter F' € F is optimal if U(F) = A(P(F)). If F is an optimal filter and

P(F) = e, we say that F' is optimal at €. The following result is a straightforward application of
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the concavity of #, and thus its proof is omitted.

Lemma C.3. For G € F, let§ > 0 be as in Lemma If there exist D € D(G) and 0 < t1 <
to < 6§ such that G, G + t1D and G + toD are optimal filters, then G + tD is an optimal filter for
eacht € [0, 9].

A function [Pc(X),P(X|Y)] 3 € — F. € F is called a path of optimal filters if P(F,) = ¢
and U(F.) = h(e) for every € € [P(X),Pc(X|Y)]. As mentioned in Section for every ¢
there exists F; such that P(F.) = ¢ and U(F.) = % (¢), i.e., a path of optimal filters always exists.

In the rest of this section we establish the existence of a piecewise linear path of optimal filters.

Lemma C.4. For every e € [Pc(X),Pc(X|Y)), there exists F. € F and D € D(F;) such that Fy
is an optimal filter at €, P(F. + D) > ¢, and F_ + tD is an optimal filter for each t € [0, 0] with
§ > 0 as in Lemma|C.2|for F..

Proof. Let K = 2(Pc(X|Y)—¢e)~!. Foreveryn,m > K, let Gy, be an optimal filterate+1 4+ L.
Forevery n > K, the set {Gy, , : m > K} is an infinite set. Since F is compact, {Gy, p, : m > K}
has at least one accumulation point, say Gy,. Let (G, )k>1 C {Gn,m : m > K} be a subsequence

with limy, Gy, m, = G, By continuity of P, U, and #, we have that

1
P(Grn) = lim P(Grmy) = & + —,

k—o00 n
U(Gr) = Tim U(Grm,) = Tim A(P(Gom,)) = (P(Cr),

i.e., G, is an optimal filter at ¢ + % By the same arguments as before, the set {G,, : n > K} has at

least one accumulation point, say Fg, and this accumulation point is an optimal filter at €. Let § > 0
. . . 5

be as in Lemmafor F.. By construction of F, there exists ny > K such that |G, — F.|| < §.

The filter G,,, can be written as G,,, = F. + t1Dq with t; € (0, g) and D; € D(F;). Recall that,

by (C.3) and (C.4), for every D € D(F;) and t € [0, J],

P(F. +tD) = +tb'P)  and U(F. +tD) = fu(e) + 5L,
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Notice that the maps D +— b(?) and D — ) are continuous. Since P(G,,,) = ¢ + n% > €, we
conclude that b(P1) > 0 and, in particular, P(F. + 6D1) > .

Let (Gnymy)k>1 C {Gnym : m > K} be such that limy, Gy, ym, = Gp,. For k large enough,
we can write G, m, = Fr + 0xE) with 0, € [0,6] and Ej, € D(F;). Since 6 — t; and
E; — D as k — oo, there exists ng > K such that 6,,, < g and [b(Er2) — p(P1)| < @ Let
ty := 0,, and Dy := E,,. Clearly, t3 < % and %b(Dl) < b(P2) < 2p(P1) | These inequalities yield
P(F.+0D1) > P(F-+t2D2) and P(F.+dD3y) > P(F.+t1Dq). Thus, there exist s1, s2 € [0, d]

such that P(F; + toD2) = P(F- + s1D1) and P(F; + t1D1) = P(F: + s2D2). In particular,
e+ t0P2) = ¢ 4 5;6P1)  and e+ 116V = £ + 59b(P2). (C5)
By the optimality of G, = F; +¢;.Dq and Gnl,an = F. 4+ toDo,

U(F. + t3Dy) = h(e) + £8P > f(e) + 518V = U(F. + s1Dy),

U(F. +t,Dy) = () + 18PV > f(e) + 52872 = U(F. + s9Ds).

By the equations in (C.5)), the above inequalities are in fact equalities. In particular, F;, F. + t; Dq
and F; + s1D; are optimal filters. Invoking Lemma|[C.3] we conclude that F; + tD; is an optimal

filter for all ¢ € [0, J]. O

Using an analogous proof, we can also prove the following lemma.

Lemma C.5. For every ¢ € (Pc(X),Pc(X|Y)), there exists F. € F and D € D(F;) such that F
is an optimal filter at €, P(F. + dD) < ¢, and F_ + tD is an optimal filter for each t € [0, 0] with
d > 0 as in Lemma|C.2)for F..

We are in position to prove Theorem [6.10]

Proof of Theorem|[6.10} For notational simplicity, we define S := P.(X) and T' := P.(X|Y). In

light of Lemmasand for every e € (S, T') there exist optimal filters F; and G¢ at ¢, §. > 0,
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D. € D(F.), and E. € D(Ge) such that F, + tD. and G, + tE. are optimal filters for each
t € [0,0¢], and P(Ge + 0-E:) < ¢ < P(F. + 6:D;). Note that 6. = min{dr,, .}, where i
and Jg, are the constants obtained in Lemma for filters F. and G¢, respectively. For every

g€ (S, T),letV. = (P(F.+6.E:),P(G: + 6:D.)). Similarly, there exist

a) an optimal filter Fg at S, 0g > 0, and Dg € D(Fs) such that Fis + tDg is an optimal filter

foreach t € [0,dg] and P(Fs + dgDg) > S,

b) an optimal filter G at T', 7 > 0, and Ep € D(Gr) such that Gy + tE7 is an optimal filter

foreach t € [0,d7] and P(Gr + drEr) < T.

Let Vs =[S, P(Fs + dsDg)) and Vi = (P(Gr + érEr), T]. The family {V. : ¢ € [S,T|} forms
an open cover of [S, T (in the subspace topology). By compactness, there exist S = g9 < -+ <

g1 = T such that {V;,,...,V,,} forms an open cover for [S,T]. For each i € {0,...,l — 1}, the

mapping
E—&;

[&,P(ng + 552D51)) S¢e— ng T b(Dei)

D, € F, (C.6)

is clearly linear. Similarly, for each i € {0,...,] — 1}, the mapping

(P(Gey+0e.Be) ] 3 € Ge + gy Bey € F, (C.7)
. . . €—&; €—&; .
is also linear. Notice that P (Fei + b(De-)Dsi> = ¢ =P <G5i + b(Es)E‘El> Since

{V&,--., Vg, } forms an open cover for [S, T, the mappings in (C.6) and (C.7) implement a piece-

wise linear path of optimal filters. O

The proof provided in this appendix establishes the existence of d, > 0, an optimal filter F, at

T := P(X|Y), and D, € D(F,) such that P(F, + §,D,) < T (or equivalently b(°+) < 0) and

ﬁ(D*)

h(e)=14+(-T) D)
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for every € € [T + 0,b(P+), T'. The previous equation and the maximality of % (¢) imply that

(D)
A'(T)= min min —— (C.8)

FEF DeD(F) b(D)‘
PE)=T (D) <g

C.2 Proof of Theorem

We first note that since # is concave on [P.(X), P.(X|Y)], its right derivative exists at P.(X|Y").

Therefore, we have by concavity
fu(e) < 1= (Pe(X[Y) — o) (Pe(X[Y)), (C.9)
for all € € [p, Pc(X]Y)]. In Lemma|C.6|below, we show that

g q
RIPXIV)) = 5= S laam<sin®) T 55 g, Haam2am)

Thus, (C.9) becomes

1—¢(e)g, aap* < BBp?,
h(e) <

(C.10)

1-((e)q. aap® = BBp.
To finish the proof of Theorem we show that the Z-channel Z(((¢)) and the reverse Z-channel

Z(E (¢)) achieve (C.9) and (C.10), when aap? < 3Bp? and aap? > B3p?, respectively.

For aap® < Bp?, consider the filter Pyy = ! 0 . Notice that
¢(e) 1-<(e)
Py |POFOCE) poll=c@N| g L
p(B+5¢() pB(1—((e)) q¢(e) g1 —<¢(e))

It is straightforward to verify that p(a + a((e)) > p(8+ B((e)). As a consequence, P.(X|Z) = e.

Since aap? < BBp?, we have that LN ¢(e). Thus, Pc(Y|Z) =1 —((e)q.
q
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1—¢(e) <(e)

For acap® > Bp?, consider the filter Pyyy = . Notice that
0 1
Pey = pa(l — f(g)) ﬁ(a_ + @éi(e)) and  Pyy— a1 =<(e)) adle) . (C.12)
pB(1—<C(e)) p(B+ BS(e)) 0 q

Recall that &p > fp and also observe that p(3 + 8C(g)) > p(a + ac(e)). As a consequence,

P(X|Z) = e. The fact that cap® > BSp? implies ¢ > GC(e). Therefore, P.(Y|Z) = 1 — (()q.

Lemma C.6. Let X ~ Bernoulli(p) with p € [3,1) and Py|x = BIBO(«, 8) with o, 8 € [0, })

_ q q
such that ap > Bp. Then h'(P(X|Y)) = wl{mﬁ2<’35”2} + ﬂl{adz’)Qzﬁﬁp?}'

Proof. As before, let T' := P.(X|Y'). We begin the proof by noticing that the Z-channels defined
in (C.11) and (C.12) provide a lower bound on 7 (¢) as follows:

fL(E) >1- C(€)q1{ao—éﬁ2<5,§p2} - C(E)q1{a&ﬁ226/§p2}. (C13)
By concavity of 7, this inequality implies

q q
AT < ——1 5 pzgd+——1 — 5oz ,.
(T) < Bp — ap aap?<ppp? ap — Bp aap®>p8p?

The rest of the proof is devoted to establishing the reverse inequality. To this end, we use the
variational formula for 2'(T') given in (C.8). Let P = [P(2,y)];ye{0,1} be the joint probability
matrix of X and Y. Without loss of generality we can assume Z = {z1, 29, z3}. It follows from

(C.3) and (C.4)) that for every F' € F C Mos there exists 6 > 0 such that

P(F +tD) =P(F)+tbP) and U(F +tD)=U(F)+t5"), (C.14)
3
for every t € [0,6] and D € D(F), where b?) = max [PD](z, %) and PP =
e z;
i=1 i

216



M., = {:1: € {0,1} : (PF)(z, %) = mlxg{%ﬁ}(pp)(f,zi)},

Ny = {y €{0,1}: q)F(y,z) = y/rg{%ﬁ}Q(y’)F(y’, Zi)}-

Up to permutation of columns, which corresponds to permuting the elements of Z, the set of

filters F' € F such that P(F) = T equals

1 0 0 < 0 v v < 1 0 0
'0<v_u '0<v_u U (C.15)

0 u v| utv=1 10 o] vwtv=l1 010

To compute #/(T) using formula (C-8) we need to compute 5”) and b(P) for each D € D(F') with

F of the form described in (C.13).

1 00
Let F' = for some 0 < v < wand u + v = 1. A direct computation shows that

0 u v

ap uap vap
PF = - I (C.16)
Bp ufp vBp

In particular, M., = {0}, M., = {1}, and M, = {1}. Forevery D € D(F),

PD — apDi1 + apDay apDis + apDay  apDis + apDas

BpD11 + BpDa1 BpDia + BpD2s  BpDis + BpDas

and hence b(P) = apD11+apDo1+ BpD1a +BpD22 +6pD13 +BpD23. Notice that, for 1 <1 < 3,

we have that Dy 4+ Dy + D;3 = 0. In particular, bP?) = (a5 — Bp) D11 + (ap — Bp) Da1. Consider
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the matrices,

0 qg 0 O
F = and

q 0 qD11 qD12 qDa3
0 ¢q 0 qu qu

)

o Q|
Q

qD21 qD2s  qD3s3

from which we obtain AV, = {0}, N>, = {1}, N>, = {1}, and therefore, 3”) = GD11 + qDaa +

qD23 = @D11 — qD21. In what follows we use the simple fact that Zm _—:: y > min {%, 1} for
T +Y

a,b > 0and z,y > 0 with x + y > 0. For notational simplicity, let n := g and ¢ := ((p), where
¢(+) is defined in (6.17).
From the form of F, it is clear that — D17 > 0 and Dy; > 0. If b(P) < 0, then D11 and Doy

cannot be simultaneously zero, and hence

gD g n(=Du)+ Du S _ 4 :
_ _ > - min
b Bp—apl(—Di1)+ Do ~ Bp—ap

9 ~D2 B2
{"7 A = < BBp7,
C’

ﬁ, aap? > BBp2.

In particular, we obtain that

D) | gptass @ap® < BBp?
min O > ] Prer (C.17)
pep(r) ph(D) _ _ -
b(P)<o arigye oap” = BPp°.
u v
The case F' = for 0 < v <wand u 4+ v = 1 is analogous.
1 00

1 00
Now, let F' = . By (C.16) with v = 1 and v = 0, we obtain that M,, = {0},
010

M., = {1}, and M., = {0,1}. In a similar way, N, = {0}, NV, = {1}, and N, = {0,1}.

Hence

bP) = apDyy 4 apDay + BpDia + BpDay + max{apDi3 + apDasz, BpDiz + BpDas},
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BP) = GDyy 4 qDag + max{gD13,qDa3}.

We therefore need to consider the following cases:

CaseI: apDis + apDosz < BpDy3 + BpDas and §D13 < qD>3. The computation in this case

1 00
reduces to the computation for F' = .

0 v v

Case II: apDi3 + apDys < pDis + BpDas and GD13 > gDo23. Notice that these conditions
imply that (D13 < Dss < nDs3, and therefore this case requires ( < 7 (or equivalently,

aap?® < BPp?). This yields
b = (ap— Bp)Du1 + (ap — Ap)Dy and B = gDyy — GD1s.

Hence, we have
B __ 9 Dyn—nDy
b Bp—aplDi1 — Dy’

By the form of F', we have that — D11, D12, D21 > 0. The inequalities { < n and (D13 <
Doy —nD1o

————————= > 1, and hence
(D11 — Doy —

Do3 imply that

pP q
(D) = Bp — aﬁl{aaﬁ2<68p2}'

(C.18)

Case III: apDi3 + apDy3 > BpDis + BpDas and GD13 < gDs3. Notice that these conditions
imply that nDy3 < Dos < (D13, and hence this case requires { > 7 (or equivalently,

aap?® > BBp?). In this case, we have

P} = (Bp—ap)Dia + (Bp— ap)Das  and  BP) = gDy — gDa1.
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Therefore,
BP) _ q D1 —n'Dy
bP)  ap—fp—Dig+ (1 Dy

By the form of F, we have that — Doy, Do, D21 > 0. The inequalities (~! < 7! and
Dy —n~'Dy

> 1, and hence
—D12 4+ (1D

(D13 > Das imply that

D) g
b(D) > ap — ﬁpl{ao’cﬁ2>ﬁ5p2}- (C.19)

Case IV: apDi3+apDas > pDi3+[pDas and D13 > ¢Do3. Notice that these two inequalities

imply that Dy3 < min{¢, n}D;3. For this case we have that
0P = (Bp — ap)D12 + (Bp — ap)Dyy  and  BP) = gDy — gD1o.

Hence, we have
B __ 4 nDi— Dy
b(D) Bp — ap (D12 — Doy '

By the form of F', we have that —Dasy, D12 > 0. As before, we conclude that

(D) =, aap® < BBp?,
§<D> 5 . o5 ™" {n’ 1} = (20
_4q ~52 2.2
a5oppe  cap” = [Ppt.
Combining (C.17), (C.18), (C.19), and (C.20), we obtain
g0 | 5t oap® < BBp?,
min min —— >
FEF  pep(r) p(D) _ L, _—
PE)=T b(D)<0 ﬁv OfOép Z Bﬂp ]
as desired. ]
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C.3 Proof of Theorem

Recall that ¥ = [M]and Y = Z = [N],and P = [P(,y)](24)exx is the joint probability matrix

(=,y)

of X and Y, and the marginals are py (z) = Pr(X = ) and ¢y (y) = Pr(Y = y) forevery x € X

and y € ). Similar to %, the function A admits the alternative formulation

h(e) = sup UF),
FeF: P(F)<e

where F is the set of all stochastic matrices F' € Mpyx«n,

P(F) =) max(PF)(x,z), and UF) =) maxqy(y)F(y, 2).
z2€EZ z€EZ

WeletD = {D € Mnxn : ||D| =1} and, for each F' € F, we define
D(F)={DeD:F+tD e Fforsomet>0}.

Before proving Theorem we need to establish some technical lemmas. Notice that the proofs
of Lemmas|C.1]and [C.2| do not depend on the alphabets X, ), and Z. Therefore, D(F) is compact

for any F' € F and also we obtain the following lemma.

Lemma C.7. Let H : F — [0,1] x [0, 1] be the mapping given by H(F') = (P(F),U(F)). For

every F' € F, there exists 6 > 0 such that H is linear on [F, F' + 6 D] for every D € D(F").

The convex analysis tools used to study % heavily rely on the fact that | Z| = || + 1. Hence,
they are unavailable in this case, and thus we need an alternative approach to establish the desired

functional properties of 7.

Lemma C.8. IfP.(X) < P(X|Y), then f is continuous at P.(X|Y').
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Proof. Without loss of generality, we will assume that gy (1) > 0. Let D, € D(Iy) be given by

0 0 0 0
A =\ 0 0

Di= 1|\ 0 =\ 0|,
A0 0 -\

where A = (2(N — 1))~1/2. As in the proof of Lemma one can show that there exist §; > 0

and (z,),ez C X such that for every ¢ € [0, 01],

P(Iy +tD.) Z max(P(Ly +tD.))(z,2) = > (Py +tD.))(x2, 2). (C.21)
ZGZ 2€EZ

In this case, we have that

N N
Py +1tD,) = P(a1,1) +tAY_P(z1,2) + (1 —tA) > _ P(a.,2)
z=2 z=2
:Z (x,2) — tA (ZP Xz, 2) — P(x1,2 ))
z2EZ ZEZ

Note that Pc(X|Y) = P(In) = >,z P(x, ). Hence,
P(Iy +tD,) = P(X|Y) — tho, (C.22)

where o = Z(P(:rz,z) — P(x1,2)). Setting t = 0 in (C.21)), we have that P(z,, z) > P(x, z)
z€Z
forall (z,2) € X x Z.If P(x,,z) = P(x1, 2) forall z > 1, then

P(X|Y) = ZP x1,2) = px(r1) < P(X),
ZEZ

which contradicts the hypothesis of the lemma. Therefore, there exists z € Z such that P(z,, z) >
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P(x1, z) and hence o > 0. Similarly, there exists 62 > 0 such that for every ¢ € [0, d2],

N

U(IN +tD.) = qv(1) + (1 —tA) D gy (2) = 1T —tA(1 — gy (1)). (C.23)
z=2

Let 6 = min(d1, d2). From (C.22)) and (C.23), we have for every ¢ € [0, J]

1—tA(1—qy(1)) < A(PA(X]Y) —tio) < 1. (C24)
In particular,

dim () =l A (P(X]Y) ~ 1A) =1 = A(P(XIY))

i.e., 7 is continuous at P.(XY"). O

We say that F' € F is an optimal filter at ¢ if U(F') = A(c) and P(F) < e. As opposed to
7, the concavity of # is unknown and hence the existence of an optimal filter at ¢ with P(F') = ¢
is not immediate. Nonetheless, since P and U are continuous functions, there exists an optimal
filter " at ¢ (with P(F) < ¢) for every € € [Pc(X),P(X|Y)]. Forany F' € F and 6 > 0, let
B(F,0) ={G e F: |G- F| < ¢}

Lemma C.9. Let § > 0 be as in Lemma for Iy, i.e., U and P are linear on [Iy,In + 6D]
for every D € D(In). If Po(X) < P(X|Y) and qy(y) > 0 for all y € ), then there exists
eL < P(X|Y) such that for every € € [e,Pc(X|Y)] there exists an optimal filter F. at € with
F. € B(Iy,9).

Proof. Let F* = {F € F : U(F) = 1} and let B = U B(F,§). The proof is based on the

FeF!
following claim.

Claim. There exists | < P.(X|Y") such that if F' is an optimal filter at € with e > ¢|, then F' € .
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Proof of the claim. The proof is by contradiction. Assume that for every ¢ < P.(X|Y") there exists
an optimal filter G at &' € [g,P.(X]|Y)) with G ¢ B. Since £ is a non-decreasing
function, we have that U(G./) = f(e') > f(e). Let K := (P(X|Y) — P(X))~!. For each
n > K, let Iy, = Gp_(x|y)—1/n- Since F\B is compact, there exist {n; < nz < ---} and
F € F\B such that F;,, — F as k — co. By continuity of ¢/ and % at P.(XY"), established

in the Lemma|C.&| we have
1>UF) = klim Q(Fnk) > klim A(P(X|Y) — nlzl) =h(P(X]Y)) =1.
—00 —00

In particular, we have that F' € F L < B, which contradicts the fact that F € F \B. O

The assumption ¢y (y) > 0 for every y € ) implies that F' € F! if and only if F is a permu-
tation matrix, i.e., F' can be obtained by permuting the columns of I. In particular, the map-
ping G — GF~! is a bijection between B(F,§) and B(Iy,d) which preserves P and U, i.e.,
P(G) = P(GFY) and U(G) = U(GF™1) for every G € B(F,§). As mentioned earlier, there
exists an optimal filter F; at ¢ for every ¢ € [P.(X),P.(X|Y)]. By the claim, F;, for e > ¢,
belongs to B and, in particular, F. € B(F,J) for some F € F'. By the aforementioned properties

of the bijection G +— GF~!, the filter F.F'~! is an optimal filter at ¢ with F.F~! € B(Iy,0). O
Now we are in position to prove Theorem

Proof of Theorem|[6.17} 1f ¢y (y) = 0 for some y € ), the effective cardinality of the alphabet of Y’
is | Y| — 1 and thus % (¢) equals 7 () for every € € [Pc(X), Pc(X|Y)]. In this case, # is piecewise
linear and (6-I8) follows trivially by Theorem[6.10} In what follows, we assume that gy (y) > 0 for
ally € ).

Let § > 0 and ] < Pc(X]Y) be as in Lemma [C.9] For each ¢ € [e,Pc(X|Y)), let G be
an optimal filter at £ with G. € B(Iy,d) whose existence was established in Lemma Let

te € [0,6] and D, € D(Iy) be such that G. = Iy +t. D, forevery € € [e],Pc(X|Y)). As in (C.3)
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and (C4) in the proof of Lemma [C.2} for every ¢ € [0,6] and D € D(Iy),

P(ly +tD) = P(X|Y) +tbP)  and U(Iy +tD) =1+ 18P, (C.25)

where
(D) — PD (D) — D 2
b Zezx@g}z( )(z,2) and S Zezzq(z) (,2), (C.26)

where M, = {z € X : P(z,2) > P(2/,2) foralla’ € X}. Since P(F) < P(X|Y) for all
F € F, it is immediate that b(?) < 0 for every D € D(Iy). Moreover, since P(G.) < e, we have
that b(P=) < O forall e € [¢], P.(X|Y")). By definition of D(Iy), it is clear that if D € D(Iy), then
we have D(y,y) < 0 for all y € ), which together with the fact that | D|| = 1 forall D € D(Iy),
implies that 3(°) < 0 for all D € D(Iy). We first establish the following intuitive claim.

Claim. Let ¢| < P.(X[Y) be as defined in Lemma|C.9| Then, there exists an optimal filter G, at ¢

for each € € [¢] , Pc(X|Y)] such that P(G.) = e and U(G.) = f(e).

Proof of Claim. The filter G. = I + t.D, is optimal at € for every ¢ € [e{, Pc(X|Y")). To reach
contradiction, assume that there exists g < ¢ such that P(G.) = &¢. According to (C.23),

we obtain P.(X|Y) + t.b(P2) = ¢y < ¢ and hence

P (X]Y) —¢ oy
ts>w—-t-

Now consider the filter Iy +¢' D.. Since ¢’ < §, we have from (C.23) that P(Iy +t'D.) = ¢
and

a b
h(e) D1 +¢.80) ¢ Uy +t'D.) =1+ ¢/ P2,

where (a) is due to the optimality of G and (b) follows from the negativity of 3(P<). The

above inequality contradicts the maximality of 7 (g). This implies that P(G.) = e which,
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according to (C.23), yields

(C.27)

forall e € [e[, Pc(X[Y)). O

Now fix ¢’ € [e], Pc(X|Y)] with e < &’. On the one hand, according to (C.27), we know that

N1 o ﬁ(DS/)
LA - C .
(') = 1= (P(X]Y) =) s (C.28)
On the other hand, we obtain from (C.23) that 0 < % <t and hence
P(X|Y)—¢
P (IN + %Da) —¢ (C.29)
P(X|Y) —¢ (De)
u (IN + C(_b‘(D)E)DE) =1— (P(X|Y) - a’)f(Ds) . (C.30)
Comparing (C.28) and (C.30), we conclude that
L= (Pe(XY) = 2 ey 21— Py — &
— (Pe(X] )_€>W_*(€)_ — (Pe(X] )‘ﬂ@a
(De) (De)
and hence the function € — Do) is non-increasing over [¢| , Pc(X|Y")). Therefore, since Do) >
(De)
0, the limit lim L =: A exists.

e—Pc(X|Y)~ b(De)
Let K = (P(X|Y) — 51_)*1. For eachn > K, let F,, = GPC(X\Y)—l- Write F,, = Iy + ¢, D,

with ¢, € [0,6] and D,, € D(Iy). Since D(Ix) is compact, there exist {n; < ng < ---} and
D* € D(Iy) such that D,,, — D* as k — oco. By continuity of the mappings D + b(°) and

D s 8D we have that b(P) — p(P") and gPri) — 8P as k — 0.
L)
p(D*) "

Claim. We have that (") < 0 and, in particular, A =

Proof of Claim. Recall that F € F' if and only if F is a permutation matrix. In particular, F' is
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* * (D”k)
finite with ]£1| = N!. Recall that bP") < 0. Assume that b(°") = 0. Since =——— — A €

b(an)
[0,00) and b(Pri) — B(P*) = 0 as k — oo, we have that 3(P#) — 0 and hence 3(P") = 0.
This implies that U (Iy +tD*) = 1 forall t € [0,0],i.e., Iy +tD* € F!forallt € [0,0].

This contradicts the fact that F' is finite. O
The claim implies that for & € [Pc(X|Y) + 6b(P"), P (X|Y)],
P(XY)—e .\ _
P (IN + WD =g,

U <1N n PC(X|Y)_€D*> =1 (P(X|Y) — &) A.

—p(D*)
ﬁ(D*) IB(DS) «
Recall that 307 = A< e8] foralle € [¢],Pc(X|Y)). Letep == max{e|, Pc(X|Y)+b(P)}.
Then
A B (@
h(e) 21— (P(X]Y) — 5)@ >1— (P(X]Y) — 5)@ = h(e), (C31)

for all € € [g1,Pc(X]Y)], where the equality in (a) follows from (C.27). This proves that 7 is
linearon € € [e, P (X|Y)].

Recall that 3(P) < 0 for all D € D(I). The maximality of £ and (C31)) imply then

A/ (P(X|Y e C.32
R (P(XTY)) = min 557 (C.32)
BP)
If b(P) = 0 for some D € D(Iy), the term ) is defined to be +oc0. Notice that this convention
agrees with the fact that if 5(°) = 0 then D cannot be an optimal direction. Furthermore, for every
D’ € D(1y) such that &' (P.(X|Y)) = f((DD,)), there exists . < P(X|Y") (depending on D’) such
that
P(XY) —
Iy 4 PeX) =€ (C.33)

—_p(D")
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achieves () for every ¢ € [e, Pc(X]Y)]. In addition, assume that for each y € ) there exists (a

unique) x, € X such that, for all x # x,,
Pr(X =z,|Y =y) > Pr(X =z|Y =y).
In particular, M, = {z} for every z € Z and hence (C.26) becomes

B =3 (PD)(x2,2) and  BP) =gy (2)D(2,2),

z2€EZ z2EZ

for every D € D(Iy). Using the fact that Z D(y,z) = 0forall y € Y, we obtain
z€EZ

P = =SS (P(ay.y) = Pla=y)D(y.2) and P = =3 " gy (y)D(y, 2).

yeY 27#y yeY 27y

Therefore, for every D € D(1y),

P S oyey 2oty @ (y) D(y, 2) (C.34)

bP) Zyey Zz#y(P(xyv y) — P(x2,9))D(y, 2)

D>k QR . ag . .
Since S bern > min ™ for aj, > 0 and by, 1, > 0 with >, z;, > 0, we obtain from (C.34) that
for every D € D(Iy)
(D)
—’6 oy =, hin av (v) .
b( ) (y,z)GyXZ P(xyvy) - P(x27y)

Equation (C.32)) implies that

A/ (P(X|Y))> min av (y) .
B (Pe(X] ))_(y,z)eysz(xy,y)—P(:cz,y)

Assume that (yo, 2) attains the above minimum. We note that one can easily show from (C.24)

that 0 < A/(e) < l_qu(l) < oo, where 0 =) - (P(x:,2) — P(x1,2)) > 0. Hence, we have

228



Yo # zo. Now, consider the direction D, such that

>‘7 Y=1Yo, == %0
Dy(y,z) = =), Yy=2z=1y

0, otherwise,

\

where A = 2-1/2. Equation (C-34) implies then that

B av (o)

b(D+)  P(xy,,y0) — Pz, y0)

and hence

AP (XYY < ay (vo) —  min ar () :
e (Pe(XTY)) < P(xyyy0) — P(229,%0)  (.2)e¥xz P(zy,y) — P(22,y)

As a consequence,

R/ (P(X|Y)) = mi av (y) .
BPXY) = 58, 2 Playy) — Plamry)

P (X|Y) —
Moreover, (C33)) implies that there exists €/”® < P(X|Y) such that Iy + C<b‘(D))€D*
achieves f(¢) for every € € [¢/°*°, P.(X|Y)]. Note that
PC(X|Y) — € __ 7Y0,20 ( /Y0,20
Iy + WD* = 2970 (¢"%(¢)),
P(X|Y) —
where (Y% (g) = (X]Y) —¢ O

P(xyov yO) - P(:L'Z()? @/0)

C.4 Proof of Theorem [6.20)]

Let P = [P(z",y")]un ynefo,1}» denotes the joint probability matrix of X™ and Y™ and ¢(y") =

Pr(Y" = y") for y™ € {0,1}". Let 0 = (0,0,...,0) and 1 = (1,1,...,1). We will show that
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(X™,Y™) satisfies the hypotheses of Theorem with yo = 1 and zp = 0.

Under the assumptions (a;) and (b), it is straightforward to verify that

P(a",y") = (ap)" f[ (?)xk (g)%yk , (C.35)
k=1 @
for every z",y" € {0,1}™. By assumption, P.(X™) = p" < a" = P(X™|Y™). It is also
straightforward to verify that ¢(y™) > 0 for all y € {0,1}". Since ap > ap, we have from (C.33)
that

Pr(X"=2"Y"=2")>Pr(X" =2"Y" =2"),

for all ™ # 2". In the notation of Theorem |[6.17| 7, = 2" for all 2™ € {0, 1}". Note that
z

: a(y") o a(y")
min = min _ )
yr2ne{013n P(zyn, y) — P(aln,y™)  yrefoyr P(y™, y") — n;in Pz, ym)
Zn /yn

n —Yk
It is easy to show that min P(z",y") = (ap)" H <p> and that the minimum is attained by

e he1 \P
2" = (91,2, --,Yn). As a consequence,
min a(y") —  min enef0,1}n k=1 ¥ ¢
yn,zne{O,l}n P(xZn,yn) —_ P(x?n’yn) y"E{O,l}" 1— (%)nﬂyfnz
n
[T [(2) o (2 + (&) u (@) ]
= in = :
yme{0,1}" 1 (@) 172
pox y

n Yk
where Iln = H <]2> . Observe that the denominator is maximized when y" = 1. Using the
p
k=1
fact that p > % > p, one can show that the numerator is minimized when y™ = 1. In particular,

in a(y") _(op+ap)”
yrzne{0yn P(xpn, y™) — Pz, y™)  (ap)™ — (ap)™’
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and the minimum is attained by (yg, (') = (1, 0).
Therefore (X™,Y™) satisfies the hypotheses of Theorem with (y{, z{) = (1,0). Thus,

there exists €| < & such that for every ¢ € [¢] , a"]

n

) = 1= G — ey

Moreover, Z1:0((¥0:#0(¢)) achieves f () for every € € [¢] , a"], where

a” —e

S e T

Recall that & (c) = A" (¢"/™) and let ¢, = (] )"/™. Therefore, A7 (c) = 1 — (u(e)g™ for all

¢ € [eL, @] which is attained by the Z-channel Z,,((,,(¢)), where (,(g) := ¢¥0-20("™).

C.5 Proof of Corollary [6.22]

Assume that p > %. By Theorem , for every € € [e1,a] we have f, (¢) = [Ane™ + B,]Y",

where A, = ——————and B,, =1 — ———————— In particular,
(ap)" — (ap)" (ap)" — (ap) P
n—1
B(e) = An [ —— (C.36)
=n n En(f) b .
A, B e \"?
fbll — o 1 n+n < ) )

Since p > % and o > 0, we have B, — 1 asn — oo. Let Ny > 1 be such that B,, > 0 for all
n > Np. In this case, we have that & (¢) > 0 for all ¢ € [, @] and n > Np. In particular, f,, is

convex on [e, @]. As a consequence, forall € € [e, @] and n > Ny

fup(e) 21— (o — e)hi (@)
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Since A} (¢) = h,(c) =1 — (a — ¢)R) (@) for all € € [p, @), the above inequality implies that

fup(€) = Py, (e) 2 (@ — &) (R (a) — R (@)
forall € € [e, @] and n > Ny. The result follows from (C.36).
Now, assume that p = 1. In this case, we have for all £ € [e|, A

e —a E—

a—a

fbn(s)=< )Un and  hl(c) =

@n_an

Let =, : [§,a] — Rbe given by =, () = f,,(¢) — Al ().

Claim. The function =, is decreasing on [3, &].

Proof of Claim. We shall show that =/,(¢) < 0 for all ¢ € [3,@]. A straightforward computation

shows that
1 1 1

= _ _
Zh(8) [1 B (g)n] (n=1/n [gn —on]t/n @ —a

This function is clearly decreasing, and so it is enough to show that 57’1(%) < 0. Note that

Z/(3) <0if and only if

~—
S

A <[1- ()" (C.37)

|
—~
QL Q1R
SN—

1
Observe that . . Using the fact that 4o < 1, it is straightforward

to verify that (C.37) holds. ]

—~
=
L1
—~
QIR |Q1IQ
N
3l =
/N
—_
|
1
N———
i

Since =, is decreasing over [, &), we obtain for all € € [, @]

0<h(5)— hi(c) < Zn @) - é [(W)l/n _ 1] |

Since 1 — (2a)™ < 1— (2)", it s straightforward to show that Z,, (3) < +%, which completes the

proof.
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C.6 Proof of Theorem

As before, let P = [P(2",y")];n yneo,13» denote the joint probability matrix of X" and Y™ and
let ¢(y™) = Pr(Y™ = y") for y"™ € {0,1}". We first show that (X", Y™) satisfies the hypotheses
of Theorem|6.17} and thus we can use (6.19) to obtain bounds on &'(P.(X™|Y™)).

Assumptions (az) and (b) imply that, for all 2™, " € {0,1}"

Pt =@ (2) (2L (@) e

k=2

o
Q1

where the product equals one if n = 1. Since « > 0, it is clear that ¢(y") > 0 for all " € {0,1}".
Let No(2") = {1 < k <mn:z =0} and Ni(2") = {1 < k < n: z, = 1}| for any binary
vector 2™ € {0, 1}". Recall that n is odd, so either Ny(z") < Ni(z") or No(z") > Ni(z"). The
following lemma shows that for every y" € {0, 1}" there exists (a unique) 3. € {0,1}" such that

P(xyn,y") > P(z",y") for all 2" # yn.
Lemma C.10. Let (X", Y™) be as in the hypothesis of Theorem Then, we have for any
y" e {0,1}"
P(0 n\ —_ (A7\nP gNl(yn) if N, n N n
( 'Y ) (Oé?“) I3 (07) ) lf O(y )> 1(y )a
P(1.4™) = (ar)"R gNO(yn) if N, n N n
( » Y ) (Oé?“) 7 (07) ) lf O(y )< 1(y )7
Sforall x™ € {0, 1}" with equality if and only if " = 0 or 2™ = 1, respectively.

To prove this lemma, we will make use of the following fact.
Claim. Let y" € {0,1}" be given. If " € {0,1}" maximizes P(z",y"), then x1 = 29 = --- =

Ty

Proof of Claim. We prove the result using backward induction. To do so, we assume that the

maximizer z™ satisfies x,, = xp—1 = -+ = x; for 2 < [ < n. It is sufficient to show that
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Xy = -+ = x; = x;_1. In light of (C.38)), we have
T BT—1 DYk
P(a",y") = A ( ) H ( ) (C.39)
=l
wherd]
A= e (2) (L) ()
-1 r\p) \a 7 a '
k=2

Notice that A;_; depends only on x1, ..., z;_1. By the induction hypothesis, we have z; = --- =

Zy. In particular, 2™ equals either

~n .__ 7 = ~n .
" =A{x1,..., -1, T1—1,...,T—1} or T :={w1,...,;_1,T1-1,...,T1_1}.
— —

n—I+1 n—I+1

By (C.39), we have that

n oy @ .
Pty = A= [T(5) 7 ad PGmy) = A 1H( )
T «Q

k=l

By the assumptions on r and «, we have

a\ 1—zi—1Pyk r a\n—1 a\n—l+1 "o\ Ti-1 Pk
() () T ()
T o (6% (6%

=3
—

/N

Qi

which shows that P(z",y") < P(z",y") and hence ™ = z". In other words, z;_; = x; = -+ =

. This completes the induction step. O
Proof of Lemma By the above claim, for any given 4" € {0, 1}", the maximizer 2" € {0, 1}"

of P(z™,y") is either ™ = 0 or 2™ = 1, for which we have

Ni(y™)
POy =@ (2)7, (C40)

T\«

'When | < 3, we use the convention that [T, (£)™ " (2)™®¥ = 1.
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(C4D

Assume No(y") > Ni(y™) and recall that ap < ap. In this case,

() S < ()

)Nl(y")

Q|

which implies P(0,y) > P(1,y), and hence " = 0 is the only maximizer. If Ny(y"™) < Ni(y"),

then (%)No(yn) > (%)Nl(yn). Since p > p, we conclude that
a\NoW")  sa\N")
)55 ()
a a
Consequently, P(1,y) > P(0,y) and hence 2" = 1 is the only maximizer. O
Note that

P(X™Y") = g max P(z",y")
znef0,1}n
yre{0,1}"

& S POy+ S PLyY

y™:No(y™)>N1(y™) y™:No(y™)<N1(y")

(n—1)/2 n an k
O gt 3 (k) (3) 7 (C.42)

k=0

where (a) is due to Lemma and (b) comes from (C.40) and (C.41).
Now that all the hypotheses of Theorem are shown to be satisfied, we can use (6.19) to

study A/ (Pc(X™|Y™)). The following lemma is important in bounding &'(P.(X"|Y™)).

Lemma C.11. Let (X™,Y™) be as in the hypothesis of Theorem Then, for all y* € {0,1}",

q(y") = o™

235



Proof. From (C.38), we have

n ., n __nD [P o (OZY“@?H e (T)xk@xk—l (a)xkeayk
P = — — P _ .
(", y") <ar>7,(p> -G .

IV
—
ol) e
~—
3
=)
3
3
=S
N
k=T~
—
=S 3
~
8
o
(&)
8
i

Summing over all " € {0,1}", we obtain

q(yn) > anfnflp Z (p> 1 H (;)l‘k@xk—l- (C.43)

xne{0,1}m

On the other hand, it is straightforward to verify that

1= Y Pxt=am=rlp Y <p>x1 f[ (%)xk@x’“‘l . (C4d)

ze{0,1}" ane{0,1}7

Plugging (C.44)) into (C.43)), the result follows. O

By (6.19) and the previous lemma,

an

A (P (X™Y™)) > i i .
i( C( ‘ )) - yng{lgll}n ZHZ%EL}TL P(mgn,y") _ P(:L-gn’yn)

Since both zy, and 27 are either 0 or 1, we have to maximize

(@r)"E (2)™ = (@ ()™ i No(w™) > My,

(ar)" (2)™ = (@2 ()™, it No") < Naly").
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Clearly, ¥ is maximized when y™ = 1 and thus

R/ (P(X"|Y™)) =

By (6.18)) and the fact that ], (c) = A (e"),

. Pe(XY) e
M) =T e~ plary

n

where P.(X"|Y™) is computed in (C.42).

The lower bound follows from considering the direction De D(Isn), whose entries are all zero
except D(1,0) = Aand D(1,1) = — X for A = 2~ /2, In particular, plugging D into (C.34), we
obtain an upper bound for A'(P.(X"|Y™)) and thus a lower bound for % (¢) for the desired range

of €. Note that the filter Ton+C,, (¢) D corresponds to the 2"-ary Z-channel Z,,((,,(¢)).

C.7 Proof of Proposition [6.24]

Since = 0, the joint distribution FPpy~ can be equivalently written as the joint probability matrix
P = [P(2",y")|gn ynefo1yn Withz1 = 29 = - -+ =z, = 0. As in the proof of Theorem|6.23] the
hypotheses of Theorem[6.17]are fulfilled. In particular,

A/(POIY™) = mi ' 9") . C.45
RPN = i B PG ) 49
2Ny

In this case, (C.38)) becomes
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In particular,

A/ (P(A|Y™)) = min min

an (2)"™") 4 pan (2)™0")
ynefo,1}n "”Zii?ﬁ" P(x P(z '

”73/ ) z”7y )

Lemma implies that both 2y, and 27, are either O or 1. If No(y") > N1(y"), then

par (%)No(y") + pan (%)Nl(y") . pa” (%)No(y") + pan (%)N1(y")
P(CL“Zn,yn) — P(z,y") = pan (%)Nl(y") — par (%)No(yn)a
with equality if and only if N1 (2™) > Ny(z™). It is not hard to show that
P (20 g () e (3)”
with equality if and only if ™ = 0. Similarly, if N1 (y™) > No(y"), then
(%) )—f‘ﬁ@n (%)Nl(y") N pan (%)No(y") + pan %)Nﬂy")
P<x y") — P<$va y") pa (%)No(y”) ~n (%)Nl(yn)’

with equality if and only if Ny(z™) > N1(z"). As before,

pa’”

pan (

with equality if and only if 4" = 1. From (C.46)) and (C.47), we conclude that

)No(y") )N1(y")

(")

—~
~—
3

QiR [Q1Q

+ pa" (
)Nl(y”) _

+
]|

Qi (21

QL [
'B 'U

=
Qi
3
~—~
\_/
Bl
—
SN—
3

+
]
—
SN—

3

Qi1 (21

~—
3

_ pa™+pa”
- par—par’

R (Pe(0Y™)) =

Al
|
]|
—

(C.46)

(C47)

and yo = 1 and zp = O achieve the minimum in (C:43). From the last part of Theorem [6.17] the

optimality of the 2"-ary Z-channel Z,,((,(¢)) is evident.
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