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Abstract

LOGS are generated through logging statements inserted within software

code and serve as a valuable resource for identifying execution anomalies,

as well as preventing and debugging issues. Due to the complex nature of

logging, several machine learning approaches have been proposed to guide develop-

ers on where, what, and at which level to log. However, modern software systems,

with long maintenance histories, multi-component structures, and multiple main-

taining teams lead to diverse and evolving logging strategies across components,

teams, and over time, which complicates ML-based automation efforts. This thesis

investigates whether automated approaches for supporting logging activities can be

improved by incorporating socio-technical knowledge that exists beyond the code.

Using data from large, modern software systems, we study three socio-technical sig-

nals: components, ownership, and evolution over time and examine their effect on

automated tools that assist developers in selecting the appropriate logging levels.
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Overall, our work shows that leveraging software engineering knowledge beyond

the code can significantly improve the predictive performance of automated tools

to support logging activities.
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CHAPTER 1

Introduction

1.1 Observability in Software Engineering

1.1.1 The Epistemology of Observability and the Telemetry Triad

THE operational reliability of software systems relies directly on how ob-

servable they are. Borrowed from control theory, observability is formally

defined as the measure of how well internal system states can be inferred

from knowledge of their external outputs (Kalman, 1960). In the domain of soft-

ware engineering, this theoretical property is realized through a telemetry frame-

work often referred to as the ”Three Pillars”: metrics, traces, and logs (Sridharan,

2018). While metrics provide an efficient, quantitative signal of system health (e.g.,

1
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latency, throughput) and traces visualize the structural propagation of requests, it

is logging that provides the granular, qualitative context required for root cause

analysis. In fact, logs serve as the immutable narrative of execution flow, captur-

ing the specific variable states and logic branches necessary to diagnose complex

software behaviors that metrics and traces alone cannot explain (Chen and Jiang,

2017; Sridharan, 2018; Yuan et al., 2010).

1.1.2 Observability Challenges From Personal Experience

This critical nature of logging became particularly evident from experience as a

research associate intern, where I worked on the profiling and observability of dis-

tributed applications. This experience revealed a sharp contrast between the theo-

retical utility of telemetry and its practical implementation. While automated trac-

ing and metric collection were often robust for monitoring infrastructure health,

they frequently lacked the granularity to diagnose domain-specific failures. For in-

stance, standard profiling tools often struggled to isolate performance bottlenecks at

the sub-function level in distributed workers, and default metrics were insufficient

for detecting anomalies (e.g., only reporting loss for a reinforcement learning job).

Consequently, the detection of root causes for critical incidents depended heavily on

ad-hoc logging statements manually placed by developers to capture niche execu-

tion trajectories, as well as other task-relevant events. This experience highlighted

that observability is not merely a systems challenge but a human-centric software

engineering challenge, defined by the difficult decisions that developers must make

to bridge the gap between generic tooling and application logic.
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1.2 The State of Software Logging

Modern software systems produce large amounts of operational data. Logs, which

are generated through the logging statements that developers insert within soft-

ware code, are a key part of such data and help with identifying execution anoma-

lies, preventing issues, and debugging failures (Li et al., 2021a; Shang and Hassan,

2015; Yuan et al., 2010). Prior work proposed machine learning tools to assist

developers with logging activities such as what to log, where to log and at which

level. However, logging data is unstable (Kabinna et al., 2016) and can change with

development goals and performance expectations. For example, during debugging

activities, developers typically opt to increase the verbosity of their logs, in order to

resolve bugs. Conversely, in another period of the lifetime of a project, developers

might decide to reduce the verbosity if their logs become overwhelming, thereby

leading to a high performance overhead (Yuan et al., 2014).

Beyond such general instability, modern software projects bring in factors that

are not visible from the code alone. In fact, different parts of a system have different

responsibilities and purposes (e.g., operational observability vs. performance cost).

Additionally, different teams own different code areas and follow their own logging

conventions and habits. Furthermore, projects evolve over long periods of time, and

logging practices change with that evolution (e.g., early alpha vs. robust long lived

code). These factors shape how developers log and therefore affect the performance

of automated tools that are trained only on code data.
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1.3 Socio-technical Knowledge in Open Source Soft-

ware

In practice, the components’ purposes, the code ownership patterns, and the evo-

lution of the project through time all impact logging practices. For instance, com-

ponents serving different purposes often choose different logging levels, as Open-

Stack’s object-storage component (Swift) deliberately reduced verbosity to control

the operational cost of storing logs 1, while the compute component (Nova) in-

creased verbosity to improve operational visibility.2 Furthermore, different devel-

opers may have different logging preferences, which are a social aspect rather than

a technical one. For instance, seniority (Rong et al., 2023) and prior experiences

across varying domains shape logging habits (e.g., structured key–value logs vs.

prose) and lead to varied logging practices within the code pieces of the same soft-

ware system. Finally, the logging practices change as the software and its ecosys-

tem change. For instance, new standards and tools might require rethinking what

to log and at what level. Additionally, shifts in software architecture, deployment

approaches, data sensitivity, or performance expectations often lead to changes in

logging practices across time.

Taken together, these observations suggest that logging practices are shaped by

both technical (e.g., component structure and system evolution) and social/orga-

nizational factors (e.g., ownership and developer preferences). In this thesis, we

use the term socio-technical knowledge to mean information that captures both the

1https://github.com/openstack/swift/pull/15
2https://bugs.launchpad.net/nova/+bug/1715785

https://github.com/openstack/swift/pull/15
https://bugs.launchpad.net/nova/+bug/1715785
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software system’s technical structure and evolution (e.g., components, code con-

text, change history) and the social/organizational context around the code (e.g.,

ownership, team conventions, developer preferences), as it relates to logging prac-

tices.

Specifically, we leverage Logging Level Predictors (LLPs) as a case study to exam-

ine how socio-technical knowledge affects tools that automate the logging activity.

Logging levels are central to logging practices as they control verbosity, influence

what surfaces during operations, and affect operational cost. Furthermore, devel-

opers often revisit and change logging levels as a system evolves or incidents oc-

cur, which makes determining the appropriate logging level a hard and error-prone

task (Oliner et al., 2012; Yuan et al., 2010). This mix of importance, difficulty,

and frequent change makes LLPs a suitable candidate to study the impact of socio-

technical signals on logging practices. That said, our key message of the importance

of considering socio-technical knowledge to better support the automation of log-

ging practices is not limited to LLPs and is expected to be relevant to other logging

automation tools as well.

While prior studies on logging level prediction (Anu et al., 2019; Heng et al.,

2024; Kim et al., 2020; Li et al., 2017a, 2021b) analyzed logging practices and

proposed code-powered tools to assist developers, they largely overlooked socio-

technical signals that lie beyond the code. Considering these aspects can improve

the effectiveness of automation. In this thesis, we study the effect of the following

signals on the performance of LLPs in large, modern software systems:
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• Component (responsibility and purpose): Parts of a system serve different

functions, and those functions influence what gets logged and at which level.

These characteristics are not directly captured by code-level representations.

• Ownership (teams and authors): Teams and groups of authors adopt logging

conventions that reflect their experience, preferences, and workflows. Such

practices often live as ’tribal knowledge’ and are not explicit in the code.

• Evolution over time: Projects change across versions, phases, and maturity

levels of code. Logging practices shift with these changes.

Specifically, we investigate how these socio-technical signals influence the per-

formance and interpretability of LLPs. Then, we propose and evaluate approaches

tailored to harness such signals, with the aim of enhancing LLP effectiveness and

providing practical insights for software developers.

1.4 Research Hypothesis

In summary, prior research on logging automation tools led us to formulate the

following research hypothesis:

Current automated approaches for supporting logging activities typically rely

on leveraging the source code solely. This thesis argues that their performance

can be improved by incorporating a broader spectrum of socio-technical

knowledge that exists beyond the code, including the purpose of software

components, their ownership, and their evolutionary history.
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The goal of this thesis is to validate this hypothesis through studying vari-

ous logging level prediction approaches and across several open source projects.

Specifically, we design several approaches to harness the socio-technical knowledge

present in open-source software projects. Our work can assist:

• Developers in choosing the suitable logging levels for newly added logging

statements, as well as in verbosity calibration for existing logging statements.

Hence, improving the quality of the generated logs.

• Managers in predicting faults and understanding their root causes. Thanks to

the improved observability provided by high quality logs.

1.5 Contributions

The conceptual contributions of this thesis center around the development of tech-

niques and approaches to demonstrate the value of leveraging socio-technical knowl-

edge (specifically component boundaries, evolutionary history, and code owner-

ship) in assisting developers with automated logging activities. The technical con-

tributions of this thesis focus on the development of specialized modeling strategies

and retrieval-augmented approaches to robustly automate the logging level pre-

diction process for large, long-lived, and multi-component software systems. The

empirical contributions of this thesis are the extensive application and evaluation of

all proposed approaches on large historical datasets from several large-scale open-

source systems, quantifying the limitations of traditional code-centric approaches

and validating the efficacy of socio-technical signals.

The main contributions of this thesis are as follows:
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1.5.1 An Empirical Characterization of the Impact of Software

Architecture on Logging Level Prediction

We conducted the first large-scale empirical study on the transferability of logging

level Predictors (LLPs) across the architectural boundaries of multi-component soft-

ware systems. By analyzing five large-scale open-source software systems (e.g.,

OpenStack, Hadoop), we demonstrated that the one-size-fits-all assumption of global

prediction models is flawed. Specifically:

• We quantified the performance degradation of global models, revealing that

local (component-specific) models outperform global models on 60% to 100%

of components across all performance metrics (AUC, Brier score, and cAIC).

• We introduced and validated the concept of ”Peer-Local” modeling, demon-

strating that for data-lacking components (e.g., new components), models

trained on a mature peer component (i.e., another component from the same

software system) outperform models trained on the entire system history.

• We provided evidence that the interpretability of global models is often mis-

leading when applied locally, necessitating component-aware modeling to

provide actionable insights to developers.

1.5.2 A Longitudinal Analysis of Concept Drift for Logging Level

Prediction

We formalized the impact of software evolution on automated logging tools, identi-

fying time as a critical confounding variable that degrades model reliability. Through
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an analysis of long-lived software systems, we established that logging data exhibits

significant concept drift, rendering static models obsolete shortly after training.

Specifically:

• We quantified the shelf-life of different LLPs, finding that the performance of

deep learning LLPs significantly drops after a median of just 1 to 1.5 testing

time frames (approx. 2–3 months) due to evolving logging practices.

• We proposed and evaluated a contextual training strategy, proving that for-

getting old data (training only on the recent N months) is at least statistically

equivalent to ”all-knowing” models (training on the full history) while being

significantly more computationally and logistically efficient.

• We demonstrated that the drivers of logging level decisions (through feature

importance analysis) fluctuate over time, suggesting that explainable AI for

logging must be temporally-scoped to be valid.

1.5.3 A Socio-Technical Retrieval for LLM-powered Logging Level

Prediction

We proposed a novel methodology to integrate socio-technical knowledge into LLM-

powered logging level predictors, moving beyond the standard existing In-Context-

Learning sampling strategies. We developed a Multiplex Graph approach that fuses

two distinct signals i.e., Code Functionality (what the code does) and Code Own-

ership (who maintains the code) to optimize In-Context-Learning (ICL) retrieval.

Specifically:
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• We demonstrated that retrieving in-context examples based on ownership sig-

nals alone (files maintained by the same team) statistically significantly en-

hances the precision of LLM predictions by a median of 2% to 7% compared

to state-of-the-art baselines.

• We showed that our fused socio-technical approach enables a small, open-

source model (7B parameters) to achieve a median AUC between 0.90 and

0.96, outperforming commercial state-of-the-art models (e.g., GPT-4o, DeepSeek-

V3.2) by margins of 17% to 40%.

• We provided empirical evidence that in the context of logging level prediction,

precise context-aware retrieval is more critical than model scale, proving that

smaller, self-hosted models equipped with socio-technical context can surpass

substantially larger proprietary models, thereby offering a cost-effective path

for industrial adoption.

1.6 Thesis Structure

The remainder of this thesis is organized as follows: Chapter 2 introduces back-

ground concepts related to logging and logging level prediction. Chapter 3 surveys

prior work on logging practices and logging automation while identifying key re-

search gaps. Chapter 4 presents the first study on logging level prediction while

taking into consideration the potential differences in logging practices from on com-

ponent to the other. Chapter 5 details our second empirical study on the impact of

the evolution of software on the performance of logging level predictors. Chapter

6 introduces multiplex-retrieval, an approach that combines both the functionality
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and ownership knowledge to improve the performance of LLM-powered logging

level predictors. Finally, Chapter 7 concludes the thesis by summarizing key con-

tributions, discussing practical implications, and outlining promising directions for

future research on leveraging socio-technical knowledge in the context of logging

automation.



CHAPTER 2

Background

THIS chapter establishes the foundational concepts and technical details

relevant to the rest of the thesis. It begins with an overview of soft-

ware observability, distinguishing logging as the primary mechanism for

capturing the immutable narrative of system execution. We then introduce key log-

ging concepts, including the hierarchy of logging levels (verbosity), the anatomy

of logging statements, and the critical trade-off between diagnostic visibility and

performance overhead. Special attention is given to the socio-technical nature of

software development, exploring how factors beyond the code (specifically multi-

component architectures, evolutionary history, and code ownership patterns) in-

fluence logging practices. We explore the evolution of automated logging support,

tracing the progression from static analysis tools to modern data-driven approaches.

12
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The latter sections of the chapter focus extensively on the specific machine learning

paradigms employed in this work: Ordinal Regression, Deep Learning architectures

for code representation, and Large Language Models (LLMs), with a specific focus

on Retrieval-Augmented Generation (RAG) and multiplex graph-based clustering

strategies for optimizing in-context learning.

2.1 Software Logging Fundamentals

2.1.1 The Anatomy of a Logging Statement

A logging statement is an imperative instruction manually inserted by developers

to capture operational data during software execution. While the specific syntax

varies across programming languages and logging libraries (e.g., Log4j, SLF4J), a

standard logging statement is composed of three primary components: the logging

level, the static message, and optional variables, as shown in Figure 2.1.

• The Logging Level: This is a categorical tag attached to the statement to indi-

cate the severity or urgency of the recorded event. It acts as a filtering mech-

anism, allowing operators to control the verbosity of the output by enabling

or suppressing logs based on their importance (e.g., suppressing DEBUG logs

in production while retaining ERROR logs). Logging levels are ordered by

severity: from trace (lowest severity) up to fatal (highest severity) in common

Java libraries, and from debug up to critical in Python (see Figure 2.2).
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Figure 2.1: Example of an added logging statement to the Hadoop project1
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Figure 2.2: logging levels verbosity in Java (Left) and Python (Right) projects

• The Static Message: This is the constant textual component of the log (e.g.,

”Transaction failed” or ”User logged in”), which serves as the human-readable

template describing the event’s nature.

• The Variables: These are the placeholders within the statement that capture

the dynamic system context (e.g., User IDs, error codes, or request latencies)

at the moment of execution.

It is important to distinguish between the logging statement and the log entry.

On the one hand, the logging statement is a static code artifact that resides within

the software repository and is subject to code maintenance and evolution. On the

other hand, log entries are the dynamic, runtime data that is generated when the

execution flow encounters a logging statement. A single static logging statement

can generate millions of unique log entries during the system’s operation, each

sharing the same static message template but differing in timestamps and variable

1https://github.com/apache/hadoop/commit/002dd6968b89ded6a77858ccb50c9b2df074c226

https://github.com/apache/hadoop/commit/002dd6968b89ded6a77858ccb50c9b2df074c226
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values. Consequently, while the logging statement represents the developer’s intent

to observe a behavior, the log entry represents the empirical realization of that

behavior in a production environment. This thesis focuses on logging statements

rather than log entries.

2.1.2 Current Industry Practices and Tools for Logging

Software developers implement logging continuously during the coding and review

phases. In practice, they rely on a combination of integrated development environ-

ment (IDE) features, static analysis tools, and modern AI assistants. These tools

reduce the manual effort required to format log messages and select appropriate

logging levels. In fact, IDEs provide the first layer of logging assistance. Developers

frequently use auto-completion features to insert standard logging templates. For

example, a developer might type a short shortcut (e.g., logw) that the IDE automat-

ically expands into a complete logger.warn() invocation. This practice accelerates

development and ensures syntactic consistency across a codebase. Furthermore,

static analysis tools enforce corporate logging guidelines before code reaches pro-

duction. Organizations configure linters to scan source code for common logging

anti-patterns. These tools can automatically flag issues such as missing variables

in parameterized log messages, the use of System.out.println instead of a proper

logging framework, or the inclusion of sensitive data in explicit text. Consequently,

linters act as an automated quality gate during the continuous integration process.

More recently, developers have begun using AI-powered coding assistants to gener-

ate and refine logging statements. Tools embedded directly in the IDE analyze the

surrounding code context to suggest complete log messages and relevant variables.
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Additionally, automated AI review assistants scan pull requests in repositories to

suggest missing logging statements or recommend verbosity adjustments. These

AI tools help bridge the gap between rigid static rules and the contextual needs of

specific code blocks.

2.2 Socio-Technical Dimensions of Software Engineer-

ing

Software development is inherently a socio-technical endeavor where the resulting

artifacts (e.g., Code, Documentation, Models, etc.) are shaped not only by technical

requirements but also by the social dynamics of the development teams and the

evolutionary history of the project. In the context of logging, these dimensions

manifest as distinct signals that exist beyond the artifact/code.

2.2.1 Concept Drift and Software Evolution

Software systems are not static entities as they evolve continuously over long life-

cycles to accommodate new requirements, bug fixes, and architectural shifts. This

evolution introduces a phenomenon known in machine learning as Concept Drift (G.Ditzler

et al., 2015; Gama et al., 2004), where the statistical properties of the target vari-

able change over time, degrading the performance of predictive models trained on

historical data.

In the domain of logging, data is shown to be unstable. In fact, empirical studies

indicate that 20% to 45% of the logging statements undergo modifications during
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their lifetime (Kabinna et al., 2016). This instability is driven by shifting develop-

ment goals as developers often increase log verbosity during active debugging or

early development phases (e.g., alpha releases) to maximize visibility, only to later

decrease verbosity in mature, long-lived code to reduce performance overhead and

storage costs. Consequently, a machine learning model trained on logging practices

made during one phase of the software’s lifecycle may fail to generalize to future

phases, as the ground truth for what constitutes an appropriate logging level is

temporally dependent.

2.2.2 Component-Based Architecture

Modern large-scale software systems are typically architected as multi-component

systems where distinct subsystems are responsible for specific functional domains

(e.g., storage, compute, networking). This architectural separation may lead to

heterogeneous logging practices across the same system. Specifically, different com-

ponents serve different operational purposes, which dictate their logging require-

ments. For instance, a storage component (e.g., OpenStack Swift) may prioritize

low verbosity to minimize the I/O cost, whereas a compute scheduling component

(e.g., OpenStack Nova) may prioritize high verbosity to trace complex state tran-

sitions. This variation implies that logging practices are often local rather than

global. Treating a multi-component system as a uniform entity might obscure these

distinct, purpose-driven logging practices.
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2.2.3 Code Ownership and Developer Conventions

Code ownership refers to the relationship between software artifacts and the spe-

cific developers or teams responsible for their maintenance. Research suggests that

logging is heavily influenced by the tacit knowledge and social conventions of the

owning team rather than explicit technical standards (Pecchia et al., 2015). Typ-

ically, different teams possess unique logging preferences/styles shaped by their

collective experience, seniority, and domain background (Rong et al., 2023). For

example, a security team maintaining files across multiple components will likely

enforce a consistent, rigorous logging style for auditability, whereas a UI team might

adopt a different convention focused on user interactions. These social clusters

often transcend directory structures and files that are architecturally distant but

maintained by the same group of authors can exhibit higher similarity in logging

practices than files in the same directory maintained by different authors. Capturing

these ownership signals is therefore essential for understanding the inconsistencies

in logging datasets that purely technical analysis cannot explain.

2.3 AI/ML Paradigms in Logging Level Prediction

The automation of logging activities has evolved in parallel with advancements in

artificial intelligence. While early approaches relied on static analysis and heuris-

tics (Yuan et al., 2011), the field has progressively adopted data-driven techniques

to model the complex dependencies between source code and logging practices.

This section outlines the three primary machine learning paradigms employed in
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this domain: Classical Machine Learning (specifically Ordinal Regression), Deep

Learning, and Large Language Models (LLMs).

2.3.1 Classical Machine Learning and Ordinal Regression

The earliest generation of automated tools, often referred to in our thesis as Shallow

logging level predictors (aka. Shallow-LLP), approached the problem through the

lens of feature engineering. These models rely on extracting a set of manually

defined metrics from the source code, including structural features (e.g., cyclomatic

complexity), textual features (e.g., length of the log message), and evolutionary

features (e.g., code churn).

A critical distinction in this paradigm is the modeling of the target variable.

Unlike standard classification tasks where classes are nominal (e.g., ”Buggy” vs.

”Not-Buggy”), logging levels possess an inherent order (TRACE < DEBUG < INFO <

WARN < ERROR < FATAL). To respect this order, researchers employ Ordinal Regres-

sion models (such as Ordinal Logistic Regression) rather than multi-class classifiers.

This approach ensures that the penalty for misclassifying a ”DEBUG” statement as

”INFO” is lower than misclassifying it as ”FATAL,” thereby preserving the semantic

severity scale of the logging framework.

2.3.2 Deep Learning and Semantic Code Representation

To overcome the limitations of manual feature engineering, research shifted toward

Deep Learning (DL) architectures capable of learning representations directly from
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raw code. These approaches, referred to in this thesis as Deep logging level Pre-

dictors (DL-LLP), treat source code not as a bag of metrics but as a sequence of

semantic and syntactic tokens.

Typically, these models utilize embedding techniques to encode two distinct con-

texts:

• Syntactic Context: Represented by sequences of Abstract Syntax Tree (AST)

nodes surrounding the logging statement, capturing the control flow and

structural logic.

• Semantic Context: Represented by the natural language tokens within the

log message itself and the surrounding code identifiers.

By fusing these representations, deep learning models can capture complex,

non-linear patterns—such as the correlation between specific exception types

and ”ERROR” levels—that shallow models frequently miss.

2.3.3 Large Language Models and In-Context Learning

The advent of Generative AI has introduced a new paradigm based on Large

Language Models (LLMs). Unlike discriminative models that classify an input

into a pre-defined label, an LLM-powered predictor (e.g., LLM-powered LLP)

treats logging level prediction as a text generation task.

In this paradigm, the model is presented with a prompt containing the source

code where the logging level is masked, along with the log message. The

model then generates the appropriate logging level token (e.g., generating
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the word ”INFO”) as a completion of the prompt. A key capability of this ap-

proach is In-Context Learning (ICL), or few-shot prompting, where the model

is provided with a small set of correct logging examples within the LLM’s con-

text size. This allows the model to adapt to specific project conventions or

domain contexts without the need for fine-tuning (e.g., LoRA) or extensive

model retraining.

Establishing the Ground Truth Across Paradigms Across all three of these ma-

chine learning paradigms, establishing a reliable ground truth logging level for

training and evaluation remains a universal challenge. To train and evaluate the

predictive models in this thesis, we define the ground truth as the most recent and

stable logging level found in the version control history, rather than the level as-

signed during the initial commit. Developers frequently revise logging statements

during the code review process (Kabinna et al., 2016). Furthermore, continuous

integration (CI) pipelines and production monitoring often reveal performance bot-

tlenecks caused by overly verbose logging, prompting subsequent changes. Con-

sequently, the initial logging level chosen by a developer may be suboptimal. By

extracting the final, stable logging level of a statement after it has survived the

CI/CD pipeline and community review, we ensure that our ground truth reflects the

established, and tested consensus of the project.
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Literature Survey

IN recent years, the increasing scale and distributed nature of modern soft-

ware systems have heightened the reliance on observability for maintaining

system reliability and diagnosability. Software logging serves as the primary

mechanism for this observability, providing the immutable narrative of execution

flow required to identify anomalies and debug failures. However, the quality of

this data is heavily dependent on the often ad-hoc decisions made by developers,

spurring a significant body of research into both the empirical characterization of

logging practices and the development of automated support tools. This chapter

presents a comprehensive literature review organized along two primary research

directions (see Figure 3.1). First, we examine empirical studies on logging prac-

tices, covering (i) developer behavior and framework choices , (ii) the challenges

22
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Figure 3.1: Overview of the discussed research directions

of log maintenance and instability , and (iii) the qualitative perceptions of devel-

opers regarding the costs and benefits of logging. Second, we survey automated

support for logging decisions, detailing advancements in predicting log placement,

generating and enriching logging statements , and predicting appropriate logging

levels. Finally, we synthesize these works to identify the limitations of current code-

centric approaches, positioning our contributions to address critical gaps regarding

the influence of socio-technical factors on logging automation.

3.1 Empirical studies on logging practices

Understanding logging practices is important for effective software maintenance

and debugging. Research in this area covers empirical studies that aim to under-

stand how developers implement, evolve and maintain logging in real-world sys-

tems and the implications of such logging practices.



CHAPTER 3. LITERATURE SURVEY 24

3.1.1 Developer logging practices and behavior

Several empirical studies aimed to characterize how software developers approach

logging activities. For instance, Fu et al. (2014) explored logging practices within

Microsoft’s large industrial software systems. Their investigation combined source

code analysis of two major Microsoft systems (totaling millions of lines of code)

with qualitative insights gathered from 54 experienced engineers through surveys.

Fu et al. (2014) revealed a clear yet limited set of scenarios in which developers

commonly log, such as handling exceptions, verifying return values from function

calls, and critical logic branches. In a complementary study, Pecchia et al. (2015)

analyzed logging practices in an industrial safety-critical system context. Specifi-

cally, they conducted detailed inspections of source code, analyzed more than two

million log entries collected during operational runs, and engaged with develop-

ment teams. Pecchia et al. (2015) discovered logging to be largely informal, driven

more by individual developers’ expertise and preferences rather than by guidelines

or standards. Addressing a different angle, Chen and Jiang (2020) focused on

logging framework selection practices in large open-source Java projects. By ana-

lyzing the GitHub repositories of such high-profile projects such as Apache Software

Foundation projects, they characterized the used logging frameworks (e.g., Log4j,

Logback, or custom-built solutions) and the rationale behind the use of those spe-

cific frameworks. They observed a notable trend where projects favored creating

custom logging solutions tailored for performance optimization and flexibility, es-

pecially in highly active and frequently changing codebases. A recent study by

Foalem et al. (2024) extended logging research into the emerging domain of ma-

chine learning-based software systems. By examining logging practices across 110
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ML-based software projects, they investigated the frequency, location, and content

of logging statements within ML and non-ML components. Their quantitative anal-

ysis revealed significant differences in logging behavior between ML and non-ML

contexts. ML components tend to have specialized logging practices focused on

capturing information about model performance metrics, hyperparameter settings,

and data processing steps, which reflects the unique operational needs of ML sys-

tems. Patel et al. (2022) conducted an extensive qualitative analysis of logging prac-

tices within the Linux kernel. Through a mixed-method approach involving repos-

itory mining and manual inspection, they studied logging statements across kernel

subsystems, focusing on where and why logging occurred. Patel et al. (2022) high-

lighted that Linux kernel logging predominantly facilitated debugging, performance

analysis, and anomaly detection, serving crucial roles given the kernel’s complexity.

Chen et al. (2025) examined how logging is used in GPU-accelerated deep learning

projects by analyzing logging statements in 33 CUDA-based DL repositories. The

authors found that most logs are written during model training and that logging in

these systems is used primarily for monitoring and tracking model-related informa-

tion (e.g., loss or resource usage). The study by Chen et al. (2025) highlights that

developers mix general-purpose logging frameworks and DL-specific logging tools,

and provides guidance on when to use each. Finally, the importance of studying

logging practices from a broad perspective was highlighted by Yuan et al. (2010),

who analyzed real-world failure data from several widely used software projects

(e.g., Hadoop). Their study revealed frequent and critical gaps in logging cover-

age, noting instances where software failures occurred without generating any log

entries.
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3.1.2 Logging challenges, issues, and maintenance

Beyond examining developer practices, several empirical studies highlighted criti-

cal challenges and issues developers encounter when logging. Specifically, problems

related to logging anti-patterns, the complexity of log maintenance, and issues re-

lated to software evolution, which all hurt software maintainability and reliability.

For example, a study by Pecchia et al. (2013) systematically explored challenges

in log instrumentation for dependable systems. This extensive analysis of event

logs from industrial systems identified several recurring logging problems, notably

missing or insufficient contextual information and inconsistencies in log messages.

The authors argued that many logs lacked sufficient context or clarity to point to

the root-cause of failures. Pecchia et al. (2013) developed a rule-based approach

aimed at improving the effectiveness of logs for failure debugging activities. Their

approach provided tangible advice, such as specifying key runtime variables to log

during exceptional conditions and standardizing log message formats to stream-

line automated parsing, thus directly tackling widespread logging issues. Another

logging issue was reported by Li et al. (2022) who conducted an extensive empiri-

cal analysis targeting duplicate logging statements (containing identical static mes-

sages) throughout software systems. Their large-scale analysis of Apache projects

revealed widespread occurrences of logging duplication, which not only contributed

to redundancy but complicated automated log analysis due to inflated log volumes

and duplicated diagnostic information. Exploring maintenance difficulties, Kabinna

et al. (2016) investigated challenges associated with logging framework migrations

in software projects. By analyzing Apache Software Foundation (ASF) repositories,

they observed frequent migrations between logging frameworks (e.g., from Log4j
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to SLF4J or Logback). Such migrations, though aimed at improving logging capa-

bilities or performance, often introduced substantial effort and risks of incomplete

or incorrect migration. In another work, Kabinna et al. (2016) empirically investi-

gated the stability of logging statements and their implications on log maintenance

and log processing tools. Their study analyzed four large open-source projects,

revealing that 20% to 45% of logging statements undergo changes over their life-

time. Notably, many logging statements experience their first modification shortly

after their introduction (often within a median interval of just 1–17 days). Another

work by Chen and Jiang (2019) targeted logging-related issues through an analysis

of historical Logging-Code-Issue-Introducing (LCII) changes across six widely-used

Java open-source projects. By mining historical logging code changes, Chen and

Jiang (2019) found that logging-related fixes often occur both in co-changed and

independently changed code blocks. Additionally, their analysis revealed that the

complexity involved in fixing logging code issues was similar to that of regular log-

ging updates. Recently, Foalem et al. (2025) targeted the issue of responsible AI by

investigating logging practices in 85 open-source ML projects (with 20 responsible-

AI libraries) and conducted a practitioner survey to see how well developers log

information related to fairness, transparency, privacy, and safety. They found a

significant gap in current logging practices as important Responsible-AI metrics

(e.g. fairness metrics, explainability indicators like SHAP values) are rarely logged

in these projects. For example, while 89% of the analyzed instrumented calls by

Foalem et al. (2025) were related to privacy (due to use of privacy libraries), only

2% were related to fairness which is an uneven emphasis that leaves many fairness

aspects unmonitored.
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3.1.3 Developer perceptions and experiences towards/with log-

ging

Empirical research on logging practices has not only analyzed software artifacts and

code repositories but also explored logging from developers’ personal perspectives.

One contribution was made by Li et al. (2021a), who conducted an extensive quali-

tative investigation into developers’ experiences and perceptions regarding logging.

This study combined multiple approaches, including surveys involving 66 software

developers and an in-depth manual examination of 223 logging-related issue re-

ports drawn from popular open-source systems. Li et al. (2021a) findings revealed

that developers strongly recognize logging’s considerable benefits for debugging,

anomaly detection, and system monitoring. Logging is indeed perceived as indis-

pensable for gaining visibility into system behavior, especially during failure diagno-

sis and troubleshooting scenarios. However, their study also unveiled the significant

perceived costs that are associated with logging, notably increased code complex-

ity, potential performance overhead, and substantial maintenance burdens. More

recently, Rong et al. (2023) conducted a comprehensive mixed-method study inves-

tigating industrial software developers’ logging practices, intentions, and concerns

(i.e., I&Cs). Their research confirmed previously reported challenges related to log-

ging, notably highlighting troubleshooting and monitoring as the primary logging

intentions and performance overheads of I/O and storage as the most significant

concerns. Furthermore, Rong et al. (2023) found that developers’ professional pro-

files significantly influenced their logging practices.
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Prior studies provide insights into how logging is perceived, practiced, and ex-

perienced by developers in both open-source and industrial projects. Collec-

tively, this research area emphasizes the developer-recognized necessity and

utility of logging, and the significant challenges that developers face when

incorporating logging into their everyday practices. Developers consistently

highlight issues related to complexity, logging verbosity choices, maintenance

burdens, and the lack of effective guidelines. Such insights and concerns have

directly informed and motivated subsequent research efforts aimed at creat-

ing practical, effective logging support tools that address real-world developer

pain points and facilitate more consistent and efficient logging practices.

3.2 Automated Support for developer logging deci-

sions

The complexity and variability of logging practices have led researchers to develop

automated tools, approaches and models to assist developers with logging deci-

sions. These efforts range from log placement predictions to logging level prediction

and automatic logging statement generation.

3.2.1 Prediction of logging placement

Identifying where logging statements should be placed within a codebase is an im-

portant yet tricky decision that developers face regularly. Research addressing this

issue focus primarily on predicting suitable locations for logging statements based
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on patterns learned from existing logging practices, typically leveraging machine

learning and static analysis methods. An early contribution in this domain was

the work by Zhu et al. (2015), who proposed LogAdvisor, a framework that lever-

ages machine learning to automatically recommend logging placement. Their work

began by thoroughly analyzing existing log locations within several large-scale Mi-

crosoft software systems. Next, they extracted features such as control flow state-

ments, exception handling blocks, and commit histories. Then, they trained classi-

fiers to distinguish code blocks that should include logging statements from those

that should not. Their evaluation demonstrated promising accuracy, which sug-

gests that the typically manual logging decisions made by experienced developers

could be systematically replicated and even improved upon through automation.

Building upon that foundation, Cândido et al. (2021) addressed several limitations

in the automation of logging placement research, particularly emphasizing dataset

imbalance, where some locations (e.g., classes) have more dense logging than other

locations. Specifically, they explored multiple machine learning models, applied to

industrial software codebases. Cândido et al. (2021) results demonstrated that

balancing the training dataset significantly improved prediction accuracy. Another

contribution is the work of Li et al. (2020), who took a different perspective by ex-

amining log placement prediction at the block level. Specifically, their deep learn-

ing model leveraging different block-level features (syntactic, semantic, and struc-

tural) showed that syntactic block features for log placement consistently achieved

the highest accuracy, outperforming baseline methods significantly. Similarly, Mas-

tropaolo et al. (2024) introduced LEONID, which is a deep learning model built on
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top of the T5 (Raffel et al., 2020) text-to-text transformer to create logging state-

ments and decide on their placement given a Java method. LEONID first determines

whether a method needs a logging statement in the first place, then inserts as much

logging statements as needed. The evaluation of LEONID across multiple open-

source projects reveals that it can detect the need for logging statements reliably

and can accurately place the suggested logging statements in the input method

code. Recently, Tan et al. (2025) introduced AL-Bench, a large-scale benchmark

dataset and evaluation methodology for automated logging tools. It focuses on sys-

tematically evaluating how well tools can predict where to insert logging statements

under realistic conditions. AL-Bench contributes a diverse dataset from 10 popular

projects and proposes a novel dynamic evaluation that compares the runtime logs

produced by tool-generated statements against ground truth logs. Using this bench-

mark, the authors discovered significant drops in performance when moving from

static code-level evaluation to runtime evaluation. For example, on average the

accuracy of state-of-the-art tools in predicting log positions dropped by 37%, and

for logging levels by 23%, compared to their originally reported results. Moreover,

20%–84% of generated logging statements failed to compile or execute properly,

indicating robustness issues. Beyond the notion of log placement, Li et al. (2017b)

proposed an approach focused on logging timing by providing ”just-in-time” sugges-

tions for log changes. By examining and classifying reasons for log modifications

such as block changes, logging improvements, dependency-driven adjustments, and

logging issues, the authors identified a comprehensive set of explanatory features
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capturing both historical log changes and characteristics of the current code snap-

shot. Using these features, Li et al. (2017b) trained random forest classifiers to pre-

dict the necessity of log changes at the exact time developers committed new code.

Evaluated on four well-known open-source project, their classifiers achieved accu-

racies ranging from 0.76 to 0.82 within projects and 0.76 to 0.80 across projects,

demonstrating significant potential in assisting developers by immediately flagging

code commits that likely require logging adjustments.

3.2.2 Automated logging statement generation and enrichment

Beyond recommending log placement, another research direction targets the prob-

lem of automatically generating complete logging statements, including both the

textual content and logged variables. Automating this aspect of logging reduces

developer effort, ensures consistency, and potentially enhances the informative-

ness of logs, which directly benefits tasks such as debugging and failure diagnosis.

One of the contributions in automatic logging statement generation was LogEn-

hancer proposed by Yuan et al. (2011). Recognizing the common inadequacies of

existing log messages, such as missing context and insufficient runtime data, the

authors developed a static analysis-based approach to automatically enrich logs

by adding important runtime variables into logging statements. Their method

identified causally related runtime information needed for effective diagnosis and

automatically modified logging statements to include additional context. Evalu-

ated across several widely-used open-source systems, LogEnhancer significantly im-

proved the informativeness and diagnostic utility of the logs. Liu et al. (2020)
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explored the generation of descriptive texts in logging statements using a retrieval-

based question-answering (Q&A) approach. Specifically, they framed log mes-

sage generation as a retrieval task, proposing two strategies: Code&Code, where

both queries and answers are derived from source code snippets, and Code&Log,

where queries originate from code snippets and answers come from existing log

messages. They investigated various similarity-measurement techniques, compar-

ing traditional information retrieval-based methods against more advanced neural

network-based approaches. They systematically evaluated these methods using au-

tomatic metrics and human assessments, uncovering several practical insights into

the effectiveness of retrieval-based log generation. Furthermore, they constructed

and released a substantial dataset containing over 138,000 valid log messages ex-

tracted from 85 Apache Java projects, supporting future research into automated

logging statement generation. Furthering this direction, Ding et al. (2022) pro-

posed LoGenText, a neural machine translation based approach aimed at auto-

matically generating logging texts directly from source code. LoGenText leverages

transformer-based sequence-to-sequence models, which are neural network archi-

tectures known for effective natural language translation. The approach generates

logging texts by translating the preceding source code (the ”pre-log code”) and

considers additional contextual information, including the AST structure surround-

ing the logging statement, subsequent code snippets (”post-log code”), and logging

texts from similar code. Evaluations across ten diverse open-source Java projects
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demonstrated that LoGenText substantially outperformed existing methods, achiev-

ing significantly higher BLEU (up to 41.8) and ROUGE-L (up to 53.9) scores com-

pared to previous state-of-the-art approaches. Additionally, human evaluations in-

volving 42 software developers confirmed the practical utility and high quality of

the logging texts generated by LoGenText. Building on their previous LoGenText

approach, Ding et al. (2023) further advanced automated logging text generation

by proposing LoGenText-Plus, an enhanced two-stage neural machine translation

NMT-based approach. While LoGenText directly translated source code into log-

ging texts, LoGenText-Plus introduced a decomposition strategy that first generates

the syntactic template of the logging text, then generates the complete logging text

based on both the source code and the generated template. Specifically, LoGenText-

Plus leverages two separate Transformer-based NMT models: the first model pre-

dicts a high-level syntactic template of the target logging message, and the second

model utilizes this generated template alongside the source code as inputs to pro-

duce the final logging text. Evaluated across the same 10 diverse open-source Java

projects, LoGenText-Plus demonstrated clear performance improvements over the

original LoGenText approach, surpassing it in 9 out of the 10 projects studied. A

human evaluation involving software developers further validated these improve-

ments, confirming that logging texts generated by LoGenText-Plus exhibit notably

higher quality compared to those produced by LoGenText and the prior state-of-the-

art baseline approach. Inspired by breakthroughs in generative language models,

several studies have explored using large language models (LLMs) to automate

logging tasks comprehensively. For instance, Xu et al. (2024) introduced UniLog,
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an LLM-powered solution that employs in-context prompting to automatically gen-

erate log messages, recommend appropriate logging statement placements, and

predict their verbosity levels. By leveraging a fine-tuned LLM trained on anno-

tated logging datasets, UniLog captures the semantic intent of logging contexts and

generates high-quality logging statements that closely matched developers’ logging

practices. The evaluation of UniLog indicated strong predictive performance. Most

recently, Li et al. (2024) conducted a study on the application of different LLMs

for the generation of logging statements. The authors intended to explore the po-

tential of LLMs in automating the logging statement generation process. To do

so, Li et al (Li et al., 2024) created a dataset called LogBench, which consists of

two parts: LogBench-O and LogBench-T. LogBench-O contains logging statements

derived from 3,870 methods collected from GitHub repositories, while LogBench-

T consists of transformed (using Condition-Swap for instance), thus, unseen code

instances from LogBench-O, providing a test set for evaluating generalization capa-

bilities. LogBench is then used to evaluate the performance of 13 top-performing

LLMs, with model sizes ranging from 60 million to 405 billion parameters. These

models were assessed for their ability to generate high quality logging statements.

The results revealed that, while LLMs performed reasonably well in determining

logging levels and variables, they achieved a maximum BLEU score of only 0.249.

3.2.3 Prediction of logging levels

3.2.3.1 General survey

Historically, practitioners relied on manual guidelines and static analysis tools to

manage logging levels (Fu et al., 2014). Teams typically used rule-based linters and
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peer code reviews to enforce basic verbosity standards. Early automated approaches

focused primarily on anomaly detection rather than direct prediction. These tools

used static heuristics to flag inconsistent log levels across structurally identical code

snippets (Yuan et al., 2012). However, these strict rule-based methods struggled to

adapt to the evolving, project-wide context of large software systems. Consequently,

researchers transitioned to statistical models.

To address these limitations, researchers transitioned from rigid heuristics to sta-

tistical models. Rather than simply detecting anomalies, these new models aimed

to directly predict the appropriate logging level (e.g., TRACE, DEBUG, INFO, WARN,

or ERROR) for new statements. An early machine learning contribution was made

by Li et al. (2017a) who introduced an approach we refer to in this thesis as the

Shallow logging level Predictor (Shallow-LLP). This approach leveraged an ordi-

nal logistic regression model, specifically designed to predict logging levels using a

set of static, change-related and historical code features (e.g., log message length,

logging statement churn, number of revisions in history). The empirical evalua-

tion of the Shallow-LLP across several large open-source Java projects demonstrates

strong predictive performance. Additionally, the Shallow-LLP’s interpretability pro-

vided insights into factors influencing developers’ logging level choices, such as

file-level logging metrics (e.g., average logging level in file). Another study that

leveraged, classic machine learning models was the one proposed by Anu et al.

(2019) who introduced VerbosityLevelDirector, an automated approach based on

random-forest designed to help developers assign appropriate logging levels based

on logging intention embedded within the code context. VerbosityLevelDirector

leverages contextual features such as triggered methods, exception types, logging
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messages, post-processing code actions, and related comments. The evaluation of

VerbosityLevelDirector on open-source Apache projects, showed notably higher ac-

curacy in predicting log verbosity levels compared to baseline methods. Meanwhile,

Kim et al. (2020) introduced a new perspective for recommending appropriate log-

ging levels based on the semantic and syntactic context of logging statements. Their

approach builds two feature vectors: a semantic vector that quantifies (using a

word2vec model) the similarity between logging levels and the terms that are as-

sociated with such levels (e.g., ’exception’ or ’failure’ for ERROR levels), and a syn-

tactic vector capturing structural context surrounding the logging statement in the

code (e.g., average logging level in a class). Using these combined semantic and

syntactic vectors, Kim et al. (2020) employed and compared four different machine

learning classifiers: K-nearest neighbors (KNN), Random Forest, Support Vector

Machine (SVM), and Decision Trees. Among these, the Random Forest classifier

yielded the best performance. Moreover, developers accepted the recommender’s

suggested logging level changes in 72% of the cases. More recently, Li et al. (2021b)

introduced the first deep learning take on logging level prediction. Their approach

which we refer to in this thesis as DL-LLP leveraged a neural network architec-

ture that encoded syntactic and semantic contexts surrounding logging statements

as well as the contents of the logging statements, significantly improved the pre-

diction accuracy of LLPs. The DL-LLP encoded sequences of abstract syntax tree

(AST) nodes from the containing method and the natural language tokens of the log

message, capturing deeper contextual information about the logging decision. Li

et al. (2021b) evaluation demonstrated superior performance compared to shallow

methods. Finally, the breakthroughs in generative large language models (LLMs)
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motivated Heng et al. (2024) work that explored logging level prediction using an

LLM-powered approach (referred to as LLM-powered LLP in this thesis), employ-

ing various LLMs with different sizes (e.g., CodeLlama-7B). Given a source-code

snippet (where the logging statement is masked) as a context, and the contents of

the log message, the LLM predicts the appropriate logging level by generating an

appropriate textual response. This generative approach yielded promising results,

showcasing the adaptability and semantic awareness of modern generative LLMs,

especially the CodeLLama-7B model that performed the best.

Most prior efforts for automating logging activities are code-powered and

overlook the socio-technical context of modern software projects. First, they

do not account for the long maintenance lifetimes and the resulting changes

in logging practices over time. They also omit that modern software is

multi-component, thus, missing component-specific differences in logging ap-

proaches. Finally, they ignore ownership and developer conventions differ-

ences (e.g., style, seniority) that can shape how logs are written. This gap

motivates our work as we aim to study how socio-technical signals impact the

performance of LLPs in large, modern software systems.

Since we use logging level predictors (LLPs) as our case study for logging au-

tomation, the next section provides detailed background on the logging level pre-

diction models leveraged in this thesis.
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3.2.3.2 Baseline logging level predictors

In order to assist developers with the logging level decision, machine learning mod-

els were proposed by prior research (Anu et al., 2019; Heng et al., 2024; Kim et al.,

2020; Li et al., 2017a, 2021b; Xu et al., 2024). While we discussed all these ap-

proaches in detail in Section 3.2.3, we specifically focus our empirical analyses in

this thesis on three representative, state-of-the-art approaches: the shallow logging

level predictor (aka. Shallow-LLP) suggested by Li et al. (2017a), the state-of-the-

art deep learning logging level prediction model (aka. DL-LLP) suggested by Li et al.

(2021b), in addition to the state-of-the-art LLM-powered LLP (aka. LLM-powered

LLP) suggested by Heng et al. (2024). The first two LLP models predict an ordi-

nal variable (i.e., ordered categorical variable) ranging from 1 to N, where N is the

number of logging levels supported by the logging framework (e.g., N=6 for Log4j).

Meanwhile, the LLM-powered LLP leverages the CodeLLama-7B model, and oper-

ates by masking logging statements within the source code context, then providing

both the masked code context and the corresponding log message as input to the

LLM.

We selected these three models (Shallow-LLP, DL-LLP, and LLM-powered LLP)

because each represents the state-of-the-art in its respective category, providing ro-

bust and diverse baselines for evaluating LLP performance. Specifically, the Shallow-

LLP (Li et al., 2017a) offers an optimal balance between predictive performance and

interpretability, making it suitable for understanding the drivers of logging level de-

cisions across components and over time. The DL-LLP (Li et al., 2021b), unlike the

shallow model, does not rely on static code features (e.g., cyclomatic complexity).
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Instead, it leverages code context by directly encoding sequences of AST nodes sur-

rounding the logging statement along with the log message tokens, thus providing

an overhaul to the LLP design and capturing deeper contextual patterns. Lastly,

the LLM-powered LLP, based on the CodeLlama-7B model (Heng et al., 2024), in-

troduces a generative approach, leveraging advancements in natural language un-

derstanding and generation, which offers improved flexibility and adaptability in

logging level predictions without relying on manually engineered or pre-defined

code features. This combination ensures that our thesis has comprehensive cover-

age of the spectrum of existing approaches and supports a thorough exploration of

modern software’s socio-technical signals influence various logging level prediction

methodologies.



CHAPTER 4

An Empirical Study on Logging Level Prediction for

Multi-component Systems

This chapter is published in the Transactions on Software Engineering journal (TSE) (Ouatiti
et al., 2023).

LOGGING statements are used to trace the execution of a software system.

Practitioners leverage different logging information (e.g., the content of a

log message) to decide for each logging statement an appropriate logging

level, which is leveraged to adjust the verbosity of logs so that only important log

messages are traced. Deciding for the logging level can be done differently from

one to another component of a multi-component system, such as OpenStack and its

28 components. For example, a component might aim for increasing the verbosity

of its log messages, while another component for the same multi-component system

41
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might aim at decreasing such a verbosity. Such different logging strategies can exist

since each component can be developed and maintained by a different team. While

a prior work leveraged an ordinal regression model to recommend the appropri-

ate logging level for a new logging statement, their evaluation did not consider the

particularities that each component can have within a multi-component system. For

instance, their model might not perform well at each component level of a multi-

component system. The same model’s interpretability can mislead the developers

of each component that has its unique logging strategy. In this chapter, we quantify

the impact of the particularities of each component of a multi-component system

on the performance and interpretability of the logging level prediction model of

prior work. We observe that the performance of the logging level prediction models

that are trained at the whole project level (aka., global models) have lower per-

formances (AUC) on 72% to 100% of the components of our five evaluated multi-

component software systems, compared to the same models when evaluated on the

whole multi-component system. We observe that the models that are trained at the

component level (aka., local models) statistically outperform the global model on

33% to 77% of the components of our evaluated multi-component software sys-

tems. Furthermore, we observe that the rankings of the most important features

that are obtained from the global models are statistically different from the feature

importance rankings of 50% to 87% of the local models of our evaluated multi-

component software systems. Finally, we observe that 60% and 35% of the Spring

and OpenStack components do not have enough data points to train their own lo-

cal models (aka., data lacking components). Leveraging a peer-local model for such

type of components is more promising than using the global model.
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4.1 Introduction

Developers insert logging statements into the source code of a software system to

collect its runtime information. Typically, a logging statement consists of a logging

function and its parameters, which include a text message, variables, and a ver-

bosity level (e.g., fatal/error/info) that specifies the severity of the logged events

(i.e., Log (level, “logging message”, variable)). The logging levels are ordered by

their level of verbosity from Trace (most verbose) to Fatal (least verbose) in most

common Java logging libraries and they range from Debug to Critical in Python

projects. The logs provide valuable information for different stakeholders, such as

software operators to spot abnormal execution (Li et al., 2021a; Shang and Hassan,

2015; Yuan et al., 2010), developers to diagnose failures and to better maintain a

software system (Li et al., 2021a; Lin et al., 2018; Yuan et al., 2011), and release

managers to assess deployment activities (Chen et al., 2019; El-Sayed et al., 2017;

Xu et al., 2018).

However, assigning the appropriate logging level for a logging statement is an

important activity (Li et al., 2017a; Pecchia et al., 2015). For instance, the lack of

logging causes a lack of information about the runtime and a reduced ability for

diagnosis (Yuan et al., 2010). Logging too much, however, causes system overhead

and makes logs full of noisy data and challenging to analyze (Yuan et al., 2014).

Thus, coupled with the framework logging level (works as a threshold), logging

levels allow the suppressing of lower level (more verbose) log messages from be-

ing traced during the execution of a system. For example, if a developer sets the

verbosity level at the “warn” level, only the logging statements with the “warn”

level or less verbose logging level (“error” and “fatal”) would be traced in a log file.
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Identifying the appropriate logging level for a logging statement is a challenging

task (Oliner et al., 2012; Yuan et al., 2010), since the developers cannot be sure

how the code will be used in later stages of the development activity (Oliner et al.,

2012). Consequently, developers spend much effort adjusting the logging levels of

their logging statements (Yuan et al., 2010).

The logging practices (e.g., the length of a log message, the variables to trace) as

well as choosing the appropriate logging level can be different from one to another

component of a multi-component system. That is since each component is typically

developed by a different team, which can follow specific logging strategies that

depend on the purpose of the component. A typical example of such a difference

is manifested by two (i.e., ‘Swift’ and ‘Nova’) of the 28 components of OpenStack,

in which the ‘Swift’ component aimed at reducing the verbosity of logging levels as

the logs were growing fast without any execution anomaly 1. That was the opposite

for the ‘Nova’ component, which aimed at increasing the verbosity to have detailed

monitoring 2.

While an ordinal regression machine learning model to predict the logging level

for a new logging statement was proposed by Li et al. (2017a), their study does

not take into account the differences that exist between the components of a multi-

component system. Li et al.’s model is an ordinal regression model – which is an

extension of logistic regression for ordinal dependent variables – that uses different

metrics related to a new logging statement to predict its appropriate logging level

(shown in Figure 1). The metrics of Li et al. consider five dimensions; i.e., logging

statement metrics (e.g., number of variables), containing bloc metrics (e.g., number

1https://github.com/openstack/swift/pull/15
2https://bugs.launchpad.net/nova/+bug/1715785
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of lines of code in the bloc), file metrics (e.g., logging statement density), change

metrics (e.g., logging statement churn) and historical metrics (e.g., number of re-

visions in history). While that model might perform well for some components, its

performance can be as low as a random guess for other components. Similarly, that

model might mislead its users when leveraged for interpretation at the component

level.

Therefore, we empirically quantify in this chapter the impact of the variation

between different components on the performance and interpretation of the log-

ging level prediction model of Li et al. (2017a), so practitioners can better under-

stand how to leverage that model to predict logging level in the context of multi-

component software systems. While we expect that machine learning models that

are trained on focused data (i.e., single component) will perform differently com-

pared to the models that are trained on heterogeneous data (i.e., from different

components), the objective of our chapter is to quantify the differences between

the performance and interpretability of these two types of models. As prior stud-

ies (Fu and Menzies, 2017; Rudin, 2019; Liu et al., 2018) suggest using simple and

interpretable models over complex ones, we focus on the ordinal regression model

that is proposed by Li et al. (2017a), rather than using a complex one (e.g., a deep

learning model).

In particular, we first quantify how a model that is trained using all the compo-

nents data (aka., global model) performs on each component of a multi-component

system. We also compare the global model to models that are trained at a compo-

nent level (aka., local models) in terms of performance and interpretability. Finally,
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we compare the global and each local model on data-lacking components (i.e., com-

ponents with few data points). We summarize our contribution in the following

research questions:

RQ1. How global models perform at the component level?

While the Hadoop, Spring, OpenStack, Jupyter and Elasticsearch global model

show an AUC of 75%, 76%, 77%, 81% and 76% respectively, that global model

shows a median AUC of 71.5%, 73.5%, 75%, 74% and 72% and as a low AUC

as 69%, 67%, 64%, 65% and 64% when evaluated at each component level.

We observe that the global model performs statistically better on only 12.5%

(1 out of 8) and 11% (2 out of 18) of Spring and OpenStack components when

compared to the same global model tested on the whole multi-component

system.

RQ2. How local models perform on the component level compared to the global

model?

60%, 75%, 77%, 33% and 75% of the local models statistically significantly

outperform the global model (in terms of the AUC) for Hadoop, Spring, Open-

Stack, Jupyter and Elasticsearch respectively, while 40%, 12%, 5%, 0% and

0% of the local models have a statistically significantly lower performance

compared to the global model. Furthermore, 100%, 78%, 83%, 100% and

100% of Hadoop, Spring, OpenStack, Jupyter and Elasticsearch local models

that statistically outperform their respective global model do so with a large

difference. Meanwhile, the few global models that outperform their respective

local models do so with a negligible difference in 50%, 50%, 100%, 100% and
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100% of the cases for Hadoop, Spring, OpenStack, Jupyter and Elasticsearch

respectively. Our observation holds for other performance metrics (i.e., Brier

Score & AICc).

Since 60% and 35% of the Spring and OpenStack components do not have

enough data points (i.e., less than 300 observations through their history) for train-

ing a local model, we evaluate cross-component logging level prediction models. In

particular, we evaluate whether any of the local models for peer-components with

enough data points (aka., peer-local models) outperforms the global model when

evaluated on data-lacking components. Note that these data-lacking components

are excluded from our first three research questions as they do not have enough

data to train local models. In particular, we address the following research ques-

tion:

RQ3. How cross-component models perform compared to the global model?

Data-lacking components have a median of 25% (2 out of 8) and 27% (5

out of 18) of their peer-local models that outperform the global model in

terms of AUC for Spring and OpenStack, respectively. Furthermore, 88% and

100% of the Spring and OpenStack data-lacking components have at least one

peer-local model that significantly outperforms the global model in terms of

the AUC. These results further encourage local modeling as it provides better

performance on data-lacking components. However, no specific peer-local

model seems to perform the best for all the data-lacking components.

While prior research questions re-evaluate the model of Li et al. (2017a) from

a performance perspective, the following research question focuses on the inter-

pretability perspective:
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RQ4. How different is the interpretation of global and local models?

The most important features in deciding the appropriate logging level are

different between the global and local models. Only one of each of Hadoop,

Jupyter and Elasticsearch local models shows an important feature ranking

that is strongly correlated with the feature ranking of the global model. In

fact, the rankings of the most important features obtained from the global

model and 80%, 87%, 83%, 67% and 50% of the Hadoop, Spring, OpenStack,

Jupyter and Elasticsearch local models have a very weak to a weak correlation.

Our findings suggest the use of local models for better performance and inter-

pretability. We observe that the evaluation of the prior study is overestimated on

the components of multi-component software systems, so one needs to consider

local models as well as peer-local models for data-lacking components. However,

identifying which peer-component to consider is not straightforward. We suggest

future work to investigate approaches that identify the peer-local model to use for

data-lacking components. Finally, we observe that using the global model’s most

important features might mislead practitioners when selecting logging levels for a

given component.

The chapter is structured as follows. Section 2 covers the methodology. Section

3 presents our findings. Section 4 discusses the threats to validity. Finally, Section

5 concludes the Chapter.
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4.2 Methodology

The goal of this chapter is to investigate the usage of the logging level predic-

tion models in the context of multi-component software systems. In particular, we

wish to quantify how the models that are trained on a whole multi-component sys-

tem (Global model) perform at each component in terms of performance (RQ1)

and interpretability (RQ4), as well as explore local models to the components of

a multi-component system (RQ2 and RQ3). To do so, we consider two machine

learning models to train a global model. We first consider the same ordinal regres-

sion model that was evaluated by Li et al. (2017a). That model leverages data from

all the components to train a single global model (as shown in Figure 4.1). We

also consider a mixed-effect model, which uses data from all the components, but

takes into consideration the particularities that each component has. Additionally,

we compare how different is the performance of the local models and the global

model (RQ2). The local models are trained on data from one component and eval-

uated on data from the same component, as shown in Figure 4.1. We evaluated

local models for all the components with sufficient data to train a model. To con-

sider a component for training, we used a threshold of 300 observations in order to

guarantee 10 observations per feature (Harrell, 2001). For any other data lacking-

component, we also evaluated peer-local models (RQ3) and compared them to the

global model. Each peer-local model is trained on one component and tested on a

data-lacking component, as shown in Figure 4.1. The same Figure also shows that

the training of a model uses a bootstrap sample of data from each component for

the training and the rest of the data for testing. We further discuss our modeling
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Figure 4.1: An illustration of the models that we evaluated in our study according to
data from different components. Note that each of these experiments are repeated
100 times using different bootstrap dataset for the training/testing.

approach in Section 3.1 and the approach of each of our research questions in the

results section.

Our study considers five multi-component software systems and their compo-

nents: Jupyter is web-based interactive computing platform that has 3 components,

Elasticsearch is a search engine, Hadoop is a distributed computing system, Spring

is a project that offers a large number of services for Java developers, and Open-

Stack is a cloud computing platform. In this chapter, we define a component bound-

ary by deriving it directly from the official documentation and architectural guide-

lines of the analyzed projects. Rather than artificially dividing the codebase, we

adopt the developers’ explicit architectural delineations. For example, within the
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Figure 4.2: An overview of our training and testing methodology

Hadoop system, the official documentation explicitly separates the distributed file

system (HDFS) from the processing engine (MapReduce).

4.2.1 Modeling approach

In this chapter, we evaluate ordinal regression models for logging level prediction

in the context of multi-component software systems. In particular, we followed

the approach summarized in Figure 4.2 to train and test each model, including

the global model (i.e., the model that is trained using the whole project data) and

the local models (i.e., the model that uses each component’s data separately). The

testing set depends on each of our experiments, which are detailed in the approach

section of each research question. Our training and testing approach leverages

a 100 bootstrap iterations process that leverages 100 bootstrap samples in order

to guarantee that our results are statistically robust. Before training each of our

models and for each bootstrap sample, we do the following:
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4.2.1.1 Correlation Analysis

Before constructing the ordinal regression model, we conduct a correlation analysis

on both training datasets (i.e., global and local training datasets) in order to avoid

having highly correlated features in the model. Correlated features can interfere

when interpreting a model as we cannot separate the individual effect of collinear

features. In fact, prior work (Jiarpakdee et al., 2019; Tantithamthavorn and Hassan,

2018) show that correlated metrics can lead to inaccurate ranking of the important

features for defect prediction models. In addition, removing these correlated met-

rics guarantees a consistent ranking of the highly ranked features (Jiarpakdee et al.,

2019). To conduct our correlation analysis, we use Spearman rank correlation test

as it is more resilient to data that is not normally distributed compared to other

correlation tests. Furthermore, we set the features’ correlation threshold to 0.7 sim-

ilarly to prior work (Lee et al., 2020; McIntosh et al., 2014). Finally, for each pair

of highly correlated features (i.e., ρ > 0.7) we keep only one of the features.

In order to guarantee that the choice of features to keep is consistent throughout

all of our experiments, we define a priority list of features. This priority list is impor-

tant since we compare the interpretability of different models (e.g., global vs local

models), so our comparison should exclude correlated features in the same way

for any of our models. Therefore, given two correlated features, we keep the one

with a higher priority. In addition, our priority list prioritize logging-related metrics

over other metrics. For example, when “code churn” and “log churn” features are

correlated, we keep “log churn” for the training of the model.
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4.2.1.2 Redundancy Analysis

Correlation analysis does not eliminate, but just reduces the collinearity between

the independent features. In fact, the correlation analysis detects just the pair of

correlated independent features, whereas redundancy analysis identifies which in-

dependent features can be predicted by other independent features. To conduct

the redundancy analysis, we fit preliminary models, each of which explains one of

the independent features using the remaining independent features. We use the R2

value of a preliminary model to measure how well a feature can be explained by the

remaining independent features. We remove each independent feature that can be

explained by the remaining independent features (i.e when the associated prelimi-

nary model has an R2 > a threshold). For our chapter, we chose the default 0.9 as a

cutoff threshold, similarly to prior work (Lee et al., 2020; Tantithamthavorn et al.,

2020).

4.2.1.3 Training and Testing

We train our ordinal regression models using the remaining features that are ob-

tained from the two prior steps. Our training and testing datasets depend on each

of our experiments, as discussed in the approach of each research question. For

example, to evaluate how the global model performs on a given component (RQ1),

we train 100 global models based on 100 bootstrap data samples from all the com-

ponents. We test each of these models on data from our target component. Note

that our testing dataset is not included in our training dataset.
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We consider different performance metrics to evaluate the performance of our

models. In particular, we consider the AUC3 (Hanley and McNeil, 1982), Brier

Score 4 (Wilks, 2011), and the AICc 5 (Hurvich and Tsai, 1989) to evaluate the per-

formance and the quality of fit of our trained prediction models. The AUC indicates

the discrimination ability of the model, whereas the AICc is a measure that evalu-

ates how the model fits the data. We opt for the corrected AIC (AICc) instead of

the regular AIC as the number of observations for local modeling is not very large

compared to the number of features for most of the components. The general rule

thumb for using the corrected version is having n < p2 (n: number of observations,

p: number of features) (Hurvich and Tsai, 2008). Brier Score measures the ability

of the model to predict the right class accurately. An AUC higher than 50% is better

than a random guess. Brier score ranges between 0 and 2 and the lower it is the

better the model is. A random guess logging level predictor model achieves a Brier

Score of 0.80. Finally, the lower the AICc is, the better the model fits the data.

To guarantee robustness of our findings, our training and testing approach is

based on the out-of-sample bootstrap validation technique, similarly to previous

work (Lee et al., 2020; Thongtanunam and Hassan, 2018; Tantithamthavorn et al.,

2019a). This technique starts by generating a bootstrap sample of size N with re-

placement. While the bootstrap sample is used for training the model, we evaluate

the performance of the trained model using the sample of observations that do not

3Area under the ROC curve: the metric summarizes a classifier performance over all possible
thresholds (i.e, cutoff probability to select a class).

4Brier Score is a loss function that measures the accuracy of probabilistic predictions. This score
quantifies the ability of the model to predict the right class accurately.

5Corrected Akaike Information Criterion measures the fit of a statistical prediction model on a
given dataset.
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appear in the bootstrap sample. We repeat the process of training and testing for

100 generated bootstrap samples.

4.2.1.4 Feature Importance

We used Wald’s χ2 to evaluate the impact of each metric on predicting the logging

level similarly to prior work (Lee et al., 2020; Thongtanunam and Hassan, 2018).

The larger the χ2 is for a feature, the larger the explanatory power of that feature

is. Since we train 100 models by leveraging 100 bootstrap samples, we obtain

100 different rankings of the most important features. To obtain a final ranking,

we used the Scott-Knott (Tantithamthavorn, 2018) clustering technique similarly to

previous studies (Rajbahadur et al., 2019; Jiarpakdee et al., 2019). This technique

uses an iterative process to generate a ranking of groups of features according to

their importance.

4.3 Results

In this section, we present the results for each of our RQs. For each RQ, we discuss

the motivation, the approach we used to address the RQ, and our findings.

4.3.1 RQ1. How global models perform at the component level?

Motivation: The goal of this research question is to quantify the performance of the

global model (the model that is trained on the whole multi-component system) on

each component. While it is expected that the model behave differently from one

to another component, this research question quantifies such differences so that
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Figure 4.3: The AUC performance of the global model on components and on the
OpenStack project

we can understand to which extent practitioners can leverage the global model for

their components.

Approach: To evaluate how the global model performs on each component of a

multi-component system compared to the same model on the whole multi-component

system, as evaluated by Li et al. (2017a), we train the global model using a boot-

strap sample of observations from all the components. We then test that model on

two separate datasets:

• global testing: using the remaining observations that belong to the whole

project out of the training bootstrap sample.

• local testing: using a component’s observations that are not used for training

the global model.

This process is done for 100 times as explained in Section 4.2.1 and for every com-

ponent in order to obtain the performance of the global model on the whole project

and on each of the components.

Results: The performance of the global model on each component is lower

than the performance of the same model when tested on the dataset that is

obtained from all the components, as shown in Figure 4.3 for OpenStack and
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Figure A.1 in Appendix A for our other studied projects. That indicates that the

performance obtained in the prior study (Li et al., 2017a) is overestimated for the

components of a multi-component software system. The AUC performance of the

global model on 80%, 75%, 72%, 67% and 75% of the components of Hadoop,

Spring, OpenStack, Jupyter and Elasticsearch is statistically significantly lower than

the AUC performance of the same model when tested on data from the whole

project. In fact, while the Hadoop, Spring, OpenStack, Jupyter and Elasticsearch

global model shows a median AUC of 75%, 76%, 77%, 81% and 76% respectively,

that global model shows a median AUC of 71.5%, 73.5%, 75%, 74% and 72% when

evaluated at each component level. Such an AUC can be as low as 69%, 67%, 64%,

65% and 64%. Similarly, the global model has a lower Brier Score when tested on

all of OpenStack, Spring and Jupyter components, 60% of Hadoop’s components

and 75% of Elasticsearch components, as shown in Figure A.2 in Appendix A. The

global model shows a Brier Score performance up to 0.41, 0.78, 0.66, 0.6 and 0.74

on Hadoop, Spring, OpenStack, Jupyter and Elasticsearch components respectively.

Such performance variation can be explained by the statistically significant dif-

ferences (Chi-square; α = 0.01) between the distribution of the dependent feature

(i.e., logging level) in each component compared to the whole multi-component

system. We observe such a statistically significant distribution difference for 3 out

of 5, 5 out of 8, 11 out of 18, 4 out of 4 and 3 out of 3 of Hadoop, Spring, Open-

Stack, Jupyter and Elasticsearch respective components.

Finally, the amount of changes to the logging statements –as few as they are–

is not correlated with the performance of the global model. While we cannot sys-

tematically identify whether traces generated within components exhibit a buggy
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behavior (e.g., difficult to read), we find that the median percentage of the log-

ging statements for which the logging level (dependent variable) was changed is

7.5%, 3.8%, 3.9%, 3% and 4.7% for Hadoop, Spring, OpenStack, Jupyter and Elas-

ticsearch respectively. We also observe that the median percentage of the logging

statements for which at least one feature was changed is 9.5%, 6.6%, 7%, 8.3%

and 8.8% for Hadoop, Spring, OpenStack, Jupyter and Elasticsearch respectively.

Moreover, we do not observe any correlation (Spearman, ρ = −0.04) between the

performance of the global model on the components and the number of the logging

changes that the components exhibit.

Summary of RQ1

The global model shows a lower AUC performance when evaluated on 80%,

75%, 72%, 67% and 75% of the components compared to the same model

when evaluated globally (on testing data from the whole system) for Hadoop,

Spring, OpenStack, Jupyter and Elasticsearch. Our results caution about the

usage of a global model for local components.

RQ2. How local models perform on the component level com-

pared to the global model?

Motivation: The goal of this research question is to investigate whether one should

use a local model (i.e., a model trained for each component) instead of global mod-

els (i.e., a model trained on the whole components of a multi-component system).

To do so, we quantify the performance differences between global and local models.

We also evaluate a global model that takes into consideration the particularities of



CHAPTER 4. AN EMPIRICAL STUDY ON LOGGING LEVEL PREDICTION FOR
MULTI-COMPONENT SYSTEMS 59

each component of a multi-component system. In particular, we evaluated on top of

local models and global models a mixed-effect model; this model uses in addition

to the features used by the global models (i.e., fixed effects), the information about

the component to which a logging statement belongs as a random effect.

Approach: In this RQ we compare the performance of the local models (i.e., trained

on components), the global model (i.e., trained on data from the entire project),

and the mixed-effect model. To do so, we train and test our models following

the approach explained in Section 4.2.1. For each component, we train our three

models on a bootstrap sample and test these models on the same component’s data.

Our testing data is not included in any of the bootstrap samples that are used to

train our models. We repeat this process 100 times for each component in order

to obtain a 100 measure distribution for each performance metric (i.e., AUC, AICc,

and Brier Scores) and for each model.

Results: Local models outperform the global model and the mixed-effect model

in terms of performance metrics (i.e., AUC and Brier Score) and quality of fit

(i.e., AICc). 60%, 75%,77%, 33% and 75% of the Hadoop, Spring, OpenStack,

Jupyter and Elasticsearch local models statistically (Wilcoxon test, α = 0.01) out-

perform their respective global model in terms of AUC, as shown in Figure 4.4 for

OpenStack and Figure A.3 in Appendix A for the rest of our studied projects. Such

differences have a large effect size (Cohen’s d; d > 0.7) for 100%, 78%, 83%, 100%

and 100% of the components of Hadoop, Spring, OpenStack, Jupyter and Elastic-

search respectively. Furthermore, none of Elasticsearch and Jupyter local models

show a statistically significantly lower AUC performance compared to the global

model, and only 20% (1 out of 5), 12% (1 out of 8) and 5% (1 out of 18) of the
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Figure 4.4: AUC scores of the global, local and mixed-effect models on the Open-
Stack components

Hadoop, Spring and OpenStack local models show a statistically significantly lower

AUC performances compared to the global model.

Similarly, we observe that local models show better Brier Score and AICc com-

pared to the global model for all the components, as shown in Figures 4.5 and 4.6

for OpenStack and Figures A.4 and A.5 in Appendix A for the other studied projects.

We observe that all the local models (except one from Elasticsearch and one from

Jupyter) provide a significantly large Brier Score improvement (Cohen’s d; d > 0.7)

compared to their respective global model for Hadoop, Spring, OpenStack, Jupyter

and Elasticsearch. On top of that, we observe that the global model of the Spring

project reaches a median Brier Score that is worse than a random guess (BS ≥ 0.8)

on three Spring components.

Although the mixed-effect models are supposed to consider the particularities of

each component while using data from all the components, we observe that such
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Figure 4.5: Brier Score of the global, local and mixed-effect models on the Open-
Stack project

models do not perform well for any of our performance metrics, as shown in Fig-

ures 4.4, 4.5, and 4.6 for OpenStack and Figures A.3, A.4, and A.5 in Appendix A

for the other studied projects. In fact, the mixed-effect models have an AUC lower

than 60% when tested on 87% of Spring’s components and all the other projects’

components. Similarly, the Brier Score of our evaluated mixed-effect models ex-

ceeds the Brier Score of random guess (i.e., BS=0.8) on all the components of our

studied project. Finally, we find that the mixed-effect models also provide the worst

fit to the training dataset.

We observe certain logging practices that are common within the eight differ-

ent groups of OpenStack components that are for the same functionality, while the

same logging practices are different from one group of components to another. For

instance, the components of 6 out of the 8 groups do not have a statistically signif-

icantly different (Wilcoxon test, α = 0.01) length of the logging statements, while

a median of 90% of the pair of components that belong to different groups have
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Figure 4.6: Corrected AIC of the global, local and mixed-effect models on the Open-
Stack project

statistically significantly different lengths of the log messages. For example, the

components that belong to the hardware management of OpenStack tend to have

longer (double) log messages compared to the orchestration components. Such a

difference is because hardware management components (68% of the times) need

to mention the node (i.e., the hardware) in use, its current and expected state in the

logging statement. Similarly, the components within each of the 8 groups leverage

similar logging levels, which is not the case for components that belong to different

groups. For example, the workload provisioning components have between 61% to

90% of the logging statements with the verbose logging levels (i.e., Info and De-

bug), while the same percentage is between 47% and 59% for the storage (e.g.,

Manilla) components. In fact, we find that one of the workload components had an

audit of logging statements, where the maintainers “changed many [logging levels]
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from LOG.Info to LOG.Debug” 6 in order “to conform with logging standards” 7.

These within group similarities and across group differences have an impact on the

logging level prediction models. For instance, the differences between the AUC per-

formance of the local models for within-group components have a low to medium

effect size except for the differences between a median of 25% of the within-group

components. Additionally, we observe a large effect size when comparing the AUC

performance of a median of 91% of local model pairs for components that belong

to different groups.

We believe that one other reason for the difference of logging practices between

components might have to do with how prone they are to bugs. In fact, Shang and

Hassan (2015) indicate that the bugginess of a source code has a relation with the

logging activity in the same code, as files with excessive logging typically reflect de-

velopers’ concerns about defects. For instance, we observe that components such as

Nova for OpenStack is more complex (i.e., double the cyclomatic complexity) than

other components such as Ironic (designed for hardware lifecycle management),

hence it is likely that Nova is more prone to bugs according to previous research

on the relation between complexity and bugginess (D’Ambros et al., 2012; Shihab

et al., 2010). Consequently, according to Shang and Hassan (2015) it is likely

that Nova logs differently than Ironic. Similarly, we observe that the Spring AMQP

component has six times more revisions than Spring Framework, which indicates

that Spring AMQP is more susceptible to bugs (D’Ambros et al., 2012; Graves et al.,

6https://github.com/openstack/trove/commit/
cf7694f0dbf9b5f81057f00c35cfe626f22a71ec

7https://github.com/openstack/trove/commit/
cf7694f0dbf9b5f81057f00c35cfe626f22a71ec
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2000; Hassan, 2009), according to prior work on the relation between revisions and

bugginess. Therefore, logging between these two components might be different.

Summary of RQ2

Local models outperform the global model on 60%, 75%, 77%, 100% and

75% of the components in terms of all the performance metrics (i.e., AUC,

Brier score and AICc). We do not observe any global model that outperforms

the local model on more than one performance metric. Our results suggest

the use of local models instead of a global model.

RQ3. How cross-component models perform compared to the

global model?

Motivation: The goal of this research question is to investigate which models might

better fit components with insufficient data points for training a model, which we

refer to as data-lacking components. For instance, 60% and 35% of Spring and

Openstack respective components have less than 300 logging statements. Leverag-

ing these components’ data can lead to overfitting and consequently a poor predic-

tive ability on future logging statements within those lacking component. There-

fore, we evaluate the performance of the global model on such data-lacking com-

ponents, and we compare the global model to local models that are trained on

peer-components, which we refer to as peer-local models.

Approach: To evaluate which models better fit data-lacking components, we train

a global model similarly to the previous research questions, a global model that

takes into consideration the particularities of each component (i.e., a mixed-effect
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model), and local models for components with enough data points. Similarly to

our previous research questions, we leverage 100 bootstrap samples for each of

the three types of models. For instance, we evaluate 100 global models that lever-

ages 100 bootstrap samples on a targeted data-lacking component. Similarly, we

evaluate 100 mixed-effect models. Finally, for each peer-component, we train 100

models based on 100 bootstrap samples from that peer-component. Thus, by ob-

taining a distribution for each performance metric and model, we compare these

distributions using Wilcoxon test. We quantify the differences by leveraging Cohen’s

effect size.

Results: At least one peer-local model statistically significantly outperforms

the global model on 88% of Spring and all OpenStack respective data-lacking

components, as shown in Figures 4.7 and 4.8 for one of OpenStack (Aodh) data-

lacking components. The other data-lacking components figures can be found in

Appendix A. A median of 2 and 5 peer-local models outperform the global model

in terms of AUC for Spring and OpenStack, respectively. Similarly, a median of 4

and 5 peer-local models outperform the global model in terms of Brier Score for

Spring and OpenStack, respectively. Note that Spring and OpenStack have 8 and

18 components with enough data points, which we used to train peer-local models.

We also observe that 6 out of 9 and 10 out of 10 Spring and OpenStack data-

lacking components have at least one peer-local model that outperforms the global

model in terms of AUC with a large effect size (i.e. d > 0.7). On the other side,

none of the Spring and OpenStack global models statistically outperform all the

peer-local models on data-lacking components. Finally, peer-local models have a
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Figure 4.7: The AUC performance of the global and peer-local models on the Aodh
component

maximum AUC of 0.99 and 0.88 and a minimum Brier Score of 0.33 and 0.24 for

Spring and OpenStack.

While the global model can leverage knowledge from data lacking components,

that knowledge is both limited (due to the lack of data) and not impactful (due to

bias caused by other components that are different from the data-lacking compo-

nent). In fact, a data-lacking component would share more common characteristics

with a similar component compared to a dataset containing all components with

their significant differences.

Our evaluation of the mixed-effect model tested on the data-lacking component

shows a poor performance in terms of both the AUC and Brier Score. In fact, 78%

and 100% of the mixed-effect models reach a median AUC lower than 60% for

Spring and OpenStack, respectively. Similarly, all the mixed effect models of Spring

and OpenStack exceed the Brier Score of 0.8 (i.e., equivalent to a random model).

Our findings further emphasize the challenges of modeling logging decisions within

multi-component software systems, especially for data-lacking components.
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Figure 4.8: The Brier Score performance of the global and peer-local models on the
Aodh component

We do not observe any specific peer-local model that consistently performs

the best on all data-lacking components of a multi-component software sys-

tem. For instance, 5 and 4 different peer-local models performed the best for all

the Spring and OpenStack data-lacking components. While certain peer-local mod-

els show a good performance on one data-lacking component, they show a low

performance on other data-lacking components. For example, the peer-local model

that is trained on the Glance component shows a median AUC of 0.81 on the Za-

qar data-lacking component, while the same model shows a low AUC of 0.5 on the

Qinling data-lacking component. For each data-lacking component, we ranked the

peer-local models from the most to the least performant ones. Then, we statistically

compare the ranks between each pair of data-lacking components. Our statistical

comparison (Spearman Correlation) of the ranks between the data-lacking compo-

nents shows that 31% and 77% of the correlations are weak or very weak across all

data-lacking components for Spring and OpenStack respectively, as shown in Fig-

ures A.42 and A.43 in Appendix A. Meanwhile, only 28% and 8% of the rankings
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are strongly correlated across all data-lacking components of Spring and OpenStack

respectively.

While we report on the potential that peer-local models have for logging level

prediction on data lacking components (e.g., early-development components), iden-

tifying the suitable peer-local model might incur additional efforts especially for

systems with a large number of components. These additional efforts only include

training and testing the peer-local models, which can be fully automated. Addition-

ally, we encourage future work to build approaches to identify the best peer-local

model to use for a given data lacking component.

Summary of RQ3

At least one peer-local model outperforms the global model on 88% and 100%

of the components of Spring and OpenStack. However, there is no unique

peer-local model that fits all data-lacking components. Our results suggest

the use of peer-local models for data lacking components (such as early-

development components, with limited to no historical data).

RQ4. How different is the interpretation of global and local mod-

els?

Motivation: The goal of this research question is to quantify to which extent the

interpretability of a global model is similar to the interpretability of a local model.

While prior study (Li et al., 2017a) investigated the interpretability (i.e., the most

important features) for the models that predict the logging level, their investigation
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does not consider the particularities that a component might have. The interpreta-

tion of their model can mislead developers in the context of a multi-component sys-

tem since the developers of each component might follow different logging strate-

gies. Therefore, this research question quantifies the extent to which a developer

might be misled when interpreting a global model compared to a local model.

Approach: To quantify the differences between the interpretability of the global

model and the local models, we calculate the ranking of the most important fea-

tures for the global model and the local models following the approach discussed in

Section 4.2.1.4. In particular, we calculate a ranking of the most important features

from each of the 100 bootstrap iterations to obtain 100 rankings. For instance, we

obtain 100 rankings for the global model and 100 rankings for each of our local

models. We classify the 100 rankings for each model by using the Scott-Knott clus-

tering technique, to obtain a final ranking of the most important features for each

model. We then compare the final rankings of each local model with the ranking

for the global model using Spearman rank-correlation test.

We also compare the global and local models based on the positive or negative

impact that each feature might have on predicting the logging level. Given a global

model GM and a local model LM, which both share an important feature F, we

measure whether F has a similar impact, either positive or negative, on both GM

and LM. To do so, we leverage the following steps for each feature F and logging

level LL (e.g., predicting the debug level):

• We predict our targeted LL by setting all the feature at their median values.

• We increase our targeted feature F by one standard deviation above its me-

dian.



CHAPTER 4. AN EMPIRICAL STUDY ON LOGGING LEVEL PREDICTION FOR
MULTI-COMPONENT SYSTEMS 70

• We re-predict the same targeted LL.

• We compare whether the predicted probability increased or decreased when

adding one standard deviation to the feature F for both GM and LM models.

• We repeat the same experiments for all the remaining features, local models,

and predicted logging levels.

Results: We observe a low similarity between local models and the global

model feature rankings. The ranking of the most important features of 80%, 87%,

83%, 67% and 50% of Hadoop, Spring, OpenStack, Jupyter and Elasticsearch local

models have a very weak to a weak rank correlation with the ranking of important

features of the global model. Furthermore, the ranking of the most important fea-

tures of only 20% (1 out of 5), 0%, 5% (1 out of 18), 0% and 0% of Hadoop, Spring,

OpenStack, Jupyter and Elasticsearch local models have a strong to very strong rank

correlation with the global model’s important features rankings. We observe that

only 42%, 13%, 8%, 25% and 37% of the global model’s important features are also

important for all the local models of Hadoop, Spring, OpenStack, Jupyter and Elas-

ticsearch, as shown in Tables A.1, A.2, A.5, A.3 and A.4 in Appendix A. As shown in

the same tables, we also observe that the Hadoop, Spring, OpenStack, Jupyter and

Elasticsearch global models do not consider an average (across all components) of

6.3%, 2%, 17%, 30% and 40% of the features that are important for at least one

local model.

We can explain the few occasions where we have high correlation between the

important features rankings of the global model and the local models by the fact

that sometimes only the generic features (i.e., those that are relevant for the global
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and more than 50% of the local models) are enough to model the logging level

choice within a component and no component-specific features are needed. For

example, the Common component model for which we had a strong rank correla-

tion with the global model only uses 8 features (excluding Tokens), 87% of these

features are generic as they are shared with more than 50% of the other local mod-

els and the global model. Meanwhile, the other Hadoop components’ models (i.e.,

the ones with weak important features ranking correlation) use an average of 11

features for logging level prediction, with an average of only 54% of generic fea-

tures. Similarly, Spring’s 7 local models for which we found a weak to very weak

important rank correlation use an average of 14 features, among which only an av-

erage of 22% are generic features. We observe that the only OpenStack local model

with a strong to very strong rank correlation (Mistral) uses only 6 features among

which 67% are generic features. Finally, OpenStack’s local models with weak rank

correlation use an average of 9 features with an average of only 40% of the generic

features.

The common most important features between the global model and the

local models can have contradictory effects on the prediction of the appropri-

ate logging level for a logging statement. We observe a median of 38%, 83%,

84%, 12% and 12% features that exhibit a contradictory effect on the choice of at

least one logging level between the global model of Hadoop, Spring, OpenStack,

Jupyter and Elasticsearch and each of their respective local models. For example,

a larger length of a log message increases the probability of a logging statement to

have the Info logging level according to the global model of Hadoop, while that is

the opposite for the local component of the Common’s component of Hadoop (i.e.,
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the shorter a log message is, the more likely that logging statement’s level is Info).

Similarly, we observe that a logging statement with more variables is less likely to

have the Warn logging level according to the global model of Spring project. Mean-

while, increasing the number of variables in a logging statement leads to increasing

the probability of the Warn logging level when we use the framework component

local model. Finally, we find that a larger logging statement containing bloc (i.e.,

more lines of code in the containing bloc) decreases the probability of a logging

statement to have Debug logging level according to the global model of OpenStack,

while that is the opposite for the local model of the Nova component (i.e., the larger

the containing bloc is, the more likely that the logging statement’s level is Debug).

We recommend users to train a local logging level prediction model for each

component. While the performance of the global model that leverages data from

all components is not as low as a random guess (AUC=0.5), interpretability of

the local models can be different from that of the global model, which leads into

erroneous interpretation of what factors impact logging level prediction within in-

dividual components.

Summary of RQ4

The interpretability of the global model can be misleading when leveraged for

a local component. A maximum of just one local model per case study shows

an important features ranking that is strongly correlated with the important

features ranking of its respective global model. Our results suggest the use

of local models for better interpretability.
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4.4 Threats to Validity

In this section, we discuss the threats to the validity of our study.

4.4.1 External Validity

An external threat to the validity of our findings concerns the generalizability of our

results. While we do not generalize our results to other multi-component software

systems, our study covers five large and popular multi-component software systems.

Even if the impact of the differences between the components of a given multi-

component system can happen to be negligible, one has to study such an impact

before using a logging level prediction model. Nonetheless, we encourage future

work to replicate our work on other systems, as that might prove to be promising.

We do not generalize our results on other machine learning models. While our

study focuses on predicting the logging level for logging statements, our study is a

first investigation of the performance and interpretation of machine learning models

in the context of multi-component software systems. We encourage future work to

replicate our study on other machine learning models, e.g., for bug prediction.

4.4.2 Internal Validity

One internal threat to the validity of our results concern boundaries between com-

ponents. In fact, we set the boundaries between components of a software project

based on the major sub-projects within that project. Yet, a sub-project might be

internally split into other components. Future work might instead re-evaluate our
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findings on different component boundaries, such as files that are maintained by a

specific group of developers.

Another internal threat to validity concerns the impact of the amount of mod-

ifications to the logging statements on the performance of our evaluated models.

While inaccurate logging decisions (e.g., wrong logging level choice) can influence

the quality of the training datasets, we observe that logging statements are not

frequently changed in our studied projects. Additionally, we do not observe any

correlation between the amount of logging changes and the performance of our

evaluated logging level prediction models.

4.5 Chapter Summary

Since the identification of the appropriate logging level for a new logging state-

ment is challenging, prior studies leveraged machine learning models (e.g., ordi-

nal regression models) to predict the appropriate logging level for a new logging

statement. However, these prior studies do not consider the characteristics of multi-

component software systems. In such systems, each component can be developed

by a different team that follows different logging strategies. That can have an im-

pact on how prior studies’ models perform on each component.

In this chapter, we quantify the impact of the variation between different com-

ponents on the performance and interpretability of logging level prediction models.

We observe that the global models show a statistically significantly lower perfor-

mance when evaluated on each component compared to the same models when

evaluated on the whole multi-component system. Leveraging local models that are

dedicated to a component shows a better performance compared to the a global
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model. The interpretability of the global model is different from the interpretability

of the local model, which might mislead developers.

While we observe that leveraging a local model is better than a global model,

60% and 35% of the Spring and OpenStack components do not have enough data

points to train a local model (aka., data-lacking components). Therefore, we evalu-

ated a cross-component modeling approach, which consists of leveraging peer-local

models for the data-lacking components (e.g., early-development components).

Our evaluation shows that peer-local models outperform the global model, while

there is no unique peer-local model that fits any data-lacking component. Despite

the fully automated process for training multiple peer-local models, we encourage

future work to propose approaches that identify the best suitable peer-local model.

Finally, we caution about the usage of a global model as it might not perform

well in terms of performance and interpretability when evaluated on a component

of a multi-component system. Instead, we suggest leveraging the appropriate local

model for each component and peer-local models for data-lacking components.



CHAPTER 5

The Impact of Concept Drift and Data Leakage on

Logging Level Prediction Models

This chapter is published in the ACM Empirical Software Engineering journal (EMSE) (Ouatiti
et al., 2024).

DEVELOPERS insert logging statements to collect information about the ex-

ecution of their systems. Along with a logging framework (e.g., Log4j),

practitioners can decide which logging statement to print or suppress

by tagging each log line with a logging level. Since picking the right logging level

for a new logging statement is not straightforward, machine learning models for

logging level prediction (LLP) were proposed by prior studies. While these mod-

els show good performances, they are still subject to the context in which they are

applied, specifically to the way practitioners decide on logging levels in different

76
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phases of the development history of their projects (e.g., debugging vs. testing).

For example, Openstack developers interchangeably increased/decreased the ver-

bosity of their logs across the history of the project in response to code changes

(e.g., before vs after fixing a new bug). Thus, the manifestation of these changing

log verbosity choices across time can lead to concept drift and data leakage issues,

which we wish to quantify in this chapter on LLP models. In this chapter, we empir-

ically quantify the impact of data leakage and concept drift on the performance and

interpretability of LLP models in three large open-source systems. Additionally, we

compare the performance and interpretability of several time-aware approaches to

tackle time-related issues. We observe that both shallow and deep-learning-based

models suffer from both time-related issues. We also observe that training a model

on just a window of the historical data (i.e., contextual model) outperforms mod-

els that are trained on the whole historical data (i.e., all-knowing model) in the

case of our shallow LLP model. Finally, we observe that contextual models exhibit

a different (even contradictory) model interpretability, with a (very) weak correla-

tion between the ranking of important features of the pairs of contextual models

we compared. Our findings suggest that data leakage and concept drift should be

taken into consideration for LLP models. We also invite practitioners to include the

size of the historical window as an additional hyperparameter to tune a suitable

contextual model instead of leveraging all-knowing models.

5.1 Introduction

The practice of inserting logging statements is an important component of the devel-

opment activity as it provides insights about the execution of software systems (Li
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et al., 2021a; Shang and Hassan, 2015; Yuan et al., 2010; Lin et al., 2018; Yuan

et al., 2011), so practitioners (e.g., developers, release managers, operators) can

prevent and easily fix errors. Each logging statement requires in addition to a mes-

sage, a logging level (e.g., trace, info, warn, error, fatal) that decides the verbosity

of that logging statement. Practitioners can then adjust the logging levels via a

logging framework, to decide which logging statements to trace and which ones to

ignore. Such a logging level adjustment suppresses unnecessary logging statements

that might cause noise and overhead to the system. Inversely, the logging level can

be set to show more verbose logging statements which provides further information

during debugging tasks.

Given that choosing the suitable logging level for logging statements is not a

straightforward task (Oliner et al., 2012; Yuan et al., 2010) and that developers

typically make initial poor logging level choices (Li et al., 2021a; Oliner et al.,

2012), prior studies (Li et al., 2017a, 2021b) suggested machine learning models

that leverage different metrics to predict the right logging level for a logging state-

ment. Such metrics quantify properties about the logging statement (e.g., length of

the logging statement), the containing block (e.g., type of block), the containing file

(e.g., number of logging statements), the change in the file (e.g., code churn) and

the history of the file (e.g., number of revisions). Such models achieve an average

AUC performance ranging from 0.75 to 0.81 (Li et al., 2017a) and from 0.79 to

0.85 (Li et al., 2021b) across the evaluated projects.

However, neither of these studies (Li et al., 2017a, 2021b) takes into account

that logging practices can change over time for a variety of reasons not captured by
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earlier metrics, which can impact the performance and interpretation of these mod-

els. In fact, logging strategies are unstable (Kabinna et al., 2016) and can change

depending on the development phase and the performance of the system. Such

changes in the logging practices reflect a global change in the logging strategy from

one period of time to another and are not limited to the update of the logging level

for certain logging statements. For instance, during debugging activities OpenStack

developers typically opt to increase the verbosity of their logs, in order to resolve

bugs 1. Inversely, at another period of the history of the OpenStack project, devel-

opers might decide to reduce the verbosity as their logs are getting noisy without

any abnormal system activity 2. Additionally, performance monitoring activities can

also motivate log verbosity tweaks as excessive logging from a previous time period

can negatively impact the performance of systems (Yuan et al., 2014).

The impact of changing logging practices can lead to two well-known time-

issues for LLPs. On the one hand, concept drift refers to the phenomenon according

to which the statistical properties of a variable (dependent or independent) unex-

pectedly change over time (Gama et al., 2014; G.Ditzler et al., 2015). This can

occur as the logging practices on which LLP models were trained become obsolete

with time (e.g., after the adoption of a new logging strategy). On the other hand,

this drift of continuously changing logging levels also leads to a higher impact of so-

called data leakage on model performance. Data leakage refers to situations where

the usage of random train/test splits biases the model by giving it access to future

information (Kaufman et al., 2011). This can occur if future logging practices (e.g.,

logging data when debugging an issue in March) were used to predict past logging

1https://bugs.launchpad.net/nova/+bug/1715785
2https://github.com/openstack/swift/pull/15
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level decisions (e.g., when debugging an issue in January). While a known issue

for other software analytics approaches, the restless nature of logging levels can be

expected to only exacerbate the impact of data leakage.

While prior studies measured the impact of concept drift and/or data leakage

on bug prediction models (Ekanayake et al., 2009; Bennin et al., 2020) and AIOps

models (Lyu et al., 2021a), no prior studies focused on the impact of these time-

related issues on LLP models. In fact, given the context-dependent nature of ma-

chine learning (Agrawal and Menzies, 2019; Chahar and Kaur, 2020), the impact

of time-related issues (i.e., concept drift and data leakage) cannot be directly de-

ducted from the impact on other software engineering machine learning models.

For instance, the domain of logging is different than previously studied domains

from one side, and the type of data and model are different between logging level

prediction and the existing studies from another side. These last differences are in

terms of the type of data used (stream vs. batch data, in comparison with AIOps

data) and the type of predicted outcomes (binary vs. ordinal predicted response, in

comparison with defect prediction data). Lastly, while LLP models predict decisions

controlled by developers (i.e., the developers choose the logging level), prior stud-

ied models (e.g., defect prediction) are out of the developer’s control and depend

mainly on the system characteristics (e.g., bug proneness).

Due to these two differences (i.e., the domain and the type of data), differ-

ent optimization and fine-tuning routes (e.g., different hyperparameters) might

be followed to achieve the best-performing model for each domain, as suggested

by Agrawal and Menzies (2019). These problem-specific optimizations –combined
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with the domain and data differences– make software engineering models vary sig-

nificantly (Zhang et al., 2016). For example, Bennin et al. (2020) reported that

–even within the context of defect prediction– some models are more robust to

time-related issues than others.

Thus, our work aims to study the impact of the phenomena of data leakage and

concept drift on logging level prediction models, which are not explored yet, and

involve substantially different types of data compared to data on which the two

time issues were evaluated in the past (i.e., bug prediction and AIOps). On the

one hand, LLPs might not be as impacted as models based on stream data (e.g.,

AIOps models), as logging strategy changes can be infrequent in time (e.g., projects

with long release cycle). On the other hand, one could assume that these logging

level prediction models might be severely impacted by time-related issues in case

of abrupt changes in the logging practice.

Specifically, we evaluate both a state-of-the-art shallow logging level predictor

(aka. Shallow-LLP) proposed by Li et al. (2017a) and a state-of-the-art deep logging

level predictor (aka. DL-LLP) proposed by Li et al. (2021b). Note that we evaluate

both models as they can have different advantages over each other. In particular,

the DL-LLP can be used for its high prediction performances, while the Shallow-LLP

as it can be also used for prediction it is more importantly used for the interpretation

and explanation of the important factors related to the selection of logging levels.

Furthermore, we evaluate different time-aware modeling techniques to deal with

the data leakage and concept drift observed in logging level prediction. To do so,

we focus on the following research questions:
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RQ1: What is the impact of data leakage on the performance of logging

level prediction models?

We observe that randomly splitting the training and testing data (i.e., random

splitting approach) overestimates the AUC performance of the Shallow-LLP

by a median3 of 7% (Hadoop), 3% (Spring) and 3% (OpenStack). Similarly,

the DL-LLP trained using a random-approach overestimates the AUC perfor-

mance by a median3 of 9%, 2% and 3.5% for Hadoop, Spring and Open-

Stack respectively. Such an overestimation can lead up to a maximum of

17% (Shallow-LLP) and 27% (DL-LLP). We also observe that models based

on random splitting statistically significantly outperform the models that are

based on a time-aware splitting approach in a median3 of 90% (Hadoop), 75%

(Spring) and 71% (OpenStack) of the testing time frames for the Shallow-LLP,

and in a median of 57% (Hadoop), 67% (Spring) and 100% (OpenStack) of

the testing time frames for the DL-LLP.

RQ2: What is the impact of concept drift on the performance of logging

level prediction models? Shallow-LLP and DL-LLP see statistically significant

performance drops occur as early as a median3 of 1.5, 1 and 1 time frames

(two months length) after the end of the training period for Hadoop, Spring

and OpenStack respectively. The magnitude of this AUC performance decrease

is estimated at a median4 of 3.6% (Hadoop), 5.3% (Spring), and 2.8% (Open-

Stack) for the Shallow-LLP and at a median4 of 4.5% (Hadoop), 8.2% (Spring)

and 3.2% (OpenStack) for the DL-LLP. Across all the testing time frames of a

trained model, we observe that the median4 AUC performance decreases are
3Median over the time frame sizes from 4 to 24 months.
4Median over the time frame sizes from 4 to 24 months.
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8.2% (Hadoop), 5.9% (Spring) and 3.8% (OpenStack) for the Shallow-LLP

and 7.7% (Hadoop), 8.7% (Spring) and 7.3% (OpenStack) for the DL-LLP.

Since we observe that both logging level predictors (Shallow-LLP and DL-

LLP) suffer from the data leakage and concept drift problems, we further investigate

the following RQ:

RQ3: What is the best performing time-based modeling strategy for log-

ging level prediction models?

Shallow-LLP contextual models trained on a window of historical data sta-

tistically significantly outperform (in terms of AUC) all-knowing models (i.e.,

trained using the entire history) in a median (over different time frame sizes)

of 94%, 82% and 86% of the testing time frames (i.e., testing datasets of a

given size) for Hadoop, Spring and OpenStack respectively. Meanwhile, we

do not observe a statistically significant difference between the performance

of contextual DL-LLPs and that of the all-knowing DL-LLP, which is likely due

to the trade-off between data quality and quantity that is more pronounced

in the case of data-hungry models like the DL-LLP. Furthermore, we find that

in the context of the Shallow-LLP no training time frame size is consistently

better than the other sizes in all testing time frames. Therefore, the size of the

training data for contextual models should be considered as a hyperparameter

to tune for LLPs.

While the prior research questions evaluate the impact of time-issues on the

performance of LLPs, the following research question investigates the impact

of time on the interpretation of LLPs, as time-changing interpretation can be
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unreliable and confusing. We only investigate Shallow-LLPs, since they are

more interpretable compared to the DL-LLPs.

RQ4: How does the interpretability of the logging level prediction mod-

els change over time? The drivers of logging level choice change over time,

a phenomenon captured by the fluctuations in our shallow model’s inter-

pretability metrics. In fact, the correlation between the ranking of the most

important features of different contextual models is very weak to weak for a

median (across different time frame sizes) of 88%, 80% and 79% of the pairs

of compared contextual models (e.g., 6 months contextual model trained on

time frame T1 and 6 months contextual model trained on time frame T2)

for Hadoop, Spring and OpenStack, respectively. Up to 40% (Hadoop), 30%

(Spring) and 22% (OpenStack) of the most important features that are shared

between different contextual models with the same training size can have a

contradictory impact (i.e., an important feature has a positive impact on a

given contextual model while the same feature has a negative impact on an-

other contextual model).

We summarize our contribution as follows: (1) Quantifying the impact of data

leakage and concept drift on state-of-the-art LLPs. (2) Studying the impact of time

on models’ interpretation. (3) Evaluating different time-aware modeling strate-

gies designed to eliminate/mitigate time-related issues. Our results suggest that

logging level prediction models (both Shallow-LLP and DL-LLP) suffer from data

leakage and concept drift. While such time-related issues can be mitigated using

contextual models for Shallow-LLPs, the identification of the right window size for
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a contextual model should be considered as a hyperparameter to tweak when ex-

perimenting with logging level prediction models. Furthermore, our work provides

developers with insights on how to mitigate time-related issues when leveraging

existing LLPs, as well as a systematic approach to evaluate new LLPs for potential

time-related issues. Such insights can improve the tooling efforts for future LLPs,

and caution against the blind usage of existing LLPs that might not stand the test of

live-environment usage.

Chapter structure: The chapter is structured as follows. Section 2 covers the ap-

proach used in this study. Section 3 presents our results. Section 5 discusses threats

to the validity of our results. Finally, Section 6 concludes our study.

5.2 Methodology

In this Section, we discuss how we train, test and interpret our models, using a

methodology similar to a large number of prior studies that leverage machine learn-

ing techniques to assist software engineering practitioners (Li et al., 2017a, 2021b;

Ouatiti et al., 2023; Lyu et al., 2021a,b; Subramanyam and Krishnan, 2003; Herb-

sleb and Mockus, 2003; Lee et al., 2020; Rajbahadur et al., 2021; Thongtanunam

and Hassan, 2018).

In this chapter, we study the impact of concept drift and data leakage on logging

level prediction models, so that we can understand how time context changes can

affect models used to assist developers with logging activities. Logging level pre-

diction models predict the appropriate logging level for a newly introduced logging

statement, hence they require an ordinal predictor (i.e., categorical and ordered
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dependent variable) such as the ordinal logistic regression model suggested by Li

et al. (2017a) or the ordinal deep learning model suggested by Li et al. (2021b).

For the purposes of our study, we leverage three popular, large and well-maintained

open source software projects: Hadoop is a distributed computing system, Spring is

a modular project that offers a vast pool of functionalities to Java Developers, and

OpenStack is a cloud computing platform. Each of the studied projects has been de-

veloped and maintained for at least six years. Similar to prior work (Li et al., 2017a,

2021b), we collect all the revisions from the Github repositories of each of the stud-

ied projects. Next, we use the “git diff” command to collect code changes between

revisions. The added logging statements along with their labels (i.e., logging levels)

are then obtained using a regular expression used by prior works (Li et al., 2017a,

2021b). Finally, we extract the respective features (shown in Table 5.1) for the

Shallow and DL-LPPs following each of the approaches from prior works (Li et al.,

2017a, 2021b). We summarize information about the datasets used in our study in

Table 5.2.

To quantify concept drift and data leakage for logging level prediction models,

we follow the modeling approach discussed in the remainder of this section. Our

machine learning pipeline (i.e., data preparation, modeling, testing and feature

importance) is similar to approaches followed by prior studies (Li et al., 2017a;

Lyu et al., 2021a,b; Ouatiti et al., 2023). While our training and testing datasets

differ based on each of our experiments (as discussed in the approach of each of

our research questions), the following training and testing steps, also shown in

Figure 5.1, are common to all of the case studies of our chapter.
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Model Features class Features description

Shallow-LLP

Logging statement
- Length of the logging statement.
- Number of variables
- Frequency of tokens in the logging statements.

Containing block
- Number of LOC in the containing block.
- Type of the containing block.
- Exception type (if containing block is catch block).

Containing file

- Logging statement density in the file.
- Number of logging statements in the file.
- Average logging statement length in the file.
- Average number of variables in the logging statement
of the file.
- McCabe complexity.
- Fan In.

Change features

- Code churn
- Logging statements churn.
- Portion of changed logging statements among changed
lines of code.

Historic features

- Number of lines changed in the history of the containing
file.
- Number of revisions in history of the containing file.
- Number of changed logging statements in the history of
the containing file.
- Portion of changed logging statements among changed
lines of code in the history of the containing file.
- Number of revisions that change logging statements.

DL-LLP
Syntactic context

- The sequence of AST nodes containing the logging
statement (e.g., [Method Declaration , If statement,
Logging statement, Method invocation]). The beginning
of the sequence is marked by the start of the method and
the end is marked by the end of the basic block (e.g., if
block) that contains the logging statement.

Logging message

- The sequence of natural language tokens in the logging
message.
* This sequence of tokens in inserted instead of the ”Logging statement”
tag in the example above (i.e., [ Method
declaration, If statement, startLogStmnt, this, is, a, logging, message,
endLogStmnt, Method invocation ])

Table 5.1: Features that are used to train the Shallow (Li et al., 2017a) and DL (Li
et al., 2021b) LLPs
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Project
Programming

language
Span of data

(days)
Number of added

logging statements
Average
per day

Hadoop Java 3,790 16,841 4.44
OpenStack Python 2,368 23,955 10.11

Spring Java 3,207 6,018 1.87

Table 5.2: Studied Projects historical information

Logging
data
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Figure 5.1: An overview of the methodology for training our models. Both training
and testing datasets are further detailed in the approaches of our research ques-
tions.

Note that we leverage the same features (see Table 5.1) used by Li et al. (2017a)

(ordinal regression) and Li et al. (2021b) (deep learning model) to train their re-

spective models.

5.2.1 Bootstrap Sampling

Similar to prior work (Lee et al., 2020; Tantithamthavorn et al., 2019b) and

our prior Chapter 4, we leverage the out-of-sample bootstrap validation technique

to train and test our models. This approach consists of generating a sample with

replacement (i.e., bootstrap sample) on which the model is trained. The model

performance is then tested using the observations that were not selected in the

bootstrap sample (i.e., out-of-bootstrap sample). This process of sampling, training

and testing is repeated 100 times to guarantee robust findings. Note that for the
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case of time-aware models (i.e., models taking into consideration the chronological

order of data), our training bootstrap samples are always coming historically before

the testing datasets, as explained in the approach section of RQ1. Note that this

sampling strategy is used for both of our evaluated models.

Note that the two following steps (5.2.2 and 5.2.3) only apply to the Shallow-LLP

trained using ordinal regression.

5.2.2 Correlation Analysis

For each training set, we conduct a correlation analysis to avoid erroneous

model interpretation (Jiarpakdee et al., 2019; Tantithamthavorn and Hassan, 2018).

Indeed, in order to guarantee a consistent ranking when interpreting models, it is

recommended to discard one out of each pair of correlated features (Jiarpakdee

et al., 2019). Similar to prior work (Lee et al., 2020; McIntosh et al., 2014), our

correlation analysis leverages Spearman correlation with a threshold of 0.7. We opt

for Spearman correlation due to its resilience to non-normally distributed data. Fi-

nally, we list our features by order of priority to guarantee a consistent correlation

analysis across the different bootstrap iterations. The highly prioritized features are

the ones related to exceptions (e.g., type of exception), the most important features

reported by Li et al. (2017a) and the features related to logging activity (e.g., we

keep log churn rather than code churn) as these features are characteristic to the

logging activity. For each pair of highly correlated features (i.e., ρ > 0.7), we keep

the feature with the highest priority.
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5.2.3 Redundancy Analysis

As correlation analysis is not able to completely eliminate collinearity, we con-

duct a redundancy analysis similar to prior studies (Lee et al., 2020; Rajbahadur

et al., 2021; Tantithamthavorn et al., 2020). The analysis consists of reducing the

collinearity by iteratively identifying which independent feature is explainable by

the other independent features. To do so, different preliminary models are built

for each bootstrap sample, each of these models explains one independent feature

with the other ones. We exclude an independent feature if its associated preliminary

model has an R2 > 0.9. We leverage the implementation of redundancy analysis

provided by the redun function from the rms package 5.

5.2.4 Training and Testing

5.2.4.1 Shallow-LLP - Ordinal regression model

Using the remaining features from the previous steps, we train our ordinal regres-

sion models –which are an extension of logistic regression for ordinal dependent

variables– that predict the suitable logging level (i.e., ordinal output variable) for a

given logging statement. These models are tested on a different dataset, according

to the specific RQ under analysis. To evaluate our model, we consider the AUC

(Area under the ROC curve) and Brier Score as two standard performance metrics

similar to prior studies (Li et al., 2017a; Rajbahadur et al., 2021; Tantithamthavorn

et al., 2020). While the AUC measures the discrimination ability of the model (the

higher above 0.5, the better), Brier Score captures how often a model can predict

5https://cran.r-project.org/web/packages/rms/index.html

https://cran.r-project.org/web/packages/rms/index.html
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the right class. An AUC of 50% is equivalent to a random guess. The Brier score

ranges between 0 and 2 and the lower it is, the better the model is. A random

guess model has a Brier Score of 0.8. While Brier Score is designed for multi-

class evaluation, we leverage the multi-class AUC score generalization proposed by

Hand and Till (Hand and Till, 2001), as it has been vastly used by prior work (Li

et al., 2017a; Zhang et al., 2016; Sarro et al., 2022) to evaluate multi-class classi-

fiers (e.g., Human expert effort estimation), and implemented by popular machine

learning libraries (e.g., Scikit-learning 6 and pROC 7).

5.2.4.2 DL-LLP - Ordinal deep learning model

Using the features explained in Table 5.1, we train a deep learning model similar to

the approach followed by Li et al. (2021b). This DL-LLP is a state-of-the-art logging

level predictor, that uses the syntactic features (e.g., containing blocks) and log

message features to predict an ordinally encoded output (i.e., the logging levels).

The architecture of the DL-LLP consists of an embedding layer, an RNN and an

output layer. While the embedding layer takes the input features (i.e., contextual

and log message features) and represents them in the form of a sequential vector

(i.e., the sequence of code statements within the block that contains the logging

statement), the RNN layer (Bi-LSTM) is used to train the deep learning model.

Finally, the output layer receives the output from the RNN layer and generates an

ordinal output reflecting the predicted logging level. We refer to Li et al. (2021b)

6https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_

score.html
7https://www.rdocumentation.org/packages/pROC/versions/1.18.0

https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_score.html
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_score.html
https://www.rdocumentation.org/packages/pROC/versions/1.18.0
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for further details about the implementation. We leverage the AUC score to evaluate

our DL-LLPs.

Note that the approaches used to perform our empirical evaluation in RQ1, RQ2

and RQ3 (as explained in each RQ’s approach) are the same regardless of the used

model. For instance, we quantify concept drift for the Shallow-LLP in the same way

that we quantify it for the DL-LLP.

5.2.5 Feature Importance

Similar to prior work (Lee et al., 2020; Thongtanunam and Hassan, 2018), we

use Wald’s χ2 to evaluate the impact of each feature on predicting the logging level.

A large χ2 for a given feature mirrors the large explanatory power of that feature.

From each of our 100 bootstrap iterations, we obtain a ranking of features based on

importance. We then apply a Scott-Knott (Tantithamthavorn, 2018) clustering tech-

nique on the 100 rankings, similar to previous work (Lee et al., 2020; Rajbahadur

et al., 2021; Thongtanunam and Hassan, 2018), in order to aggregate those rank-

ings into a final ranking. The Scott-Knott approach uses a hierarchical clustering to

group the means of importance scores into groups that are statistically different. We

leverage these generated rankings to compare the interpretability of the different

models we train.

Note that for the context of our study we used approaches (i.e., analysis of

variance) aiming for the global explainability of our evaluated logging level predic-

tor (Tantithamthavorn et al., 2021), which are widely used in the field of software

engineering (Subramanyam and Krishnan, 2003; Herbsleb and Mockus, 2003; Lee

et al., 2020; Rajbahadur et al., 2021; Thongtanunam and Hassan, 2018; Ouatiti
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et al., 2023) and are similar to how the models we evaluate were interpreted by

Lee et al. (2020). That is, we do not interpret how the model takes individual

decisions (aka., model-agnostic techniques).

5.3 Results

In this section, we present the results for each of our RQs. For each RQ, we discuss

the motivation, the approach we used to address the RQ, and our findings.

5.3.1 RQ1: What is the impact of data leakage on the perfor-

mance of logging level prediction models?

Motivation: The goal of this research question is to quantify the impact of data

leakage on the way logging level prediction models were evaluated by prior stud-

ies (Li et al., 2017a, 2021b). In fact, ML models suffering from data leakage typi-

cally offer unrealistic performance that might not be replicable in a life-environment

setup. Having insights about data leakage for LLPs would help practitioners better

evaluate their LLPs and safeguard against unrealistic performance expectations.

Approach: To quantify the impact of data leakage on logging level prediction mod-

els, we compare the AUC and Brier Score performance of models built using two

separate approaches that are described as follows:

• The random-based model: trained using a random train/test split that is sus-

ceptible to data leakage. The random split does not take into consideration

the chronological order of data, as shown in Figure 5.2. For example, a model
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Figure 5.2: Overview of the modeling approaches for a single studied time frame.

that uses the first two batches and the last batch of data for training might suf-

fer from data leakage when predicting on the testing batch (3rd batch). This

potential data leakage is due to the fact that the model might gain knowledge

coming from the future (4th batch) on the testing data (3rd batch). This ap-

proach was leveraged by Li et al. (2017a) to train their logging level prediction

models.

• The time-aware approach model: trained taking into consideration the chrono-

logical order of data, as shown in Figure 5.2. The time-aware approach rep-

resents how the model would be used in practice (i.e., without having access

to training data from the future).

Note that the difference between the two approaches is related to the train/test

splits, while the leveraged features and the learning algorithm (i.e., ordinal regres-

sion) remain the same.

To train our two models, we follow the approach shown in Figure 5.3. In partic-

ular, we consider the following steps to compare the random-based models and the

time-aware models:

First, we split the whole history of data equally. Each part of the history is here-

after referred to as a “time frame”. A time frame has a length of a number of months
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(e.g., four-months time frame) and contains all the existing logging statements in

those months. In our chapter, we evaluate different time frame sizes that range be-

tween four and 24 months to make our results generalizable to different time frame

sizes. The lower bound that we used is a four-month time frame, since this is long

enough to train and test our models without risking overfitting.

Then, we build both types of models:

(i) The random-based model is trained on a bootstrap sample from a time frame

(e.g., the first 4 months of a project) and tested on the out-of-bootstrap-

sample portion of the same time frame. We consider the steps discussed in

Section 5.2.4 to train our model. To guarantee that each time frame has

enough data to train our model, we set a threshold of 300 observations for

every training time frame, in order to have 10 features per observation (Har-

rell, 2001).

(ii) For the same time frame, we train a time-aware model on a bootstrap sample

from the chronologically first 70% of the data and test that model on the

following 30% of the same time frame data. Similarly to the random model,

we consider time frames with at least 300 observations for training a model.

We repeat the previous two steps 100 times by leveraging different bootstrap

samples to end up with a distribution of 100 performance (i.e., AUC and Brier

Score) measurements for the random-based models and another distribution of 100

measurements for the time-aware models. We statistically compare these two dis-

tributions to identify whether they are different using a Wilcoxon test (α = 0.01).

If so, we also measure the amount of differences as well as the magnitude of such

a difference using Cohen’s d. Note that the median performance values reported
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Figure 5.3: An overview of the methodology for quantifying data leakage

in our findings for individual models (e.g., LLP trained on 4 months worth of data)

are calculated over the 100 bootstrap samples. Meanwhile, global findings about a

given project (e.g., LLPs trained using Hadoop data) are aggregated based on the

data frame size (e.g., median over the different time frame sizes used to train a

contextual model).

We repeat the same experiments on the following time frames (e.g., the 2nd 4

months of a project) of the same size. Finally, we repeat everything for the other

time frame sizes (e.g, a time frame of 5 months), up to 24 months.

We leverage the same approach to quantify data leakage for both of our evalu-

ated logging level predictors (i.e., Shallow and Deep learning).

Results: Random-based models overestimate the AUC performance on the test

sets by a median8 that ranges between 3% and 7% (Shallow-LLP) and between

2% and 9% (DL-LLP) compared to time-aware models across our evaluated time

frame sizes and case studies. In fact, Hadoop’s Shallow-LLP trained using the ran-

dom approach overestimates the time-aware models by a median8 of 2% (observed
8Median over the 100 bootstrap samples.
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for four-month based models) to 17% (observed for seven-month based models).

The overestimation ranges between 1% and 14% for Spring and between 1% and

12% for OpenStack. For example, our evaluated four-month random-based mod-

els inflate the AUC performance compared to the four-month time-aware models

by a median8 AUC of 2%, 2%, and 3% for Hadoop, Spring and OpenStack respec-

tively, as shown in Figure 5.4. We observe similar overestimation for the DL-LLP as

shown in Figure 5.5 for our evaluated four-month based models. Such an overesti-

mation indicates that one has to re-evaluate the LLP models using the time-aware

approach as there is a chance that using a simple random-data splitting approach

can overestimate the performances of these models, hence mislead practitioners

that might consider the model as good when it has low performances (as close as

a random guess as we observed in the case of Hadoop Shallow-LLP with six month

time frames). Note that our observations stand for the Brier Score as well. The

figures for the other time frame sizes are available in the online appendix (Ouatiti,

2024).

Across the different time frame sizes, a median of 90%, 75%, and 71%

(Shallow-LLP) and a median of 57%, 67%, and 100% (DL-LLP) of our evaluated

random-based models are statistically significantly (Wilcoxon test; α = 0.01)

better-performing than our evaluated time-based models for Hadoop, Spring

and OpenStack respectively. For example, we observe that 67%, 37% and 67%

of the four-month random-based Shallow-LLPs statistically significantly (Wilcoxon

test; α = 0.01) outperform the four-month time-aware models for Hadoop, Spring

and OpenStack respectively. Similarly, we observe that 91%, 50% and 55% of the

four-month random-based DL-LLPs statistically significantly (Wilcoxon test; α = 0.01)
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(c) OpenStack

Figure 5.4: AUC performance of the random and time-aware Shallow-LLPs on four-
month testing time frames. R indicates time frames where the random approach is
the best performing, T indicates time frames where the time-aware approach model
is the best performing and N indicates time frames where there is no significant
difference between the performance of the two models.
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(c) OpenStack

Figure 5.5: AUC performance of the random and time-aware DL-LLPs on four-
month testing time frames. R indicates time frames where the random approach
is the best performing, T indicates time frames where the time-aware approach
model is the best performing and N indicates time frames where there is no signifi-
cant difference between the performance of the two models.
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outperform the four-month time-aware models for Hadoop, Spring and OpenStack

respectively. All of these differences have a large effect size (Cohen’s d, d > 0.7).

On the other hand, only a median (over different time frame sizes) of 0%, 0%

and 14% of the time-aware Shallow-LLPs statistically significantly outperform the

random-based models. We observe similar results for the DL-LLPs, as only a me-

dian (over different time frame sizes) of 0%, 0% and 0% of the time-aware DL-LLPs

statistically significantly outperform the random-based models.

These findings can be explained by the fact that the distributions of the indepen-

dent features are different between the training and test sets that are leveraged for

our time-aware models. We observe that a median of eight to 13 (depending on the

evaluated time frame size) features are statistically significantly different (Wilcoxon

test, α = 0.01) between the training and test datasets that are used for our Hadoop

time-aware models. This median number of statistically different features ranges

between 8 and 14 for Spring and five and nine for OpenStack. For example, our

four-month based model has a median9 of nine, 11 and seven features (out of 25)

that are statistically significantly different between the training and testing sets

of the time-aware model trained on Hadoop, Spring and OpenStack respectively.

Note that the OpenStack project, which has the most time frames in which the

time-aware model outperforms the corresponding random-based model (median of

14%), is also associated with the lowest number of significantly different features

between the training and testing sets used by the time-aware model.

9Median over the 100 bootstrap samples.
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Summary of RQ1

logging level prediction models trained using the random approach can over-

estimate the expected performance of a time-aware logging level predictor by

a median AUC up to 17% (Shallow-LLP) and 27% (DL-LLP) higher. Our find-

ings suggest that one should leverage time-aware approaches for shallow

and DL LLPs for more realistic performance estimations.

5.3.2 RQ2: What is the impact of concept drift on the perfor-

mance of logging level prediction models?

Motivation: The goal of this research question is to quantify concept drift on log-

ging level prediction models. While log choice strategies might vary from one time

period to another (e.g., when debugging vs. after fix), it is not clear whether a con-

cept drift caused performance decrease exists for LLPs, and if such a performance

decrease exists, how soon after the end of the training dataset the concept drift can

be manifested. Such insights would warn practitioners on the importance of updat-

ing their models so they can better maintain their LLPs (e.g., plan for updates).

Approach: To quantify the impact of concept drift on logging level prediction mod-

els, we train a model (Deep and shallow LLPs) on a selected time frame and test

that model on each of the following time frames, as described in the following steps

and illustrated in Figure 5.6.

We split the whole existing data into equal time frames. For each time frame

(TF), we perform the following:
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• We train a model on a bootstrap sample from the first 70% of the observations

of TF.

• We test our model on the remaining 30% of the observations to obtain a base-

line performance.

• We test our model on each two-month time frame that chronologically follows

TF and compare the obtained performance to the baseline performance. The

two-month testing time frame guarantees enough observations (i.e., at least

50 observations) to have statistically significant findings. Note that we imple-

ment Bonferroni correction (Haynes, 2013), as we are performing multiple

comparison tests.

We repeat the same analysis with 99 other bootstrap samples from the chrono-

logically first 70% of the observations of TF. We end up with 100 baseline per-

formance measurements and 100 performance measurements for each of the two

month testing time frames.

We then repeat all previous steps with a different training window size. Start-

ing with a time frame of four months (first 70% for training and remaining 30%

to measure the baseline evaluation) up to 24 months, with an increment of two

months.

Results: Across the different time frame sizes, the performance of our evalu-

ated LLPs (Shallow and deep) drops significantly a median of 1.5 (Hadoop) or

one (Spring and OpenStack) testing time frame after the end of the training

data period. For example, we observe that the Shallow-LLP trained using four-

month time frames (i.e., four-month based Shallow-LLP) takes a median10 of 1.5, 1
10Median over the 100 bootstrap samples.
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Time

Time Frame
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Time Frame
N+1

Th Th+1 ...
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dataset

Testing set for the
baseline performance Tk

Testing time
frames (2 months)


70% 30%

Tn

Figure 5.6: Overview of model evaluation under concept drift for a specific time
frame size.

and 1 testing time frames to drop statistically significantly (Wilcoxon test; α = 0.01)

below the baseline performance in terms of AUC for Hadoop, Spring and OpenStack

respectively. Meanwhile, the four-month based DL-LLP takes a median12 of one, one

and 1.5 time frames to drop below the baseline performance.

Furthermore, the performance of our Shallow-LLP is statistically significantly

(Wilcoxon test; α = 0.01) lower than the baseline performance in a median12 of

56% (observed for 24-month based Shallow-LLPs) to 85% (observed for 10-month

based Shallow-LLPs) of the testing time frames for Hadoop. The same median12

percentage ranges from 60% to 96% and 30% to 81% for Spring and OpenStack

respectively. Figures 5.7, 5.8 and 5.9 highlight the concept drift for our evalu-

ated four-month based Shallow-LLPs. We observe similar findings for our DL-LLPs

(shown in Figures 5.10, 5.11 and 5.12), as the performance on testing time frames

is statistically below the baseline performance in a median12 of 78% (observed for

four month based DL-LLPs) to 100% (observed for eight-month based DL-LLPs) of

the testing time frames of Hadoop. Such a median12 of time frames in which the

DL-LLPs perform statistically significantly below the baseline ranges between 79%

and 98% and between 89% and 100% for the respective DL-LLPs of Spring and
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(b) Four-month frame - 2
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(c) Four-month frame - 3
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(d) Four-month frame - 4
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(e) Four-month frame - 5
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(f) Four-month frame - 6

Figure 5.7: AUC performance of Hadoop’s Shallow-LLPs across time. the lines rep-
resent the 1st quantile, median and 3rd quantile for the baseline AUC performance.
Red boxplots show time frames with a performance statistically below the baseline,
blue boxplots show no statistical difference and green boxplots show time frames
with a performance statistically better than the baseline.

OpenStack. Finally, we observe that the performance of our models (Shallow and

DL) statistically significantly exceeds the baseline performance in a median11 time

ranging from 0% to 8%, 0% to 13% and 0% to 40% (Shallow-LLP) and in 0% to 0%,

0% to 50% and 0% to 0% (DL-LLP) of the testing time frames of Hadoop, Spring

and OpenStack respectively. This range depends on the size of the training time

frame.

The diminishing performance of the LLPs can be explained by the fast increase

in the number of statistically different independent features between the baseline

11Median over the 100 bootstrap samples.



CHAPTER 5. THE IMPACT OF CONCEPT DRIFT AND DATA LEAKAGE ON
LOGGING LEVEL PREDICTION MODELS 105

●

●

●

●●

●
●

● ●

●●

●
●

●

●●

●
●

●●

●

●●●

●
●●●

●

●
●
●

●

●

●●

●
●●

●
●
●

●
●
●

●

●●

●

●●●●

●

●●●●●●●●●●●

●

●●

●

●

●

0.5

0.6

0.7

0.8

0.9

1.0

1 2 3 4 5 6 7 8 9 1011121314151617181920212223242526272829
Time frames

A
U

C

(a) Four-month frame - 1
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(b) Four-month frame - 2
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(c) Four-month frame - 3
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(d) Four-month frame - 4
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(e) Four-month frame - 5
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(f) Four-month frame - 6

Figure 5.8: AUC performance of Spring’s Shallow-LLPs across time. the lines repre-
sent the 1st quantile, median and 3rd quantile for the baseline AUC performance.
Red boxplots show time frames with a performance statistically below the baseline,
blue boxplots show no statistical difference and green boxplots show time frames
with a performance statistically better than the baseline.
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(a) Four-month frame - 1
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(b) Four-month frame - 2
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(c) Four-month frame - 3
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(d) Four-month frame - 4
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(e) Four-month frame - 5
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Figure 5.9: AUC performance of OpenStack’s Shallow-LLPs across time. the lines
represent the 1st quantile, median and 3rd quantile for the baseline AUC perfor-
mance. Red boxplots show time frames with a performance statistically below the
baseline, blue boxplots show no statistical difference and green boxplots show time
frames with a performance statistically better than the baseline.
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(a) Four-month frame - 1
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(b) Four-month frame - 2
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(c) Four-month frame - 3
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(d) Four-month frame - 4
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(e) Four-month frame - 5
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Figure 5.10: AUC performance of Hadoop’s DL-LLPs across time. the lines represent
the 1st quantile, median and 3rd quantile for the baseline AUC performance. Red
boxplots show time frames with a performance statistically below the baseline, blue
boxplots show no statistical difference and green boxplots show time frames with a
performance statistically better than the baseline.
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(c) Four-month frame - 3
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Figure 5.11: AUC performance of Spring’s DL-LLPs across time. the lines represent
the 1st quantile, median and 3rd quantile for the baseline AUC performance. Red
boxplots show time frames with a performance statistically below the baseline, blue
boxplots show no statistical difference and green boxplots show time frames with a
performance statistically better than the baseline.
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(d) Four-month frame - 4
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Figure 5.12: AUC performance of OpenStack’s DL-LLPs across time. the lines repre-
sent the 1st quantile, median and 3rd quantile for the baseline AUC performance.
Red boxplots show time frames with a performance statistically below the baseline,
blue boxplots show no statistical difference and green boxplots show time frames
with a performance statistically better than the baseline.
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model data and the future test sets. In fact, we observe that at least 50% of the

features leveraged by the Shallow-LLP model, including those features related to

the log message and the context of the logging statement (used to train the DL-

LLP) showed statistically significant differences between the baseline data and the

data of the testing time frames, after a median12 time ranging between one and

three (Hadoop), 1 and 1.5 (Spring) and 1 and 5.5 (OpenStack) time frames.

Additionally, we observe that 52%, 56% and 34% of the features of adjacent

testing time frames of Hadoop, Spring and OpenStack are statistically significantly

different (Wilcoxon, α=0.01). For example, the churn of logging statements for the

OpenStack project in the time frame between August and October 2014 (a median

of 36) is statistically significantly different (Wilcoxon test; α = 0.01) than the churn

for the logging statements of the same project (i.e., OpenStack) in the following

time frame (a median of 31). In fact, maintainers of OpenStack conducted a number

of logging maintenance13 activities (e.g., changing verbosity of logs) in the period

between August and October 2014, which resulted in a higher churn for logging

statements in that period (median 36) compared to the next time frame (median

churn 31) as well as the previous time frame (median churn 21). Only 0%, 1%

and 2% of the adjacent testing time frames had the same distribution for Hadoop,

Spring and OpenStack, respectively.

Across the different training time frame sizes, the performance of 27%

(Hadoop), 63% (Spring) and 72% (OpenStack) of our Shallow-LLPs exceeds

the baseline performance after dropping below it. In fact, our Shallow-LLPs sta-

tistically significantly (Wilcoxon test; α = 0.01) exceed the baseline performance on

12Median over time frame sizes from 4 to 24.
13https://github.com/openstack/openstack/commit/56cc320240c983742c467f7afd7cc6b11dde8625
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a median14 of 0% (observed for the four-month based models) to 4.1% (observed

for the 18-month based models) of the testing time frames for Hadoop. Similarly,

this occurs on a median15 of 0% to 13% and 0% to 44% of the testing time frames

of Spring and OpenStack respectively. For example, the four-month based model

for all our evaluated projects statistically significantly exceeds the baseline perfor-

mance in a median15 0% of the testing time frames, as shown in Figures 5.7, 5.8

and 5.9.

Concept drift might be a more serious problem for DL-LLPs, as their per-

formance typically never becomes as good as the baseline performance af-

ter dropping below it. In fact, we observe that the performance of a median of

0% (Hadoop), 50% (Spring) and 0% (OpenStack) of the DL-LLPs (depending on

the training frame size) exceeds the baseline performance after dropping below it,

which indicates that DL-LLPs are less likely to re-exceed the baseline performance

compared to Shallow-LLPs.

14Median over the 100 bootstrap samples.
15Median over the 100 bootstrap samples.
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Summary of RQ2

Logging level prediction models suffer from concept drift as their AUC perfor-

mance drops on future testing time frames after a mediana of just 1.5, 1 and

1 testing time frames for Hadoop, Spring and OpenStack respectively. The ef-

fect of concept drift is more severe on the DL-LLPs, for which the performance

drops significantly below the baseline performance in 22% (Hadoop), 19%

(Spring) and 59% (OpenStack) more testing time frames than the Shallow-

LLP. Our results suggest the need for continuous concept drift tracking

and frequent updates to the LLPs, especially the DL-LLP, whose perfor-

mance is less stable throughout time compared to the Shallow-LLP.

aMedian over the time frame sizes from 4 to 24 months.

5.3.3 RQ3: What is the best performing time-based modeling

strategy for logging level prediction models?

Motivation: Since previous research questions suggest using time-aware approaches,

we explore different strategies to train time-aware models as an approach to miti-

gate the impact of concept drift. Specifically, we evaluate two time-aware modeling

strategies in this research question: contextual model that leverages recent data and

all-knowing-model that leverages the whole history of data. In particular, leveraging

just the most recent data in a contextual model might not benefit from recurring

events that exist throughout the whole history of data. On the other hand, leverag-

ing the whole available historical data in an all-knowing-model might contain noisy
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data that are drifting from the current data. In this research question, we quan-

tify such a trade-off by comparing the two approaches for both the Shallow-LLP

and the DL-LLP to identify which of the two approaches better fits the logging level

prediction models..

Approach: To compare the two time-aware models, we split the whole history

of the available data into two-month time frames, which are used as testing time

frames. We compare on each of these testing time frames how our two evaluated

types of models perform. We train and test our two types of models as discussed

below:

• All-knowing model: We train a model that leverages all the existing data prior

to each of our testing time frames. For example, we train a model on data

from the first three years for a testing time frame that covers the 37th and

38th months of a project.

• Contextual models: We train contextual models on data that belongs to N

months prior to each of our testing time frames. For our experiment, we eval-

uated different time frame sizes (i.e., N) that range from four to 24 months,

with two months increment, to train our contextual models. In other words,

we train a four-month, six-month, eight-month, and up to 24-month based

models for each of our testing time frames. For the early testing time frames,

we train contextual models based on the amount of existing data. For ex-

ample, we train a four-month to 12-month models for the testing time frame

that covers the 13th and 14th months of a project. Note that we consider the

12-month model, in our example, as the all-knowing model since it is trained

on the whole available data.
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Figure 5.13: Comparison of contextual and all-knowing models. We compare the
models shown in the figure just on their first following testing time frame. We train
new contextual and all-knowing models for each testing time frame.

For both types of models, we evaluate 100 models, each on a different bootstrap

sample such that we obtain for each model 100 performance measurements to use

for a statistically robust comparison. Note that the comparison of two models is

performed on the same test time frame. In other words, we do not compare two

models on different testing time frames, as shown in Figure 5.13. Note that the

same approach is followed for both the Shallow-LLP and the DL-LLP.

Results: We observe that at least one contextual Shallow-LLP statistically sig-

nificantly outperforms the all-knowing Shallow-LLP on 94%, 82% and 86% of

testing time frames for Hadoop, Spring and OpenStack respectively. We also

observe that the all-knowing Shallow-LLPs statistically outperform all the contex-

tual Shallow-LLPs in only 5%, 8%, and 0% of our Hadoop, Spring and OpenStack

testing time frames, respectively.

While 51%, 31% and 22% of the cases in which the contextual Shallow-LLP

outperforms the all-knowing model have a large effect size (Cohen’s d) for Hadoop,



CHAPTER 5. THE IMPACT OF CONCEPT DRIFT AND DATA LEAKAGE ON
LOGGING LEVEL PREDICTION MODELS 115

Spring and OpenStack respectively, we observe that 0% of the cases in which the all-

knowing Shallow-LLP outperforms the contextual Shallow-LLPs with a large effect

size for both Hadoop and Spring projects.

Furthermore, across the different testing time frames, we observe a median

of one, three and three contextual Shallow-LLPs that outperform the all-knowing

Shallow-LLP for Hadoop, Spring and OpenStack respectively . For example, three

Spring contextual models (6-month, 8-month, and 10-month based contextual mod-

els) outperform the all-knowing model on the nineteenth testing time frame, while

the all-knowing model outperforms the 22-month and 24-month based contextual

model on the same testing time frame.

As for the DL-LLPs, we do not observe a significant performance improve-

ment when comparing the all-knowing and the best contextual approach, as

shown in Figure 5.15. In fact, the AUC performance difference between the best

contextual DL-LLP and the all-knowing DL-LLP is negligible on 83%, 82% and 92%

of the testing time frames of Hadoop, Spring and OpenStack respectively. One rea-

son why contextual DL-LLPs are not performing as well as the Shallow-LLPs com-

pared to their respective all-knowing LLPs might have to do with the data quality

vs. quantity trade-off (Bertram et al., 2022). In fact, the contextual DL-LLPs are

trained on good quality data (i.e., avoiding noise of irrelevant past data) but that

data might not be large enough for a data-hungry model such as the DL-LLP.

As we do not observe a statistical difference between the performance of all-

knowing and contextual DL-LLPs, we focus in the remainder of this RQ on contex-

tual Shallow-LLPs for which we consistently observe at least one contextual model

that exceeds the performance of the all-knowing Shallow-LLP.
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Figure 5.14: The AUC Performance of contextual and all-knowing Shallow-LLPs on
a selection of testing time frames (two-month long) - The remaining time frames
(e.g., 1 to 35 for Hadoop) are available in the appendix.
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Figure 5.15: Percentage of testing time frames in which one of our time-aware
DL-LLPs (i.e., contextual or All-knowing) is the statistically significantly best per-
forming model in terms of AUC.

No contextual Shallow-LLP consistently performs the best on all of our eval-

uated testing time frames, as shown in Figure 5.16. In fact, we do not observe a

clear pattern about contextual models that perform the best, as six, seven and eight

different contextual models perform the best on at least one testing time frame of

Hadoop, Spring and OpenStack respectively. For example, the best Hadoop contex-

tual model for the 33rd testing time frame is the four-month based-model, while it

is the 16-month based model for the 34th testing time frame.

Despite performing well on some testing time frames, a contextual model can

poorly perform on other time frames. For example, the four-month based contex-

tual model of Hadoop has a median16 AUC of 0.86 on the 33rd testing time frame

as shown in Figure 5.14, while the same contextual model has a median16 AUC

performance of just 0.72 on the 34th time frame.

16Median over the 100 bootstrap samples.
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Figure 5.16: Percentage of testing time frames in which the contextual Shallow-
LLPs perform the best in terms of AUC.

Additionally, we observe that the size of the contextual model (i.e., number of

months used to train it) has a negligible to moderate correlation with the perfor-

mance of our evaluated contextual models, as Spearman’s correlation between the

size and performance of our contextual models is -0.05, -0.3 and 0.47 for Hadoop,

Spring and OpenStack respectively.

We also investigate ML modeling techniques aiming to improve the performance

our time-aware Shallow-LLPs. Specifically, we implement two ML models that take

advantage of the nature of our evaluated time-aware approaches. While the first

is an ensemble model (Zhou, 2012) in which our contextual Shallow-LLPs vote for

the appropriate logging level across all frame sizes, the varying model leverages

a subset of features to train an all-knowing Shallow-LLP. We chose a threshold of

six features for our varying models (i.e., a maximum of six most varying features

can be removed), in order to guarantee enough features for training representative

varying models (i.e., avoid issues merely due to lack of features).
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We observe that the ensemble learning approach does not bring any significant

improvement to the performance. In fact, the best performing contextual Shallow-

LLP outperforms the ensemble learning model in 95%, 95% and 82% of the testing

time frames. Additionally, the improvement (if any) brought by the ensemble learn-

ing approach to the best performing time-aware Shallow-LLP on a given time frame

is negligible for all of our studied projects except for one time frame for Hadoop

project.

As for our all-knowing varying Shallow-LLPs (shown in Figure 5.17), we do not

observe a significant difference between the performance of the model trained using

all features and the performance of models trained using all features except the n

features (n from 1 to 6) that vary the most. Specifically, we observe that the models

omitting most varying features (one or more) outperform the model that uses all

features in only 25% (Hadoop), 43% (Spring) and 55% (OpenStack) of our testing

time frames.

Summary of RQ3

While there is no difference in terms of performance between the contex-

tual and all-knowing DL-LLPs, at least one contextual Shallow-LLP statisti-

cally outperforms the all-knowing Shallow-LLP on our evaluated testing time

frames. Our results suggest including the size of the contextual model as

a hyperparameter to tune when experimenting with contextual LLPs.
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Figure 5.17: The AUC Performance of the varying all-knowing Shallow-LLP on all
testing time frames (two-month long)
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5.3.4 RQ4: How does the interpretability of the logging level

prediction models change over time?

Motivation: The goal of this research question is to quantify how the interpretabil-

ity changes over time for Shallow-LLPs (which our previous RQ indicates as the

more fitting for handling time-related issues), so that practitioners can better un-

derstand what impacts logging level decisions in a particular time period. In fact,

previous findings also indicate that the performance of Shallow-LLPs trained using

a time-aware approach can change significantly from one time frame to the other

(regardless of the training time frame size). Such changes can be due to changing

logging patterns across time. Therefore, we investigate if the change in performance

is accompanied with an interpretability change, so updating models is important for

understanding the important factors related to logging level prediction. The inter-

pretability is relevant (especially for models not leveraging deep learning such as

the Shallow-LLP) for practitioners in their decision making such that shifting or

conflicting feature importance rankings might be confusing for practitioners.

Approach: To investigate logging level prediction models interpretability across

time, we train time-aware Shallow-LLPs following the steps below, which are high-

lighted in Figure 5.18.

We split the history of our studied project into equal time frames (TF) of size

S (e.g., four months). For each time frame, we train 100 logging level prediction

models using 100 bootstrap samples, similarly to the other research questions.

We then extract a ranking of important features from each of the 100 models,

as well as the positive or negative impact each of these features can have on the
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logging level prediction, similar to prior work (Shihab et al., 2013; Sayagh et al.,

2017). For instance, a feature can have a positive impact on the prediction if in-

creasing the value of that feature increases the prediction probability and vice-versa.

To determine if a feature F has a positive or negative effect on a logging level L, we

first calculate the probability (P1) of predicting L using features that are set at their

median values. Next, we increase the value of the feature F by one standard de-

viation from its median while keeping the other features at their median values,

and re-predict the probability (P2) of the logging level L. The two probabilities P1

and P2 are then compared to determine the type of impact feature F has on logging

level L.

Since each model has a different ranking of features, we cluster the 100 rank-

ings using the Scott-Knott clustering algorithm into a single ranking. Similarly, we

summarize the impact of a feature as a vote. A feature has a positive impact if that

feature has a positive impact on the majority of our 100 trained models. Note that

we rarely observe different impacts of the same feature on the 100 models that are

trained on the same time frame.

We repeat the same analysis on each of the following time frames to obtain a

ranking as well as the impact of each important feature.

We then statistically compare each pair of the obtained rankings, as well as the

rankings of the pair of successive time frames using Spearman Correlation. Since

we are conducting multiple comparison tests, we additionally leverage Bonferroni’s

correction (Haynes, 2013). Note that a ranking correlation ranging between 0 and

0.4 is considered weak to very weak, a ranking correlation ranging between 0.4 and

0.6 is considered moderate, and a ranking correlation higher than 0.6 is considered
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Figure 5.18: Overview for comparison of interpretability across time

strong to very strong. Additionally, we leverage the information about features’

impact in order to detect contradictory features (i.e., features with different impact

across two or more time frames). Specifically, we compare whether a feature has a

positive impact on the models of a given time frame, while it has a negative impact

on the models of another time frame.

We repeat the same analysis with different time frame sizes, starting from four

and up to 24 months similarly to the previous research questions. Note that this

research question focuses on contextual Shallow-LLPs, as they outperform the all-

knowing Shallow-LLP (according to our findings of RQ3).

Results: Across different time frame sizes, a median of 88%, 80% and 79% of

the model pairs exhibit a very weak to weak correlation in terms of feature

rankings for Hadoop, Spring and OpenStack respectively. For instance, we ob-

serve 90%, 87% and 79% of model pairs trained on a six-month time frame exhibit
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a very weak to weak important features correlation. Furthermore, we report a me-

dian (across different time frame sizes) of 12%, 20% and 27% of model pairs that

have a strong to very strong correlation in terms of important features ranking. For

example, only 14%, 20% and 20% of the six months-based model pairs have strong

to very strong important features correlation for Hadoop, Spring and OpenStack,

respectively.

Furthermore, successive pairs of models do not have consistent rankings of the

most important features. We observe that the ranking of important features for a

median (across different time frame sizes) of 31%, 40% and 0% of the successive

training time frames is weak to very weak for Hadoop, Spring and OpenStack re-

spectively. For instance, the percentage of successive frames with weakly correlated

ranking of important features when considering six-month based models is 33%,

29% and 50%. Meanwhile, the percentage for successive time frames with strongly

correlated features is 13%, 42% and 21% for Hadoop, Spring and OpenStack re-

spectively.

Additionally, we observe that the median (over our evaluated time frame sizes)

percentage of important features that are common across all models is 40%, 54%

and 44% for Hadoop, Spring, and OpenStack. That percentage increases as the size

of the frame gets smaller, as the correlation between the size of the time frame and

the number of different features is strongly negatively correlated (Spearman’s ρ=-

0.9, -0.93 and -0.97 for Hadoop, Spring and OpenStack respectively). For example,

while the percentage of common features for Hadoop models that are trained on six

months time frames is 26%, that percentage is 94% for models trained on frames

with a size of 48 months. We think that training models on small time frames
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(assuming enough data points for training) allows to unveil specific patterns to

those time periods (reflected by the highly different feature importance results),

as opposed to models trained on larger time frames for which feature importance

becomes similar. For example, OpenStack’s three models that are trained on 24

months time frames have 17 out of 18 of their important features in common.

Despite observing models trained on different time frames with common

important features, these features can have a contradictory effect. In fact, the

median percentage of contradictory features over shared features between a pair of

models ranges from 0% to 40% (depending on the evaluated time frame size), 0%

to 30% and 0% to 22% for Hadoop, Spring and OpenStack, respectively. For exam-

ple, we observe that while having more variables in a logging statement increases

the probability of that logging statement to have the Info logging level according to

Hadoop’s six-month based-models trained between May and November 2012, the

opposite is observed for the model trained on the next six months time frame, as in-

creasing the number of variables within a logging statement reduces the probability

of predicting the logging level Info.

We observe that the percentage of important features that remain important af-

ter retraining a logging level prediction model later in time (aka., feature survival

rate) exhibits a different pattern than models studied by a prior study (Olewicki

et al., 2022). While brown test (i.e., tests that trigger false positive build failures)

prediction models studied by Olewicki Olewicki et al. (2022) show a monotonically

decreasing feature survival rate, our logging level prediction models show a fluctu-

ating feature survival rate, as shown in Figure 5.19. Across the different training
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Figure 5.19: Feature survival rate for logging level prediction models. For clarity
purpose, we only show the four, six and eight months based models.

sizes, the median feature survival rate ranges from 60% to 70%, 55% to 65% and

60% to 80% for Hadoop, Spring and OpenStack respectively.

Summary of RQ4

The interpretability of logging level prediction models changes across time, as

the important features are different across a median of 88%, 80% and 79% of

the model pairs for Hadoop, Spring, and OpenStack respectively. The smaller

the time frame, the more unique its models’ interpretability. Our results sug-

gest the use of recently trained models for more accurate interpretability.
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5.4 Threats to Validity

5.4.1 External validity

One external threat to the validity of our work concerns the generalization of

our results to other software systems as well as models. Even if our study covers

three popular, large software projects maintained for a long period, and our exper-

iments targeted different time frames and time frame sizes, we do not generalize

our results to other software systems or other machine learning models. We also en-

courage future studies to replicate our study on other software engineering models

as well as software systems.

5.4.2 Internal validity

One internal threat to the validity of our work regards the time frame sizes

used to train and test our models. For instance, leveraging a different time-frame

size can show a different result. To mitigate this threat, we leverage different time-

frame sizes ranging from four to 24 months and we leverage 100 bootstrap samples

for each trained model to make our analysis statistically robust. Similarly, our com-

parison between the all-knowing models and the contextual ones can be different

with different contextual models sizes. To mitigate this threat, we also compared

the all-knowing models to different contextual models, each of which is trained on

a different sample size of four to 24 months. Another internal threat to validity

regards the quality of the logging levels selected by developers. In fact, developers

can introduce inaccurate logging level choice which can impact the overall quality

of our datasets. However, we observe that the logging statements in our datasets
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are not changed frequently (3.8% to 7.5% of the logging statements across our

evaluated projects).

5.5 Chapter Summary

logging level prediction models proposed by prior work (Li et al., 2017a, 2021b)

leverage a set of metrics to predict the appropriate logging level for a logging state-

ment. While their models (Shallow-LLP and DL-LLP) show a good performance,

the way these are evaluated can suffer from data leakage and concept drift, i.e.,

two time-related issues. Due to the change in logging level choice decisions across

time as well as the context differences (e.g., domain, data) between the LLPs and

previously studied models (i.e., defect prediction and AIOps models), one might be

unclear whether LLPs are less impacted by data leakage and concept drift (e.g., stag-

nant logging practices), or whether they can be severely impacted by time-related

issues (e.g., abrupt changes to logging strategy).

Since prior work (Zhang and Tsai, 2002; Bennin et al., 2020) indicates that time-

related issues (e.g., concept drift) impact software engineering models differently.

Therefore, in this chapter, we quantify the impact of data leakage and concept drift

on the performance and interpretability of logging level prediction models.

Our findings indicate that a data leakage risk exists for both the Shallow and

DL-LLPs. Furthermore, we found that LLPs (especially DL-LLPs) need to be updated

frequently as they can suffer from concept drift as soon as a couple of months post

training.

As a means of mitigating time-related issues, we evaluated two types of time-

aware models: a) contextual models that leverage data from a time frame of the
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history, and b) the all-knowing model that leverages all the data available at the

moment of its creation. Through the comparison of the performance of these time-

aware models, we observe that the all-knowing Shallow-LLP –despite using more

data– can perform significantly worse than some contextual Shallow-LLPs. Yet, no

specific contextual Shallow-LLP consistently outperforms all the other contextual

Shallow-LLLPs. Therefore, we encourage considering the size of the contextual

model as a hyperparameter to tune when training logging level prediction models

spanning through time.

Finally, we investigated how the important features for logging level prediction

change for a time-aware model. We observe that while some features are shared

between all the contextual models, a larger portion (i.e., up to 40%) of the features

are exclusive to a set of the contextual models. Furthermore, even when two con-

textual models share some important features, they may have contradictory effect

on the prediction of a specific logging level.

Our results suggest paying attention to time-related issues when leveraging log-

ging level prediction models. To mitigate the effect of these time-related issues, we

recommend using contextual models that are time-aware (i.e., not susceptible to

data leakage), easier to train than the global model and –given the right window

size– perform at least as good as the global models. While finding the best perform-

ing shallow model is relatively fast (i.e., real-time retraining), we seek to develop

in future work an approach to find the best contextual model for DL-LLPs.



CHAPTER 6

Retrieval Supersedes Scale: Efficient Logging Level

Prediction via Multiplex Socio-Technical Context

This chapter is under review at the IEEE Transactions on Software Engineering journal (TSE)
(Ouatiti et al., 2026).

DEVELOPERS insert logging statements in the source code to log its exe-

cution. The generated logs are essential for developers in predicting,

detecting and troubleshooting system anomalies. A key part of these

statements is the logging level (e.g., DEBUG, INFO, WARN, ERROR, FATAL), which de-

termines whether a log message is recorded. Choosing an appropriate logging level

is a complex trade-off as levels set too low (TRACE or DEBUG) mask important in-

formation in production, while levels set too high (ERROR or FATAL) create noisy

130
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logs and impose extra I/O and storage overhead. A large body of research investi-

gates how to predict the accurate logging level for a logging statement leveraging

AI approaches. For instance, recent work leverages Large Language Models (LLMs)

via In-Context Learning (ICL) to infer the suitable logging level for a logging state-

ment. However, current approaches typically augment the prediction prompt with

randomly sampled examples. We argue that this diversity-based approach over-

looks a critical reality pertaining to the socio-technical nature of logging, where

conventions may vary significantly by component and development teams. Con-

sequently, off-the-shelf LLMs using random examples report median AUCs of only

0.64 to 0.75, and higher scores (up to 0.80) are typically only unlocked after ex-

pensive fine-tuning. In this chapter, we propose a retrieval approach for LLM based

logging level prediction that prioritizes context relevance over random selection

of ICL examples and basic similarity approaches typically used in ICL retrieval.

Our ICL RAG-based method retrieves logging examples relevant along two socio-

technical dimensions: (i) functionality (code performing similar operations) and

(ii) ownership (code maintained by the same set of developers). Across four large

Java projects, and using 4 different LLMs, this retrieval improves AUC over random

baselines by 0.11 to 0.16 (median). Combining both signals yields median AUCs

of 0.9 to 0.96. Furthermore, our ablation studies reveal that ownership signals are

important for correctly predicting levels in files with high semantic noise, where

pure code similarity fails. Our AUC results also significantly exceeds state-of-the-

art standard supervised predictors (e.g., DeepLV) by a median between 0.14 and
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log. <LEVEL  ("User login failed: username={}, reason={}", username, reason ) ;

DEBUG

INFO

WARN

ERROR

FATAL

Pick a log level

<LEVEL>

Log message

Logged
Variables

Verbosity

Logging library

Threshold 

The log message would be printed during
execution

The log message will not be printed

Figure 6.1: Logging statement template

0.19 across our evaluated projects. Our findings highlight the importance of lever-

aging socio-technical signals such as code functionality and ownership to inform

LLM-powered logging level prediction.

6.1 Introduction

Developers insert logging statements into the source code of software systems to

capture essential runtime information, facilitating debugging, system observabil-

ity, and anomaly prediction, detection, and diagnosis (Li et al., 2021a; Shang and

Hassan, 2015; Yuan et al., 2010). A typical logging statement includes a logging

level (e.g., DEBUG), and a textual message with or without variables, as shown in

Figure 6.1. logging levels are typically ordered by verbosity from DEBUG (most ver-

bose) to FATAL (least verbose) in Java logging libraries. Such logging levels control

the volume of logged data, as during software operation, only log messages with

high verbosity (i.e., higher than the logging framework threshold) are recorded,

while log messages with low logging levels are excluded.
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However, accurately determining the appropriate logging level for each logging

statement remains a challenging activity for developers (Li et al., 2017a; Pecchia

et al., 2015), who typically make initial poor logging level choices (Li et al., 2021a;

Oliner et al., 2012). Suboptimal logging level decisions have significant practical

consequences as a too low logging level drastically reduces software observability,

complicates debugging, and prolongs failure diagnosis (Yuan et al., 2010), while an

excessive logging level introduces performance overhead, inflates storage, and over-

whelms developers with redundant information (Yuan et al., 2014). Furthermore,

modern observability stacks and AIOps dashboards rely heavily on high-quality log

data. Consequently, inaccurate logging levels can introduce noise that degrades

the performance of automated anomaly detection tools or leads to sparse data that

make monitoring dashboards ineffective (He et al., 2021).

To assist developers in logging level decision-making process, researchers have

proposed various automated logging level Predictors (LLPs) (Anu et al., 2019; Heng

et al., 2024; Kim et al., 2020; Li et al., 2017a; Liu et al., 2022; Li et al., 2021b).

Early approaches (Anu et al., 2019; Li et al., 2017a; Kim et al., 2020) relied on

engineered software features (e.g., cyclomatic complexity) to train shallow classi-

fiers such as ordinal logistic regression. Subsequent research shifted toward deep

learning, leveraging learned embeddings of logging statements and their surround-

ing code context to capture semantic nuances (Liu et al., 2022; Li et al., 2021b).

Most recently, the advent of generative AI has spurred the adoption of Large Lan-

guage Models (LLMs) for logging level prediction, utilizing paradigms ranging from

zero-shot inference to few-shot In-Context-Learning (ICL) and fine tuning (e.g.,

LoRA) (Heng et al., 2024).
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Current LLM-powered logging level prediction approaches typically rely on ran-

dom or stratified sampling for in-context examples, a practice that implicitly favors

data diversity over contextual relevance (Heng et al., 2024; Ma et al., 2024; Song

et al., 2016). While often chosen for simplicity, this design is supported by the

assumed benefits of data diversity in deep learning (Gong et al., 2019), including

(1) improved robustness on unseen inputs, (2) mitigation of selection bias, and (3)

coverage of all output classes within the limited context window. Consequently,

diverse, randomized sampling is widely treated as a reasonable default for condi-

tioning frozen LLMs.

We argue that this approach (i.e., diversity-first) overlooks key aspects that are

fundamental to the logging practice (Ouatiti et al., 2023). Specifically, projects are

not a uniform entity, with a single, consistent logging strategy. In reality, distinct

components or subsystems often exhibit different logging practices influenced by

factors such as code functionality (i.e., what the code does) and developer own-

ership (i.e., who maintains or frequently changes a file). We hypothesize in this

chapter that leveraging these internal distinctions can allow existing LLM-powered

LLPs to use the most contextually relevant software knowledge, thereby enhancing

their predictive accuracy and practical utility.

For example, the SIG-Auth team 1 in the Kubernetes (k8s) contributing commu-

nity is responsible for authentication logic that is architecturally dispersed across

the API Server (control plane) and the Kubelet (node agent). Despite residing in

completely different components with distinct semantic contexts, these files might

exhibit highly consistent logging practices as they are written by the same people ().

1https://github.com/kubernetes/community/tree/master/sig-auth
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Similarly, the Hadoop common component contains a retry-handler (RetryInvoca-

tionHandler.java), which wraps RPC calls in a retry loop, logs each failed attempt at

DEBUG, and escalates to “ERROR” after the last retry. Meanwhile, the Yarn compo-

nent contains (RequestHedgingRMFailoverProxyProvider.java), a class that performs

the same retry duty for Resource-Manager calls, logs attempts at DEBUG, and is-

sues a final “WARN” once fail-over succeeds. Such examples demonstrate that log-

ging conventions can be strongly influenced by shared developer ownership and

functional similarities. Omitting these signals may limit the predictive accuracy of

LLM-powered LLPs. We use the term socio-technical knowledge in this chapter to

mean information that captures both the software system’s technical structure and

evolution (e.g., components, code context, change history) and the social/organi-

zational context around the code (e.g., ownership, team conventions, developer

preferences), as it relates to logging decisions.

In this chapter, we investigate the impact of two socio-technical signals (i.e.,

code functionality and ownership) on the performance of in-context-learning LLM-

powered logging level prediction. We propose a methodology that extracts and

fuses two distinct socio-technical signals (i.e., code functionality and ownership)

into the retrieval process. Specifically, we model a studied software project as a

two-layer multiplex graph (Battiston et al., 2014; De Domenico et al., 2013), where

nodes represent source files and layers represent the distinct relationship types.

While the first layer encodes functionality, where edges connect files with high se-

mantic similarity, the second layer encodes ownership, where edges connect files

maintained by the same group of contributors. By applying community detection
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on this unified multiplex structure, we partition the project into coherent socio-

technical clusters. Finally, for any given target file, we restrict the retrieval of in-

context-learning examples exclusively to its assigned cluster, ensuring that the LLM

is augmented with examples that are both functionally relevant and aligned with

the team’s logging conventions.

It is important to distinguish logging level prediction from the broader task of

end-to-end log generation. While generative tools aim to solve the ’cold start’ prob-

lem by synthesizing messages for unlogged code, they introduce significant risk

when applied to existing logging statements as regenerating a full statement can

alter developer-tuned message content or variable selection, degrading log quality

and increasing code review burden (Rawte et al., 2023; Yu et al., 2024). In practice,

developers often simply need to ’up-shift’ or ’down-shift’ the visibility of an existing

log message without rewriting it. Therefore, logging level prediction addresses a

distinct calibration problem pertaining to the optimization of the trade-off between

observability and overhead for developer-written log messages.

To evaluate our approach, we answer the following RQs:

RQ1: How does the integration of ownership and functionality signals via

multiplex clustering impact the predictive performance of LLM-based LLPs?

Our approach, leveraging both functionality and ownership signals simultaneously

via multiplex clustering, achieves a predictive performance, reaching a median AUC

between 0.9 and 0.96 across our evaluated projects. The approach statistically sig-

nificantly (Wilcoxon test, α = 0.01) outperforms state-of-the-art approaches in LLM-

powered logging level prediction (in terms of AUC) by a median of 0.12. Moreover,
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this integration of socio-technical signals enables frozen LLMs to exceed the accu-

racy of prior specialized supervised models (e.g., DeepLV: +0.14, Ordinal Regres-

sion: +0.19) while avoiding task-specific model training and ongoing retraining

costs.

RQ2: What is the individual contribution of functionality and ownership

signals? Leveraging in-context-learning examples retrieved from our file ownership

clusters alone statistically significantly enhances the precision of LLM-powered log-

ging level prediction by a median of 2% to 7% (Wilcoxon test, α = 0.01), compared

to the state-of-the-art approaches in LLM-powered logging level prediction. Fur-

thermore, leveraging in-context-learning examples retrieved from our functionality-

only clusters statistically significantly enhances the AUC of LLM-powered logging

level prediction by a median of 4% to 8% (Wilcoxon test, α = 0.01), compared to

the state-of-the-art approaches in LLM-powered logging level prediction.

RQ3: Can Multiplex Retrieval reduce the computational cost of LLM-based

logging level prediction? Our findings indicate that precise context retrieval is

more critical than raw model scale. A multiplex-enhanced 7B model outperforms

state-of-the-art commercial models, achieving an average AUC of 0.927 surpassing

GPT-4o by 17.6% and DeepSeek-V3 by 40.7%. We demonstrate that scaling to larger

local models (34B) yields diminishing returns, offering only marginal performance

gains (+0.9% AUC) at a disproportionate operational cost increase (+322%).

Our findings suggest the adoption of small, self-hosted and context-aware mod-

els over general-purpose commercial APIs for LLM-powered logging level predic-

tion. We observe that integrating socio-technical signals (i.e., ownership and func-

tionality) enables smaller models (e.g., 7B) to outperform much larger baselines,
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proving that precise retrieval supersedes raw parameter scale. We suggest practi-

tioners prioritize self-hosted, batched inference pipelines to balance accuracy with

operational efficiency for logging level prediction tasks.

Chapter structure: This chapter is structured as follows. Section 2 details our

methodology. Section 3 presents our empirical results. Section 4 discusses threats

to validity, and Section 6 concludes the chapter.

6.2 Methodology

In this section, we introduce an in-context learning retrieval approach designed

for logging level prediction. Our approach provides relevant logging examples to

LLMs to generate logging levels for newly added or modified logging statements

within source code, as shown in Figure 6.2. The input of our approach is the file

name and the specific logging message for which a logging level prediction is to

be predicted. The output is the predicted logging level. To perform the prediction,

we first select in-context logging examples from the cluster that is relevant both in

terms of functionality and ownership to the logging statement in hand. We discuss

the creation of these clusters in the following sections:

6.2.1 Semantic/Functionality based clustering

We leverage semantic clustering to group files based on their functional similarity, to

identify functionally cohesive file clusters that are expected to share similar logging

behaviors.
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Figure 6.2: Overview of our Ownership-Functionality Aware retrieval approach for
logging level prediction.

Raw data construction: To build our semantic-based clusters we follow the

approach summarized in Figure 6.3. First, we create a transformer-based embed-

ding for the files of each project. Such embeddings are dense vector represen-

tations obtained by encoding textual inputs (e.g., source code) using transformer

models. These models are extensively pre-trained on massive amounts of text and

source code data, enabling them to capture semantic patterns within their inputs.

Encoder-only models are particularly effective for embedding tasks as their training

encourages the model to learn representations that take into account both syntax

and semantics (Chochlov et al., 2022; Feng et al., 2020; Liu et al., 2024).

For the purpose of our study, we chose the encoder-only transformer CodeX-

Embed (Liu et al., 2024) because it provides state-of-the-art performance on code-

related embedding tasks, supports input sequences of up to 32K tokens - thus ef-

fectively capturing the full context of most source files in our studied projects -



CHAPTER 6. RETRIEVAL SUPERSEDES SCALE: EFFICIENT LOGGING LEVEL
PREDICTION VIA MULTIPLEX SOCIO-TECHNICAL CONTEXT 140

Extract code files

Project
repository

.java

CodeXEmbed

...

Semantic embeddings
vectors

...

...

...

Reduce
Dimension UMAP

Grid search for 
best HDBSCAN
 hyperprameters

...

Semantic embedding post-
dimensional reduction

...

...

...

HDBSCAN
Semantic-based

file clustering

Encode

Figure 6.3: Overview of the semantic-based clustering

and achieves these capabilities despite its modest size (2.6B parameters), making it

computationally efficient and practical.

After the encoding, each source file is represented as a 2304-dimensional embed-

ding vector (default dimension for CodeXEmbed embeddings) capturing the file’s

semantic information. For exceptionally large files (less than 5% across projects)

exceeding the 32K token window, we partition them at top-level method bound-

aries, individually encode each method, and then aggregate the resulting vectors via

mean-pooling to produce a single representative embedding for the entire file (Günther

et al., 2024).

As direct clustering on high-dimensional embeddings is computationally expen-

sive and sensitive to noise, we first apply UMAP (Uniform Manifold Approximation

and Projection) (McInnes et al., 2020) to project the 2,304-dimensional file em-

beddings into a 50-dimensional space, similarly to prior work (Baligodugula and

Amsaad, 2025). UMAP preserves local neighborhood structure while substantially

reducing the computational cost of the clustering.
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We then apply the density-based clustering algorithm HDBSCAN (Malzer and

Baum, 2020) to the reduced embeddings. HDBSCAN is well suited to our setting

because it can discover clusters of varying densities (i.e., handling both sparse and

compact clusters) and explicitly label low-density points as noise, which is impor-

tant given the heterogeneous nature of source files in large projects. To obtain

robust and high-quality clusters, we perform a grid search over the two main HDB-

SCAN hyperparameters for each project:

• The minimum cluster size (mcs): For a project with N files, we explore mcs ∈

{N/300, N/150, 25, 40, 50, 75, 100, N/10}, which spans very small to relatively

large cluster granularities

• The minimum number of samples (ms): For each mcs value, we set ms ∈

{0.5× mcs, 0.25× mcs}.

For every (mcs, ms) configuration we compute Silhouette and Davies–Bouldin in-

dices and select the configuration that maximizes the Silhouette score among those

with Davies–Bouldin index below 1.0, thereby favouring compact, well-separated

clusters. Finally, we assess the stability of the selected clustering (i.e., the best mcs

and ms) through bootstrap resampling (30 iterations). Specifically, we generate 30

different bootstrap samples of the files, re-clustered each sample using the selected

best configuration, and compare the resulting partitions to the original clustering.

We report the distribution of Adjusted Rand Index (ARI) values across bootstrap

samples, to demonstrate that the cluster structures remain consistent even when

the data is perturbed.
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6.2.2 Ownership clustering

We perform ownership clustering to group files according to their shared developer

contributions, based on the intuition that files maintained by the same authors

might exhibit similar logging conventions.

Raw data construction: To construct our ownership-based clusters, we mine

the Git history of each studied project and build an author–file ownership matrix

(Figure 6.4). Rows correspond to source files and columns to authors and each cell

records how frequently an author has modified a file, with commit counts weighted

by an exponential time-decay factor so that recent edits contribute more heavily

than older ones. This representation captures both long-term ownership and recent

maintenance activity in a single high-dimensional vector for each file.

Build a file-to-file graph: We treat each row of this matrix as a file-level own-

ership vector and compute pairwise cosine similarities between files. Using these

similarities, we construct a weighted file–file graph in which edges connect files that

share similar maintainer sets. To avoid an overly dense graph while still preserving

strong ownership signals, we connect each file only to its k nearest neighbours by

cosine similarity, with k = 20. We selected k = 20 empirically to balance graph

connectivity with local specificity. In our sensitivity analysis (i.e., trying different k

values), lower values (e.g., k = 10) resulted in excessive fragmentation (isolating

too many files), while higher values (e.g., k = 30) introduced noise, merging dis-

tinct functional groups. k = 20 consistently produced the most coherent community

structures.
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Figure 6.4: Overview of the ownership-based clustering

Build community-based clusters: We then apply the weighted Leiden commu-

nity detection algorithm (Traag et al., 2019) to this k-NN graph to obtain owner-

ship communities. Leiden optimizes modularity while avoiding the disconnected

communities sometimes produced by the earlier Louvain algorithm (Blondel et al.,

2008), and scales well to our graph sizes. We tune the resolution parameter and

retain settings that yield modularity above 0.7 for all projects, which indicates a pro-

nounced community structure in the ownership graph (Fortunato and Barthelemy,

2007; Traag et al., 2019).

6.2.3 Multiplex clustering

We further investigate the combination of these two socio-technical signals into a

unified multiplex graph, as shown in Figure 6.5. A multiplex graph is a multi-

layered network structure where the same set of nodes exists (i.e., files) across all
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Figure 6.5: Overview of multiplex graphs. Nodes are Java files and edges are la-
beled with cosine similarity scores between the vectors representing the connected
files.

layers, but each layer represents a distinct type of relationship between them (Bat-

tiston et al., 2014; De Domenico et al., 2013). Specifically, we construct a two-

layer multiplex graph, where the first layer encodes semantic similarity between

files based on code embeddings (computed using cosine similarity between file em-

beddings) and the second layer represents file ownership file-to-file graph (section

6.2.2) .

Both layers have the same set of nodes (each node corresponding to a Java

source file) but maintain distinct edge sets, preserving the unique insights offered by

each type of signal. To identify cohesive clusters across these complementary layers,

we apply the multiplex variant of the Leiden community detection algorithm (Traag

et al., 2019). This multiplex algorithm simultaneously optimizes modularity across

both semantic and ownership layers, identifying new communities where files share

not only similar functionality but also similar maintaining developers.

At inference time, for a given logging statement, our approach identifies the

multiplex cluster associated with the source file containing the logging statement,
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then it retrieves the top k candidate examples from within this cluster (with k = 5

in our experiments), ranking candidates by a combined similarity score

s(c) = α · cossem(f
∗, c) + (1− α) · cosown(f

∗, c)

where:

• s(c): is the combined similarity score for candidate example c.

• f ∗ : is the file containing the logging level to be predicted.

• cossem(f
∗, c): is the semantic cosine similarity between the embeddings of f ∗

and candidate c.

• cosown(f
∗, c) is the ownership cosine similarity between the embeddings of f ∗

and candidate c.

• α : Weighting coefficient that controls the relative influence of semantic sim-

ilarity versus ownership similarity in the combined retrieval score (tunable

with our approach).

We determined the optimal layer weighting α via a grid search on a held-out

validation set (a subset of the retrieval data). We evaluated α in increments of

0.1 and selected α = 0.7, as it maximized the downstream logging level prediction

AUC score. This value was then fixed for all subsequent experiments on the test

sets. In this configuration, our approach gives more influence to semantic similarity

while still incorporating ownership information. This choice aligns with our design

assumption that functional (semantic) similarity should be the primary retrieval

signal, with ownership acting as a secondary refinement. That said α remains a
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configurable parameter and can be adjusted by practitioners if different trade-offs

between semantic and ownership signals are desired.

If we cannot identify a suitable multiplex cluster or if the cluster does not con-

tain enough logging examples, based on the input logging message and file, our

approach automatically falls back to in order to:

1. Semantic/functionality cluster retrieval.

2. Ownership community retrieval.

3. Random-retrieval from the entire project.

6.2.4 Prompting LLMs for logging level prediction

To create the logging level prediction prompt we leverage the approach explained

in Figure 6.6. Specifically, we first parse the code to isolate the target logging

instruction (e.g., logger.warn(...)) from its surrounding method. The process

involves three key steps:

• Extraction: We separate the log message (the text identifying the event) and

the ground truth logging level from the source code.

• Masking: We extract the surrounding code context to provide the model with

syntactic cues. Crucially, we mask the actual logging statement within this

context. This prevents data leakage and forces the model to infer the level

based on the logic of the code rather than simply reading the existing state-

ment (e.g., if (logger.isDebugEnabled())).
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import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;

public class DataValidator {

    private static final Logger logger = LogManager.getLogger(DataValidator.class);

    public void validateRecords(List<String> records) {
        for (String record : records) {
            if (record == null || record.trim().isEmpty()) {

                logger.warn("Empty or null record encountered, validation skipped.");
               

   continue;
            }

            if (record.matches("^[0-9]+$")) {
                // Record is numeric
                logger.debug("Record '{}' is numeric and valid.", record);
            }

            // Additional validation logic here
        }
    }
}

Prompt:
Instruction: Between debug, warn,
error, trace, info, which is the
appropriate log level for this
logging statement?
Input: The source code is
and the log message is { og Message}.

Response: The log level is             

Extract the log
message, &the

log level

Extract the logging
statement context

{Source code},
{Log message}

{Log level}.Mask the logging
 statement

Figure 6.6: Prompt creation process for the LLM-LLP.

• Prompt Assembly: The final prompt is constructed by combining a specific

task instruction (defining the valid output format), the masked source code

context, and the isolated log message.

For our in-context-learning prompts, we also add the k logging examples ex-

tracted from the pertinent multiplex clusters to the constructed prompt.

For the purposes of this study, we chose four models CodeLLama-7B-Instruct,

CodeLlama-34b-Instruct, Deepseek-V3.2, and GPT-4o, as shown in Table 6.1. We

specifically chose the CodeLlama family (7B and 34B) to isolate the impact of model

size on performance within a single, open-source architecture. The 7B version

serves as a baseline for consumer-grade hardware, while the 34B version repre-

sents the upper limit of what can be deployed on a single consumer-grade GPU

node (without quantization). To benchmark these local models against industry

standards, we selected GPT-4o as a high-performance commercial baseline, as it

is one of the few leading frontier models that provides API access to token log

probabilities, which are necessary for our evaluation metrics. Finally, we included
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Table 6.1: Summary of Large Language Models Selected for Evaluation

Model Provider Architecture Parameters Context Access
(Total / Active) (Window)

Open-Weight Models

CodeLlama-7B-
Instruct Meta Dense Decoder 7B / 7B 16k Local
CodeLlama-34b-
Instruct Meta Dense Decoder 34B / 34B 16k Local
DeepSeek-V3.2 DeepSeek MoE (Sparse Attn) 685B / 37B 164k API

Proprietary Models

GPT-4o OpenAI Undisclosed* Unknown 128k API

Note: For proprietary models, exact architectural details and parameter counts are not public. *While
technically undisclosed, community analysis suggests GPT-4o utilizes a Mixture-of-Experts (MoE)
architecture.

DeepSeek-V3.2 to serve as a cost-efficiency benchmark, allowing us to compare our

self-hosted approach against a high-performance but low-cost commercial API.

6.2.5 Implementation details

To validate the practical feasibility of our approach, we measured the execution time

of each clustering phase using a representative workstation. This evaluation aims

to demonstrate that the socio-technical analysis can be integrated into standard

development workflows without imposing prohibitive overhead. In fact, all our

presented clustering approaches are computationally efficient, ensuring practical

applicability for cluster refreshing if/when needed. Specifically, ownership-based

clustering completes in a few minutes, even for our largest studied project (Elas-

ticsearch). Semantic-based clustering takes slightly longer due to the initial step of

computing embeddings using a transformer-based tokenizer. However, it remains

practical, taking approximately 20 minutes for Elasticsearch (the largest project
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studied) on standard hardware (16-core CPU, 64 GB RAM, 24 GB GPU memory).

Finally, once the artifacts from the prior two clusterings (i.e., ownership matrix and

semantic embeddings) are created, multiplex clustering takes few minutes for all of

our projects.

6.3 Empirical evaluation setup

We empirically evaluate the effectiveness of our approach (with its different opera-

tion modes) across four widely used open-source Java projects: Hadoop, HBase,

Elasticsearch, and Cassandra. These projects were selected due to their varied

size, distinct logging practices, and differing clarity in documentation-based com-

ponent definitions. Specifically, Hadoop and HBase feature explicit documentation-

defined components, allowing comparison against a documentation-based retrieval

baseline. Conversely, Elasticsearch and Cassandra lack clearly defined component

boundaries, presenting a scenario ideal for assessing the robustness and generaliz-

ability of our approach.

6.3.1 Data collection

We collected the datasets used in this chapter by extracting source code files, log-

ging statements, and associated metadata directly from each project’s GitHub repos-

itory. Specifically, we cloned each repository and checked out the latest stable re-

lease versions (e.g., Cassandra-4.1.9) to ensure reproducibility. To extract logging

statements systematically, we parsed Java source files using the javalang2 library,

2https://pypi.org/project/javalang/
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Table 6.2: Summary of the studied projects

Project Versions # SLOC # Contributors # Logging statements

Hadoop 3.3.6 1.8M 635 21,910
HBase 2.5.9 841K 483 10,449
Elasticsearch 8.9.2 2.5M 2,042 25,187
Cassandra 4.1.9 595K 464 4,808

identifying log invocations and capturing relevant context such as the log message,

verbosity level, method boundaries, and surrounding code snippets. Metadata such

as file paths, line numbers, and documentation-based components (if any) were also

recorded. In cases where a project lacked explicit documentation-based component

definitions (e.g., Cassandra), we labeled the component information as unknown.

Table 6.2 summarizes the characteristics of each studied project.

Table 6.2 summarizes key characteristics of each of our studied projects.

6.3.2 Evaluation baselines

To evaluate the performance of our approach, we consider four baselines: The two

retrieval approaches used by prior studies (Heng et al., 2024) and two machine

learning specialized logging level prediction models (i.e., the rdinal logistic regres-

sion proposed by Li et al. (2017a) and the deep learning model proposed by Li et al.

(2021b)):

• Random retrieval (diversity-first) (Heng et al., 2024): Logging examples

for in-context-learning are randomly selected from the entire dataset of the

studied project.
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• Documentation-based retrieval: For projects explicitly defining components

in their documentation (e.g., HDFS vs. Yarn in Hadoop), logging examples

for in-context-learning are exclusively retrieved from within the same docu-

mented component (e.g., for a file in Yarn, examples are retrieved only from

other Yarn files). This approach relies solely on predefined documentation-

based boundaries without employing clustering and is only applicable when

such explicit documentation is available. We adopt this retrieval strategy due

to its algorithmic simplicity and demonstrated efficacy in enhancing super-

vised logging level prediction, as established in our prior work (Ouatiti et al.,

2023).

• Ordinal Logistic Regression (OLR) (Li et al., 2017a): A machine learning

model that treats logging level prediction as an ordinal classification problem.

OLR uses hand-crafted features derived from (i) the logging statement itself

(e.g., log message length), (ii) change history (e.g., log churn), (iii) file-level

characteristics (e.g., average logging level within the file), and (iv) project

history (e.g., number of revisions touching the file).

• DeepLV (Li et al., 2021b): A deep-learning approach that formulates logging

level prediction as an ordinal classification problem. DeepLV extracts syntactic

context features from the AST (from the start of the enclosing method up to

the basic block containing the logging statement) and log message tokens,

represents them as sequences, and feeds them through an embedding layer

and a Bi-LSTM network.
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The evaluation of our approach against all baselines begins by ordering each

project’s logging statements chronologically and splitting them into a retrieval/-

training portion and a test portion (70% retrieval/training, 30% test), similar to

prior work (Ouatiti et al., 2024). For retrieval-based approaches (random retrieval,

documentation-based retrieval, and our ownership-functionality aware retrieval),

the earlier 70% of the data is used as the pool from which in-context examples are

drawn, and the later 30% is used exclusively for testing. All retrieval strategies

share the same underlying LLM (e.g., CodeLlama-7B) and prompting protocol and

only the mechanism for selecting in-context-learning examples differs. The spe-

cialized supervised models (i.e., OLR and DeepLV) are trained on the same 70%

retrieval/training portion (using only training labels) and evaluated on the same

30% test set as the retrieval-based methods.

To robustly assess predictive performance, we evaluate each method using five

bootstrap samples drawn from the test dataset. Because all models produce predic-

tions for the same set of logging statements, we use paired Wilcoxon signed-rank

tests to assess whether observed performance differences are statistically signifi-

cant. We also report Cohen’s d to quantify effect size, interpreting 0.2 ≤ d < 0.5 as

a small effect, 0.5 ≤ d < 0.8 as medium, and d ≥ 0.8 as large (Cohen, 1992).

6.3.3 Evaluation metrics

As our approach integrates two modeling tasks (i.e., clustering and logging level

prediction), we evaluate the effectiveness of our method using two distinct sets of

robust metrics: clustering quality metrics and logging level prediction performance

metrics.
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Clustering quality metrics

• Adjusted Rand Index 3 (ARI): quantifies the agreement or similarity between

two clustering solutions. ARI ranges between -1 and 1, where values close

to 1 indicate strong agreement, values close to 0 indicate random clustering,

and negative values indicate worse-than-random clustering (Steinley, 2004).

• Silhouette score 4: measures how tightly grouped (i.e., cohesive) points within

clusters are compared to points in other clusters. It ranges from -1 to 1, with

values above 0.5 indicate strong, cohesive, and well-separated clusters; values

between 0.25 and 0.5 reflect moderate clustering structure; and values below

0.25 suggest weak or ambiguous clustering (Rousseeuw, 1987).

• Davies–Bouldin index (Davies and Bouldin, 1979) (DBI): measures how well

clusters are separated by comparing each cluster’s internal dispersion with

its nearest-neighbour distance. It ranges from 0 to ∞, where lower values

are better. Typically, DBI scores below 1 indicate well-separated and compact

clusters (Davies and Bouldin, 1979).

• Density-Based Clustering Validation (DBCV) (Moulavi et al., 2014): a density-

aware validation metric tailored for algorithms such as HDBSCAN. DBCV com-

bines cluster compactness (how tightly points are packed around local den-

sity modes) with cluster isolation (how deep the density valleys are between

neighbouring clusters). Values range from −1 to +1, with positive scores indi-

cating well-formed, well-separated density regions, values near 0 suggesting
3https://scikit-learn.org/stable/modules/generated/sklearn.metrics.adjusted_

rand_score.html
4https://scikit-learn.org/stable/modules/generated/sklearn.metrics.silhouette_

score.html

https://scikit-learn.org/stable/modules/generated/sklearn.metrics.adjusted_rand_score.html
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.adjusted_rand_score.html
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.silhouette_score.html
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.silhouette_score.html
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structures that are indistinguishable from noise, and negative scores indicat-

ing badly fragmented or overlapping clusters.

• Leiden modularity (Traag et al., 2019): assesses how a graph can be parti-

tioned into distinct clusters by providing insight into the overall strength and

quality of cluster boundaries. High modularity indicates that nodes within

clusters have dense internal connections and relatively sparse connections to

nodes in other clusters. Values above 0.3 typically indicate a strong and mean-

ingful community structure (Fortunato and Barthelemy, 2007; Traag et al.,

2019) .

logging level prediction performance metrics

• Area Under the ROC Curve (AUC): quantifies the ability of the model to dis-

criminate between logging level classes at various threshold settings. To adapt

this metric for generative LLMs, we do not rely solely on the discrete text out-

put. Instead, we extract the conditional probabilities of the first generated

token corresponding to our target labels (i.e., Vtarget = {DEBUG, INFO, . . . }).

We normalize these token probabilities to sum to 1 over the candidate set of

logging levels, effectively treating the LLM as a probabilistic classifier. Fol-

lowing prior work (Heng et al., 2024; Li et al., 2017a, 2021b; Ouatiti et al.,

2023), we then compute the multiclass AUC using the One-vs-Rest scheme as

implemented in scikit-learn5.

5https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_

score.html

https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_score.html
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_score.html
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• Precision: measures the proportion of predicted logging levels that are cor-

rect. For the multi-class setting, we compute precision per logging level and

report the macro-averaged precision across all levels.

• Average Ordinal Distance Score (AOD): captures how close predicted log-

ging levels are to their true ordinal positions (Heng et al., 2024; Li et al.,

2021b). Each logging level is mapped to an ordinal value (e.g., DEBUG <

INFO < WARN < ERROR < FATAL), and AOD normalizes the distance between

the predicted and true levels to the [0, 1] interval, where higher values indi-

cate predictions that are, on average, closer to the correct logging levels. We

report AOD as it provides a more nuanced assessment of ordinal prediction

quality than precision or AUC alone.

6.4 Results

In this section, we present the results for each of our RQs. For each RQ, we discuss

the motivation, the approach we used to address the RQ, and our findings.

RQ1: How does the integration of ownership and functional-

ity signals via multiplex clustering impact the predictive perfor-

mance of LLM-based LLPs?

Motivation: The goal of this research question is to understand the impact of lever-

aging both semantic similarity and developer ownership signals simultaneously to
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retrieve ICL logging examples for logging level prediction scenarios. While seman-

tic similarity captures the functional context (i.e., what is being logged), developer

ownership captures the human aspect (i.e., who is deciding). Prior research has

established that logging level selection is influenced by individual developer habits

and team norms (Li et al., 2017a; Yuan et al., 2010). Consequently, retrieving exam-

ples based solely on code similarity may yield technically relevant but stylistically

inconsistent in-context-learning examples. By integrating the ownership signal with

the semantic signal, we align the examples not only with the code’s logic but also

with the specific logging conventions of the contributor.

Approach: To quantify the impact of multiplex based retrieval (taking into con-

sideration ownership and semantic knowledge simultaneously) on the performance

of LLM-powered LLPs, we first perform the multiplex clustering for each studied

project, as described in Section 6.2.3. Then, we evaluate the performance of our

approach using in-context-learning examples from the relevant multiplex clusters.

We compare this approach to three baselines: (a) random retrieval from the en-

tire project, (b) Ordinal logistic regression LLP (Li et al., 2017a) and DeepLV (Bi-

LSTM) (Li et al., 2021b).

Results: Multiplex retrieval significantly boosts the performance of LLM-

powered LLPs, achieving both high accuracy and low retrieval latency across

all studied projects, as shown in Table 6.3. In fact, leveraging our ownership-

functionality aware approach to retrieve in-context-learning logging examples from

multiplex clusters results in a statistically significant (Wilcoxon test, α = 0.01, Co-

hen’s d, d > 0.7) improvement in AUC ranging from 0.907 (observed for Cassandra)

to 0.966 (observed for Elasticsearch), outperforming the global random retrieval
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Table 6.3: Summary of the performance of the multiplex retrieval compared to
other approaches (metrics are obtained from 5 bootstrap runs and for CodeLlama-
7B)

Model Metric Hadoop HBase Elasticsearch Cassandra

Multiplex retrieval (5)
AUC 0.921± 0.005 0.914± 0.004 0.966± 0.002 0.907± 0.003
Precision 0.694± 0.006 0.663± 0.015 0.764± 0.005 0.668± 0.017
AOD 0.883± 0.004 0.868± 0.007 0.912± 0.002 0.877± 0.002

Few-random shot (5) (Heng et al., 2024)
AUC 0.810± 0.002 0.785± 0.005 0.801± 0.003 0.786± 0.017
Precision 0.523± 0.003 0.435± 0.005 0.513± 0.016 0.443± 0.014
AOD 0.818± 0.003 0.782± 0.003 0.829± 0.009 0.790± 0.008

Ordinal Log.
Regression (Li et al., 2017a)

AUC 0.731± 0.011 0.729± 0.004 0.766± 0.004 0.710± 0.019
Precision 0.359± 0.010 0.367± 0.017 0.329± 0.012 0.371± 0.018
AOD 0.637± 0.007 0.621± 0.007 0.766± 0.004 0.619± 0.012

DeepLV (Li et al., 2021b)
AUC 0.815± 0.003 0.778± 0.012 0.868± 0.005 0.762± 0.007
Precision 0.508± 0.008 0.508± 0.008 0.553± 0.006 0.482± 0.011
AOD 0.790± 0.004 0.752± 0.011 0.807± 0.009 0.757± 0.007

baseline by 0.11 to 0.16. Similarly, precision and AOD exhibit similar statistically

significant (Wilcoxon test, α = 0.01, Cohen’s d, d > 0.7) improvements as the me-

dian Precision and AOD improves by 0.17 to 0.23 and 0.06 to 0.08 respectively.

Furthermore, our retrieval step leverages FAISS 6 making it highly efficient, with

a median latency of 8.9 ms per retrieval, effectively operating at real-time speed

(i.e., suitable for IDEs). This ensures that the logging level prediction bottleneck

(if any) remains with the LLM’s generation step rather than with the ICL exam-

ple retrieval. Furthermore, our approach statistically significantly (Wilcoxon test,

α = 0.01, Cohen’s d, d > 0.7) outperforms the established baselines for logging

level prediction (Li et al., 2017a, 2021b). Finally, our results are consistent for the

models we evaluated.

Across our evaluated projects, most mispredictions made by our retrieval

consistently involve confusion between adjacent logging levels and concen-

trate in a small subset of files, as shown in Table 6.4. Specifically, we observe that

6https://github.com/facebookresearch/faiss
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Table 6.4: Overview of the mispredictions using OFA-LLP (multiplex mode)

Project
Adjacent Level

Confusion
Noise Cluster
Membership

Files Covering 50%
of Mispredictions

Hadoop 72.8% 41.2% 14.7%
Cassandra 64.1% 56.4% 13.3%
HBase 67.0% 54.5% 13.9%
Elasticsearch 64.7% 39.4% 16.5%

adjacent-level mispredictions (e.g., confusing DEBUG with INFO, or WARN with

ERROR) account for 64% (Cassandra), to 72% (Hadoop) of total mispredictions.

Furthermore, a significant portion of mispredictions occurs in files that our multi-

plex clustering marked as noise (i.e., unclustered files), representing between 39%

(Elasticsearch) and 56% (Cassandra) of total errors. Finally, mispredictions are

heavily concentrated at the file level, with fewer than 17% of files accounting for at

least half of all mispredictions in each project. This pattern suggests that predictive

difficulties faced by our approach are highly localized, providing clear opportunities

for targeted improvements.

Summary of RQ1

Multiplex clustering, which simultaneously integrates semantic and owner-

ship signals, provides a retrieval strategy that significantly boosts the AUC

of LLM-powered LLPs (up to 0.23 improvement over random retrieval). We

recommend using our ownership-functionality aware approach for real-time

retrieval of high-quality ICL examples supporting logging level prediction.
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RQ2: What is the individual contribution of functionality and

ownership signals?

Motivation: The goal of this research question is to disentangle and quantify the

individual contributions of semantic similarity and developer ownership signals

within our retrieval approach. While both signals offer theoretical utility (semantic

similarity capturing the functional context of the code, and ownership capturing

the human aspect of the decision making), their comparative effectiveness remains

unclear. By isolating these components, we aim to empirically determine whether

these signals serve as complementary information channels or if one dimension

dominates the predictive capability in logging level prediction scenarios.

Approach: To disentangle and quantify the individual contributions of semantic

similarity and developer ownership signals, we conduct an ablation study by isolat-

ing the retrieval mechanisms. Specifically, we instantiate two distinct baselines: (a)

Semantic-only retrieval, where examples are selected solely based on vector em-

bedding similarity (as detailed in Section 6.2.1), and (b) Ownership-only retrieval,

where examples are selected exclusively from the developer’s collaboration network

(as detailed in Section 6.2.2). We then evaluate the performance of the LLMs when

prompted with examples from these isolated layers and compare them against our

integrated ownership-functionality aware approach presented in RQ1. We primar-

ily report the findings for the CodeLlama-7B model in the main text and refer to the

Table 6.9 for the results obtained using CodeLlama-34B.

Results: Our ownership-based clustering approach produces cohesive and

stable clusters across all the studied projects, as shown in Table 6.5. In fact,

our ownership-based clusters achieve consistently high Leiden modularity scores



CHAPTER 6. RETRIEVAL SUPERSEDES SCALE: EFFICIENT LOGGING LEVEL
PREDICTION VIA MULTIPLEX SOCIO-TECHNICAL CONTEXT 160

Table 6.5: Ownership-based clustering quality metrics

Project Modularity (Qc) Median ARI
Inter/Intra

Cosine Similarity
Coverage

Hadoop 0.798 0.524 0.851 / 0.123 99.0%
HBase 0.805 0.286 0.618 / 0.018 67.0%
Elasticsearch 0.850 0.556 0.720 / 0.268 99.5%
Cassandra 0.919 0.588 0.651 / 0.093 96.0%

(Q > 0.79), with Elasticsearch reaching 0.92. Additionally, intra-cluster cosine sim-

ilarities (ranging from 0.62 to 0.85) significantly exceed inter-cluster similarities

(0.02–0.27), reinforcing the internal cohesion of the identified clusters. Further-

more, the stability analysis of our clustering via the Adjusted Rand Index (ARI)

across 15 two-month windows indicates a moderate to high cluster consistency

(median ARI between 0.29 and 0.59). Although HBase exhibits relatively low sta-

bility (ARI of 0.29), its high modularity (0.81) suggests that while ownership may

shift frequently, recalculating clusters periodically (e.g., monthly) would effectively

sustain cohesive and useful clusters.

Leveraging ownership-based retrieval significantly enhances the predictive per-

formance across all projects, as shown in Table 6.6. Specifically, providing the LLM

used for logging level prediction with five ownership-based ICL examples statisti-

cally significantly (Wilcoxon test, α = 0.01, Cohen’s d, d > 0.8) improves the me-

dian AUC of that LLM from a median 0.81 (observed when using random retrieval)

to between 0.83 (Hadoop) and 0.90 (Elastic- search), marking a median improve-

ment of 2.1%. Moreover, ownership-based retrieval outperforms (Wilcoxon test,

α= 0.01, Cohen’s d, d > 0.7) retrieval based on documentation-defined component

in one of the two projects for which explicit components are defined in the project’s

documentation. The improvements brought by ownership-based retrieval extend
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Table 6.6: Summary of the performance of the ownership-only retrieval com-
pared to other approaches (metrics are obtained from 5 bootstrap runs and for
CodeLlama-7B)

Model Metric Hadoop HBase Elasticsearch Cassandra

Ownership-based (5)
AUC 0.832± 0.002 0.808± 0.002 0.904± 0.001 0.837± 0.007
Precision 0.532± 0.002 0.510± 0.008 0.578± 0.006 0.501± 0.019
AOD 0.819± 0.001 0.808± 0.002 0.845± 0.001 0.824± 0.008

Zero-shot
AUC 0.694± 0.002 0.677± 0.002 0.732± 0.003 0.675± 0.010
Precision 0.342± 0.001 0.332± 0.023 0.400± 0.002 0.339± 0.010
AOD 0.729± 0.002 0.732± 0.011 0.751± 0.001 0.723± 0.006

Few-shot (5)
AUC 0.802± 0.004 0.805± 0.000 0.844± 0.010 0.825± 0.007
Precision 0.500± 0.008 0.502± 0.011 0.496± 0.003 0.481± 0.017
AOD 0.806± 0.002 0.805± 0.003 0.814± 0.001 0.810± 0.008

Documentation
Few-shot (5)

AUC 0.808± 0.004 0.813± 0.005 - -
Precision 0.504± 0.004 0.483± 0.007 - -
AOD 0.806± 0.003 0.800± 0.001 - -

to precision and AOD scores, for which we report improvements from 1% to 8%

(Precision) and from 0.3% to 3% (AOD). Our reported scores account for fallback

instances where logging level predictions are made for files not assigned to any

ownership clusters. However, the fallback rate remains minimal (below 5%) across

all studied projects except for HBase, which experiences a higher fallback rate of

33%. This higher fallback rate indicates that many logging statements fall into files

that either belong to small clusters (discarded as noise due to our minimum clus-

ter size constraint of 10 files) or clusters lacking sufficient examples for complete

ownership-only retrieval. Consequently, we observe the lowest performance im-

provement (0.3%) among our projects for HBase when using the ownership-only

retrieval mode.
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Table 6.7: Semantic-based clustering quality metrics

Project Files
Best Param.
(mcs / ms)

# Clusters Silh. DBCV Noise
Bootstr.

ARI

Hadoop 7,395 50 / 25 31 0.533 0.230 49% 0.685± 0.027
HBase 2,691 25 / 12 27 0.566 0.325 41% 0.690± 0.040
Elasticsearch 14,976 100 / 25 31 0.553 0.219 45% 0.670± 0.050
Cassandra 3,158 25 / 12 30 0.606 0.347 37% 0.700± 0.030

Leveraging file ownership information enhances retrieval quality for LLM-

powered LLPs, as ownership-only retrieval achieves a statistically significant

improvement in AUC performance, ranging between 0.3% and 6%, compared

to random retrieval.

Our semantic-only based clustering yields compact, cohesive, and stable

clusters, as shown in Table 6.7. In fact, our clustering approach consistently iden-

tifies between 27 and 31 semantically aligned clusters, across our studied projects.

These clusters achieve a strong internal cohesion as the median Silhouette score

ranges from 0.53 to 0.6 (more than 0.5 is cohesive) and the DBCV between 0.23

and 0.35 (less than 1 is compact). Furthermore, stability of our clusters is high, as

demonstrated by the bootstrapped ARI scores ranging from 0.67 (Elasticsearch) to

0.7 (Cassandra). That said, we observe that HDBSCAN marks 37% (Cassandra) to

49% (Hadoop) of the files as noise, potentially leading to fallback scenarios during

retrieval (i.e., if the logging level of the logging statement to be predicted is in a file

labeled as noise).

Despite the relatively high ratio of files labeled as noise, leveraging semantic-

based clusters significantly enhances LLM-powered LLPs compared to our base-

lines, as shown in Table 6.8. Indeed, using semantic-only based retrieval to provide
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Table 6.8: Summary of the performance of the semantic-only retrieval compared to
other approaches (metrics are obtained from 5 bootstrap runs and for CodeLlama-
7B)

Model Metric Hadoop HBase Elasticsearch Cassandra

Semantic-based (5)
AUC 0.865± 0.002 0.863± 0.003 0.924± 0.002 0.863± 0.006
Precision 0.587± 0.002 0.568± 0.007 0.638± 0.008 0.652± 0.020
AOD 0.837± 0.003 0.838± 0.004 0.863± 0.001 0.868± 0.005

Zero-shot
AUC 0.694± 0.002 0.677± 0.002 0.732± 0.003 0.675± 0.010
Precision 0.342± 0.001 0.332± 0.023 0.400± 0.002 0.339± 0.010
AOD 0.729± 0.002 0.732± 0.011 0.751± 0.001 0.723± 0.006

Few-shot (5)
AUC 0.802± 0.004 0.805± 0.000 0.844± 0.010 0.825± 0.007
Precision 0.500± 0.008 0.502± 0.011 0.496± 0.003 0.481± 0.017
AOD 0.806± 0.002 0.805± 0.003 0.814± 0.001 0.810± 0.008

Documentation-based
Few-shot (5)

AUC 0.808± 0.004 0.813± 0.005 - -
Precision 0.504± 0.004 0.483± 0.007 - -
AOD 0.806± 0.003 0.800± 0.001 - -

in-context-learning logging examples to our LLM-powered LLPs statistically signif-

icantly improves the median AUC scores by 4% to 6% compared to the documen-

tation based in-context-learning retrieval (if any), and by 2% (Elasticsearch) to 6%

(Hbase) compared to ownership-based retrieval. The performance improvement

brought by semantic-based retrieval extends to both the precision and AOD scores,

across all our studied projects.

Despite labeling a large proportion of files as noise (up to 49%), semantic-

based retrieval statistically significantly enhances the predictive performance

of LLM-powered LLPs, improving AUC by up to 6.5% compared to random

and documentation-based retrieval. This indicates that code semantic clusters

–even with partial coverage– offer a strong and practical value as a retrieval

signal for LLM-powered logging level prediction.
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Table 6.9: Summary of the performance of the semantic-only retrieval compared to
other approaches (metrics are obtained from 5 bootstrap runs and for CodeLlama-
34BB)

Retrieval Metric Hadoop HBase Elastic. Cassandra

Semantic
AUC 0.875 ± 0.001 0.871 ± 0.005 0.889 ± 0.037 0.859 ± 0.009
Precision 0.616 ± 0.008 0.580 ± 0.012 0.644 ± 0.004 0.569 ± 0.026
AOD 0.850 ± 0.004 0.838 ± 0.007 0.865 ± 0.001 0.844 ± 0.011

Ownership
AUC 0.824 ± 0.002 0.812 ± 0.006 0.905 ± 0.001 0.838 ± 0.012
Precision 0.544 ± 0.004 0.508 ± 0.018 0.582 ± 0.005 0.504 ± 0.020
AOD 0.822 ± 0.001 0.809 ± 0.007 0.843 ± 0.003 0.821 ± 0.010

Multiplex
AUC 0.932 ± 0.006 0.926 ± 0.003 0.969 ± 0.001 0.914 ± 0.002
Precision 0.727 ± 0.008 0.694 ± 0.008 0.775 ± 0.005 0.693 ± 0.003
AOD 0.894 ± 0.005 0.880 ± 0.003 0.913 ± 0.001 0.884 ± 0.003

RQ3: Can Multiplex Retrieval reduce the computational cost of

LLM-based logging level prediction?

Motivation: The goal of this research question is to investigate the trade-off be-

tween predictive performance and operational efficiency in LLM-powered logging

level predictors. While commercial, large-scale Large Language Models (e.g., GPT-

4o, DeepSeek-V3.2) have established new state-of-the-art benchmarks in code in-

telligence tasks, their deployment in high-volume software engineering workflows

remains constrained by prohibitive inference costs and latency. In fact, logging level

prediction can be frequently invoked within Continuous Integration (CI) pipelines,

where analyzing a large amount of logging statements (along with their context)

per commit using a commercial model would incur a large economic overhead. We

hypothesize that by enhancing the retrieval mechanism, specifically through our

multiplex strategy, we can empower smaller, open-weight models (e.g., 7B param-

eters) to achieve performance parity with substantially larger commercial models.
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Approach: To validate the cost-effectiveness of our approach, we conduct a

comparative cost-benefit analysis between our multiplex-enhanced CodeLlama-7B

model and two leading commercial ”black-box” models: GPT-4o (OpenAI) 7 and

DeepSeek-V3.2-chat (DeepSeek) 8. We evaluate these models on the same test sets

used in RQ1 and RQ2, recording three key dimensions for each experimental run:

• Predictive Performance: Measured via AUC, Precision and AOD (Similar to

RQ1 and RQ2).

• Economic Cost: For commercial models, we calculate the estimated monetary

cost (in USD) for reproducing the results, based on the official API pricing

schemas of the respective providers (e.g., OpenAI) at the time of the experi-

ment. As for our open-weights models we estimate the cost (in USD) based

on the hourly rate of the GPU infrastructure (e.g., NVIDIA H100) required to

host the model during the inference window.

By positioning the performance gains of the large commercial LLMs against the

efficient, localized inference of the 7B model equipped with Multiplex retrieval,

we aim to determine if smarter context retrieval can effectively substitute for raw

model scale in the context of LLM-powered logging level prediction.

Results: Multiplex-enhanced CodeLlama-7B consistently outperforms sig-

nificantly larger commercial models across all studied projects, as shown in

Table 6.10. In fact, we observe that our localized 7B model achieves an average

AUC of 0.927, surpassing GPT-4o (0.788) by 17.6% and DeepSeek-V3.2 (0.659) by

40.6%. This performance gap is even more pronounced in the largest datasets, such

7https://openai.com/index/hello-gpt-4o/
8https://api-docs.deepseek.com/news/news251201
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Table 6.10: Predictive Performance (AUC): Local Models vs. Commercial Baselines

Model
Cassandra HBase Hadoop Elasticsearch Average

AUC AOD AUC AOD AUC AOD AUC AOD AUC AOD

CodeLlama-34B (Multiplex) 0.914 0.884 0.926 0.880 0.932 0.894 0.969 0.913 0.935 0.893
CodeLlama-7B (Multiplex) 0.907 0.877 0.914 0.868 0.921 0.883 0.966 0.912 0.927 0.885
GPT-4o (Zero-shot) 0.806 0.798 0.776 0.807 0.809 0.814 0.760 0.780 0.788 0.800
DeepSeek-V3.2 (Zero-shot) 0.669 0.779 0.693 0.802 0.679 0.794 0.595 0.775 0.659 0.788

as Elasticsearch, where the 7B model maintains a high AUC of 0.966 compared to

0.760 for GPT-4o. These results suggest that in the domain of logging level predic-

tion, precise context retrieval is a more determinant factor for success than raw pa-

rameter scale. By feeding the model project-specific signals via Multiplex retrieval,

a 7B model can effectively ”punch above its weight” and defeat general-purpose

models that are estimated to be 20 to 100× larger.

The CodeLlama-7B model occupies the optimal trade-off region between

predictive performance, data privacy, and operational cost, as shown in Fig-

ure 6.7. While DeepSeek-V3.2 offers the lowest absolute price for sequential pro-

cessing (≈$0.07 per 1k logs), this saving imposes a large penalty of 29% in predic-

tive AUC and requires the transmission of proprietary code to external servers. In

contrast, our self-hosted 7B model maintains superior accuracy (0.927 AUC) and

strict data sovereignty. Furthermore, by leveraging concurrent batching on our ex-

perimental hardware, we achieve a unit cost of $0.18 per 1k logs, as shown in

Table 6.11. While slightly higher than the cheapest API, this cost remains negligible

for high-value CI pipelines while mitigating the risks of data leakage and external

service outages.
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Figure 6.7: Predictive Accuracy vs. Operational Cost Analysis

Table 6.11: Operational Cost Comparison: Self-Hosted vs. Commercial APIs (per
1k Logs)

Model Strategy Inference Method Cost vs. DeepSeek

CodeLlama-7B Local (Batched) $0.18 Competitive
CodeLlama-34B Local (Batched) $0.76 +1,051%

DeepSeek-V3.2 API (Token Rate) $0.07 Reference
GPT-4o API (Token Rate) $2.44 +3,598%

Scaling up the local model from 7B to 34B parameters yields diminishing

returns, as shown in Table 6.12. In our standardized experimental setup, we ob-

serve that while the CodeLlama-34B model achieves the highest absolute AUC of

0.935, it offers only a marginal improvement of 0.8% over the 7B model. How-

ever, this increment comes at a steep price, as the 34B model is significantly more

computationally intensive, slowing down batch throughput by 4.1×. This through-

put degradation directly translates to a 322% increase in operational costs (rising

from $0.18 to $0.76 per 1k logs). Consequently, for CI/CD integrated logging level
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prediction (where throughput is critical), the 7B model represents the superior ef-

ficiency choice.

Table 6.12: The Scaling Analysis: Performance Gains vs. Operational Cost Increases
(4x H100)

Model Size AUC Cost/1k Perf. Gain Cost Inc.

7B (Base) 0.927 $0.18 – –
34B (Large) 0.935 $0.76 +0.8% +322%

Summary of RQ3

Our results show that a multiplex-retrieval enhanced 7B model outperforms

commercial frontier models (GPT-4o, DeepSeek-V3.2) by up to 0.13 in terms

of AUC for logging level prediction, proving that our specialized retrieval

strategy is more critical than raw parameter scale. While the budget API (i.e.,

Deepseek) appears cheaper for low volumes, batched local inference achieves

competitive unit costs (≈$0.18/1k logs) without data transmission risks. We

recommend practitioners prioritize localized, retrieval-augmented models to

ensure data sovereignty and reliable logging level recommendations.

6.5 Threats to validity

6.5.1 Internal Validity

An internal validity threat concerns our reliance on embedding models to represent

files for clustering and retrieval. While we employed a state-of-the-art embedding

model (CodeXEmbed) due to its proven effectiveness in capturing code semantics,

any inherent biases or limitations in this model could influence the quality of our
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clustering outcomes, consequently affecting the performance of LLM-powered LLPs

using those clusters. To mitigate this threat, we validated cluster quality using

established metrics (Silhouette, DBCV, and modularity) and assessed their stabil-

ity through bootstrapping and temporal re-clustering analyses. Future work could

benefit from exploring different embedding approaches to further strengthen the

generalizability and robustness of the results.

6.5.2 Construct Validity

A construct validity threat involves the selection of clustering hyperparameters,

such as the resolution parameter (γ) and cluster size thresholds (e.g., minimum

cluster size). Arbitrary or suboptimal parameter choices could impact clustering

results. To address this concern, we conducted specialized grid searches for each

of our projects, identifying optimal parameter values based on robust clustering

quality evaluation metrics, therefore ensuring our results’ consistency and reducing

sensitivity to hyperparameter choices.

6.5.3 External Validity

Regarding external validity, our empirical evaluation focused on four large-scale,

widely-used open-source Java projects (Hadoop, HBase, Elasticsearch, and Cassan-

dra). Although these projects represent significant open-source software systems,

our findings might not fully generalize to smaller, proprietary, or non-Java software

projects. Future work could replicate our analysis across diverse software ecosys-

tems and languages. Another external validity threat relates to the LLMs used in our

study. While our evaluation includes both open-weight (CodeLlama-7B, 34B) and



CHAPTER 6. RETRIEVAL SUPERSEDES SCALE: EFFICIENT LOGGING LEVEL
PREDICTION VIA MULTIPLEX SOCIO-TECHNICAL CONTEXT 170

commercial state-of-the-art models (GPT-4o, DeepSeek-V3), our investigation into

local deployment focused primarily on the CodeLlama family. Although CodeLlama

is a widely adopted standard for code tasks, different open-weight architectures

may exhibit distinct behaviors when coupled with our multiplex retrieval strategy.

We mitigate this by leveraging multiple robust evaluation metrics (AUC, precision,

AOD) and conducting statistical analyses of performance improvements. Future

studies could explore different LLM architectures and their impact on logging level

prediction.

One final external validity threat relates to our approach’s reliance on two spe-

cific clustering signals (semantic similarity and developer ownership). While these

signals have demonstrated significant predictive performance improvements, other

signals (e.g., defect density) might also influence developers’ logging level decisions

and could lead to further performance gains. Nevertheless, our results show that

our selected signals represent two core dimensions reflecting real-world logging

practices (i.e., shared functionality and authorship), thus supporting the validity

and utility of our hypothesis. Future research could explore incorporating addi-

tional signals to further enhance our approach’s predictive capabilities.

6.6 Chapter Summary

Selecting appropriate logging levels for new logging statements is an important, yet

challenging software engineering task. Prior studies have leveraged machine learn-

ing models to automate logging level prediction. However, these approaches have

either focused on local, code-driven metrics (like AST context ) or used crude, file-

wide engineered features , overlooking the socio-technical knowledge of a project.
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In this chapter, we conducted a comparative study to investigate the impact of

these signals: code functionality and developer ownership. We hypothesized that a

modern LLM, guided by a novel retrieval strategy, could outperform classic models

and commercial models with 100’s of billions of tokens. To test our hypothesis, we

introduced ownership-functionality aware retrieval, an In-Context Learning (ICL)

retrieval approach that integrates semantic and ownership information simultane-

ously through multiplex clustering.

Our evaluation across four popular open-source projects demonstrates the supe-

riority of this new paradigm. We show that by leveraging these combined signals

for in-context-learning retrieval, establishes a new state-of-the-art for LLM-powered

logging level prediction, achieving a median AUC between 0.90 and 0.96. This re-

sult significantly outperforms the naive LLM baseline and prior specialized super-

vised learning paradigms, including deep learning (DeepLV: Avg. AUC 0.8) and

feature-engineered Ordinal Regression (Avg. AUC 0.734).

Our findings provide evidence that leveraging our evaluated socio-technical sig-

nals (i.e., code functionality and ownership) can have a high impact on the accuracy

of LLM-powered LLPs. We envision this retrieval-augmented approach combining

both signals simultaneously being extended to other logging tasks, such as log mes-

sage generation and placement recommendations, further assisting developers in

producing high quality logs.



CHAPTER 7

Conclusion

WE conclude this thesis by summarizing the research along with the

key findings, and discussing their broader implications. We revisit

the initial objectives and research questions, outlining the principal

contributions to the relevant research area. Finally, we acknowledge the limitations

of the study, and propose avenues for future research.

7.1 Closing the Loop: Beyond the Code for Logging

Automation

This thesis started from a recurring tension that arises in practice: while logging is

implemented in code, logging decisions are rarely determined by code alone. They

172
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are instead shaped by the role of a component within a system, by the conventions

of the developers who maintain it, and by how the system evolves over time. Moti-

vated by this observation, the thesis advanced and investigated the hypothesis that

automated approaches for supporting logging activities (particularly logging level

prediction) are often constrained when they rely exclusively on source-code sig-

nals, and that their performance can be improved by incorporating a broader set of

socio-technical signals. Namely, the multi-component structure of modern software

systems, the evolution patterns of these systems, and the ownership dynamics of

the files within these systems.

Across three studies, this thesis shows that these socio-technical signals are not

peripheral context. Instead, they affect (i) how well LLP models generalize, (ii)

how reliably they can be leveraged, and (iii) how effectively they can be deployed

in software development and maintenance settings. In this way, this thesis positions

logging not as a technical practice, but as a socio-technical one where automation

must be aware of functionality constraints, evolution dynamics, and developer con-

ventions to be reliable and accurate.

7.2 Summary of Key Findings and Contributions

7.2.1 Multi-component structure: the limits of “one global model”

The first study examined LLPs in multi-component systems, asking whether a single

global model can accurately serve all components, despite the fact that components
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differ in responsibility, maturity, and local conventions. The results provide consis-

tent evidence that global models are frequently misaligned with local logging prac-

tices, as local, component-specific models outperform the global model on 60% to

100% of components. This finding matters because global evaluation can mask lo-

cal underperformances, creating a risk that practitioners deploy a model that looks

strong overall but behaves poorly in the individual components. To address the

practical constraint that not all components have sufficient history for robust local

training, the study proposed Peer-Local modeling, where models trained on peer

components are reused for data-lacking components. The results show that peer-

local models can substantially mitigate data scarcity: for data-lacking components.

In fact, at least one peer-local model outperforms the global model on 88% (Spring)

and 100% (OpenStack) of cases. At the same time, the study reports an important

nuance: no single peer-local model is consistently superior across all data-lacking

components, highlighting that peer selection itself is a non-trivial problem. Finally,

this study shows that component differences are not only an LLP performance con-

cern but also an LLP interpretability concern. Specifically, feature rankings derived

from global models correlate only weakly with local feature rankings, implying that

a “global explanation” can be misleading if it is used to inform component-specific

logging guidance.

7.2.2 Evolution and time: risk of performance decay

The second study investigated the role of time in logging level prediction and

demonstrated that temporal effects create a practical risk for deployment. Specifi-

cally, we quantified concept drift and showed that LLPs’ performance can degrade
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shortly after training. Performance drops in AUC occur as early as a median of

three months in Hadoop and two months in Spring and OpenStack. Such drops

are statistically significant and occur for both shallow and deep LLPs. These find-

ings provide direct evidence that LLP models are not static assets and their utility

is time-dependent, and maintenance strategies must account for drift rather than

assuming stable performance over long horizons. In response, this study evalu-

ated contextual models and showed that temporal model updates can be beneficial.

Notably, all-knowing models (using all available historical data) can underperform

contextual models. That said, no single contextual window size dominates across

settings, which supports our recommendation to treat the window size as a tun-

able hyperparameter rather than a fixed design choice. The study also shows that

feature effects can change across time frames, further motivating time-aware inter-

pretability rather than treating feature importance as a timeless characterization of

logging behavior.

7.2.3 Ownership-Functionality Aware LLM retrieval: socio-technical

context for in-context-learning

The third study focused on LLM-powered logging level prediction and investigated

how to make in-context-learning (ICL) effective and reliable in the face of socio-

technical variation observed in prior studies. The study argued that common ICL

strategies (particularly random example selection) can be misaligned with how log-

ging conventions are formed and maintained, since conventions can be localized to

teams (e.g., seniority, preferences) and functionality (i.e., what the code does).
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To address this, the study proposed a multiplex retrieval approach that fuses

functionality and ownership signals to retrieve ICL examples that are socio-technically

relevant. The reported results show substantial gains, as multiplex retrieval achieves

statistically significant improvement over a random global retrieval baseline (SOTA

in LLM-powered logging level prediction), reaching AUC values from 0.907 to 0.966

and improving AUC by 0.11 to 0.16. Importantly, the approach is positioned as op-

erationally feasible, since our retrieval pipeline is implemented using FAISS and

achieves a reported median latency of 8.9 ms, supporting the plausibility of interac-

tive workflows (e.g., IDE suggestions). In addition to performance, this study em-

phasizes deployment-oriented trade-offs. Specifically, we observe that a retrieval-

enhanced 7B model can outperform frontier commercial models (e.g., gpt-4o) by

up to 0.13 AUC, and that scaling from 7B to 34B yields comparatively small gains

relative to large cost increases (e.g., +0.8% AUC vs +322% cost per 1k logs in the

reported comparison). Collectively, these findings support the thesis’ broader posi-

tion that, for LLP, context selection is a first-class lever that may be more impactful

than model size scaling alone.

7.3 Implications for Practice: What “Socio-technical”

Means Operationally

The combined evidence across studies points to an actionable conclusion: reliable

logging automation requires alignment with the socio-technical structure of soft-

ware projects.
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First, architectural boundaries matter. Component-specific models, peer-local

modeling, and the observed divergence between global and local explanations to-

gether suggest that the granularity at which practitioners reason about logging (of-

ten component, or subsystem-level) should be reflected in the granularity at which

LLP models are trained, evaluated, and interpreted.

Second, evolution and time matter. Concept drift can erode performance shortly

after training. In practice, this implies that LLPs’ deployments should incorpo-

rate time-aware evaluation and should include a maintenance plan (e.g., retrain-

ing schedule, informed window selection and performance monitoring) rather than

treating a trained LLP as a set-and-forget artifact.

Third, ownership matters. The retrieval results indicate that ownership informa-

tion of files within a codebase can be encoded into the selection of ICL examples,

enabling relatively small models to achieve strong performance with low retrieval

latency.

Our findings have a practical significance for organizations that care about cost,

latency, and deployability, and for whom bigger models are not always an option

(e.g., academic research labs).

7.4 Limitations and Threats to Validity

While each chapter of this thesis (Chapters 4, 5, and 6) includes a detailed dis-

cussion of chapter-specific threats to validity, we reflect in this section on broader

limitations that apply across the thesis as a whole.
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7.4.1 Scope of the studied artifact: logging statements vs. run-

time log entries

Across all chapters, our empirical unit of analysis is the logging statement (a static

code artifact), not the produced log entries at runtime. This design choice is in-

tentional (it matches how developers instrument code), but it limits the extent to

which our findings can speak to production-time phenomena such as log volume,

log quality, sampling, downstream parsing, and operator workflows that depend on

emitted log streams.

7.4.2 External validity: representativeness beyond the studied

systems and settings

The thesis draws conclusions from large, modern software ecosystems, but they

remain a subset of possible software contexts (e.g., proprietary systems, highly reg-

ulated domains, safety-critical environments, or organizations with strict logging

standards). Similarly, language/library ecosystems and project governance models

can shape logging practices in ways not fully captured in this thesis. Consequently,

generalization should be made cautiously, particularly when transferring observa-

tions to settings with materially different constraints.

7.4.3 Construct validity: Implementing socio-technical signals

A central premise of the thesis is that logging decisions are shaped by socio-technical

knowledge “beyond the code,” especially functionality/components, ownership, and

temporal evolution.
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However, each of these signals must be extracted from repository artifacts (e.g.,

directory structure for components, contribution history for ownership, and re-

lease/time windows for evolution). The captured version of this knowledge can

be an imperfect proxy for the “ground truth” organizational realities. As a result,

any measured effect of “components” or “ownership” should be interpreted as the

effect of our designed proxy for that signal, and not of the effect of a definitive

measurement of the underlying socio-technial aspect.

7.4.4 Reproducibility and portability of results across toolchains

The thesis relies on mining, preprocessing, and modeling pipelines whose outputs

can be sensitive to (i) repository mining edge cases, (ii) tool versions, and (iii)

modeling randomness (e.g., stochastic training, retrieval variation). We address this

with repeated runs and standardized evaluation where feasible, yet exact numeric

replication may still vary across environments.

7.4.5 Practical validity: deployment constraints and cost/bene-

fit trade-offs

Finally, thesis-wide conclusions should be interpreted in light of operational con-

straints. Some approaches may require maintaining metadata (e.g., ownership ma-

trices and code embeddings), periodic refreshes of models to handle concept drift,

or additional compute for retrieval (e.g., more ICL examples) or model hosting. The

practical value of an improvement depends on whether the incremental accuracy
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translates to meaningful reductions in incident time-to-diagnosis, logging main-

tenance effort, or operational cost in a target organization outcomes not directly

measured by offline predictive metrics.

In aggregate, these limitations do not negate the thesis’s core message, that

socio-technical context (component purpose, ownership conventions, and evolu-

tion) materially shapes logging decisions, and can be leveraged to improve the au-

tomation of logging activities.

7.5 Future Work

7.5.1 Toward principled peer selection in multi-component sys-

tems

Peer-local modeling demonstrates that component-level transfer can solve the prob-

lem of relying on poor global models in the case of data-lacking components. How-

ever, peer-local modeling also reveals that peer selection is not straightforward. A

promising direction is to develop methods that can reliably identify an appropriate

peer-local model for a given data-lacking component, potentially integrating archi-

tectural similarity, dependency structure, and historical logging overlap to improve

selection consistency.

7.5.2 Drift-aware maintenance strategies for LLPs

Our concept drift results motivate work on maintenance strategies that are practical

for teams and systems where retraining is expensive or infrequent. Beyond, generic
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hyperparameters tuning approaches (e.g., using Bayesian optimization) one direc-

tion for automated selection of contextual window size for deep LLPs, could involve

investigating whether window size can be treated as a drift-sensitive decision vari-

able. Specifically studying when shorter vs. longer historical contexts are preferable

under different concept drift regimes, and developing an empirical criteria for se-

lecting a context window size that balances recency with the data requirements of

DL-LLPs.

7.5.3 Generalizing ownership-functionality retrieval beyond the

studied setting

For ownership–functionality aware retrieval, future work could investigate how

sensitive this retrieval is to the choice of representation and ecosystem, that is,

whether the same retrieval gains persist when embeddings, and project character-

istics change, and which conditions (e.g., project size, team structure, architectural

modularity, or language/tooling) determine when our retrieval is most beneficial.

In addition, future work can examine how these retrieval strategies translate from

offline accuracy gains to deployment value, by studying what latency, cost, and

privacy constraints are acceptable in practice and how they shape the feasibility

of integrating retrieval-augmented LLP into developer workflows (e.g., IDE and CI

settings).
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7.6 Closing Remarks

The research presented in this thesis supports a central conclusion: logging au-

tomation cannot be treated as a code-centric prediction task without risking brittle

generalization, invalid usage, and impractical deployment assumptions. Instead,

logging must be understood as a socio-technical activity that is shaped by architec-

tural boundaries, by the evolution of systems over time, and by the conventions of

the developers who maintain those systems.

By empirically demonstrating the limitations of global LLP models in multi-

component systems, quantifying the performance decay of frozen LLPs across time,

and designing ownership–functionality aware retrieval for LLM-powered LLP, this

thesis contributes a coherent evidence base for designing logging automation that

is more accurate, and more aware of the socio-technical variation in logging con-

ventions. Ultimately, the thesis argues that “beyond the code” is not a slogan but

a methodological requirement for building automated logging support that can be

trusted in the complex, evolving socio-technical environments where software is

developed and operated.
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Appendices

A Appendix - Logging level prediction for multi-

component software systems

A.1 Performance of the global model on components

Figures A.1 and A.2 show the AUC and Brier Score performance of the global model

trained using data from the entire projects on the components of these projects.

A.2 Local models Vs. Global models

Figures A.3, A.4 and A.5 show the comparison between the performances and qual-

ity of fit of the global, local and mixed effect models.
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Figure A.1: The AUC performance of the global model on components and on the
entire project

A.3 Peer-local models Vs. Global model

The following Figures show the comparison between the AUCs of the peer-local

models and the global model on data-lacking components for OpenStack and Spring

projects.
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Figure A.2: The Brier Score performance of the global model on different compo-
nents and on the entire project
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Figure A.3: AUC scores of the global, local and mixed-effect models
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Figure A.4: Brier scores of the global, local and mixed-effect models
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Figure A.6: OpenStack - Blazar
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Figure A.7: OpenStack - Cyborg
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Figure A.8: OpenStack - ec2-api
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Figure A.9: OpenStack - Horizon
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Figure A.10: OpenStack - Masakari
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Figure A.11: OpenStack - Placement
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Figure A.12: OpenStack - Qinling
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Figure A.13: OpenStack - Solum
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Figure A.14: OpenStack - Zaqar
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Figure A.15: Spring - Batch
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Figure A.16: Spring - Cloud-Commons
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Figure A.17: Spring - Data-Commons
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Figure A.18: Spring - Ldap
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Figure A.19: Spring - Roo
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Figure A.20: Spring - Session
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Figure A.21: Spring - Statemachine
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Figure A.22: Spring - Vault
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Figure A.23: Spring - Ws
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Similarly, the following figures show the comparison between the Brier Scores of

the peer-local models and the global model on data-lacking components for Open-

Stack and Spring projects.
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Figure A.24: OpenStack - Blazar
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Figure A.25: OpenStack - Cyborg
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Figure A.26: OpenStack - ec2-api
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Figure A.27: OpenStack - Horizon
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Figure A.28: OpenStack - Masakari
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Figure A.29: OpenStack - Placement
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Figure A.30: OpenStack - Qinling

●
●

●
●
●●
●

●

●

●

●

●
●●
●
●
●
●

●

●●

●

●

●●
●

●

●

0.0

0.5

1.0

1.5

2.0

cin
de

r

de
sig

na
te

gla
nc

e

Glob
al

he
at

iro
nic

ka
rb

or

ke
ys

to
ne

m
ag

nu
m

m
an

ila

m
ist

ra
l

m
ur

an
o

ne
ut

ro
n

no
va

oc
tav

ia

se
ar

ch
lig

ht

se
nli

n
sw

ift
zu

n

B
rie

r 
S

co
re

Figure A.31: OpenStack - Solum
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Figure A.32: OpenStack - Zaqar
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Figure A.33: Spring - Batch
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Figure A.34: Spring - Cloud-Commons
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Figure A.35: Spring - Data-Commons
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Figure A.36: Spring - Ldap
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Figure A.37: Spring - Roo
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Figure A.38: Spring - Session
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Figure A.39: Spring - Statemachine
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Figure A.40: Spring - Vault
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Figure A.41: Spring - Ws

The following figure shows the correlation between the rankings of peer-local

models for Spring project:
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Figure A.42: Level of Correlation between the rankings of best performing peer-
local models across the data lacking components of OpenStack.
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Figure A.43: Level of Correlation between the rankings of best performing peer-
local models across the data lacking components of Spring.

A.4 Feature importance across components

Tables A.1, A.2, A.5, A.3 and A.4 show the ranking of the most important features

for deciding the logging level on the components level.
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Features Global HDFS MapReduce Yarn Common Tools
Static length 8 5 9 10 9 7
Var number 10 7 8 11 - -
Bloc SLOC 12 9 - - - 9
Try bloc - - - - - -

Catch bloc 1 1 1 1 2 2
If bloc 3 4 3 5 4 5

Switch bloc - - - - - -
For bloc 12 15 - 13 - 10

While bloc - - - - - -
Log density 5 6 5 9 5 4
nb log stmnt - 13 - - 7 -

Avg static length 9 16 10 7 6 -
Avg var number 7 10 6 6 8 6
Avg logging level 2 3 4 4 3 3

file SLOC - - - - - -
McCabe - - - - - -
Fan In 11 11 11 - - 8

Code churn - 12 - - - -
log change 6 8 7 3 - -

log churn ratio 11 14 - 8 - -
nb of revisions in hist - - - - - -

code churn in hist - 17 - - - -
log churn in hist 13 - - 12 - -

log churn ratio in hist - - - - - -
log changing revs in hist - - - - - -

Tokens 4 2 2 2 1 1

Table A.1: Important features rankings for Hadoop’s local and global models
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Features Global amqp boot cloud cloud-dataflow framework integration kafka security
Static length 3 4 2 - - 4 5 5 4
Var number 12 7 5 5 5 7 10 4 -
Bloc SLOC 6 - 9 - - 5 12 - -
Try bloc - - - - - - - - -

Catch bloc 2 1 - - 5 3 2 - 3
If bloc 3 2 7 - - 4 4 - 5

Switch bloc 9 - - - - - - - -
For bloc 15 7 9 - - - - - -

While bloc - - - - - - - - -
Log density 4 8 5 2 2 2 7 2 2
nb log stmnt 10 - 6 - - 6 10 - -

Avg static length 6 7 6 7 6 5 3 2 -
Avg var number 13 - 3 3 4 4 8 4 3
Avg logging level 1 2 1 1 1 1 1 1 1

file SLOC 7 - 6 - - 5 10 - 5
McCabe - - - - - - - - -
Fan In 10 7 6 6 7 7 12 - -

Code churn 16 - - 5 5 7 - - -
log change 13 8 6 7 - - 11 5 -

log churn ratio 5 6 10 7 - - 8 4 -
nb of revisions in hist 13 - 8 - 7 - 10 - -

code churn in hist - - - - 7 7 - - -
log churn in hist 9 8 9 7 7 7 12 5 5

log churn ratio in hist 9 - 10 - - - 12 6 -
log changing revs in hist 10 8 7 6 6 7 6 - -

Tokens 6 3 4 4 3 6 9 3 -

Table A.2: Important features rankings for Spring’s local and global models
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Feature Nbgrader Gateway Notebook Global
Static length - 2 3 4
Var number - - 7 8
Bloc SLOC - - 4 7
Try bloc - - - -

Catch bloc 2 4 - 3
If bloc - - - -

Switch bloc - - - -
For bloc 5 - - -

While bloc - - - -
Log density - - - 9

nb log stmnt - 6 - -
Avg static length 6 5 5 6
Avg var number - - - -
Avg logging level 1 1 1 1

File SLOC - - - 5
McCabe - - - -
Fan In - - - -

Code churn 3 - 6 -
log change - 7 – -

log churn ratio - - - -
nb of revisions in hist - - - -

code churn in hist - - - -
log churn in hist - - - -

log churn ratio in hist - - - -
log changing revs in hist - - - -

Tokens 4 3 2 2

Table A.3: Important features rankings for Jupyter’s local and global models
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Feature Apm agnet Diagnostics Elasticsearch-Core Elasticsearch-Hadoop Global
Static length 6 - 8 4 -
Var number - 10 5 7 6
Bloc SLOC 9 3 6 5 8
Try bloc - - - - -

Catch bloc 2 1 1 3 1
If bloc 4 - - 9 4

Switch bloc - - - - -
For bloc 8 - - - -

While bloc - 5 - - -
Log density 10 7 10 - 9

nb log stmnt - 6 9 - -
Avg static length - - 11 6 5
Avg var number - - 7 - 7
Avg logging level 1 4 2 2 2

File SLOC - 8 - - -
McCabe - - - - -
Fan In 5 - - 8 -

Code churn 7 11 4 - -
log change - - - - -

log churn ratio - 9 - - -
nb of revisions in hist - - 12 - -

code churn in hist - - - - -
log churn in hist - 12 - - -

log churn ratio in hist - - - - -
log changing revs in hist - - - - -

Tokens 3 2 3 1 3

Table A.4: Important features rankings for Elasticsearch’s local and global models
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