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Abstract

Remote heart rate (HR) estimation has become increasingly feasible through advances
in deep learning in recent years. A popular approach for this purpose is remote
photoplethysmography (rPPG) which aims to measure the volumetric changes in
blood flow using computer vision techniques, which in turn can be used for remote
HR estimation. While there are several challenges faced by modern deep learning
solutions for rPPG estimation, in this thesis, we focus on addressing two major
problems. First, is the reliance on large amounts of labeled data for effective training.
Second, is the privacy concerns when performing remote HR estimation, which is
caused due to the use of videos of face in this process. To reduce the reliance of
video representation learning on labeled data as well as for improved performance,
we introduce a solution based on self-supervised contrastive learning for remote HR
monitoring, which makes use of various augmentations of the original input videos to
learn robust spatiotemporal video representations. We propose the use of 3 spatial and
3 temporal augmentations for training an encoder through our contrastive framework,
followed by fine-tuning of the encoder for rPPG and HR estimation. Our experiments
on two publicly available datasets, COHFACE and PURE showcase the improvement
of our proposed approach over several related works as well as supervised learning

baselines, as our results approach the state-of-the-art. We also perform thorough



experiments to showcase the effects of using different design choices such as the video
representation learning method, the augmentations used in the pre-training stage,
and others. We also demonstrate the robustness of our proposed method over the
supervised learning approaches on reduced amounts of labeled data. To address
the second problem (privacy), we propose a data perturbation method that involves
extraction of certain areas of the face with less identity-related information, followed
by pixel shuffling, and blurring. Our experiments on two rPPG datasets (PURE and
UBFC) show that our approach reduces the accuracy of facial recognition algorithms
by over 60%, with minimal impact on rPPG extraction. We also test our method on
three facial recognition datasets (LFW, CALFW, and AgeDB), where our approach
reduced performance by nearly 50%. Our findings demonstrate the potential of our

approach as an effective privacy-preserving solution for rPPG estimation.
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Chapter 1

Introduction

1.1 Background

Photoplethysmography (PPG) is an optical measurement that indicates the changes
in blood volume. It is a relatively cheap and non-invasive method which uses a light
source and detector to measure the change in light variation caused by blood flow
through the flesh [1]. A variety of different types of information is carried by or can be
derived from PPG signals [2, 3|, including hemoglobin levels, cardiovascular conditions,
heart rate (HR), cardiac output, blood pressure, oxygen saturation level , and even
a subject’s respiration rate. The signals have been used in a variety of non-medical
applications as well, for instance in emotion recognition [1|, cognitive load assessment
[5], and others.

While PPG is conventionally measured through an oximeter worn by the user on
a finger, studies have shown that blood flow, and consequently PPG, can also be
measured from afar [0], as blood flow causes subtle color variations at the surface of
the skin. This process, termed remote photoplethysmography (rPPG) eliminates all

forms of contact while giving the same benefits as a PPG signal acquired through an
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Figure 1.1: An overview of PPG collection using an oximeter, as well as rPPG esti-
mation using a standard video camera.

oximeter. Hence, this is very useful in scenarios such as pandemics or virtual settings
where direct access to the skin is not advised or always possible. Furthermore, since
rPPG requires only a camera, it is very easy to integrate into existing Internet of
Things (IoT)-enabled smart environments which comprise cameras, data transmission
channels, and cloud servers for storing and processing information [7]. The various
vitals and information that can be extracted from a PPG signal and the non-contact
remote acquisition of rPPG provide a strong motivation for rPPG to be incorporated
into smart homes, workplaces, hospitals and others [3, 9]. An overview of PPG and

rPPG estimation is depicted in Figure 1.1.
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1.1.1 Smart City Contextualization

A smart city constitutes a variety of smart environments such as smart hospitals,
smart homes, smart workplaces, smart vehicles and others. While each of these process
different information for different purposes, on a rudimentary level, they comprise
similar components namely data acquisition devices, communication channels, and
cloud servers. Moreover, these environments generally work towards the common goal
of utilizing advanced technologies to add value and convenience to the lives of the
citizens of a smart city and enhance their quality of life [10].

An rPPG estimation system falls primarily in line with remote health monitoring
which has become an integral part of various smart environments. With the adoption
of the remote health monitoring paradigm, medical professionals can monitor the vitals
and other physical symptoms of a patient without having to be in the same place as
the patient and provide them with adequate consultation. In smart environments such
as smart homes and smart workplaces, remote monitoring of vitals helps to monitor
health without having to leave the premises or commute to medical institutions [11, 12].
This benefits especially those who lack mobility such as the senior and physically
challenged people [13, 11]. In smart vehicles too, the vitals of the user can be tracked
and appropriate feedback could be provided on the go [15]. These varied use cases
discussed, further the impact and importance of an rPPG estimation system.

In Figure 1.2, we illustrate the integration of an rPPG estimation system into an
existing [oT layout. The layout comprises of the user in various surroundings with
access to a camera, local devices to run inference algorithms, medical professionals to
provide consultations, and lastly a centralized cloud server for continuous training and

maintenance of data and/or algorithms. The user can run a remote vitals checkup in
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Figure 1.2: Depiction of a general IoT layout where an rPPG estimation system can
be integrated into.

the layout as long as they have access to a camera for capturing the video of their
face. Next, the rPPG estimation system would be run on any available local device
for inferring the rPPG signal from the face video. After estimating the rPPG, further
insights such as vitals, emotions (for mood and mental health management), and
others can be derived from it and be made available to the user and appropriate
medical consultation can be provided if needed. All these processes would take place
in conjunction with the cloud server. For capturing the face video, a good camera
which is common in smart environments will suffice. For computing on local devices,
deep learning algorithms have been known to be deployed on a variety of devices
besides computers, e.g., mobile devices and micro-controllers |16, 17|, which makes
the integration of rPPG estimation into any existing [oT system seamless, allowing
for it to be used across multiple environments.

Lastly, since rPPG estimation involves training of intelligent algorithms, the

contextualization can also be broadened to base upon the Cognitive IoT (CIoT)
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Figure 1.3: A typical 3-layered IoT architecture in the context of rPPG estimation.

[18] paradigm. The CIoT paradigm is an upgrade over the IoT paradigm as it
incorporates intelligence into the existing IoT components, thereby adding another
layer of ‘smartness’ in the smart environment. Despite that, for simplicity as done
in [19], we too adopt the general IoT paradigm for the contextualization of rPPG

estimation in the next section.

1.1.2 I0oT Architecture

[oT architectures are often modelled using three layers of abstraction, namely per-
ception layer, network layer, and application layer [20]. In the following, we describe
rPPG estimation in the context of an IoT architecture for smart environments with
consideration of these three layers. An overview of the architecture is shown in Figure
1.3.

Perception Layer. This layer serves as the information source of an IoT system
and involves data acquisition devices. For rPPG estimation, this layer comprises of

the various cameras present in the smart environments. Examples include cameras
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in smartphones, webcams on computers, driver /passenger-facing cameras in vehicles,
video cameras in smart homes, and others. Any of these can be used to record video
of the face to be used subsequently for inference.
Network Layer. This layer is responsible for conveying the information from the
perception layer to the application layer. This layer is essentially based on the existing
Internet and mobile telecommunication infrastructure. Some examples of the compo-
nents include General Packet Radio Service, Fourth/Fifth-Generation communication,
WiFi, and others which provide wireless and long-distance communication. For the
rPPG estimation system, the Internet can be accessed through smart computing
devices such as smartphones, computers, smart camera systems, and others. Also,
Bluetooth can be used by the smart devices for short-distance communication.
Application Layer. This layer processes the information received from the per-
ception layer into useful applications. It can be further divided into platform and
business sub-layers. The platform sub-layer comprises various algorithms and protocols
designed, run, and updated on the cloud to ensure the smooth functioning of the
entire architecture. Mainly four functions are carried out at the platform sub-layer:
(1) Algorithm Design and Maintenance,
(2) Continuous Training,
(3) Database Management, and
(4) Privacy and Security.

The rPPG estimation system would be a part of this sub-layer and be used for
inference of HR remotely and without the need for physical sensors to come in contact
with the user, and also undergo subsequent training on new data. Other models

used to derive vitals and other information from the rPPG signals too would be a
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part of this layer. Besides the engineering team, medical professionals would also
contribute to this sub-layer by providing field expertise to better guide the designing
of the algorithms. The business sub-layer uses the final extracted information to
meet the goals and requirements of the stakeholders. The user as well as the medical
professionals could be notified of the user’s vitals if/when required and also be alerted
appropriately in the case of any anomalies to ensure prompt diagnosis of any symptoms.
Besides remote health monitoring, other applications such as stress assessment [21] at
workplaces or emotion recognition [22] while driving can be conceptualized. Since this
layer is very crucial to the working of the entire architecture, it would be paid extra
attention to secure it safely and to ensure all-time connectivity.

A key aspect of our overall envisioned architecture for rPPG estimation in smart
environments is the notion of ubiquity, while also maintaining and protecting user
privacy. As a result, as we show in the following subsections, we design our deep
learning solutions with this notion in mind, where we utilize specific regions of the
face with less identifiable features for rPPG estimation. This approach would allow for
the user’s full facial image to not be entered into the pipeline, therefore, allowing for
better privacy preservation. Additionally, in the IoT design, special attention should
be given to utilizing privacy-preserving approaches such as federated learning [23],

and secure software and cloud practices [21] to ensure user security and privacy.

1.2 Problem and Motivation

In recent years, rPPG estimation, has become more robust as a result of advances in
computer vision and deep learning |25, 26]. However, a major limitation of supervised

deep learning solutions is the reliance on huge amounts of annotated data for proper
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training. To address this, self-supervised learning has lately begun to gain momentum
in the field of deep learning. The central concept behind this paradigm is to generate
pseudo-labels instead of human-annotated labels, which would then be used to train
the model. These pseudo-labels are often derived by performing various augmentations
(transformations) on the available data. The model is then trained to recognize these
augmentations, for instance, by detecting that two different transformations applied
to the same input are indeed renditions of the same information. This will allow the
network to learn informative representations from the input data without requiring
the actual output labels. Following the self-supervised learning step, fine-tuning is
often applied to train specific layers of the network for the downstream task.
Concerning the data, there is yet another problem faced in rPPG estimation.
Compared to other anatomical regions such as fingers, and wrist, where standard PPG
is often collected from, rPPG signals are stronger on the face [27] given the volume of
blood often flowing through it. Moreover, the face is the most readily accessible region
to capture using a camera, hence is the pre-dominant body part for collecting rPPG
data |28, 29, 30]. However, the use and distribution of such datasets and algorithms
trained on them is a deep concern in terms of privacy. The use of facial data for
rPPG estimation makes such applications highly sensitive as the face is one of the
most crucial modes of biometrics which can be used to identify/authenticate and
track individuals [31]. Recent research has also revealed that the security of deployed
intelligent systems can be jeopardized which can lead to the leakage/reconstruction
of sensitive information |32, 33]. While some privacy-preserving methods have been
proposed to address this concern in general, the alterations used in the methods may

impede accurate rPPG estimation, the effect of which remains largely unexplored.
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1.3 Solutions Overview

In this work, to provide an effective approach for rPPG estimation while reducing
reliance on output labels, we propose a deep learning solution that leverages contrastive
self-supervised pre-training. Our model uses a 3-Dimensional (3D) convolution-based
encoder to obtain representations of facial videos through self-supervised contrastive
learning. The contrastive learning setup in our method works by generating embeddings
of a video clip and its augmented counterpart, followed by maximizing the similarity
between them while minimizing the similarity between embeddings of different clips.
This helps the network learn effective spatiotemporal representations without the use
of any labeled data. After pre-training, the encoder is fine-tuned for the downstream
task of rPPG estimation. Our experiments on two public datasets, COHFACE |[30]
and PURE [28], demonstrate that our method outperforms several supervised learning
algorithms and also provides robust results when trained on reduced amounts of
labeled data.

Next, to enable rPPG estimation from facial videos without risking or sacrificing
privacy, we propose a simple yet highly effective pipeline for obtaining a privacy-
preserving face representation to extract rPPG from. Our method first performs the
extraction of pre-selected facial regions with the goal of excluding key identifying
features, followed by shuffling of the pixels and blurring the outcome to obtain a
privacy-preserving face representation. Through this, we destroy spatial consistency
of facial regions at pixel-level while maintaining the overall color intensity of the
pixels which is crucial for the extraction of rPPG signals as demonstrated in |34, 35].
We perform various experiments on two publicly available datasets, PURE [258] and

UBFC [29], and demonstrate that rPPG can be accurately measured using our face
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representations, while the detection of identities becomes excessively challenging.
Additional experiments on three public facial recognition datasets LEW [36], CALFW
[37], and AgeDB [38], show that the new face representations generated from our
method significantly deteriorate the performance of a widely used facial recognition

system.

1.4 Contributions

Our contributions in this thesis can be summarized as follows:

e We propose a two-stage approach based on self-supervised contrastive pre-training
and fine-tuning as an effective solution to reduce the reliance of rPPG estimation
on labeled data. We perform thorough experiments on two publicly available
datasets and validate the effectiveness of our method, showing that our solution
achieves strong results in measuring rPPG and estimating HR without the need

for contact-based sensors.

e We perform a large number of experiments to evaluate the impact of different
design choices such as the pairing strategy and the augmentations used in the
self-supervised training paradigm, the video representation learning technique,
and the facial regions taken for extracting the rPPG. Further experiments
demonstrate that our solution performs robustly when the amount of labeled

data for training is reduced.

e We propose a new face representation that conceals user identity and enhances
privacy in the case of any leakage or reconstruction of data through malicious

attacks. Our approach includes the selection of facial regions followed by the
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shuffling of pixels and blurring. Our experiments on two publicly available rPPG
datasets show that the proposed technique allows for rPPG to be effectively
measured with minimal degradation while the recognition rate of identity is

significantly reduced.

e Our comparison to other privacy-preserving representations for the face demon-
strates that those techniques do not facilitate accurate estimation of rPPG.
Furthermore, our thorough experiments validate the different design choices
associated with the proposed method such as the order of shuffling, grouping of
pixels, and others. Finally, we demonstrate that our proposed privacy-preserving
scheme causes a huge decline in the performance of existing facial recognition

systems when tested on three public datasets.

1.5 Publications

The following papers have resulted from this research :

e [39]: Divij Gupta, Ali Etemad, “Self-supervised Remote Monitoring of Heart
Rate from Videos”, AAAI Workshop on Human-Centric Self-Supervised Learning,
2022.

e Divij Gupta, Ali Etemad, “Remote Heart Rate Monitoring in Smart Environ-

ments from Videos with Self-supervised Pre-training”, Under Review, 2022.

e Divij Gupta, Ali Etemad, “Privacy-Preserving Remote Heart Rate Estimation

from Facial Videos”, Under Review, 2023.
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1.6 Organization of Thesis

The rest of this thesis is organized as follows:

Chapter 2 presents a comprehensive overview of prior works on rPPG estimation.
We review several methods utilizing classical and deep learning methods, and also
methods that combine these two types of approaches. Next, we review self-supervised
learning as it is a key component of the work presented in this thesis. This is followed
by a brief review of classical and deep learning methods for facial recognition. Lastly,
we briefly review existing privacy concerns in deep learning methods, followed by
different methods to mitigate these issues, especially concerning data involving faces.

Chapter 3 presents our method using self-supervised contrastive learning as a
pre-training step for rPPG estimation. In this chapter, we describe the methodology
including the data pre-processing, the architectural details, and different components
of our two-stage approach, along with the losses and hyperparameters used during
training. We then present the experiment setup and results, including comparisons to
other methods, ablations, and sensitivity studies.

Chapter 4 presents our method for preserving the privacy of subjects in rPPG
estimation. In this chapter, we describe the methodology including the privacy-
preserving data perturbation mechanism, the architectural details as well as the loss
and hyperparameters used during training. We then present our experiments and
results to evaluate impact on both rPPG estimation and face de-identification.

Chapter 5 concludes the thesis by providing a summary of our work followed by

a discussion of potential future research work.
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Chapter 2

Related Work

In this section, we review prior works on rPPG estimation using both classical
and deep learning approaches. We follow this with a review of literature on self-
supervised representation learning. Finally, prior works on face recognition and

privacy preservation are reviewed.

2.1 rPPG Estimation

2.1.1 Classical Methods

A number of classical image processing methods have used color space transformations
and signal processing approaches to estimate rPPG. [27] proposed one of the first
rPPG methods wherein the average color intensities of manually selected Region of
Interest (Rol)s were computed for each frame. These channel mean intensities were
then tracked temporally across the frames to obtain three traces, one for each of
the red, green and blue (RGB) color channels. These traces were then band-pass
filtered to remove noise, and it was concluded that the green channel contained the

strongest rPPG signal. Following, in [10], only the green channel trace was computed
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for the lower part of the face and then processed by a variety of filters to obtain the
rPPG. In [11], however, all the three RGB traces for the entire face, were used and
decomposed into three independent signals using Independent Component Analysis.
Next, the signal with the highest peak in the power spectrum was selected for further
processing to obtain the rPPG. In CHROM |[34], the RGB traces were computed for
all the facial skin pixels, projected onto a proposed chrominance subspace, band-pass
filtered and combined linearly to obtain rPPG. A similar approach was taken in POS
[35] where the RGB traces were projected onto an orthogonal color space to estimate
rPPG signal. In 2SR [12], a slightly different approach was used wherein the skin
pixels were detected and a subspace of the skin pixels was created for each frame.
Next, the temporal rotation across the subspaces was tracked to estimate the rPPG
signals. A key difference in 2SR with respect to other works was the use of the spatial
distribution of the skin pixels which was discarded in other classical methods since
they used the average intensity values of the skin pixels in a frame.

An interesting approach was taken in [13] where Eulerian video magnification was
proposed. The authors used spatial decomposition, temporal filtering, and spatial
reconstruction to amplify both the color as well as low-amplitude motion in the video.
Since rPPG estimation primarily relies on the color variations on the skin surface,
using color magnification made the variations more pronounced which could be used
to obtain rPPG. In another approach in the same work, instead of the color variations
caused by the blood flow, the expansion of the blood vessels was magnified. This

provided another pathway of estimating rPPG signals from the skin surface.



2.1. RPPG ESTIMATION 15

2.1.2 Deep Learning Methods

More recently, deep learning has been used for rPPG estimation from facial videos.
In HR-CNN |[25], a two-stage Convolutional Neural Network (CNN) architecture
was proposed, comprising of vanilla convolutions wherein the rPPG signals were
estimated from the face videos and then used to predict HR. In PhysNet [11], different
spatiotemporal models based on CNN and Long Short-Term Memory (LSTM) were
explored for rPPG estimation. In DeeprPPG [20], a lightweight CNN architecture
was used along with a novel rPPG aggregating strategy to adaptively combine rPPG
signals from different skin regions. In [15], 2-Dimensional (2D) and 3D convolutions
were used for the backbone architecture, followed by spatiotemporal strip pooling in
the last layers to add attention to the feature maps.

In ETA-rPPGNet [10], a network was proposed in which a time-domain sub-network
was used to reduce the redundant video information by extracting the crucial spatial
features followed by a time-domain attention network to effectively predict rPPG
and HR from the sub-network features. In [17], a multi-hierarchical spatiotemporal
CNN was proposed. In [18], a two-stream architecture was proposed wherein two
video inputs, the cropped face video (trunk branch) and the mask of the skin pixels
(mask branch) were used. The trunk branch comprised of a combination of CNNs and
convolutional LSTM (ConvLSTM)s [19] while the mask branch only had CNNs with
intermediate fusion to the trunk branch through attention mechanism for improved
processing of the skin pixels.

In [50], another two-stream network was proposed where the current frame (ap-
pearance) and its normalized difference with the next frame (motion) were processed

in two different CNN pathways with intermediate fusions to provide attention to the
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motion stream based on the appearance. This network is commonly referred to as
the Convolutional Attention Network (CAN). In [51], a similar approach to [50] was

proposed, but in turn replaced the standard convolutions with Central Difference

Convolution (CDConv)s [52], allowing for improved processing of the spatial and
temporal information in the feature maps. In [53], CAN was modified to introduce the
Temporal Shift Module [54] for improved temporal modelling of the feature maps for

rPPG estimation. In [55], the authors used the Convolutional Block Attention Module
[56] to provide spatiotemporal attention in a 3D CDConv-based CNN architecture.
In [57], the authors proposed two blocks namely the Physiological signal Feature
Extraction (PFE) block and the Temporal Face Alignment (TFA) to tackle problems

in rPPG estimation pertaining to changing face-camera distance and face motion.

2.1.3 Hybrid Methods

A number of prior works have combined classical image processing techniques with
CNNs. In [58], the video frames were first pre-processed separately using orthogonal
color space projection [35] and motion normalization [50], and then concatenated
for processing by a CNN with different attention modules to provide spatiotemporal
attention for rPPG estimation. In [59], the authors first used [31] to extract the rPPG

signals and then refined them using a conditional General Adversarial Network (GAN)
100, G1].
2.1.4 Remote HR estimation

Another set of works focus directly on estimating the HR from facial videos. In [62],

phase-based video motion processing [63] was used to magnify subtle color changes
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and reduce the motion artifacts, followed by a CNN for remote HR estimation. In
[64], the facial frames were transformed to YUV color space, divided into patches, and
averaged to compute YUV traces as done previously for computing RGB traces. The
traces obtained for the patches were then concatenated to form a spatiotemporal map.
The spatiotemporal maps for adjacent video clips were then processed by a 2D CNN,
the output representations of which were further processed by a Gated Recurrent Unit
[65] to utilize the relation between adjacent clips and finally predict the HR.
Research has also been performed to leverage other modalities for rPPG estimation.
For instance, some works have worked with using near-infrared sensors to record facial
videos and estimate rPPG from them [60, 67]. In another work [68] depth information
was used to fit a 3D face model and track it over the frames to negate the effect of

large motions and then estimate rPPG from the RGB data.

2.2 Self-supervised Learning

Self-supervised learning aims to reduce the reliance of supervised learning approaches
on human-annotated labels while also learning meaningful representations for enhanced
performance. This training paradigm generally relies on generating pseudo-labels for
pre-training neural networks prior to fine-tuning them for downstream tasks. A major
differentiating factor among the self-supervised approaches lies in the design of the

pretext learning step.

2.2.1 Pre-text Tasks for Images

In [69, 70|, pseudo-classes were created by distorting images through combinations of

rotation, translation, color shifts, and scaling. Each original image contributed towards
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the generation of one pseudo-class. Thereafter, the network was trained to distinguish
among these classes to make the network learn effective semantic representations
robust to distortions. In [71], a patch was randomly sampled from an image, after
which another patch was sampled from its neighborhood grid with the first patch in
the center. Next, the network was trained to predict the position of the second patch
with respect to the first one, thus learning key contextual information. In [72], original
input images were divided into several patches as puzzle pieces, and the pretext task of
the network was to solve the puzzle. As a result, key visual representations and spatial
consistency were learned, resulting in improved performance on the downstream task.
In [73], the images were rotated by certain angles, and the pretext task of the network
was to successfully predict these rotation angles. In [71], certain regions of the image
were cropped and the network was trained to fill in the regions as the pretext task.
This helped the network better learn contextual information in images and perform
better in subsequent downstream tasks. In [75], image colorization was explored as a
pre-text task where the network was trained to colorize the grayscale version of the

original image.

2.2.2 Pre-text Tasks for Videos

Other prior works have also explored different pre-text tasks specific to videos. Since
a video has an added temporal dimension compared to images, many works focus
on utilizing temporal ordering to design pre-text tasks to allow for the network to
learn rich spatiotemporal representations for downstream tasks. In [76], frames from
a high-motion video were sampled, and each set of frames was used to generate three

tuples. One tuple comprised ordered frames (positive), while the other two tuples
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comprised frames where the order was changed (negative). Next, the network was
trained to classify whether the tuple had ordered or unordered frames. In [77], each
video was sampled into a number of clips, after which the frames of one of the clips
were shuffled. Following this step, the network was trained to find the location of
the video clip with shuffled inputs among other non-shuffled clips in an odd-one-out
manner. In [78], a number of clips were sampled from a video and shuffled among
themselves. Subsequently, the network was trained to learn to predict the order of
the shuffling. In [79], the order of frames of the videos was reversed, after which,
the network was trained to classify from the optical flow of the input video whether
the video was in reverse or not. Other tasks such as colorization [30], jigsaw-puzzle
solving [21], and rotation prediction [32] have also been explored as a pre-text task
for learning representations from videos.

Similar to the use of [$3] for self-supervision in natural language processing, Masked
Autoencoder [81] was recently explored for self-supervised computer vision tasks. In
[34], random patches of the original image were masked and the autoencoder was
trained to reconstruct the original image from the input patches. While the pre-text
task is similar to [74], the Masked Autoencoder was based on Vision Transformers 5]
instead of vanilla convolutions, allowing for the use of mask tokens [33] and positional
embeddings [36]. This helped the model learn holistic representations by encompassing
the rich semantic information and be used in the downstream tasks. Furthermore,
the self-supervision strategy has been explored for videos as well [37]. The paradigm
of self-supervised learning has been applied to a wide variety of problems such as
image classification |72|, wearable-based activity recognition [38], signal-based emotion

recognition [89, 90|, and more.
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2.2.3 Contrastive Learning

Contrastive learning is another type of self-supervised learning which has gained
momentum in the past few years and has shown tremendous improvement across
various computer vision tasks such as object detection |91], facial expression recognition
[92, 93], gaze estimation [94], signal analysis [95] and others. SimCLR [96] proposed
the use of different augmentations to create pseudo-samples of the original data and
train the network to learn features to maximize the similarity between the augmented
counterparts of the same original sample and also to minimize the similarity between
the augmented counterparts of two different original samples. A number of other
contrastive learning approaches such as MoCo [97], NNCLR [98], have also been
proposed to take advantage of different aspects of the data for learning effective
representations.

Another approach toward self-supervised learning bears considerable similarities
with the likes of SimCLR [96], but only focuses on maximizing the similarity between
the augmented counterparts of the same original image, and omits the similarity
minimization between the two samples of the different original samples altogether.
This paradigm of self-supervised learning is termed non-constrastive learning. Many
approaches such as BYOL [99], SimSiam [100], and others have been proposed to
explore non-contrastive learning frameworks, and have shown strong results in various

domains [101, 102].
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2.3 Facial Recognition

2.3.1 Classical Methods

In [103, |, the authors proposed using contour and edge detectors to identify
facial landmarks and distinguish between different faces based on them. Principal
Component Analysis (PCA) was used in [105, 106] to extract the features with the
most variance from the training face dataset which were termed Eigenfaces. New faces
were then projected onto the subspace spanned by the Eigenfaces and compared with
the known Eigenfaces to identify the new face. Feature descriptors, such as Histogram
of Gradients [107], Local Binary Pattern [105], and Scale-Invariant Feature Transform
[109], and others have also been used to generate feature descriptions of faces, which

are then used for identification or verification.

2.3.2 Deep Learning Methods

Deep learning methods use standard CNN architectures to generate high-dimensional
feature embeddings from facial images, followed by classification [31]. [110], [111] used
Inception [112] and VGG [113] as their CNN backbones respectively and used the
Triplet loss to optimize their methods. Other methods use ResNets [111] as their
backbone with novel loss functions such as Ly-softmax [115], AM-softmax [116], Ring
Loss [117], A-softmax [118], CosFace [119], ArcFace [120], Circle Loss [121] and others,
to generate better separable embeddings in this context. Another avenue of research in
face recognition focuses on using modalities such as depth-maps [122, |, light-field
images [124, 125], thermal images [120], and others in a stand-alone or multi-modal

manner.
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2.4 Privacy Preservation

2.4.1 Privacy Attacks

Privacy attacks on deployed deep learning models can broadly be classified into
white-box and black-box attacks [33]. In the white-box attack, the attacker has
full knowledge of the deep learning model, including the architecture, parameters or
weights, and the training data. In a black-box attack, the attacker has no knowledge of
the deep learning model and has access only to the input/output behavior of the model.
While white-box attacks are more severe than black-box attacks, they are far less
realistic than the latter. However, in both settings, it is possible to reconstruct/obtain
data used in the training process. The attacks described above are applicable to all
kinds of data processed by deep learning models such as visual [127], textual [128],
graph [129], and others. Recently, in [130], the authors were able to recover several of
the training images used in the training of latent diffusion models which are widely
popular, further highlighting the issue of the vulnerability of data leakage in deep

learning-based systems.

2.4.2 General Privacy-preserving Methods

Existing privacy-preserving approaches can be broadly divided into two categories
depending upon the nature of their mechanism, into encryption or perturbation.
Methods using encryption include Homomorphic Encryption [131], Secure Multiparty
Computation [132]|, and others. However, encryption methods often incur high
computation costs making them unsuitable for many deep learning systems. The
other set of methods use perturbation in the training process in an effort to reduce the

risk of successful privacy attacks. The most common perturbation technique used is
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Differential Privacy (DP) [133]. In DP, noise is added to the optimization process to
prevent the model from strongly learning from any particular training sample. Specific
to visual data, InstaHide |[131] is a data perturbation method wherein every training
sample is encoded using a weighted sum of itself and other training samples, after
which the signs of the pixels of the composite image are randomly flipped. Another
general privacy-preserving strategy for images has been explored in the works of
[135, |, wherein the authors divided a given image into blocks and then performed

pixel perturbations within the blocks.

2.4.3 Privacy-preserving Methods for Faces

Specific to datasets containing faces, privacy-preserving approaches include the addition
of noise, masking, and blurring, among others [137]. However, many of these approaches
are known to be reversible [133], resulting in a need for privacy-preserving approaches
for facial images with strong security and irreversibility. Other methods transform the
face image to another domain such as in [139], wherein the authors take the Block
Discrete Cosine Transform (BDCT) of the image, followed by channel-wise shuffling
and combining to obtain the transformed image. Some methods seek to combine the
concept of DP along with other transformations such as in [140, 141] where the authors
add noise to the BDCT and the Eigenface representation of the face image respectively
to make them privacy-preserving. Another set of works such as [112, 113] use GANs to
generate synthetic faces for face de-identification while preserving information such as
structural similarity, facial attributes and others for use in subsequent tasks. However,
the effect of any privacy-preserving mechanism for rPPG extraction remains largely

unexplored.
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Chapter 3

Self-supervised Learning

3.1 Method

In this section, we present our first proposed method in detail. Our proposed solution
consists of several components, namely, an encoder, a contrastive learning framework,

and loss functions.

3.1.1 Solution Architecture

Our method consists of two separate main stages: (1) self-supervised contrastive
pre-training, and (2) supervised fine-tuning. First, we take a raw input video clip, and
detect Rol, namely the forehead and cheeks. Next, subsequent to the detection of the
Rol, we enter the first stage of our method where the Rol clip is processed by a Data
Augmentation Module to generate an augmented Rol clip. After this, the Rol and its
augmented counterpart are passed through an encoder and subsequently, the projection
head to generate lower-level feature embeddings. This is done for all the input Rol
clips. The contrastive loss is then used to learn strong representations by maximizing

the similarity between embeddings belonging to the same Rol clip, while minimizing
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Figure 3.1: The overall layout of the proposed two-stage approach.

the similarity between embeddings from separate Rol clips. Subsequently, in stage 2,
we use the encoder from stage 1 and fine-tune it using the Rol clip as the input and
the corresponding PPG signal as the output via smooth L1 Loss. The architecture
of our solution is illustrated in Figure 3.1. Through the following subsections, we

describe each component of our solution mentioned above, in detail.

3.1.2 Rol Detection

Since observable changes in blood flow, and thus rPPG, are stronger around the
forehead and the cheek regions |14, 115], we detect and crop these regions as our
Rol, using the Dlib-face Detector [116] (see Figure 3.1). Next, we concatenate these
regions for each frame and resize the outcome to 64x64 pixels. For each video, we
use a sliding window with a length of 128 frames and a stride of 8 frames to obtain
several smaller clips. Similarly, we segment the ground-truth PPG signals such that
the time-synchronicity between each video clip and the corresponding PPG segment is

maintained (this will be used in the supervised fine-tuning stage). This cropping of the
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Rol also provides a layer of security as it does not use the regions with high levels of
discrimination in facial recognition such as the periocular region, the lips, and others
[147, , 31| while using the regions with relatively lower levels of discrimination

namely the forehead and cheek [1419)].

3.1.3 Stage 1: Self-supervised Pre-training

As mentioned earlier, our self-supervised pre-training step consists of a data augmen-
tation module, an encoder, and a projection head. Here we describe each component
in detail.

Data Augmentation. This module applies a set of augmentations to the input Rol
clip x with M frames, x1, xa, ...z, to generate 2’ which also consists of M frames. In
the proposed method, we use two categories of augmentations: () spatial, and (i)

temporal. In terms of spatial augmentations, we employ the following:

e Rotation, where all the frames are rotated by the same angle # € N, where 6 is

chosen randomly from {1,2,...,360};

e (Crop, where for a frame with height H and width W, we randomly select a
cropping scale v € R from [0.25,0.75], and choose the cropping window anchor
with coordinates + € N and j € N. The anchor coordinates are chosen randomly
from {0,1,.... W —~yW} and {0, 1, ..., H — yH} respectively. Accordingly, the
crop is performed between (7, j) and (i + W, j + vH), followed by resizing of

the output to H x W;

e Flip, where every frame is flipped along the vertical axis. Mathematically, for
pixel value with coordinate (i, j) in frame 2/, from 2z’ and corresponding frame

Ty from x, we have x/, (4, j) = x,,(W — 1, j).
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Figure 3.2: Example of a sample clip after being processed by different augmentations.

As mentioned, we also perform temporal augmentations, as follows:

e Shuffle, where frames 1, xo,...x); are shuffled randomly to obtain z’ with a

different order of frames x1/, xo/, x5, ... 251}

e Reorder, where a random index r is selected to cut the video into two clips
= DXy = "is th hesized
Tg = T1, X9,y ey Tp9, Tp1} Ty = Tp, Tpg 1, Tpg2, --Tar—1, Tpr- & 18 then synthesize

as &' = [z, Tal;

e Reverse, where the order of frames is reversed to obtain ' = [zy, Zpr—1, ...,

To, T1].

We visualize the effect of the different augmentations on a sample input in Figure
3.2. In our experiments, input Rol clip z and its augmented counterpart 2’ make up

a positive pair between which the similarity is maximized with contrastive learning
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Table 3.1: Architectural details of the encoder used in our proposed method.

Block Layers Kernel Size Output Size
Input - - 128 x64x64%x3
Conv 16, [1,5.5]  128x62x62x16
ConvBlockl AvgPool [1,[2,2] | 128%31x31x16
Conv 32, [3,3,3] 128x31x31x32
ConvBlock2 Conv 32, [3,3,3] 128x31x31x32
AvgPool [1,2,2] 128%15x15% 32
Conv 64, [3,3,3] 128x15x15x64
ConvBlock3 Conv 64, [3,3,3] 128 x15x15%x 64
AvgPool [1,2,2] 128x7x7x64
Conv 64, [3,3,3]  128x7x7x64
Conv 64, [3,3,3] 128X Tx 7x 64
Conv 64, [3,3,3 128 x7Xx7x64
ConvBlodkd ) o halAvgPool [1,[7,7] | 128%1x1x64
Squeeze - 128 x64
Aggregation 1, [1] 128x1
Output - - 128x1

(to be presented in Section 3.1.5). Alternatively, for two different input clips z; and
x9, where 1 # xq, the samples (21, x9), (2], x2), (x1,25), and (x), z)) constitute the
negative pairs, between which the similarity is minimized.

Encoder. We use a 3D CNN architecture as our encoder. The initial input is passed
through a 1x5x5 kernel that tends to extract information from each video frame. Next,
our model performs 3D convolutions with kernel 3x3x3 on the resulting embeddings.
The detailed architecture is given in Table 3.1. Each convolution operation is followed
by a ReLLU activation and batch-normalization. Mathematically, for any input =z,
h = Enc(x), where Enc(-) is the encoder and h is the intermediate embedding of x.

Projection Head. Following the encoder, we use a projection head to map the
obtained embedding onto a lower-dimensional space. To this end, we use a 2-layer dense
neural network with 64 and 16 neurons to generate the low-dimensional embedding of

the output of the encoder. The final embedding, z is given by z = Proj(h), where
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Proj(+) is the projection head.

3.1.4 Stage 2: Supervised Fine-tuning

For the second stage of the proposed method, we discard the projection head Proj(.)
and the data augmentation module from the previous stage and only use the encoder.
We fine-tune the entire encoder by using the Rol clip as the input and the PPG signal
as the output. Furthermore, instead of using the output of only the last layer of the
encoder for training, we use the output embeddings of the final four convolutional
layers. This enables for more effective representations to be learned throughout

different parts of the encoder.

3.1.5 Loss Functions

Below we describe the loss functions used for each stage of our method.

Contrastive Loss. We use the contrastive loss presented in [90] for the pre-training
stage of our model. This loss helps in learning representations that maximize the
similarity between positive pairs while minimizing the similarity between negative
samples. For any positive pair (x,,,x,) with corresponding projections (z,,, z,), the

cosine similarity is given by:

2Lz,
cosine(zm, zn) = . (3.1)
[z ||z ]]
Subsequently, the loss function is given as:
Lossu (2. 2) = —log exp(cosine(zy,, z,)/T) (3.9)

Zii{l Ljpzmiexp(cosine(zm, 21)/T) ’
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where 1j.n) € {0,1} is the indicator function and outputs 0 iff £ = m and 1 otherwise.
Also, 7 is the temperature hyper-parameter and 2N is the total number of samples
resulting from augmenting the original N samples.

Smooth L1 Loss. We use the smooth L1 loss [150] for the second stage of training.
This loss is a combination of both L1 and the L2 losses, and allows for switching
between the two depending upon the difference between the amplitude values of the
rPPG signal P,,:, and the ground-truth PPG signal Pj. This loss is given by:

lw, |Pout — Pye| < B

2 B

L(Pout, Py) = (3.3)

‘Pout - Pgt| - % * 5, otherwise.

where [ is a hyperparameter. Here, when the absolute difference between the estimated
and ground-truth signals is smaller than (5, the loss uses the L2 loss, otherwise it
uses LL1. The L2 loss is quite sensitive to large errors due to its square operation.
Thus, to obtain a smooth output, i.e., more effective training, the loss shifts to L1 for
signals with larger differences. As mentioned earlier, we apply this loss to the output
embeddings of the final four convolutional layers as opposed to only the final layer,
which enables for more effective representations to be learned throughout different

parts of our network. Accordingly, we calculate the final loss for stage 2 by:

A2
Losssuy = L(Pout, Py) + @ Y L(P;, Py), (3.4)

i=A1

where o, A1, and A2 are the hyper-parameters for the weights and layers included in

the loss calculation, set to 0.5, 5, and 7 respectively.
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3.1.6 HR Calculation

After obtaining the estimated rPPG signals at runtime, similar to [25, 26] we calculate
the HR by measuring the largest peak obtained from the Welch power spectrum of

the signal.

3.2 Experiment Setup

In this section, we first describe the datasets used in our study. This is followed by
the evaluation scheme and the metrics used for comparison of our solution to prior
work. And finally, we discuss in detail the variations of our method which we use to

validate our design choices.

3.2.1 Datasets

We use two publicly available datasets, COHFACE [30] and PURE [28], for our

experiments. Following is a description of each dataset.

e COHFACE |[30]: This dataset comprises 160 facial videos and their corre-
sponding PPG. There are a total of 40 subjects (28 males, and 12 females)
and each subject contributes 4 videos. The videos have been recorded under
two illumination settings (natural lighting and studio lighting). In the natural
lighting setting, the face of the subject is unevenly illuminated from the light
coming from the window blinds next to the subject. In the case of studio lighting,
the face is evenly illuminated from the ceiling light and a 400W halogen spotlight.
The videos have been recorded with a Logitech HD Webcam C525 at 20 frames

per second (fps) while the blood volume pulse signals have been recorded using
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Figure 3.3: Sample frames showing the varying conditions in PURE dataset.

a contact TTL SA9308M sensor at 256 Hz sampling rate. The videos were

compressed in MPEG-4 format with a resolution of 640x480 pixels.

e PURE [28]: This dataset comprises 60 facial videos and their corresponding
PPG. There are a total of 10 subjects (8 males, and 2 females) and each subject
contributes 6 videos performing 6 different movements. The movements are
steady sitting, talking, small face rotation, medium face rotation, slow face
translation, and fast face translation. The videos have been recorded with an
Eco274CVGE camera at 30 fps while the PPG signals have been recorded using
finger pulse oximeter Pulox CMS50E at 60 Hz sampling rate. The videos have
been stored with lossless compression in PNG format with resolution of 640x480

pixels.
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3.2.2 Evaluation Scheme and Metrics

For COHFACE, we use the subject split that has been designated and provided by the
original authors of the dataset [30]. Specifically, the data from 24 subjects is used for
training our model, while the data from the remaining 16 subjects is used for testing.
For PURE, we use a 6-4 subject train-test split as commonly used in prior works such
as [25, 26, 51].

To evaluate our model, the HR values obtained from the individual Rol clips
of the same test video are averaged to generate one HR for each test video. These
averaged HR values are then compared with the actual average HR calculated from
the ground-truth PPG signals. The metrics we use for evaluation are, Mean Absolute
Error (MAE) and Root Mean Square Error (RMSE) | both in beats per minute (bpm),
along with Correlation (R) of the predicted HR H R4 and ground-truth HR HR;.

For N test videos, the metrics are calculated as:

MAE = D ) = H A0 (3.5)
RMSE = |+ > (H Ryeli) = HRy ) (3.6)

and
Zi]il(HRpred(i) — HRpred)(HRgt(i) — HRgt)

R = .
VN (H Ryea(i) — HRprea)? S (H Ryt (i) — HRge)?

3.2.3 Comparisons

Here we briefly describe the other methods with which we compare our proposed

solution.
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Prior Works. We compare our work with several previous works discussed in Section
2.1. These works include [35, 34| which use classical image and signal processing

approaches, as well as a large number of deep learning approaches. The deep learning

approaches include methods with vanilla architectures such as [25, 20], two-stream
approaches such as [50, 18|, varied attention mechanisms |10, 15], methods combining
classical approaches with deep learning such as |58, 62], and others.

Video Representation Learning. 3D convolutions are a common convolutional
approach for processing 3D data such as videos. The 3D convolution does not
distinguish among the dimensions of the data and treats the different dimensions
equally. However, there are convolutional units such as [151, 52| and others which tend
to break down the processing of spatiotemporal data across the dimensions to better
process the information. Of these, the (2+1)-Dimensional ((2+1)D) convolution is
widely used in video-based supervised as well as self-supervised learning [92, , 20].
In a (2+1)D convolution, the 3D convolution is decomposed into a combination of
spatial (2D) and temporal (1-Dimensional (1D)) convolutions. The 2D convolution first
extracts the spatial features from the input, after which the 1D convolution extracts the
temporal features from these intermediate embeddings to complete the spatio-temporal
processing. The separate processing is appropriate for rPPG estimation since there
is less spatial variation in the facial videos as compared to the temporal one. There
are also additional non-linearities (batch-normalization and ReLU) introduced in the
intermediate step which helps in learning better representations. While our main
solution uses 3D convolutions, for comparison purposes, we follow [151] to implement
the (2+1)D approach. We use kernel sizes of 1x3x3 and 3x1x1 for the spatial and

temporal convolution respectively. A detailed layout of the (2+1)D version of the
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Table 3.2: Architectural details of the (2+1)D encoder (Encoder B) used in our

experiments.
Block Layers Kernel Size Output Size
Input - - 128 x64x64%x3
Conv 16, [1,5,5 128%62x62x 16
ConvBlockl AvgPool [1,[2,2] | 128x31x31x16
Conv 57, [1,3,3] 128%31x31x57
Conv 32, [3,1,1] 128 %3131 x32
ConvBlock2 Conv 72, [1,3,3] 128%x31x31x72
Conv 32, [3,1,1] 12831 x31 %32
AvgPool [1,2,2] 128%15x 15% 32
Conv 115, [1,3,3] 128x15x 15X 115
Conv 64, [3,1,1] 128x15x 15x64
ConvBlock3 Conv 144, [1,3,3] 128x15x15x%x 144
Convy 64, [3,1,1] 128 %15 15% 64
AvgPool [1,2,2] 128X 7xT7x64
Conv T4, [L33], , 128x7x7x14d,
Conv 64, [3,1,1] P30 osw7xTx6a 16
ConvBlock4  GlobalAvgPool [1,7,7] 128x1x1x64
Squeeze - 128 x64
Aggregation 1, [1] 128x1
Output - - 128x1

encoder is presented in Table 3.2 while the convolution operation is depicted in Figure
3.4.
Negative Pairs for Self-supervised Pre-training. We also study the effect of using
negative pairs in the self-supervised pre-training stage of our proposed method. While
SimCLR [|96] uses both the positive and negative pairs to train the self-supervised
learning algorithm, there are other self-supervised techniques that do not use negative
pairs. One such self-supervised paradigm is SimSiam [100], which we adopt for
comparison purposes.

The framework used in SimSiam is similar to SimCLR, but with the inclusion of

another dense network, the prediction head or the predictor. Similar to the projection
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Figure 3.4: Illustration of the 3D and (2+1)D convolutions. T stands for the temporal
filter size, while S stands for the spatial filter size.

head discussed in Section 3.1.3, the prediction head is used to map the lower level
embedding z to another embedding space such that p = Pred(z), where p is the
prediction embedding and Pred(.) is the prediction head. SimSiam trains the model
such that the predictor learns to predict the representation of one view of the input
such that it is similar to the projection of another. Through this, the very essential
features of the input are learned by the model. SimSiam uses the predictor in only
one branch of the model while applying a stop-gradient to the other. In this manner,
the projection of one view of the input is constant with respect to the prediction of
the other. The objective of SimSiam is to minimize the negative cosine similarity D

between p and z given by:
pl.z

D(p,z) = ————.
[pll-1]]]

(3.8)

To ensure that both views of the input are processed by both branches of the framework,
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Figure 3.5: An overview of the self-supervised learning strategies used in this study.

the loss function is symmetrized. Therefore for a positive input pair (x,,, x,), the loss

is given as:
1 1
Losssim(m,n) = iD(pm, stopgrad(z,)) + §D(pn, stopgrad(zp,)). (3.9)

An overview of the key differences among the self-supervised learning approaches
is presented in Figure 3.5. For SimSiam, we use a 3-layer dense neural network with
64, 32, and 32 neurons as the projection head and a 2-layer dense neural network
with 8 and 32 neurons as the prediction head. After pre-training, we follow the
same procedure as our proposed method for fine-tuning the encoder for the rPPG

estimation.
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Table 3.3: Comparison of our proposed method with prior works on COHFACE.

Method | MAE| RMSE| Rt
LiCVPR [1(] 1998 2559  -0.44
2SR [12] 20.98 25.84  -0.32
CHROM |[3/] 78 1245  0.26
POS [35] 13.43 17.05  0.07
HR-CNN |[25] 8.10 10.78  0.29
PhysNet [11] 8.59 11.60  0.36
CNN+ConvLSTM [18] | 7.31 11.88  0.36
CAN [50] 6.89 13.89  0.34
DeeprPPG [20] 3.07 7.06 0.86
VitaSi [62] 7.16 9.59 0.61
MultiHeirCNN [17] 5.57 7.69 0.75
ETA-rPPGNet [106] 4.67 6.65 -

CNN-+Att. [15] 5.19 7.52 -

CDConv-CAN [51] L7 3.57 0.96
TFA-PFE [77] 1.31  3.92 -

Sup. (3D) 2.62 4.59 0.90
Sup. ((2+1)D) 2.68 4.42 0.90
Ours w/o neg. 2.45 4.25 0.92
Ours 2.16 3.61 0.94

3.2.4 Implementation

The batch sizes for stage 1 and stage 2 of the training are set to 16 and 8, where we
train the model for 50 and 10 epochs, respectively. The learning rates are set to le-4
and 2e-4 for stages 1 and 2, respectively, with Adam [153] used as the optimizer for
both. The value of /3 is taken as 1 for one of the datasets (COHFACE) and 0.3 for
the other (PURE). All the codes are written in PyTorch [154] and run on an NVIDIA
GTX 2080 Ti GPU.
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Table 3.4: Comparison of our proposed method with prior works on PURE.

Method | MAE| RMSE| Rt
LiCVPR [10] 28.22 30.96  -0.38
2SR [12] 2.44 3.06 0.98
CHROM [31] 207 250  0.99
POS [35] 3.14 10.57  0.95
HR-CNN [27] 1.84 2.37 0.98
PhysNet [ 1] 1.90 344 098
CNN+ConvLSTM [18] | 0.88 1.58 0.99
CAN [50] 083 154  0.99
DeeprPPG [20] 0.28 0.43  0.99
ETA-rPPGNet [10] 034 0.77 -

CNN-+Att. [17] 074 121  1.00
POS+MOT+CNN [58] | 0.23 048  0.99
CDConv-CAN [51] 0.78  1.07  0.99
TFA-PFE [57] 144 250 -

Sup. (3D) 047 058  0.99
Sup. ((2+1)D) 050 062  0.99
Ours w/o neg. 0.46 0.58 0.99
Ours 0.43 0.58 0.99

3.3 Results and Discussions

In this section we present and discuss our results. We first compare the results with
the existing prior works described above. Thereafter we study the impact of using a
different technique for video representation learning and the impact of using negative
pairs for self-supervised pre-training. Moreover, we study the effects of using different
Rols, namely the combined and individual regions of the forehead and the cheek
and also the different augmentations for self-supervised pre-training. Lastly, we also
compare the performance of the supervised and the proposed self-supervised method

on reduced amounts of labelled data.
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Table 3.5: Comparison of our proposed method with prior works on PURE (MPEG-4).

Method | MAE| RMSE| Rt
LiCVPR [10] 2839  31.10 -0.42
2SR [12] 5.78 12.81 0.98
CHROM [3/] 629 1136  0.55
HR-CNN [27] 872 11.00  0.70
PhysNet [14] 5.39 11.05 -

CAN [50] 310  9.37 -

ETA-rPPGNet [16] | 2.66 6.48 -

Sup. (3D) 0.97 1.2 0.99
Sup. ((2+1)D) 1.06  1.52 0.9
Ours w/o neg. 0.78 0.95 0.99
Ours 0.74 0.93 0.99

3.3.1 Performance and Comparison

Tables 3.3, and 3.4 present the results of our method on COHFACE and PURE, in
comparison to prior works. The results show that our method approaches the state-of-
the-art on both datasets with respect to all three evaluation metrics. A number of
prior works [25, 46| have additionally used a compressed version of PURE dataset in
MPEG-4 Visual format, which is denoted by ‘PURE (MPEG-4)’. We also use this
approach for a more thorough evaluation of our solution, given that this compression
is lossy, meaning that the quality of the data will decrease. In Table 3.5, we observe
that on this dataset, our method achieves superior results compared to other works,
indicating low sensitivity with respect to data quality.

Additionally, we implement two supervised versions of our model, one using the
same 3D convolutions used in our final solution, while in the other, we use (241)D
convolutions. We observe that our proposed method outperforms all the baselines by
considerable margins on COHFACE and with smaller margins on PURE, demonstrating

the clear benefits of the self-supervised aspect of our approach. This stands for both
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Figure 3.6: Visualization of predicted rPPG for different conditions presented in the
datasets.
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Figure 3.7: Correlation plots for COHFACE (left), and PURE (MPEG-4) (right).

cases of using as well as not using the negative pairs for the self-supervised pre-training.

Since PURE is stored in lossless format, our work and several prior works obtain an
MAE of less than 1, and in some cases even less than 0.5. Moreover the improvement
of self-supervised training over fully-supervised training is minimal (less than 0.1 in
MAE). However, we notice that there is considerable improvement of self-supervised
learning over the supervised method when using PURE (MPEG-4) instead of PURE.
To better study the effects of using self-supervised learning over supervised learning
and to further evaluate the performance of our proposed solution with respect to
artifacts introduced through video compression |155], we only use PURE (MPEG-4)
along with COHFACE for all the subsequent experiments.

To gain a better understanding about the quality of the rPPG produced by our
model, we visualize sample segments of the estimated rPPG along with the ground-
truth PPG in Figure 3.6 for varying conditions posed in the datasets. We observe
that our model produces high quality rPPG signals, especially with the peaks being
highly aligned with the corresponding PPG, which is the key factor in measuring

metrics such as HR and heart rate variability. We also explore the correlation and the
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Figure 3.8: Bland-Altman plots for COHFACE (left), and PURE (MPEG-4) (right).

Bland-Altman [156] plots to better visualize the relation between our results and the
ground-truth in Figures 3.7 and 3.8. As can be seen in the correlation plots between
the predicted and the ground-truth HR values, our results correlate well with the
ground-truth values with very few outliers. Similarly in the Bland-Altman plots, our

results generally lie within the limits of agreement for both the datasets.

3.3.2 Impact of 3D Convolutions

In Tables 3.6, 3.7, 3.8, 3.9, 3.10, and 3.11, we compare the effect of using different
video encoding methods by experimenting with 3D and (2+1)D convolutions. Encoder
A refers to the encoder using 3D convolution while Encoder B refers to the encoder
using (241)D convolutions. In the case of the fully-supervised baselines for all three
instances of the Rol, using (2+1)D convolutions gives comparable results to the 3D
counterpart. However, among the results obtained after self-supervised pre-training
and fine-tuning, the best results across all the three metrics were obtained for the 3D
convolution-based encoder. Since rPPG estimation relies on very slight changes in

skin color, the additional non-linearities brought along with using (2+1)D convolution



3.3. RESULTS AND DISCUSSIONS 44

Table 3.6: Impact of different encoders for pre-training (full Rol) for COHFACE.

Encoder A Encoder B

Augmentation | MAE| RMSE| R? ‘ MAE| RMSE| Rt

Crop 2.96 4.44 0.90 3.09 5.58 0.86
Rot 2.78 4.84 0.88 2.14 3.61 0.94
Flip 2.16 3.61 0.94 | 2.57 4.08 0.92
Reverse 2.51 3.98 0.93 2.18 3.50 0.94
Reorder 2.59 4.32 0.91 2.48 4.07 0.91
Shuffle 2.22 3.67 0.94 2.40 3.68 0.93
Sup. 2.62 4.59 0.90 2.68 4.42 0.90

Table 3.7: Impact of different encoders for pre-training (full Rol) for PURE (MPEG-
4).
Encoder A Encoder B

Augmentation | MAE| RMSE| Rt | MAE| RMSE| Rt

Crop 0.83 1.22 099 | 1.11 1.43 0.99
Rot 0.81 1.05 099 | 1.25 1.82 0.99
Flip 0.88 1.20 0.99 | 1.10 1.60 0.99
Reverse 0.96 1.28 0.99 | 0.72 1.02 0.99
Reorder 1.18 1.79 0.99 1.46 2.81 0.97
Shuffle 0.74 0.93 0.99 | 1.58 2.92 0.97
Sup. 0.97 1.20 0.99 | 1.06 1.52 0.99

might interfere with the training process rather than helping in some cases.
Nevertheless, there is substantial improvement shown by the self-supervised ap-
proach over the supervised approach for both the encoders. For COHFACE, compared
to the fully supervised learning baseline for Encoder A, the self-supervised learning
approach using the flip augmentation, reduces MAE from 2.62 to 2.16, and RMSE from
4.59 to 3.61, while increasing R from 0.90 to 0.94. For PURE (MPEG-4), compared
to the fully supervised learning baseline, the self-supervised learning approach using
the shuffle augmentation, reduces MAE from 0.97 to 0.74 and RMSE from 1.20 to
0.93. Likewise, for COHFACE, compared to the fully supervised learning baseline for

Encoder B, the self-supervised learning approach using the rotation augmentation,
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Table 3.8: Impact of different encoders for pre-training (cheek as Rol) for COHFACE.

Encoder A Encoder B
Augmentation | MAE| RMSE| R? ‘ MAE| RMSE| Rt
Crop 3.66 6.09 0.83 3.57 5.56 0.84
Rot 2.55 3.92 0.90 | 2.63 4.02 0.89
Flip 2.78 4.71 0.89 3.63 6.04 0.85
Reverse 2.88 4.81 0.89 3.45 9.37 0.86
Reorder 3.23 5.08 0.88 3.05 5.25 0.87
Shuffle 3.14 5.17 0.87 3.12 4.70 0.88
Sup. 3.03 5.17 0.87 3.28 5.31 0.85
Table 3.9: Impact of different encoders for pre-training (cheek as Rol) for PURE
(MPEG-4).
Encoder A Encoder B
Augmentation | MAE| RMSE| Ry | MAE| RMSE| R
Crop 1.93 3.00 0.97 1.65 2.23 0.98
Rot 1.13 1.56 0.99 1.52 2.41 0.98
Flip 0.89 1.25 0.99 1.74 2.45 0.98
Reverse 1.21 1.89 0.99 1.73 2.55 0.98
Reorder 1.58 2.20 0.98 1.83 2.63 0.98
Shuffle 1.48 2.10 0.98 1.99 3.18 0.97
Sup. 1.46 2.64 0.98 1.84 244 0.98

reduces MAE from 2.68 to 2.14 and RMSE from 4.42 to 3.61, while increasing R from
0.90 to 0.94. For PURE (MPEG-4), compared to the fully supervised learning baseline,
the self-supervised learning approach using the reverse augmentation, reduces MAE
from 1.06 to 0.72 and RMSE from 1.52 to 1.02. We observe similar improvements
when using the cheek and the forehead as separate Rols in Tables 3.8, 3.9, 3.10 and
3.11, except in the setting with using the forehead as the Rol along with Encoder B
for COHFACE where the MAE are very similar.
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Table 3.10: Impact of different encoders for pre-training (forehead as Rol) for CO-

HFACE.
Encoder A Encoder B
Augmentation | MAE| RMSE| Rt | MAE| RMSE| Rt
Crop 4.68 7.11 0.78 4.74 7.33 0.73
Rot 4.01 5.55 0.84 4.79 7.13 0.80
Flip 4.67 7.22 0.75 5.00 7.50 0.72
Reverse 4.54 6.55 0.77 5.53 8.25 0.66
Reorder 5.11 7.43 0.72 5.31 8.48 0.66
Shuffle 5.28 7.93 0.74 5.71 8.43 0.71
Sup. 4.96 7.32 0.71 4.73 7.33 0.72
Table 3.11: Impact of different encoders for pre-training (forehead as Rol) for PURE
(MPEG-4).
Encoder A Encoder B
Augmentation | MAE| RMSE| Rt | MAE| RMSE| Rt
Crop 2.55 3.62 0.96 3.13 4.94 0.94
Rot 2.23 3.37 0.97 2.12 3.37 0.96
Flip 2.55 3.36 0.97 2.22 3.14 0.97
Reverse 2.38 3.33 0.96 2.06 3.60 0.96
Reorder 1.90 2.58 0.98 4.70 8.24 0.81
Shuffle 2.36 3.88 0.95 1.87 2.90 0.97
Sup. 2.47 4.10 0.95 2.61 4.44 0.94

3.3.3 Impact of Negative Pairs in Pre-training

Next, in Tables 3.12, 3.13, 3.14, 3.15, 3.16, and 3.17, we compare the effect of using
negative pairs for self-supervised pre-training. We observe that in some cases not
using the negative pairs for this purpose yields better results in comparison to when
the negative pairs are used. However, the best results for almost all Rols for both
the datasets are obtained when using the negative pairs for the pre-training. The
one exception being the case of using forehead alone as the Rol for PURE (MPEG-4)
wherein the MAE are very similar.

In other cases, although not using the negative pairs do not give the best results,
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Table 3.12: Impact of including and excluding negative pairs in pre-training (full Rol)
for COHFACE.

w/ negative pairs w /0 negative pairs
Augmentation | MAE| RMSE| Rt | MAE| RMSE| R?
Crop 2.96 4.44 0.90 2.54 4.68 0.89
Rot 2.78 4.84 0.88 2.78 4.51 0.91
Flip 2.16 3.61 0.94 2.45 4.25 0.92
Reverse 2.51 3.98 0.93 2.76 4.56 0.90
Reorder 2.59 4.32 0.91 2.59 4.28 0.91
Shuffle 2.22 3.67 0.94 2.82 5.26 0.88
Sup. 2.62 4.59 0.90 2.62 4.59 0.90

Table 3.13: Impact of including and excluding negative pairs in pre-training (full Rol)
for PURE (MPEG-4).

w/ negative pairs w /0 negative pairs
Augmentation | MAE| RMSE| R1 | MAE| RMSE| Rt
Crop 0.83 1.22 0.99 | 0.78 0.95 0.99
Rot 0.81 1.05 0.99 0.99 1.35 0.99
Flip 0.88 1.20 0.99 0.92 1.13 0.99
Reverse 0.96 1.28 0.99 0.84 1.05 0.99
Reorder 1.18 1.79 0.99 1.09 1.85 0.99
Shuffle 0.74 0.93 0.99 0.93 1.40 0.99
Sup. 0.97 1.20 0.99 0.97 1.20 0.99

they still give improvements over the fully-supervised baselines. For COHFACE, while
processing the combined Rol, using the self-supervised learning approach without
negative pairs with the flip augmentation, MAE is reduced from 2.62 to 2.45 and
RMSE from 4.59 to 4.25, while increasing R from 0.90 to 0.92. Likewise for PURE
(MPEG-4), using the crop augmentation reduces MAE from 0.97 to 0.78 and RMSE
from 1.20 to 0.95. A similar trend can be observed when using the cheek and the
forehead as individual inputs. Overall, we observe in this experiment that the use
of negative pairs generally benefits our solution. This can be due to the fact that

for the problem of rPPG estimation, it is highly unlikely that two input clips would
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Table 3.14: Impact of including and excluding negative pairs in pre-training (cheek as
Rol) for COHFACE.

w/ negative pairs w /0 negative pairs
Augmentation | MAE| RMSE| Rt | MAE| RMSE| R?
Crop 3.66 6.09 0.83 2.87 4.96 0.87
Rot 2.55 3.92 0.90 3.38 5.29 0.86
Flip 2.78 4.71 0.89 3.27 5.58 0.84
Reverse 2.88 4.81 0.89 2.75 4.42 0.90
Reorder 3.23 5.08 0.88 2.93 4.61 0.89
Shuffle 3.14 5.17 0.87 3.01 4.95 0.87
Sup. 3.03 5.17 0.87 3.03 5.17 0.87

Table 3.15: Impact of including and excluding negative pairs in pre-training (cheek as
Rol) for PURE (MPEG-4).

w/ negative pairs w /0 negative pairs
Augmentation | MAE| RMSE| Rt | MAE| RMSE| Rt
Crop 1.93 3.00 0.97 1.27 1.65 0.99
Rot 1.13 1.56 0.99 0.93 1.29 0.99
Flip 0.89 1.25 0.99 1.47 2.09 0.99
Reverse 1.21 1.89 0.99 1.66 2.68 0.98
Reorder 1.58 2.20 0.98 1.60 2.50 0.98
Shuffle 1.48 2.10 0.98 1.18 1.70 0.99
Sup. 1.46 2.64 0.98 1.46 2.64 0.98

have identical PPG patterns, or in other words, identical labels (given that we have a
regression problem). Thereby when we use negative pairs in our setup, the network
essentially learns to distinguish even between those clips which might have some
spatial similarities or even similar HR values, yet still different PPG patterns. This
will allow for more effective representations to be learned to achieve better overall

performance.
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3.3.4 Impact of Different Facial Regions

Here, we study the effects of using different facial regions for rPPG estimation. To do
so, we use different regions of the face, namely cheeks, forehead, and a combination of
both (our original solution), as input to our model. Since the input dimensions will
differ when the cheeks or the forehead alone are used, we perform spatial interpolation
to scale the input to 64x64 pixels (our original input spatial dimension). Tables 3.8,
3.9, 3.10 and 3.11 present the results where we observe (considering Encoder A) that
when using only the cheek, we obtain results closer to the ones obtained when using
the combined Rol of the cheek and forehead. However, this is not the case when we use
the forehead as the sole input. This can be primarily due to the forehead region being
partially occluded by hair, having wrinkles and other artifacts. Moreover, we observe
that there is significant improvement while using the self-supervised pre-training over
fully-supervised baselines when we use the facial regions separately. For COHFACE,
when using cheek as the Rol, using the self-supervised learning approach with rotation
augmentation, reduced MAE from 3.03 to 2.55, RMSE from 5.17 to 3.92, and increased
R from 0.87 to 0.90 while for the forehead, the self-supervised learning approach using
rotation augmentation, reduced the MAE from 4.96 to 4.01, RMSE from 7.32 to 5.55,
and increased R from 0.71 to 0.84. Likewise for PURE (MPEG-4), when using cheek as
the Rol, using the self-supervised learning approach with flip augmentation, reduced
the MAE from 1.46 to 0.89, RMSE from 2.64 to 1.25, and increased R from 0.98 to
0.99 and while for the forehead, the self-supervised learning approach using reorder
augmentation, reduced the MAE from 2.47 to 1.90, RMSE from 4.10 to 2.58, and
increased R from 0.95 to 0.98. Nevertheless, there are considerable differences in the

values of the metrics obtained whilst using the cheek and the forehead as standalone
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Table 3.16: Impact of including and excluding negative pairs in pre-training (forehead
as Rol) for COHFACE.

w/ negative pairs w /0 negative pairs
Augmentation | MAE| RMSE| Rt | MAE| RMSE| R?
Crop 4.68 7.11 0.78 4.89 7.24 0.76
Rot 4.01 5.55 0.84 | 4.46 6.65 0.77
Flip 4.67 7.22 0.75 5.05 7.12 0.76
Reverse 4.54 6.55 0.77 4.82 7.04 0.74
Reorder 5.11 7.43 0.72 4.89 7.86 0.73
Shuffle 5.28 7.93 0.74 5.00 7.66 0.73
Sup. 4.96 7.32 0.71 4.96 7.32 0.71

Table 3.17: Impact of including and excluding negative pairs in pre-training (forehead
as Rol) for PURE (MPEG-4).

w/ negative pairs w /0 negative pairs
Augmentation | MAE| RMSE| RT | MAE| RMSE| R?
Crop 2.55 3.62 0.96 1.91 2.71 0.98
Rot 2.23 3.37 0.97 1.88 2.75 0.97
Flip 2.55 3.36 0.97 2.50 3.41 0.97
Reverse 2.38 3.33 0.96 2.35 3.37 0.96
Reorder 1.90 2.58 0.98 2.48 3.77 0.96
Shuffle 2.36 3.88 0.95 2.23 3.28 0.97
Sup. 2.47 4.10 0.95 2.47 4.10 0.95

Rols. A similar trend can be observed in Tables 3.14, 3.15, 3.16, and 3.17, wherein we

do not use the negative pairs of the input Rol in the self-supervised pre-training.

3.3.5 Impact of Different Augmentations

Next, we explore the impact of different augmentations. Here, we only consider our
best setups, i.e., Encoder A with negative pairs using the combined Rol. Revisiting
Tables 3.6 and 3.7, we notice that for COHFACE, flip augmentation yields the best
results, while for PURE (MPEG-4), shuffle results in the best performance. However,

we observe that with the exception of flip, the temporal augmentations gave better
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Figure 3.9: Performance of self-supervised and fully supervised approaches on reduced
amounts of labelled data for COHFACE (left), and PURE (MPEG-4)
(right).
results than the spatial augmentations for COHFACE. Similarly in PURE (MPEG-4),
with the exception of shuffle, the spatial augmentations provide better results than
the temporal ones. We should note that the subjects in COHFACE dataset have
less spatial variations compared to the subjects in PURE, as the subjects in PURE
were recorded with varying facial movements while the subjects in COHFACE were
stationary. When using contrastive learning, robust feature representations are learnt
which make the model invariant to the augmentation used to generate the pairs [157],
which might be the reason for the better overall performance of spatial augmentations
in PURE (MPEG-4). Nevertheless, the best performances are given by a spatial
augmentation in COHFACE, and a temporal augmentation in the case of PURE
(MPEG-4), demonstrating the need for exploration of a wide variety of augmentations

for use in contrastive learning [155].
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3.3.6 Performance on Reduced Labels

Lastly, to further illustrate the advantage of using self-supervised vs. fully supervised
learning, we compare the two approaches on reduced amounts of labeled data. We
first train the encoder (Encoder A) on all the video clips of the training data through
contrastive learning. Next, for fine-tuning, we randomly select 50% and 25% of the
video clips and their corresponding PPG signals from the training data, and fine-tune
the network using the smooth L1 Loss. For the supervised learning method, we train
Sup. (3D) from scratch on the same randomly selected video clips and PPG signals.
Figure 3.9 presents the performance on the full and reduced (50%, 25%) training sets
when the best augmentations are used to train the model. As we observe, the self-
supervised approach leads to more robustness (suffers smaller drops in performance)

when dealing with reduced labels on both the datasets.
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Chapter 4

Privacy Preservation

4.1 Method

4.1.1 Problem Setup

Let D be a dataset comprising face videos F' and corresponding PPG signals P for N
subjects. Our goal is to design (), a transformation with strong security, such that
My (Q(F)) = My(F) =~ P, where M is a deep learning model with learned parameters
6, such that Q(.) conceals the identities of the subjects in D, while M is able to

appropriately estimate the rPPG signal from F' or Q(F).

4.1.2 Perturbation Method

Let us assume a sample video F; comprising a total of ¢ frames f!, f2,....ft. These
frames contain the face along with the background which serves no purpose in the
rPPG estimation and might rather hinder it. Hence, we first detect the face in each
frame using the Multi-Task Cascaded Convolutional Network face detector [159] and
subsequently align and crop it. Next, we use DIib [110] to detect facial landmarks

which are subsequently used to crop the left cheek, right cheek, and forehead from
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Figure 4.1: An overview of our proposed privacy-preserving data perturbation pipeline.

each frame. We crop these regions and use them instead of the entire face as the
rPPG signals are stronger in these regions [160]. Moreover, we hypothesize that
these regions contain less identity-related information, and are thus more suitable for
privacy preservation. We crop the left and right cheeks first and then downsize the one
with more height through interpolation such that the height of the two cheek regions
becomes the same. After the resizing, we concatenate the cheek regions horizontally
to form the whole cheek region. Next, we crop the forehead region and concatenate it
(following resizing using interpolation) vertically with the cheek region to form the
final Rol. Accordingly, we obtain frames fh,;, f2ors -+ fkor, Which we then resize to a
consistent size of H x W pixels, where we set H and W to 64.

Next, we apply a windowing operation with a window length of T" = 128, and
a stride length of 8, to obtain smaller video clips which will be used for training
and testing the approach. The same operation is applied to the corresponding PPG
signals, P, to obtain (V,.S) training samples, where V' are the input clips and S are
the output corresponding PPG signals. V' comprises frames f5,;, f2ors - [y, Where

fh ;€ R6X64x3 “We then flatten each frame into a 4096 x 3 array comprising ordered

pixels. Next, we shuffle the ordering of these pixels randomly and reshape the array
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to obtain ff,;, ¢, with dimensions 64 x 64 x 3. Next, we blur f,;, ¢, by convolving
[hor+sn With a 3 x 3 Gaussian kernel to obtain ff,; g, 5 We perform this as we
hypothesize that blurring helps in smoothing the shuffled pixels for relatively easier
processing for rPPG extraction, while also causing loss of information for recovery of
the original image, thereby providing a two-fold advantage for our use-case. We ensure
that a set random order (key) is used for each particular sample while shuffling to
maintain the pixel location coherence across all the frames of that particular sample.
The process of Rol extraction from the face followed by shuffling and blurring comprises
@ (our privacy-preserving transform) and illustrated in Figure 4.1. Here, we note that

the search space of the key is 4096! which results in the strong security of our method.

4.1.3 rPPG Estimation Backbone

Finally, we train a deep learning model to estimate the rPPG signal S, such that
S, = S from the shuffled and blurred Rol clips. To this end, we use a 3D CNN as
our model M, with learnable weights 6. This is the same encoder used in Section
3.1.3 where the model consists of 4 distinct convolutional blocks. The first block uses
1 x 5 x 5 convolutional filters that extract spatial information from each frame of the
video clips. The following three blocks use 3 x 3 x 3 filters. Each convolution layer is
followed by a ReLU activation and batch normalization. The detailed architecture of

the model was presented earlier in Table 3.1.

4.1.4 Loss Function

To optimize 0, we use the smooth L1 loss [150]. By combining the L1 and L2 losses,

this loss enables switching between the two depending on the disparity between the
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amplitude values of the estimated rPPG signal S,, and the ground-truth PPG signal

S allowing for smoother and more effective learning of weights. The loss is given by:

L(S,,S) = (4.1)

S, — S| — 1%, otherwise.

where [ is a hyperparameter set to 0.3 for our method.

4.2 Experiment Setup

4.2.1 Datasets
rPPG

To test our method in terms of performance toward rPPG estimation, we experiment
with two rPPG datasets, the descriptions of which are given below.

PURE [28]. This dataset comprises 60 facial videos and their corresponding PPG
signals. There are a total of 10 subjects with each subject contributing 6 videos
performing different movements such as steady sitting, talking, face rotation, and
others. The PPG signals were collected using a Pulox CMS50E finger pulse oximeter
at a sampling rate of 60 Hz while the videos were recorded using an Eco274CVGE
camera at 30 fps. The videos have been saved in PNG format with a 640x480 pixel
resolution using lossless compression.

UBFC [29]. This dataset comprises 42 facial videos from 42 subjects while they were
playing a time-sensitive mathematical game. The videos have been recorded with a
Logitech C920 HD Pro webcam at 30 fps while the PPG signals have been recorded

using a finger pulse oximeter Pulox CMS50E at 60 Hz sampling rate. The videos have
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Table 4.1: Overview of the facial recognition datasets.

Dataset Identities | Total images
CASIA-Webface [161] 10,575 494,414
LFW [30] 5,749 13,233
CALFW [37] 5,749 12,174
AgeDB [38] 568 16,488

been stored in uncompressed 8-bit format with a resolution of 640x480 pixels.

Facial Recognition

To evaluate the ability of our method in reducing identification capability, we utilize a

facial recognition system for benchmarking purposes. To this end, we also use four

additional publicly available datasets CASIA-Webface [1(1]|, LFW [36], CALFW
[37], and AgeDB [38] for facial recognition experiments which are summarized in
Table 4.1.

4.2.2 Evaluation Scheme and Metrics

rPPG. For PURE, we use a train-test split of 6-4 subjects, while for UBFC, we use a
30-12 subject train-test split as done in previous works [25, 59]. Upon estimation of
rPPG signals, HR is calculated using the Welch power spectrum method, similar to
other works in the area |25, 26]. We then take the average of the HR values to obtain
an average HR for each test video and then compare it with the average ground-truth
HR values to measure MAE, RMSE both in bpm along with R.

Facial Identification. We test the identifiability of the final perturbed images from
both sets of datasets (rPPG datasets and facial recognition datasets). While the
facial recognition datasets come with standard train-test protocols, this is not the

case for the rPPG datasets. As a result, for PURE and UBFC, we randomly select
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Figure 4.2: Sample pairs of images belonging to the same subject from CALFW
dataset showing varying imaging conditions.
1000 facial frames for each subject from the dataset and apply the data perturbation
scheme (Rol extraction, shuffling, and blurring) to generate the final perturbed images.
Next, we use ArcFace [120], a widely used face recognition algorithm to generate
512-dimensional embeddings of the images. We use, PCA to transform the high-
dimensional embeddings into lower-dimensional embeddings of 32 dimensions for
easier classification. We then perform a 5-fold cross-validation using a Support Vector
Machine with a radial basis kernel. The final classification/identification accuracy

(ID) serves as a utility measure for our privacy-preserving approach.

4.2.3 Training

For training the rPPG estimation model, we use a batch size of 8. We train the
network for 15 epochs with 5e-4 as the learning rate for PURE, and 2e-4 for UBFC
with Adam [153] optimizer. For ArcFace, we train the model on CASIA-Webface for
25 epochs with a batch size of 180, and an initial learning rate of le-1 which is divided

by 10 at 11, and 16 epochs. We use the SGD optimizer with a momentum of 0.9
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and weight decay of 5e-4. All the codes were written in PyTorch [154] and run on an

NVIDIA Quadro RTX 8000 GPU.

4.3 Results and Discussions

In this section we present our results. First, we present the results of our proposed
method, along with an analysis of the different steps associated with it namely, the
extraction of Rol, the shuffling of the pixels, and the blurring step. Thereafter, with
all things being the same, we study the effect of grouping the pixels as patches. Next,
we compare the results of our proposed method with other privacy-preserving methods,
followed by a reconstruction attempt to test the security offered by our method.

Finally, we present the impact of our method on public facial recognition datasets.

4.3.1 Results on Pixel-wise Shuffling

In Tables 4.2, and 4.3, we present the results of our experiments across all the metrics
of rPPG estimation and facial identification. In the first part of the tables, we observe
that metrics for rPPG estimation (MAE, RMSE, R) improve when we use the cropped
Rol as input for rPPG extraction, in comparison to the full face. We then compare
the results of varying the number of choices for shuffling keys. We select the key
from a choice of 1, 10, 100, and 1000 different possibilities and ultimately remove the
bound of key choices (represented as U), thereby randomizing the key selection to
the entire available key space. We observe that introducing our data perturbation
method causes some degradation across MAE and RMSE compared to the Rol-only
setting. However, the performance remains within acceptable limits, especially for

the U-setting. In terms of identification, we observe that there is only a minimal
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Table 4.2: Comparison of various parameters for our proposed method on PURE.

Input ‘ Keys MAFE| RMSE| Rt ID]
Face - 0.65 0.95 0.99 99.35
Rol - 0.49 0.78 0.99 98.99
Rol+Sh U 1.23 1.71 0.99 60.20
Rol+Sh+B 1 1.23 1.68 0.99 98.79
Rol+Sh+B 10 1.08 1.46 0.99 90.67
Rol+Sh+B 100 1.69 2.84 0.98 59.96
Rol+Sh+B 1000 1.20 1.98 0.99 46.81
Rol+Sh+B U 0.96 1.30 0.99 46.19

Rol+Shayx2+B 1 1.65 2.47 0.98 98.02
Rol+Shgy2+B 10 0.83 1.17 0.99 81.21
Rol-+Shayx2+B | 100 1.11 1.63 0.99 48.98
Rol+Shayxo+B | 1000 0.83 1.29 0.99 44.36
Rol+Shoyo+B U 0.79 1.11 0.99 43.57
Rol+Shyx4+B 1 1.45 2.35 0.99 9791
Rol+Shyx4+B 10 0.65 0.78 0.99 83.39
Rol+Shyx4+B | 100 0.81 1.03 0.99 48.64
Rol+Shyx4+B | 1000 0.69 0.72 0.99 38.71
Rol+Shyyx4+B U 0.69 1.04 0.99 36.98
Rol+Shgyg+B 1 1.18 2.32 0.98 97.50
Rol+Shgyxs+B 10 0.74 0.95 0.99 81.32
Rol+Shgxs+B | 100 0.80 1.15 0.99 45.67
Rol+Shgxg+B | 1000 0.69 0.72 0.99 32.67
Rol+Shgyg+B U 0.70 0.87 0.99 32.55

reduction in accuracy when the Rol is used instead of the face. Moreover, there is
little to no change in the accuracy when we introduce the shuffling and blurring step
in the single key setting. As we increase the key choices, we observe some reduction in
accuracy when the key choices are increased from 1 to 10, but a significant reduction
in the accuracies upon increasing the choices from 10 to 100 and subsequently 1000,
with the lowest accuracy being achieved in the U-setting. To better visualize the
relation between the HRs calculated from the rPPG estimated from our perturbed face
representations (U-setting), and the ground-truth PPG, we explore the correlation

and the Bland-Altman [156] plots in Figures 4.3 and 4.4. Further, we visualize the
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Table 4.3: Comparison of various parameters for our proposed method on UBFC.

Input ‘ Keys MAFE| RMSE| Rt ID]
Face - 0.52 0.76 0.99 99.97
Rol - 0.44 0.65 0.99 99.93
Rol+Sh U 0.79 1.14 0.99 43.49
Rol+Sh+B 1 0.61 0.71 0.99 99.86
Rol+Sh+B 10 0.91 1.34 0.99 98.49
Rol+Sh+B 100 0.88 1.25 0.99 78.31
Rol+Sh+B 1000 1.01 1.52 0.99 42.08
Rol+Sh+B U 0.89 1.24 0.99 36.14

Rol+Shayx2+B 1 0.66 0.74 0.99 99.79
Rol+Shgy2+B 10 0.99 1.44 0.99 96.25
Rol-+Shayx2+B | 100 0.65 0.81 0.99 55.53
Rol+Shayxo+B | 1000 0.79 1.05 0.99 34.63
Rol+Shoyo+B U 0.53 0.69 0.99 30.80
Rol+Shyx4+B 1 0.96 1.36 0.99 99.81
Rol+Shyx4+B 10 0.66 0.89 099 97.54
Rol+Shyx4+B | 100 1.03 1.61 0.98 68.02
Rol+Shyx4+B | 1000 0.72 1.02 0.99 33.58
Rol+Shyx4+B U 0.69 1.09 0.99 27.17
Rol+Shgyg+B 1 1.04 1.74 0.98 99.75
Rol+Shgyxs+B 10 0.77 1.19 0.99 97.32
Rol+Shgxs+B | 100 0.81 1.28 0.99 70.78
Rol+Shgxg+B | 1000 0.63 0.79 0.99 29.10
Rol+Shgyg+B U 0.61 0.85 0.99 20.83

rPPG signals estimated from the perturbed face representations in Figure 4.5. As
seen, our results agree well with the ground-truth for both the datasets, demonstrating
the effectiveness of our proposed perturbations in preserving rPPG features.

The results of this experiment indicate that our approach significantly reduces
the facial recognition performance, hence preserving privacy, while only resulting in a
minor drop in performance for rPPG estimation. We also visualize the embeddings of
ArcFace generated for the faces and the perturbed faces by our method in Figure 4.6.
We clearly observe that our method disrupts the easily identifiable clusters of different

subject classes. Finally, we experiment with the effect of blurring. First, as shown in
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Figure 4.3: Correlation plots for UBFC (left), and PURE (right).
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Figure 4.4: Bland-Altman plots for UBFC (left), and PURE (right).

the table, by comparing the performance of shuffling alone to shuffling plus blurring,
we observe that in PURE, blurring has a positive impact on rPPG estimation as well
as a reduction in ID , while in UBFC, there is a slight degradation in rPPG estimation,
while still contributing to the reduction of identification capability. Moreover, when
experimenting with different blurring window sizes, Figure 4.7 shows that 3x3 is the

optimal filter size for reducing ID.
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Figure 4.5: Visualization of predicted rPPG for PURE (top), and UBFC (bottom).
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Figure 4.6: Visualization of ArcFace embeddings reduced to 2 dimensions with PCA

4.3.2 Impact of Patch-wise Shuflling

for a) Face and b) Rol+-Sh+B for 5 subjects in PURE.

In the next parts of Tables 4.2, and 4.3, we also compare the effect of shuffling patches

instead of pixels, wherein we first divide the frame f}, ; into non-overlapping patches

of size P x P, flatten the image to obtain arrays of dimension %2 x P x P x 3, and then

shuffle the patches. Next, we reshape the outcome to obtain ¥, ; +Shpyp

c R64><64><3

and blur it. We observe a similar trend for the rPPG and identification metrics
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Figure 4.7: The impact of different kernel sizes used for blurring, on ID for both
PURE and UBFC datasets.
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Figure 4.8: Visualization of pixel and patch-wise perturbed images.

as observed in pixel-level shuffle settings where the rPPG metrics remained within
acceptable limits as compared to the Rol-only setting, while ID dropped considerably
as the choice of shuffling keys were increased. However, we also observe that generally,
the rPPG metrics improve and ID further drops upon increasing the patch size. While
this may suggest that rather than pixel-level shuffling, we should favour patch-wise
shuffling, it is important to note that the grouping of pixels as patches greatly reduces

the key space from (64)?! to (64/P)?! where P € {2,4,8}. Moreover, since patches
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Table 4.4: Comparison with other privacy-preserving methods on rPPG estimation.

PURE UBFC
Method MAEL|RMSE\| Rt | MAEL| RMSEL| R 1
No perturbation| 0.65 0.95 |0.99| 0.52 0.76 |0.99
BDCT [139] 14.44 | 15.50 |0.10| 13.54 | 16.50 | 0.03
Noise [137] 9.25 10.75 | 0.60 | 8.98 10.82 | 0.34
LE [135] 9.15 | 11.60 |0.44| 5.89 | 9.14 |0.67
InstaHide [131] | 2.33 | 3.02 |0.97| 277 | 4.02 |0.92
Ours 0.96 1.30 [0.99| 0.89 1.24 (0.99
might be susceptible to jigsaw-puzzle solver attacks [162, |, we believe that pixel-

level shuffling (U-setting) may be a more secure approach. We visualize the effect of
increasing patch sizes in our method in Figure 4.8. We can clearly observe that using

patches can provide more information to the attacker and reduce the shuffie-key space.

4.3.3 Comparison with Other Methods

In Table 4.4 we compare our method with several privacy-preserving methods [139],
[137], [135], and [134] as described in Section 2.4. First, we implement the Fast Face
Image Masking utilizing BDCT proposed in [139] to encode the facial images before
feeding them into our rPPG estimator. Next, we use Gaussian noise with a deviation
of 0? = 0.5 similar to the baseline used in [137]. We also use the encryption and
adaptation strategy proposed in [135] to modify the input face images. For these three
methods, we use the same data perturbation for both training and inference. And
finally, we implement InstaHide [131] with £ = 2. It is important to note that for
InstaHide, during training, both the input as well as the output samples are mixed.
However, since we do not want mixed/inseparable rPPG signals, we follow [134] and
do not apply InstaHide during the inference process. The comparison results in Table

4.4 demonstrate that our method results in better maintenance of rPPG features as
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Figure 4.9: Reconstruction attempts. a) Rol, b) Rol+4Sh+B, ¢) Reconstructed Rol
from UNet, and d) Reconstructed Rol from Pix2Pix.

the other privacy-preserving techniques result in significant drops in rPPG estimation

performance.

4.3.4 Reconstruction Attempt

To test the reversibility of the shuffling and blurring operation of our data perturbation
scheme, we follow similar approaches to [139, 110] and implement a UNet [164] (batch
size=512, learning rate=1e-1, epochs=20), and Pix2Pix GAN [165] (learning rate=2e-4,
epochs=200) to try to learn a mapping between Rol and Rol+Sh+B images. We train
the networks with pixel-shuffled and blurred Rol images as inputs and the original
Rol images as outputs. In Figure 4.9, we observe that recovering the Rol images is

very difficult, further supporting our method.
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Table 4.5: Results of using our method on facial recognition datasets in terms of
verification accuracy %.

Testing Input | Keys | LFW | CALFW | AgeDB

No perturbation - 99.35 93.03 93.53
Rol - 65.78 55.65 51.78
Rol+Sh U 58.30 52.28 49.91
Rol+Sh+B 1 57.25 53.33 50.11
Rol+Sh+B 10 53.76 52.58 50.93
Rol+Sh+B 100 55.10 52.58 50.53
Rol+Sh+B 1000 | 55.38 51.41 50.48
Rol+Sh+B U 54.16 51.36 50.05

4.3.5 Impact on Public Benchmarks

To further showcase the effect of our proposed data perturbation pipeline, we evaluate
it on large-scale facial recognition tasks for which we use the ArcFace model trained
on CASIA-Webface as described in Section 4.2.3 and test it on LFW, CALFW, and
AgeDB. The original datasets contain images of faces across varying poses, lighting,
background, and even age. We test the ArcFace on the given face images, the extracted
Rol, and the perturbed images. In Table 4.5, we observe that using Rol instead of
the face greatly reduces the verification accuracy, which further reduces upon the
introduction of shuffling and blurring as part of our data perturbation scheme, and

with increased randomness based on the key parameter for all the datasets.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

In this thesis, we addressed two major problems in the field of rPPG, and hence
remote HR estimation, using deep learning. The first problem is the reliance of the
methods on large amounts of labeled data for effective training. The second problem
is the concern of privacy which arises by the use of facial videos to estimate rPPG.
To address the problem of reliance on labeled data, we proposed an effective solution
based on self-supervised contrastive pre-training and subsequent fine-tuning. To tackle
the concern of privacy, we proposed a plug-and-play data perturbation scheme to
extract a privacy-preserving facial representation from face images that causes minimal
degradation in rPPG estimation. Following is a summary of our work in this thesis.

In Chapter 3, we proposed a two-stage method based on the use of self-supervised
contrastive pre-training and fine-tuning for rPPG estimation and HR prediction
from facial videos. In the first stage, a sample video clip of Rol, and its augmented
counterpart were fed into an encoder to generate high-dimensional embeddings, which

were then projected onto a lower dimension through a projection head. The contrastive
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loss was used to maximize the similarity between the embeddings of the same original
sample and minimize the similarity between those of different samples. Next, we
discarded the projection head and fine-tuned the encoder for rPPG estimation. We
showcased that introducing contrastive learning as a pre-training measure helps in
more robust learning of the network for the downstream task of rPPG estimation. Our
comprehensive experiments showed that our self-supervised approach outperforms
many fully supervised techniques to approach the state-of-the-art, while also being
less reliant on output labels during the training stage.

In Chapter 4, we proposed the detection of selected facial regions followed by
pixel-shuffling and blurring as a means to conceal the identity of the subjects for
rPPG extraction. Through comprehensive experiments, we validated the effect of
different parameters of our proposed method on both the rPPG estimation as well as
facial identification. We demonstrated that the introduction of our data perturbation
scheme causes minimal trade-off in the performance of rPPG estimation from the new
facial representation while causing major degradation in facial identification. Our
comparison with other privacy-preserving methods showed that our proposed method
is more suited for the task of rPPG extraction. We also illustrated that our data
perturbation scheme is robust to reconstruction/reversing attempts, thereby providing
strong security to the perturbed face images. Lastly, we also showcased that our
method causes a significant reduction in the performance of facial recognition systems

when used for testing on public datasets.
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5.2 Future Work

For future work, our two approaches can be combined together to create an end-to-end
privacy-preserving self-supervised learning pipeline. However, an interesting challenge
to explore and study is the interaction between self-supervised augmentations and the
perturbations required for privacy preservation. Additionally, different use cases of the
obtained rPPG signals can be explored beyond HR estimation, for instance toward
estimation of arousal, valence, stress, and cognitive load |5, 1, | to contribute to an
all-encompassing system for deployment in smart environments.

Another orientation to further expand our work would be towards mitigating the
bias and ensuring fairness in rPPG estimation. Since rPPG relies on the light intensities
reflected from the surface of the skin, it is sensitive to a number of factors such as age,
skin tones, makeup, cultural artifacts, and others [167, , | which differ across
varying demographics. To this end, the proposed methods can be expanded to explicitly
target such problems. Also, most of the datasets used in this context are collected in
controlled settings, which although have some degrees of changes in illumination, pose,
expressions, skin tones, among other deciding factors, do not represent the entirety
of real-world scenarios. Accordingly, new datasets can be collected, which better
represent and resembles real-life and in-the-wild scenarios. Also, given the newfound
attention of the community towards generative artificial intelligence, methods such
as GANs and diffusion models could be leveraged to synthesize facial rPPG data

targeting all the above-mentioned issues and design algorithms on the same.
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