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Abstract

The expansion of Body Area Networks (BANs) and IoT-enabled healthcare has

greatly improved medical monitoring and treatment. However, wireless BAN com-

munications face significant security threats, with attackers potentially impersonat-

ing devices and disrupting networks. Current BAN security measures do not address

the diverse user base, including older adults and cardiac patients. This thesis fo-

cuses on developing user-friendly and health-condition-sensitive security solutions for

BANs. Cardiac signals can serve as the basis for a touch-to-access system that can

be used for authentication and encryption purposes. They are a viable alternative

to public key cryptography, eliminating the need for secure key storage and complex

computations in resource-limited medical devices. Additionally, cardiac signals pro-

vide automated de-authentication when devices are no longer utilized. This work

addresses the challenges in existing heartbeat-based authentication systems that fail

to incorporate disease-induced abnormalities and different sensing mechanisms. We

propose Pulse-to-pair, a cross-modality heartbeat-based authentication method that

accommodates atypical signal properties, reduces false negatives in authentication,

and provides lightweight security while enhancing usability. This thesis makes three

contributions: designing a cross-modality biometric authentication and encryption

system using Seismocardiography (SCG) and ECG signals, proposing an Inter-pulse
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Interval (IPI) alignment algorithm that substantially enhances the usability and ef-

ficiency, and investigating the impact of Valvular Heart Disease (VHD) on authen-

tication. This is the first work to study VHDs from the perspective of biometric

cryptography. A comprehensive experimental evaluation and security analysis are

provided using ECG and SCG data from cardiac patients. We examine the impact

of VHDs on the properties of heart signals and evaluate the suitability of various

wavelets for processing these signals. Our analysis provides valuable insights into

which wavelets perform best when dealing with signal changes induced by VHDs.
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Chapter 1

Introduction

The healthcare industry has evolved from a traditional model of physician-centred

care to a system that integrates Implantable andWearable Medical Devices (IWMDs),

Personal Healthcare Systems (PHSs), and Body Area Networks (BANs). This trans-

formation has led to significant advancements in medical monitoring, diagnosis, and

treatment. A body area network refers to a network of miniaturized wearable and

implantable devices strategically placed on different parts of the body that communi-

cate wirelessly. With advancements in fast and reliable communication methods and

shrinking sensor nodes, BANs have brought specialized healthcare out of hospitals

into the personal space of those in need of constant care. However, the widespread

availability of devices that provide life-critical medical functions has also resulted in

a wave of security attacks with potentially dangerous consequences.

The automated nature of wireless intra-BAN communication between many de-

vices (up to 64 nodes according to IEEE 802.15.6 [14]) opens up a myriad of ways

for an adversary to severely harm an individual. If an adversary can impersonate a

legitimate device attached to the patient’s body, it can disrupt the whole body area

network. This threat is not mere theoretical speculation. In 2013, doctors ordered
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the wireless functionality of Vice President Dick Cheney’s heart implant disabled [38]

due to concerns about the device being accessed by someone from the next hotel room

or downstairs. Researchers were able to entirely reverse-engineer the communication

protocol of a commercially available insulin pump and launch replay attacks despite

the pump having rudimentary anti-replay mechanisms in place [25]. This essentially

lets an attacker inject an arbitrary insulin dose, resulting in fatal blood glucose levels.

Wearable devices in BANs need stringent access control systems and make sure that

they are communicating with legitimate devices which are part of the same body area

network.

The current state of security in body area networks often fails to account for the

diverse user base, particularly in the context of senior care, where technical expertise

is typically lacking. Traditional password or PIN-based methods place a significant

cognitive load on users, overlooking those who may struggle with fast-evolving tech-

nology. A holistic device pairing method must also consider how health conditions

can impact BAN security, particularly in the case of secrets derived from heart signals

that may be affected by cardiac diseases.

1.1 Motivation and Objectives

Innovative security solutions that incorporate user-centred design principles are neces-

sary to address the unique needs of individuals in smart healthcare systems, ensuring

they are secure, user-friendly, and able to cater to physical and cognitive limitations.

The objectives of this research are to alleviate the cognitive burden of managing se-

curity from the user, to incorporate security into the environment from the outset,

and to examine how health conditions can impact security measures. We aim to
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develop user-friendly and health-condition-sensitive solutions to security issues asso-

ciated with body area networks.

Cardiac signals can be acquired from various regions of the body using relatively

affordable sensors [28]. This method presents a lightweight approach to public key

cryptography, eliminating the necessity for secure key storage and intricate exponen-

tiation computations in resource-limited medical devices. Furthermore, the inherent

randomness in heartbeat intervals renders them difficult to replicate, providing a vi-

able alternative to passwords for authentication purposes. Unlike one-time credentials

such as passwords, cardiac signals are not susceptible to theft. Traditional password

or PIN-based authentication methods are cumbersome to manage, especially for the

elderly or users with declining cognitive ability. Studies show that older users take few

preventative measures to protect themselves from cyber threats and rely on others

for technical assistance [5, 35]. Unchanged default credentials of the telnet and web

interfaces in IoT devices have been shown [1] to be the first point of access for IoT-

centric malware. A heartbeat-based cryptographic approach can provide automated

security and relieve the burden of managing and updating passwords.

Additionally, it enables automated de-authentication or unpairing [59] when de-

vices are no longer used by the individual, as the device loses access to the individual’s

cardiac signals. This limits unauthorized post-authentication use [44]. Authentica-

tion mechanisms dependent on a pre-shared secret between two devices can impede

emergency responders’ access, creating a conflict between safety and security. Cardiac

signal-based authentication and encryption inherently function as a touch-to-access

system [41], enabling authentication for any device that maintains physical contact

with the subject for a sufficient duration. But there are a number of important
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challenges in the research that we address:

• Existing biometric cryptographic protocols assume that two communicating de-

vices measure the same signal using the same sensors. This is not a realistic

assumption in practical scenarios where a user may wear many medical devices

with different functionalities and hardware.

• Older individuals and cardiac patients are not well-represented in current se-

curity research, even though they are a large user base for these devices. An

in-depth analysis of how cardiac diseases affect heart signals and designing suit-

able algorithms to incorporate disease-induced abnormalities is crucial.

• Authentication and encryption methods employ generic parameters based on

standard properties of heartbeats. Furthermore, cross-modality authentication

mechanisms use the same algorithm for two signals with distinct noise charac-

teristics. The ad-hoc nature of these algorithms fails to address the nuances of

the signals and accommodate individuals with atypical heart signals.

In this work, we develop a cross-modality heartbeat-based authentication and key

generation method that provides interaction-free security and usability in practical

scenarios where the collected heart signals may be less than ideal. We focus on cus-

tomizing the algorithm’s parameters tailored to the individual’s heartbeat character-

istics and sensor type instead of using generic parameters based on typical heartbeats.

Our method is designed to accommodate both healthy individuals with normal heart

functioning and those with irregular heart signals, ensuring a reliable authentication

process for a wide range of users.
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1.2 Contributions

The contributions of this thesis can be summarized as follows:

Designing a cross-modality heartbeat-based authentication method. A

heartbeat-based pairing1 method utilizing Seismocardiography (SCG) and ECG sig-

nals is developed. Our evaluation demonstrates that optimal performance is achieved

through tailoring certain parameters to the individual and the sensing mechanism

rather than relying on ad-hoc pairing protocols.

Proposing an inter-pulse interval alignment algorithm. An Inter-pulse Inter-

val (IPI) alignment algorithm is proposed and validated, which substantially reduces

false negative rates and generates more keys, thereby enhancing the system’s usability

and efficiency.

Investigating wavelet suitability in valvular heart diseases. This work exam-

ines the challenges of biometric pairing for cardiac patients, who have been under-

represented in previous research. We analyze eighty-nine wavelets from four wavelet

families on patients with Valvular Heart Diseases (VHDs) to assess their suitability

for different heartbeat shapes. Our findings indicate that selecting the appropriate

wavelet order may be more crucial than choosing the wavelet family, as the results

across the wavelet families are stable. This is the first research work to explore the

impact of VHDs on biometric pairing.

1.3 Thesis Outline

The rest of the thesis is organized as follows:

1Throughout this thesis, the terms \pairing" and \authentication" have been used interchange-
ably to refer to the process of verifying the legitimacy of devices within a body area network.
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Chapter 2, Background and Literature Review. This chapter offers a com-

prehensive background on the subject matter, covering fundamental concepts related

to body area networks, the cardiac cycle, heart rate variability, and valvular heart

diseases. A thorough discussion on heartbeat-based authentication, encryption, and

key establishment for body area networks is then presented, outlining their strengths

and limitations.

Chapter 3, Pulse-to-Pair System Design. The chapter provides a high-level

overview of the authentication and key generation method before delving into a de-

tailed examination of its specific components.

Chapter 4, Experimental Evaluation. This chapter presents a comprehensive

analysis of the proposed system with respect to its security, usability, and efficiency.

We recommend techniques to enhance the security and adaptability of the system.

An in-depth discussion on possible security threats and vulnerabilities is provided,

followed by a detailed examination of the countermeasures.

Chapter 5, Conclusions, Limitations, and Future Work. The thesis concludes

by addressing the limitations of Pulse-to-pair and identifying potential areas for future

research.
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Chapter 2

Background and Literature Review

This chapter provides the necessary background knowledge to understand the work.

It includes an in-depth discussion on Body Area Networks (BANs) and heart rate

variability, which is used to protect such networks. We also discuss health conditions

that can impact heart signals and thus affect the effectiveness of cryptographic so-

lutions. Existing research on security solutions in BANs using Electrocardiograms

(ECG) is reviewed, followed by recent advances using other sensing modalities and

the challenges they present. Popular methods of extracting randomness from heart

signals are also discussed, along with the strengths and limitations of current research.

The motivation for our work is formulated based on this discussion.

2.1 Background

The body area network is a wireless network of wearable computing devices, which

can be implanted inside or surface-mounted on the body or carried in different posi-

tions [51]. BAN communication is limited to the immediate proximity of the human

body, and caregivers can use a controller/ programmer device to administer therapy
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or medication. In BANs, biometric authentication and key generation serve dual pur-

poses: to verify that two medical devices belong to the same body or that a controller

device is in contact with the body and to encrypt communication between them to

safeguard sensitive medical information from unauthorized access.

Heart Rate Variability (HRV), characterized by the fluctuation in the time inter-

val between successive heartbeats, measured in milliseconds, is a powerful tool for

authentication and encryption in body area networks [9]. The variation in millisec-

onds between heartbeats, resulting from the heart’s uneven beating, can be used as

a source of randomness for lightweight cryptographic protocols. However, Valvular

Heart Diseases (VHD) can make extracting randomness from heartbeats a challenge.

In this section, we present an overview of the body area network and the cardiac cy-

cle, which refers to the sequence of events occurring in the heart from one heartbeat

to the next. We also provide an overview of valvular heart diseases, including their

potential to alter heartbeat patterns. Chapter 4 sheds light on how these alternations

consequently affect the efficacy of heartbeat-based cryptographic methods.

2.1.1 Body Area Networks

Wireless Body Area Networks (WBANs), a subgroup of Wireless Sensor Networks

(WSNs), are considered a key technology that revolutionized healthcare as we know

it. WBANs are networks dedicated to operating on the human body and in close

proximity [47]. According to the latest IEEE 802.15.6 standard [23], WBAN applica-

tions are divided into medical and non-medical applications. Sometimes referred to

as Medical Body Area Networks (MBAN), these devices are responsible for monitor-

ing vital signs, continuously analyzing health data, delivering treatment or therapy
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through actuators, and assisting users with managing health conditions overall. We

show different applications of MBANs [53] in Fig. 2.1.

Figure 2.1: An overview of MBAN applications.

The body area network layer integrates small sensor nodes that can be positioned

on or implanted under the human skin to monitor and transmit critical physiological

data. A physician or caregiver can interact with these devices using a programmer or

controller device. In order to monitor the user’s physiological status, data is periodi-

cally collected from BAN devices and logged by a data collector device such as a USB

stick, laptop, or smartphone. Subsequently, the data is analyzed for therapy manage-

ment and relayed to caregivers. These components employ wireless communication

in order to form a real-time monitoring and response loop.

Body area networks are comprised of two types of nodes: peripheral nodes and

central nodes, where the latter is responsible for managing the data generated by
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the peripheral nodes. The communication between the nodes is determined by the

network topology, which refers to the arrangement of nodes within the network. IEEE

recommends three types of network topologies for BANs: star, mesh, and hybrid [49].

In a star topology, each peripheral node is connected directly to the central node. In

contrast, a mesh topology may not have a direct connection between all peripheral

nodes and the central node. A hybrid topology is a combination of both topologies.

 

Intra-BAN communication 

Inter-BAN 
communication 

Controller  

Figure 2.2: Communication channels in a body area network.

Figure 2.2 illustrates an example of a BAN network and its communication chan-

nels. These communication channels act as a gateway to launch security attacks.

Well-known glucose monitoring and insulin delivery systems have been reported to

be susceptible to multiple security attacks. Li et al. [25] were able to eavesdrop on the

communication channel with publicly available information about the devices. The

communication was captured in plain text since no cryptography was employed. The
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device-to-controller communication link can be compromised in a similar fashion, as

shown by Halperin et al. [15] in the case of an Implantable Cardioverter defibrilla-

tor (ICD). They were able to partially reverse engineer the communication channel

between the ICD and the controller by processing the intercepted radio frequency sig-

nals using an oscilloscope and a Universal Software Radio Peripheral (USRP). This

allowed them to eavesdrop on the channel and later conduct a transmit-only replay

attack across an air gap of several centimetres, triggering ICD identification and dis-

closing cardiac and patient data. They were also successful in disabling therapies,

changing the patient’s name, and inducing out-of-order shocks.

Hospira Symbiq [11], a popular intravenous smart infusion pump, was permanently

discontinued from sale after multiple recalls in 2015. Following this procedure, it was

noted that these devices manifested several cybersecurity vulnerabilities. Hospira’s

infusion system was found to be remotely accessible through a hospital’s network.

The system does not verify the authenticity of available updates, which allows unau-

thorized users to control the devices, upload corrupted libraries through the network,

and tamper with medication infusion doses.

Wireless body area networks face various security threats, including eavesdrop-

ping, jamming, spoofing, physical tampering, DoS attacks, injection attacks, and

Man-in-the-middle (MITM) attacks. Cryptography can play a vital role in address-

ing some of these threats. For example, encryption can be used to protect against

eavesdropping attacks by securing the sensitive data exchanged between BAN de-

vices. Authentication mechanisms, such as heartbeat-based authentication, can help

prevent spoofing attacks by ensuring that only authorized devices and users can ac-

cess the BAN. However, the limited resources of BAN devices necessitate the use of
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lightweight cryptographic solutions that are specifically designed for this context.

2.1.2 Heart Rate Variability

A cardiac cycle is the collection of actions that the heart takes throughout a full

beating. The four chambers of the heart are the right atrium, right ventricle, left

atrium, and left ventricle. Diastole and systole are the two primary phases of the

heart cycle. While the ventricles pump blood, the atria receive it.

Figure 2.3: Cardiac cycle and heart anatomy.

The heart’s ventricles relax and fill with blood during diastole. The tricuspid

valve, which only opens in one way to prevent backflow, allows the right atrium to

accept deoxygenated blood from the body and transport it to the right ventricle.

Oxygen-rich blood is taken up by the left atrium and transferred via the mitral valve

to the left ventricle after being pumped by the right ventricle into the lungs.

The heart’s ventricles constrict and pump blood during systole. While the left
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ventricle delivers oxygenated blood to the body’s organs and muscles, the right ven-

tricle pumps blood to the lungs for reoxygenation. After blood is pushed out of the

left ventricle, the aortic valve closes to stop backflow [2]. Systole, or the contraction

of the heart’s ventricles, is what causes a heartbeat. Continuous filling and pumping

of the blood regulates blood flow, delivers oxygen and nutrients to the body, and

keeps blood pressure in check. By controlling the blood flow in one direction, the

heart valves perform a crucial function in the cardiac cycle. The structure of the

heart valves and chambers is illustrated in Figure 2.31.

An ECG, which is a recording of the electrical impulses of the cardiac muscle

as detected by electrodes placed on the skin, can be used to monitor the electrical

activity of the heart. This graph of the data over time shows the heart’s pace and

rhythm as well as any potential problems, such as hypertrophy, reduced blood flow,

or previous heart attacks.

The P wave (atrial depolarization), QRS complex (ventricular depolarization and

contraction), T wave (ventricular repolarization), and U wave are some of the com-

mon waves that make up an ECG trace of a cardiac cycle. The QRS complex, which

consists of Q, R, and S waves and depicts ventricular depolarization, is the most

recognizable characteristic of an ECG graph. The most noticeable element is the up-

ward R wave. Heart rate variability is the variation in the intervals between successive

heartbeats, commonly referred to as RR intervals.

The inherent randomness of heartbeat intervals can be utilized for lightweight

cryptographic key generation. Due to this property, it is also hard to replicate for

an external attacker through random guessing or using another person’s heart signal.

1Original image by Stenemo from Wikimedia Commons, licensed under CC BY-SA 4.0. This
work is a derivative of the original image.
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Heart signals can be measured using several common and low-cost sensors, includ-

ing Seismocardiography (SCG) sensors, Ballistocardiography (BCG) sensors, Photo-

plethysmography (PPG) sensors, and magnetocardiography sensors. Heartbeat data

can also be collected from various body positions, including the chest, wrist, waist,

neck, and ankle, as shown by Lin et al. [28].

(a) Heartbeat ECG (b) Heartbeat SCG

Figure 2.4: ECG and SCG signals.

The above-mentioned factors make heart signals very well-suited for authentica-

tion and encryption in body area networks. This work utilizes SCG data measured

using an accelerometer signal as the second modality. Seismocardiography is a non-

invasive technique that captures cardiac-induced mechanical vibrations at the chest

surface, including those that are inaudible to humans [45]. Figure 2.4 shows the ECG

and SCG waveforms. The SCG waveform exhibits several distinct waves, including

the MC, IM, and AO waves. The MC and AO waves coincide with mitral valve clo-

sure and aortic valve opening. Both the QRS complex in the ECG and the MC, IM,

and AO waves are related to the same physiological event of ventricular contraction

during the cardiac cycle. It is challenging yet possible to authenticate devices and
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generate keys using correlated but different modalities.

2.1.3 Valvular Heart Diseases

Valvular heart disease refers to a condition affecting one or more of the four cardiac

valves, which control blood flow within the heart and circulatory system. Malfunc-

tions of these valves can impede blood circulation and present various symptoms,

such as shortness of breath, exhaustion, chest discomfort, and irregular heartbeats.

The dataset utilized in this research, An Open-Access Database for the Evaluation

of Cardio-Mechanical Signals From Patients With Valvular Heart Diseases, contains

data related to five types of valvular heart disorders: aortic stenosis, aortic regurgi-

tation, mitral stenosis, mitral regurgitation, and tricuspid regurgitation.

The appearance of particular ECG waves can be changed by the presence of VHDs,

albeit the degree of these alterations may differ depending on parameters like age,

general health, and disease duration. Heartbeat-based authentication techniques,

which we discuss in more detail in Chapter 4, may be impacted by these changes.

Some general effects of VHDs on ECG include:

Aortic stenosis. Aortic valve constriction can increase ventricular pressure, which

may result in a heightened and more prolonged QRS complex in ECG tracings [46].

Aortic regurgitation. The condition, marked by a leaking aortic valve during dias-

tole, allows blood to flow back into the left ventricle from the aorta. ECG observations

commonly feature narrow Q waves and left ventricular hypertrophy [48]. The latter,

involving the unusual thickening of heart muscle tissue, extends the electrical activity

throughout the heart, broadening the QRS complex and influencing repolarization,

which may lead to abnormal ST segments or T waves [18].
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Mitral stenosis. Blood flow to the lungs may be hampered by a narrowing of the

mitral valve. Indicators of left atrial enlargement and hypertrophy, such as a wide,

bifid P wave (P mitrale) [12], may be present even though other ECG abnormalities

may not. Another frequent finding is atrial fibrillation, which is characterized by

absent P waves and irregular QRS intervals [17]. These ECG changes signal that the

restricted mitral valve is putting more strain or pressure on the left atrium.

Mitral regurgitation. A leaky mitral valve permits blood to flow back into the

heart. The P wave might broaden, which suggests left atrial enlargement due to

the prolonged spread of electrical activity across the atrium [16]. Indications of left

ventricular hypertrophy could also appear, including a concave ST segment and an

increased QRS duration [6].

Tricuspid regurgitation. When the tricuspid valve, responsible for regulating

blood flow from the right atrium to the right ventricle, does not close adequately,

blood may leak back into the atrium. ECG observations for individuals with tricus-

pid regurgitation are typically nonspecific.

2.2 Literature Review

In this section, we provide an overview of cryptographic applications that leverage

heart signals as a source of randomness. Initially, we focus on studies that employ a

single sensor, most commonly the ECG. We then discuss more recent research that

incorporates various sensing modalities. Inter-pulse Intervals (IPIs) extracted from

heart signals serve as the foundation of heartbeat-based cryptography. We examine

prevalent approaches for IPI extraction. Furthermore, we identify areas of limitation

in the present research landscape and position our work accordingly.
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2.2.1 Heartbeat-based Cryptography

The use of the heartbeat as a means for authentication and encryption has been

extensively studied, with applications ranging from device-to-device communication

to device-to-controller communication.

Device-to-controller authentication using ECG. The Heart-to-Heart [41] (H2H)

system is utilized to authenticate external medical device controllers to Implantable

Medical Devices (IMDs) using ECG. IMDs are susceptible to over-the-air attacks

due to the lack of well-designed authentication protocols. H2H uses ECG to authen-

ticate and extracts time-varying randomness from ECG signals to prevent attacks

from active adversaries. The authors conclude that the four least significant bits

of the inter-pulse intervals are independently and identically distributed (i.i.d.) and

demonstrate this characteristic by analyzing ECG records from various databases. To

address the practical challenges of lightweight implementation and noise tolerance in

ECG readings, they implemented the proposed method in an ARM-Cortex M-3 mi-

crocontroller. H2H is the first physiological value-based IMD device pairing protocol

with a rigorous adversarial model and protocol analysis, providing a secure solution

to protect IMDs from unauthorized access.

Device-to-device authentication using ECG. Peter et al. [37] present an ECG-

based device-to-device authentication method for body area networks. The authors

implement the algorithm using data collected from a body area sensor system pro-

totype. The proposed algorithm utilizes Pan-Tompkins real-time QRS detection and

corrects erroneous peak detection by incorporating knowledge about the typical heart-

beat. The authors compare the magnitude and time differences of the detected Q,

R, and S peaks with the normal ECG signal ranges to filter out abnormal values.
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Their primary contribution is assessing the security protocol’s robustness concerning

different parameters like the resolution of inter-pulse intervals, number of data points

for authentication, deviation in two sensor readings, and others. These results enable

system developers to customize the parameters according to specific real-world body

area network requirements and constraints.

Authentication and encryption using ECG and PPG. The H2K framework [55]

offers a new approach to safeguarding body area networks through a heartbeat-based

key generation system. The method is tested on ECG and PPG sensors and utilizes

the sym4 wavelet for both signals. They adopt a simple but effective IPI alignment

algorithm and apply trend-based quantization on the inter-pulse intervals. However,

sharing the mean value of IPIs between devices during the IPI alignment algorithm

can reduce the key’s randomness, posing a potential security concern. The authors

achieve a key generation rate of 256 bits every five minutes using their proposed

method.

Error-tolerant biometric encryption. Biometric cryptographic key generation is

often hindered by uncertainty, which limits its usability. One promising solution to

this problem is a fuzzy vault scheme. Miao et al. [34] propose an encryption scheme

utilizing ECG signals secured by a fuzzy vault scheme. Fuzzy biometric encryption

combines encryption with biometric authentication to provide error tolerance. En-

cryption keys are stored in a vault, locked with a set of identities based on ECG

features, and can be unlocked with another set of identities. Retrieving the encryp-

tion key is possible only if the two sets are similar enough. Binary features from

the quantized biometric features are mapped with the randomly generated ECG key,

ensuring that only authorized users can access the cryptographic key. The authors
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extract ECG features from the frequency domain and demonstrate that this method

yields similar results regardless of the placement of the sensor on the body. The

proposed method achieves a half-total error rate of only 0.65% based on simulation

tests using ECG data from the MIT PhysioBank database.

Feasibility analysis of error correction for ECG-based cryptography. Martin

et al. [36] propose a pre-processing step to correct synchronization errors in IPI values

derived from two ECG signals placed on different parts of the body. They suggest

that error correction techniques, such as fuzzy extractors, alone cannot achieve this.

To support their claim, the authors use a formal model to represent the heart signal

sensing system and extract a run-time monitor. The monitor is reset when the time

interval between two consecutive peaks from the same signal exceeds a computed

upper bound. The authors verify the run-time monitor using the UPPAAL model

checking tool and evaluate the proposed approach using 19 public databases contain-

ing heart signals. The study highlights the technical challenges of implementing an

IPI-based solution that relies solely on error correction techniques.

Group key establishment using ECG. Zhao et al. [58] put forward a secure

group communication protocol for wearable devices, employing ECG signals for de-

vice pairing and group key creation. The authors highlight the drawbacks of existing

group key creation methods based on gait and fuzzy vaults, which are susceptible

to video attacks and have high computational complexity, respectively. The sug-

gested protocol utilizes an Improved Martingale Randomness Extraction algorithm

to derive high-entropy keys from ECG signals and incorporates a membership man-

agement mechanism to facilitate dynamic group key updates as group membership

evolves. Simulations and experiments are carried out to assess the efficacy of the
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proposed protocol. The outcomes indicate that the protocol is highly efficient, con-

sumes minimal energy, and can thwart both active and passive attacks. This renders

it a viable and secure approach for protecting group communication confidentiality

in healthcare-related wireless body area networks.

The studies cited above presuppose that two devices employ an identical sensing

mechanism, which is not realistic. The generation of secret keys from two sensors

with distinct noise profiles presents a significant challenge due to the difference in

their independently measured IPIs, which cannot be efficiently mitigated using error

correction techniques alone. Moreover, eliminating peaks and intervals based on their

deviation from the typical heartbeat may not be suitable for users with atypical

heartbeats, resulting in inaccuracies in authentication and encryption.

2.2.2 Cross-modality Pairing

Cross-modality pairing, which generates keys using signals from two different sensors,

is an emerging research area. It enhances the usability of heartbeat-based authenti-

cation in real-life scenarios involving body area networks, where devices are likely to

have varying hardware. This approach enables secure and convenient pairing among

diverse devices, promoting seamless connectivity and improved user experience.

Device pairing using ECG and BCG. CardioID [59] is a secure device pairing

technique that derives features from heart rate variability using ECG and BCG data

to produce secure pairing keys. It is the first implicit secure pairing approach that

calculates pairing keys across distinct sensing modalities (ECG-BCG). The method

for determining inter-pulse intervals for BCG and ECG signals consists of detecting

and filtering crucial points in waveforms. Criteria are established for identifying J
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peaks and eliminating outliers using the Hampel filter. Peak H and peak L are

determined through specific order and timing rules. The authors suggest an encoding

algorithm that employs the grey code representation of the central bits of the hex-

encoded IPI, which is more appropriate for noisy signals compared to prior encoding

methods. The performance of CardioID is assessed for 32-bit keys using lab data and

noisy in-field data from healthy individuals.

Respiration-based pairing. Breathe-to-Pair (B2P) [40] is an innovative proto-

col for pairing and shared-key generation for wearable devices, utilizing the wearer’s

breathing activity to confirm that the devices belong to the same body area net-

work. B2P enables the use of various sensor types for pairing, incorporating wearable

devices with diverse sensors. This sensor diversity, however, leads to two primary

challenges: the absence of synchronization among devices and the requirement to

address noise-induced mismatches between generated key bit-strings accurately. B2P

tackles the synchronization issue by employing Change Point Detection to identify

sudden shifts in the respiration signal and treating their occurrences as synchronizing

points. Any potential mismatches are managed through optimal quantization and

encoding of the respiration signal, maximizing error correction rate and minimizing

message overheads. The method is evaluated using a Hexoskin smart shirt and two

smartphones from 30 participants, demonstrating that the protocol can generate a

secure 256-bit key every 2.85 seconds (approximately one breathing cycle). This pa-

per is the first to utilize the breathing signal for shared key generation and secure

pairing of wearable devices.
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2.2.3 Inter-pulse Interval Extraction

Both time-domain and frequency-domain features have been used for heartbeat detec-

tion and inter-pulse calculation. However, pure time-domain and frequency-domain

approaches may be highly susceptible to noise and artifacts, necessitating a cleaner

signal for accurate results. In this context, wavelet transform presents a viable so-

lution. Unlike the Short-time Fourier Transform (STFT) [13], which has fixed time-

frequency resolution and sensitivity to window choice, wavelet transform offers adap-

tive time-frequency resolution, multiresolution analysis, and reduced sensitivity to

window choice, providing a sufficient balance between time-domain and frequency-

domain characteristics. This approach has demonstrated its effectiveness in process-

ing a wide range of cardiac signals, thereby offering enhanced resilience against noise

and artifacts.

ECG signals. Kalidas et al. [21] put forward an online QRS detector algorithm for

real-time beat identification in single-lead ECG signals employing stationary wavelet

transforms with Daubechies 3 (db3 ) as the mother wavelet. The algorithm sets thresh-

olds for beat detection using the initial ten seconds of the ECG signal as a learning ref-

erence and refreshes the thresholds every three seconds to swiftly adjust to alterations

in heart rate and signal quality. This strategy notably reduces false beat detections

while preserving high accuracy. Ad-hoc algorithms tend to struggle with generaliza-

tion, a problem addressed by Elgendi et al. [7]. The research presents a quick and

reliable QRS detection method optimized for battery-operated ECG devices and con-

tinuous 24/7 ECG monitoring. This method employs two moving averages calibrated

by a knowledge base containing only two parameters. The algorithm was assessed on

11 extensive-standard datasets with diverse sampling frequencies, recording lengths,
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and noise levels. The results exhibit high detection rates across various databases,

and the processing time of the suggested algorithm is substantially faster, taking ap-

proximately 2.2 seconds for 130-minute recordings. Its simplicity and speed render it

well-suited for mobile-phone applications, battery-powered ECG signal devices, and

long-term recording devices like necklaces and smart electrodes. The knowledge base

assists in fine-tuning the algorithm’s parameters, enabling it to adapt to different

situations and achieve precise QRS detection.

A study [39] aimed to assess the performance of widely-used ECG R-peak detec-

tion algorithms under realistic movement-induced noise conditions discovered signif-

icant differences in detector performance. A new open-access ECG database with

125 recordings of realistic scenarios and high-precision annotations was established

to achieve this. Seven real-time heartbeat detection algorithms were evaluated on

this new database and the extensively-used MIT-BIH Arrhythmia database. Results

demonstrated that common R-peak detection algorithms performed poorer than pre-

viously reported when using sample precision error margins. The new database dis-

closed that electrode chest straps effectively reduce noise during movement, and the

performance of detectors is comparable when the ECG signal is ideal. However, as

the ECG signal became noisier, detector performance declined and diverged, sug-

gesting opportunities for additional research and development. The study concluded

that prior research may have overestimated the performance of R-peak detection al-

gorithms due to sizable error tolerances and the utilization of primarily artifact-free

ECGs from the MIT-BIH database.

Cardio-mechanical signals. In the context of ballistocardiogram signals, algo-

rithms that identify local maxima and minima using a moving window might be
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unsuitable, particularly when monitoring frail elderly individuals overnight at home,

due to the lack of consistent J -peaks [42]. Martinek et al. [31] apply wavelet transform

to BCG signal processing and examine optimal wavelet parameters. BCG signals are

obtained by generating an ideal synthetic waveform with added noise and capturing

real data with a three-axis accelerometer fixed to the test subject’s chest. The re-

searchers assess the efficacy of sym4, coif1, db5, rbio2.6, and bior3.7 on synthetic and

real BCG signals, determining that sym4 and coif1 wavelets were appropriate for fil-

tering BCG signals. The Signal-to-noise Ratio (SNR) enhances as the decomposition

degree grows, with a decomposition degree of 6 considered most suitable for most

records used. This offers a satisfactory SNR without affecting the valuable signal

component. Jin et al. [20] regard Biorthogonal and Symlet wavelets as fitting choices

for BCG signal processing due to their orthogonality, vanishing moment, and regular-

ity properties. Nonetheless, the Biorthogonal wavelet demonstrates weak symmetry.

In contrast, Symlet wavelets present better symmetry but cause phase distortion dur-

ing decomposition and reconstruction procedures. From the perspective of the scale

function, the scale coefficient embodies the signal’s profile information. When the

scaling function’s form aligns well with the signal’s form, the original signal features

are more effectively conserved across different scales. As a result, the authors select

the sym8 wavelet, showcasing both symmetric wavelet functions and a scale function

that resembles the BCG signal form, to eliminate noise from the raw BCG data.

Another investigation [10] explores multiple mother wavelets at varying scales and

determines that Daubechies 10, or db10, exhibits the greatest tolerance to minor yet

inevitable subject movements. Malik et al. [30] develop a prototype seat cushion as

an effortless, unobtrusive, affordable, and mobile solution for heart rate monitoring
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within a smart aging care system. This prototype cushion employs load cells to ob-

tain a user’s ballistocardiogram and utilizes a Morlet wavelet at a scale of 30 due to

its resemblance to the BCG signal. Ferdinando et al. [8] present two techniques for

improving peak detection in noisy seismocardiography data, which records cardiac

activity from the chest via an accelerometer. The first method involves segmenting

chest vibrations corresponding to individual cardiac events and pinpointing peak lo-

cations, while the second method directly detects peaks from chest vibrations without

requiring segmentation. They examine various potential candidates, including nar-

row symmetric wavelets such as Symlets, Coiflets, Biorthogonal, Reverse biorthogo-

nal, and Fejer–Korovkin wavelets, as well as wide asymmetric ones like Daubechies

wavelets. Upon testing various mother wavelets, they report promising results for

bior3.9 and rbio3.9.

The disparity in the optimal wavelet performance for the same signal across various

publications can be observed. This discrepancy may be attributed to factors such as

the sensor type and the sensor placement on the body, as these elements can influence

the noise profile of the signal.

2.3 Summary

This chapter covered the topic of heartbeat-based cryptographic applications for body

area networks and their reliance on heart rate variability as a source of randomness.

Additionally, we explored how valvular heart diseases can impact heartbeat pat-

terns. ECG records have been widely utilized in several cryptographic applications

within the body area network, such as device-to-device authentication, device-to-

programmer authentication, group key establishment, etc. After a discussion on



2.3. SUMMARY 26

unimodal applications, we provided an overview of recent advances in cross-modality

pairing, which deals with devices using different sensing mechanisms. We presented

various methods of IPI extraction, among which wavelet analysis is a popular one.

We pointed out the discrepancies in the selection of optimal wavelets and the use of

generic parameters and settings derived from typical heartbeat patterns across dif-

ferent publications. This observed discrepancy and the lack of research that accom-

modates atypical heartbeats (due to disease-induced irregularities, hardware-related

noise, etc.) have formed the basis for our work.
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Chapter 3

Pulse-to-Pair System Design

In this chapter, we put forward the implementation of Pulse-to-pair, a heartbeat-

based authentication and key generation method. Initially, we provide a general sys-

tem overview, followed by a detailed discussion of individual components. To detect

heartbeats accurately, we must overcome the challenges presented by sensor-induced

noise and disease-induced irregularities. In this work, we propose an Inter-pulse In-

terval (IPI) extraction algorithm that adapts its parameters based on the user’s heart

signal characteristics. We subsequently present an efficient key generation method

that reduces the number of failed authentication attempts while simultaneously en-

hancing usability, security, and efficiency.

3.1 System Overview

This section provides an overview of the steps involved in the authentication and key

generation method. Before transmitting data through a long-range wireless channel,

the devices perform a calibration process to establish optimal parameters that max-

imize peak agreement between them using a secure bootstrapping process. These

parameters are based on the individual’s heart signal and sensing mechanism and
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are determined during the setup procedure. Upon receipt of an authentication re-

quest, the devices measure their respective heart signals for a specific duration. The

time required to establish a secret of a particular length varies somewhat with a per-

son’s heart rate. The devices subsequently compute the inter-pulse intervals from the

detected heartbeats using their respective peak detection algorithms. The devices

then share the hash values of the IPIs to establish common IPIs and reduce repeated

failed authentication attempts. The chosen IPIs are quantized to generate the key of

the desired length. However, due to the inherently noisy nature of measuring heart

signals, the two devices may not generate identical keys. This issue is addressed

through the use of a lightweight Bose–Chaudhuri–Hocquenghem (BCH) error correc-

tion technique. If the two devices are able to generate shared secrets that are in close

proximity, they will be able to establish identical keys that will be used to encrypt

subsequent communication. The similarity between the secrets used to generate the

keys provides automatic authentication since two devices worn on the same body are

required to generate secrets with adequate similarity. In the subsequent sections, we

will refer to secrets as the string generated by concatenating the IPIs. A key might

be generated from the secrets after successful authentication and error correction. If

there are no mismatches between the secrets generated by the devices, then no error

correction will be necessary, and the secret itself will be used as the key. Figure 3.1

depicts the system overview of Pulse-to-pair. The detailed description of each step in

the figure will be elaborated upon in the upcoming sections.
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Figure 3.1: System overview.

3.2 Inter-pulse Interval Extraction

It is important for two communicating medical devices to measure near identical

inter-pulse intervals from the respective heart signals for two reasons:

• Two devices can prove that they are part of the same body area network only

if they can reliably measure the same signals from the body.

• Key generation process can only be successful if the number of mismatches

between the secrets is lower than the error-correcting capability of the BCH

code.

Noise-tolerant IPI extraction is necessary to provide robust authentication and high-

quality cryptographic key generation. An accurate peak detection algorithm is the

first step to obtaining inter-pulse intervals that are very close to their actual values
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and can be used for key generation with minimal error correction. However, due

to various sources of noise and irregularities in the signals, such as atypical heart-

beats, movements, and inherently noisy sensing hardware, IPIs measured by two

legitimate devices can vary considerably from each other. Figure 3.2 demonstrates

sources of noises and irregularities in both ECG and accelerometer data. Noise spikes,

tall outlier peaks, and poor signal in the seismocardiogram signal are shown in Fig-

ures 3.2(a), 3.2(b), and 3.2(d) respectively. Figures 3.2(c) and 3.2(d) illustrate base-

line wandering and irregular rhythm in ECG.

(a) Inherent noise (b) Outliers

(c) Baseline wandering (d) Heartbeat irregularity, hardware fault

Figure 3.2: Noises and irregularities in the ECG and accelerometer signals.
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NeuroKit2 [29], a Python module for neurophysiological signal processing, is uti-

lized to detect ECG peaks. The NeuroKit algorithm computes the gradient of the

ECG signal, representing the rate of change (slope) of the signal, and subsequently

calculates the absolute value of the gradient. The gradient is then smoothed to re-

duce noise and facilitate the identification of QRS complexes. A gradient threshold is

calculated, which is used to identify the start and end points of the QRS complexes

in the signal. For each QRS complex, the algorithm identifies the most prominent

peak within the complex as the R-peak, provided that the length of the QRS com-

plex exceeds a certain minimum threshold. Additionally, the algorithm enforces a

minimum time delay between consecutive R-peaks to prevent false detections caused

by noise or irregular heartbeats.

Considering the high signal quality of ECG recordings, we assumed that the R-

peaks detected in ECG data are precise and serve as a reliable ground truth. This

assumption allowed for a robust reference point when comparing and evaluating the

performance of R-peak detection in the noisier seismocardiogram signal. Since ECG

signals are generally much cleaner than other heart signals, they can be processed

effectively enough using simple gradient-based methods that identify peaks and valleys

in the signal. Detecting heartbeats accurately in a noisy signal using methods that

identify sudden changes like peaks and valleys in the signal is challenging. In addition,

the presence of atypical heartbeats and low heartbeat amplitude creates challenges

in differentiating between noise peaks and heartbeat peaks, as well as in applying

timing rules based on normal heartbeats to correct errors.

When correlating heart signals from two different sensors, it can be challenging to

detect peaks accurately due to differences in the sources of noise and irregularities.
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Peak detection methods that rely on inference rules based on normal heart signals or

detecting abrupt up and down changes may have poor accuracy, resulting in many

false positives and negatives. Rejecting authentication for actual users hurts the

usability of the system. On the other hand, failing to distinguish between a remote

attacker and a device on the legitimate user’s body disrupts the security of the whole

body area network.

Unlike noise spikes and jitters, peaks and valleys from heartbeats have character-

istic patterns. Wavelet analysis has emerged as a powerful tool for denoising heart

signals [4]. This technique involves the convolution of a signal with a series of scaled

and shifted wavelet functions, enabling the analysis of the signal across different fre-

quency bands and scales. The wavelet transform provides information in both the

frequency and time domains, which is well-suited for analyzing noisy signals. Heart-

beat peaks occur at a lower frequency than noise spikes, but they are distinct from

other low-frequency artifacts, such as baseline wandering. Wavelet analysis decom-

poses the signal into high and low-frequency components, enabling the extraction of

meaningful patterns. Moreover, one of the key advantages of wavelet decomposition

over other signal smoothing techniques, such as the Savitzky-Golay filter, is the abil-

ity to select a wavelet that is tailored to the specific shape or phenomena of interest

in the signal.

Different wavelet families have certain features that make them suitable for certain

tasks, such as good frequency localization, time localization, asymmetry, smoothness,

and so on. Although wavelet analysis has been previously used for peak detection in

heart signals, a detailed discussion correlating the wavelets with the properties of the

heart signal is missing. This work provides a thorough analysis of the suitability of



3.2. INTER-PULSE INTERVAL EXTRACTION 33

different wavelets for extracting IPIs from heart signals that exhibit Valvular Heart

Disease (VHD) induced changes.

Wavelet analysis is used to detect peaks in accelerometer signals according to

Algorithm 1. We evaluate Bior, Sym, Coif, and Db wavelets of different orders to

work on 500 samples, which roughly translates to two seconds of heartbeat data for a

sampling rate of 256 Hz. The chosen wavelet decomposes the signal into multiple levels

of detail or scales by using low-pass and high-pass filters. The resulting coefficients

correspond to each level of detail or scale, with the lowest scale representing the

coarsest approximation of the original signal and the higher scales representing more

detailed and higher frequency components. A hard thresholding approach is applied

to the coefficients (Line 3), whereby coefficients smaller than a specific threshold are

set to zero, and larger coefficients are retained. The objective of thresholding is to

reduce noise in the signal by removing high-frequency components that are likely to

be noise. Universal thresholding, which computes the threshold value based on the

statistical properties of the coefficients and signal length N , is used. The thresholded

coefficients are then reconstructed back into a signal using the same wavelet type.
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Algorithm 1: Wavelet-based Peak Detection Algorithm

Input: acceleration data a, wavelet  , width;distance;prominence

Output: set of peak indices t

1 c Wavelet Decomposition(a;  );

2 Tuniv  Calculate Universal Threshold(cmax; N);

3 cthresh  Hard Thresholding(c; Tuniv);

4 x Reconstruction(cthresh;  );

5 t Find Peaks(x;width;distance;prominence);

6 return t

Further refining of peaks is performed using the find peaks function of the SciPy

module [50]. Three parameters (width, distance, and prominence) are used to remove

false peaks (Line 5). The distance parameter specifies the minimum distance between

peaks, which is related to the person’s heart rate and is helpful in distinguishing

true heartbeats from noise spikes. The width parameter specifies the acceptable

range of peak widths and removes peaks resembling high valleys rather than clearly

distinguishable sharp peaks. Abruptly changing sharp peaks in the signal can result

from heartbeats as well as movements and activities. The prominence parameter

is determined based on the mean and standard deviation of the accelerometer data.

Prominence is a measure of the peak’s intrinsic height and location relative to other

peaks [32]. It is useful in removing outliers from the peaks and is affected by the

shape of the heart signals and the sensor used to measure the signal. Figure 3.3 shows

two subjects with different QRS amplitudes, resulting in different R-peak heights or

prominences.
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Figure 3.3: Accelerometer signals with di�erent prominences.

Careful selection of wavelets and parameters based on the heart signal's proper-

ties during the bootstrapping phase yields the best results. It is important to note

that the parameters do not have to be �ne-tuned with high precision, but rather a

coarse-grained adjustment is required until the peaks detected by the two devices

closely match. Small variations in the values of these parameters do not impact the

overall performance of the algorithm. Before participating in communication over

longer-range wireless channels, devices exchange their measured peaks over a speci�c

duration and adjust the parameters through an out-of-band communication chan-

nel [52] until an acceptable level of peak matching is attained.

3.3 Key Generation

After measuring their respective IPI, the devices agree on a set of IPIs using an IPI

alignment algorithm. The IPIs are then quantized and concatenated to generate the

key. The remaining errors are reconciled using error correction codes.

3.3.1 Inter-pulse Interval Alignment

After detecting peaks, the inter-pulse intervals are computed from the timestamps.

The IPIs can be quantized and used to generate secrets with slight variations due to

noise in di�erent communicating devices. Information reconciliation [43] techniques,
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such as BCH error correction and its variants can correct mismatches up to a certain

extent. However, excessive error correction during the key establishment phase weak-

ens the authentication mechanism, while inadequate error correction capability leads

to prolonged authentication time and unacceptable keys. It is essential to perform

IPI alignment to maximize the number of IPIs available for minimal error correction

during key establishment and avoid repeated failed authentication attempts [55].

Consider a scenario where a minimum ofi IPIs are required to generate a secret

of length k for two devices,deva and devb. Even if most peaks are accurately detected

in both devices, a few wrongly detected extra peaks or missed peaks could lead to

enough mismatches that the authentication attempt is rejected. This results in a

wastage of legitimate IPIs that could have otherwise been used for successful key

generation. To address this issue, we propose a hash-based IPI alignment technique

to minimize IPI wastage and expedite the authentication of legitimate devices.

For each IPI p, deva transmits a set of unordered hash valuesf p; p+1; p+2; : : : ; p+

margin g to devb, where margin is an adjustable parameter used to control the ac-

ceptable error in the authentication process. Upon receiving the list,devb compares

the hashes with its IPI p0. A match indicates that the IPI can be used for key gen-

eration, and a con�rmation message is sent todeva. IPIs that deviate by more than

margin in both devices are discarded. A pepper is added to the input of the hash

function to strengthen the security of the IPI alignment technique. A pepper is a

random string of data that makes it harder for attackers to precompute a table of

hash values for common inputs. The pepper can be exchanged during the initial boot-

strapping process. By concatenating the pepper with each IPI value before hashing,

the resulting hash values become unique to each device and di�cult for an attacker
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to precompute. Additionally, the pepper value can be periodically refreshed upon

subsequent successful authentication to further increase the security of the technique.

It is worth noting that decreasing the margin enhances the strictness of the au-

thentication process, leading to higher false negatives, i.e., rejecting authentication

attempts from legitimate devices. While sending fewer hash values reduces mes-

sage exchange overhead, it requires multiple authentication requests for two devices

to agree on the generated secrets. In contrast, increasing the margin results in ex-

changing more hash values to align the IPIs, allowing for faster pairing. However, it

also increases the false positive rate, i.e., accepting authentication attempts from an

unauthorized device or an attacker, since IPIs have to be less accurately aligned. In

summary, adjusting themargin parameter is crucial to achieving the desired level of

security, latency, and message exchange overhead.

3.3.2 Quantization

The choice of quantization method and the speci�c bits used for key generation are

crucial in determining the security and performance of a system. Various quantiza-

tion algorithms have been employed in research, including the common practice of

generating secrets by concatenating the last four bits of the binary representation of

IPI values, which have been shown to have the highest entropy. However, for our use

case, such methods prove less e�ective in correlating signals from two distinct devices

due to the pure noise present in the lower-order digits, resulting from discrepancies

in the sensor measurements.

The quantization method proposed by S. Zuo et al. [59] is well-suited to our

purposes. The authors concentrate on the second-last digit of IPIs, which has high
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variance and entropy while ignoring the higher-order digits with limited variance and

entropy, as well as the lower-order digits that are more sensitive to noise. The resulting

4-bit Gray code representations ensure maximum entropy of the key sequence while

reducing the impact of noise and errors in the quantization process. The use of

hexadecimal representation guarantees an equal likelihood of all 16 possible 4-bit

gray encoding values in the resultant key sequence. This equal distribution of values

helps to maximize entropy and minimize bias towards any particular bit value in the

resulting key sequence. To generate 32, 64, and 128-bit secrets, we require a minimum

of 8, 16, and 32 inter-pulse intervals, respectively, with each IPI generating 4 bits.

3.3.3 Error Correction

Due to the inherent noise in biometric signals, discrepancies may arise between

the secrets generated by two devices. Various information reconciliation techniques

have been proposed in research to enable two parties who possess correlated ran-

dom variables, such as a noisy version of their partner's random bit string, to agree

on a shared string [3, 55]. One such error correction technique is the BCH codes

(Bose{Chaudhuri{Hocquenghem), which can correct up tot errors in a message of

length k using a codeword of lengthn, with n � k bits serving as parity bits. As

long as the number of mismatches between the two strings remains within the er-

ror correction capacity of the BCH code, the communicating devices can establish a

common key. If the attempt proves unsuccessful, the devices can continue attempt-

ing to establish a common key until a timeout occurs. In regular BCH codes, the

message itself is encoded into the codeword, comprising the original message and the

n � k parity bits. This approach results in a considerable overhead of parity bits,
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which may be excessive for resource-constrained devices. To reduce message overhead

in resource-constrained BAN devices, a lightweight BCH technique, as proposed by

Pourbemany et al. [40], can be used. This technique enables the transmission of a

message of lengthn using a codeword of the same length, thus minimizing the amount

of exchanged data.

3.4 Summary

This chapter described Pulse-to-pair in detail, including the steps of IPI extraction,

alignment, quantization, and error correction. In the next chapter, we demonstrate

how the method improves security, usability, and e�ciency and suggest techniques to

enhance its security and adaptability. A thorough security analysis is presented to

identify potential vulnerabilities. Mitigation strategies are proposed to enhance the

protocol's robustness against attacks.
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Chapter 4

Experimental Evaluation

In this chapter, we present a comprehensive evaluation of Pulse-to-pair in terms of

its security, usability, and e�ciency. A reliable authentication method must not only

accurately identify the individual but also di�erentiate them from unauthorized users.

We utilize wavelet analysis for extracting Inter-pulse Intervals (IPI) and investigate

the impact of secret length and wavelet selection on the authentication process. Key

generation is evaluated in terms of key generation time and entropy.

Furthermore, we present the e�ects of IPI alignment on the number of failed au-

thentication attempts and the total number of keys generated for di�erent key lengths.

The performance of di�erent wavelets is analyzed, followed by an investigation into

how certain properties in the heart signals make certain wavelets more suitable than

others. The analysis can help researchers adapt the algorithm to speci�c scenarios.

Finally, we discuss potential attacks and recommend mitigation strategies to enhance

the method's robustness against such attacks.



4.1. DATA PROCESSING 41

4.1 Data Processing

To evaluate our method, we utilize ECG and Seismocardiogram data sampled at

256 Hz from theOpen-Access Database for the Evaluation of Cardio-Mechanical Sig-

nals From Patients With Valvular Heart Diseases, available from Frontiers [54]. The

database comprises ECG and Seismocardiogram (SCG) signals obtained from pa-

tients with valvular heart diseases, collected and processed at various sites globally.

The age of the subjects in the database ranges from 29 to 97 years, with an aver-

age of 68 years and a standard deviation of 14 years. The signals contained in the

database o�er insights into the mechanical activity of the heart and are useful for

diagnosing and monitoring these conditions. Figure 4.1 illustrates the data collection

environment. They use the Shimmer 3 ECG module from Shimmer Sensing in the

United Kingdom, which comprises a 3-dimensional micro-electromechanical system

accelerometer. The device also incorporates a bio-potential circuit for simultaneously

capturing the ECG signal.

Figure 4.1: Measurement setup.
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In this research, wavelet analysis is employed to detect peaks in the accelerom-

eter signals and generate 32, 64, and 128-bit shared secrets from the ECG and ac-

celerometer signals. As di�erent wavelets perform di�erently across subjects, the

thesis reports results from both the overall best-performing wavelets and the respec-

tive best-performing wavelet for each subject. The best-performing wavelet for each

subject is determined based on the highest average bit similarity between the 128-

bit shared secrets generated from the ECG and accelerometer signals. Similarly, the

overall best-performing wavelets are determined based on the highest average bit

similarities (lowest hamming distance) across the most number of subjects. The two

secrets will be independently generated in a real-life setting, and their similarity level

plays a crucial role in the success of both authentication and encryption. There-

fore, the reported results are essential in evaluating the performance of the proposed

method in generating unique and similar shared secrets for reliable authentication

and encryption.

Initially, we used NeuroKit for peak detection in the accelerometer signals to

establish a baseline. However, we encountered errors related to insu�cient peak

detection for Subjects 19, 20, 33, 36, 37, 41, and 61. As we gathered su�cient data

from the rest of the subjects, re-running the a�ected subjects was deemed unnecessary,

as it would not signi�cantly impact research outcomes. We have excluded the six

subjects from all experiments.

4.2 Authentication

The e�ectiveness of both authentication and encryption relies heavily on the level

of similarity achieved in the shared secrets generated by the two devices. If the



4.2. AUTHENTICATION 43

secrets have a high number of mismatches that exceed the correction capacity of

the error-correcting code, the devices cannot independently generate identical keys.

This leads to both failed authentication and subsequent encrypted communication.

Therefore, the primary objective of the system is to produce secrets that exhibit

maximum similarity while maintaining uniqueness, i.e., being dissimilar enough to

other individuals' heart signals. The quality of authentication is measured by the bit

similarities of shared secrets, both intra-subject and inter-subject:

Intra-subject similarity. The bit similarities between the ECG and accelerometer

secret obtained from the same subject.

Inter-subject similarity. The bit similarities between the ECG secret obtained

from one subject and the accelerometer secret obtained from other subjects.

We report the intra-subject and inter-subject similarities of ECG and accelerome-

ter secrets, considering the best-performing wavelet overall, as well as the best wavelet

for each subject.

4.2.1 Intra-subject Similarity

Intra-subject for overall best wavelets. Figures 4.2, 4.3, and 4.4 depict the

bit similarity of 128-bit secrets obtained from the overall best-performing wavelets,

namely db38, db37, db36, coif17, coif6, and bior3.9. Despite these wavelets demon-

strating the highest bit similarities for a majority of subjects, their e�ectiveness sig-

ni�cantly varies across subjects. The red dashed line at 0.5 on the y-axis signi�es the

random similarity level, while the green dashed line at 0.8 represents the satisfactory

similarity level that distinguishes one subject from the others.

The Db wavelets exhibit superior performance to the Bior and Coif wavelets in
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(a) Intra-subject similarity bior3.9 (b) Intra-subject similarity coif6

Figure 4.2: Intra-subject similarity using bior3.9 and coif6 for 128-bit secret.

(a) Intra-subject similarity coif17 (b) Intra-subject similarity db36

Figure 4.3: Intra-subject similarity using coif17 and db36 for 128-bit secret. Wavelet
db36 has the highest number of median similarities above the green line.
The interquartile range of similarities below 0.5 for db36 is the lowest
compared to other wavelets. Wavelet coif17 has the least number of me-
dian similarities above the green line.

terms of the amount of data falling below the red line and above the green line. Among

these wavelets, db36 (Figure 4.3(b)) has the highest number of median similarities

above the green line, while both db37 (Figure 4.4(a)) and db36 have only one median

similarity below the red line. Moreover, the interquartile range of similarities below
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(a) Intra-subject similarity db37 (b) Intra-subject similarity db38

Figure 4.4: Intra-subject similarity using db37 and db38 for 128-bit secret.

0.5 for db36 is the lowest compared to other wavelets. As Figure 4.3(a) shows, coif17

has the least number of median similarities above the green line. Additionally, a high

variance in the data is observed for some subjects across all the wavelets.

Intra-subject for respective best wavelets. Figure 4.5 illustrates the bit similar-

ity analysis of the 128-bit secrets generated by the best-performing wavelet for each

subject. The results indicate that over 60% of the subjects have median similarities

above the green line, and no median values fall below the red line. Furthermore,

the interquartile range for most subjects is well above the red line. The variance

in the data is also much smaller in Figure 4.5. This emphasizes the importance of

carefully considering signal characteristics when selecting the appropriate wavelet for

IPI extraction. Achieving comparable results for each individual without o�ine ob-

servation of their heart signals, sensor properties, and normal heart rates is generally

unfeasible.
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Figure 4.5: Intra-subject similarity using the respective best-performing wavelet for
each subject for the 128-bit secret. Over 60% of the subjects have median
similarities above the green line, and no median values fall below the red
line. Furthermore, the interquartile range for most subjects is well above
the red line. The result is notably improved compared to any single
generic wavelet.

4.2.2 Inter-subject Similarity

Inter-subject for overall best wavelet. We also present the inter-subject similar-

ity using the db36 wavelet for 128-bit secrets for several subjects in Figures 4.6, 4.7,

and 4.8. Results from subjects with varying degrees of intra-subject similarity are

included. The best performing two subjects are chosen based on the highest bit

similarities between the ECG and accelerometer signals generated from the devices.
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(a) Inter-subject similarity with Subject 70 using
db36

(b) Inter-subject similarity with Subject 45 using
db36

Figure 4.6: Inter-subject similarity using db36 for 128-bit secret for subjects with the
highest intra-subject similarity.

Similarly, the worst performing two subjects are selected based on the lowest bit simi-

larities. Additionally, subjects whose secret similarities are in the median and second

quartile range are also included to provide a representative sample of the overall

distribution of performance in the study population.

(a) Inter-subject similarity with Subject 69 using
db36

(b) Inter-subject similarity with Subject 60 using
db36

Figure 4.7: Inter-subject similarity using db36 for 128-bit secret for subjects with the
median and second-quartile intra-subject similarity.
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(a) Inter-subject similarity with Subject 24 using
db36

(b) Inter-subject similarity with Subject 23 using
db36

Figure 4.8: Inter-subject similarity using db36 for 128-bit secret for subjects with the
lowest intra-subject similarity.

In order to achieve successful authentication, it is essential that the shared se-

crets generated from the same heartbeats are not only similar to each other but also

distinctly di�erent from signals produced by other individuals. If the bit similarity

between two secrets is signi�cantly higher than 50% or random chance, the authenti-

cation mechanism becomes ine�ective. As shown in the �gures, there is a noticeable

correlation between good intra-subject similarity and inter-subject similarity. When

a subject's own secrets are similar to each other, they can be distinguished from those

of other individuals. Secrets from subjects with poor intra-subject similarity match

randomly with those from other subjects.

Inter-subject for respective best wavelets. The inter-subject similarity of the

secrets using the optimal wavelets for each subject for 128-bit secrets is illustrated

in Figures 4.9, 4.10, and 4.11. Our �ndings indicate that the secrets' uniqueness

signi�cantly improves when using a wavelet best suited to the individual's heart signal

properties and shapes.
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(a) Inter-subject similarity with Subject 70 using
their best wavelet

(b) Inter-subject similarity with Subject 45 using
their best wavelet

Figure 4.9: Inter-subject similarity using the respective best wavelets for 128-bit se-
cret for subjects with the highest intra-subject similarity. The secret's
uniqueness improves compared to the generic wavelet case.

(a) Inter-subject similarity with Subject 69 using
their best wavelet

(b) Inter-subject similarity with Subject 60 using
their best wavelet

Figure 4.10: Inter-subject similarity using the respective best wavelets for 128-bit
secret for subjects with the median and second-quartile intra-subject
similarity. For Subject 60, the appropriate wavelet drives the whole
inter-quartile range above the green line, compared to the results ob-
tained using db36 in Figure 4.7(b).

This corroborates our previous observations, which demonstrate that enhancing

the intra-subject results leads to higher inter-subject similarity scores. Notably, for
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(a) Inter-subject similarity with Subject 24 using
their best wavelet

(b) Inter-subject similarity with Subject 23 using
their best wavelet

Figure 4.11: Inter-subject similarity using the respective best wavelets for 128-bit se-
cret for subjects with the lowest intra-subject similarity. Using db36,
Subject 23's ECG secret exhibits greater similarity with other subjects'
accelerometer secret than their own 4.8(b). Although Subject 23's out-
comes are still suboptimal, their median similarity score is higher than
any other subject's.

Subject 60, the appropriate wavelet drives the whole inter-quartile range above the

green line in Figure 4.10(b), compared to the results obtained using db36 in Fig-

ure 4.7(b). Additionally, using db36, Subject 23's ECG secret exhibits greater sim-

ilarity with other subjects' accelerometer secret than their own 4.8(b). Although

Subject 23's outcome in Figure 4.11(b) is still suboptimal, their median similarity

score is higher than any other subject's.

4.2.3 E�ect of Secret Length

In our experiments, we scrutinize the impact of secret length on authentication robust-

ness, as presented in Figures 4.12, 4.13, and 4.14, which delineate the inter-subject

similarities for Subjects 70, 60, and 23, respectively. Contrasting these illustrations



4.2. AUTHENTICATION 51

with the inter-subject similarity attained by 128-bit secrets, as illustrated in Fig-

ures 4.6(a), 4.7(b), and 4.8(b), it becomes evident that an extended secret length

signi�cantly enhances the capacity to discriminate between an individual's cardiac

signals and those of other participants.

Focusing on Subject 70 (Figure 4.12 and Figure 4.6(a)), we see a notable disparity

between the similarity between their own secrets and the similarity between their

secrets and those of other subjects across all secret lengths.

(a) Inter-subject similarity with Subject 70 using
db36 for 32-bit secret

(b) Inter-subject similarity with Subject 70 using
using db36 for 64-bit secret

Figure 4.12: Inter-subject similarity for 32 and 64-bit secrets for Subject 70 using
db36. When using 32-bit secrets, 76% of other subjects display a me-
dian similarity greater than .5 (above the red line), which exceeds the
probability of random occurrence and is thus undesirable. With 64-bit
secrets, 54% of subjects exhibit a median similarity surpassing the red
line. This proportion declines to 32% when employing a 128-bit secret
length (Figure 4.6(a)).

However, when using 32-bit secrets, 76% of other subjects display a median sim-

ilarity greater than .5 (above the red line), which exceeds the probability of random

occurrence and is thus undesirable. With 64-bit secrets, 54% of subjects exhibit a
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(a) Inter-subject similarity with Subject 60 using
db36 for 32-bit secret

(b) Inter-subject similarity with Subject 60 using
using db36 for 64-bit secret

Figure 4.13: Inter-subject similarity for 32 and 64-bit secrets for Subject 60 using
db36.

(a) Inter-subject similarity with Subject 23 using
db36 for 32-bit secret

(b) Inter-subject similarity with Subject 23 using
using db36 for 64-bit secret

Figure 4.14: Inter-subject similarity for 32 and 64-bit secrets for Subject 23 using
db36.

median similarity surpassing the red line. This proportion declines to 32% when em-

ploying a 128-bit secret length. Furthermore, no median values approach the green

line (.8) for the 128-bit secret (Figure 4.6(a)).
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4.3 Key Generation

We conduct an evaluation of the key generation rate for our algorithm, focusing on

the generation of 32, 64, and 128-bit keys. The primary objectives are to determine

the average number of samples required to generate keys of varying lengths and assess

the e�ect of IPI alignment on the key generation process.

Key generation time. Table 4.1 displays the number of samples needed to gener-

ate secrets of di�erent lengths for the same subjects used as examples in Section 4.2.

It should be noted that the key generation duration varies across subjects due to

individual-speci�c factors such as heart rate and movement levels during the authen-

tication process. On average, the generation of 32, 64, and 128-bit keys necessitates

approximately 7,000, 18,000, and 28,000 samples, respectively. Given a sampling rate

of 256 Hz, this equates to approximately 27, 70, and 109 seconds of measurement,

respectively.

Secret Length Sub 70 Sub 45 Sub 69 Sub 60 Sub 23 Sub 24
32 7846 5578 6968 4673 3102 2386
64 14250 11277 13937 9346 5950 4521
128 28500 23500 27750 18000 11800 8666

Table 4.1: Number of samples required to generate 32, 64, and 128-bit keys using the
respective best wavelets for subjects- 70, 45, 69, 60, 23, 24.

Symmetric encryption algorithms, such as AES and ChaCha20, typically employ

key lengths of up to 256 bits. We did not generate 256-bit keys in our experiments due

to the lack of long enough ECG and accelerometer measurements required to produce

a su�cient number of keys for the majority of subjects. However, our �ndings indicate
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a linear increase in the number of samples required as the key size expands, suggest-

ing that the generation of 256-bit keys may necessitate approximately 4 minutes of

measurement.

Entropy. We have used the CardioID quantization method proposed by Zuo et

al. [59] in our experiments. Interested readers can �nd a thorough entropy analysis in

that paper. The bit distribution analysis in the paper shows that individual bits in

the generated keys do not behave exactly like uniformly distributed random variables,

but their probabilities are approximately 0.5. This indicates a reasonable level of

randomness in the generated keys. The Shannon entropy analysis of the keys reveals

that, on average, a 4-bit long key component exhibits an entropy of 3.04 bits, which

suggests that the generated keys contain a good amount of randomness. The authors

argue that even if the keys are not perfectly random, they can still provide robust

security by chaining multiple 4-bit sequences to form a longer key.

4.4 Inter-pulse Interval Alignment

We investigate the impact of the IPI alignment algorithm on authentication and key

generation for secrets of 32, 64, and 128 bits. In these experiments, we consider

the authentication successful if the similarity of the secrets exceeds 80%. The IPI

alignment algorithm enables the devices to agree on a set of IPIs that are likely to

result in successful authentication by discarding those that deviate signi�cantly in

value.

The results of our experiments, as shown in Figures 4.15(a), 4.16(a), and 4.17(a)

demonstrate that the use of the IPI alignment algorithm signi�cantly reduces the

number of failed authentication attempts across all secret sizes. Speci�cally, the
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distribution of failed authentication attempts in the IPI-aligned case is noticeably

skewed to the left compared to the non-aligned case.

(a) Failed authentications. (b) Number of keys.

Figure 4.15: E�ect of IPI alignment for 32-bit secrets. The distribution of failed
authentication attempts in the IPI-aligned case is noticeably skewed to
the left compared to the non-aligned case.

For 64-bit secrets in Figure 4.16(a), the median number of failed authentication

attempts without IPI alignment is around 20, whereas, with IPI alignment, the ma-

jority of subjects have fewer than 20 failed attempts. Similarly, for 128-bit secrets

(Figure 4.17(a)), most subjects have fewer than 5 failed attempts with IPI alignment.

Without alignment, the 5th percentile value is around 5, indicating that only a small

number of subjects have failed attempts below this threshold.

(a) Failed authentications. (b) Number of keys.

Figure 4.16: E�ect of IPI alignment for 64-bit secrets. The median number of failed
authentication attempts without IPI alignment is around 20. With IPI
alignment, the majority of subjects have fewer than 20 failed attempts.
The number of generated keys also substantially increases when IPIs are
aligned.
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The e�ectiveness of the IPI alignment algorithm is clearly demonstrated by the

signi�cant improvement it brings to the key generation process across all key lengths,

as depicted in Figures 4.15(b), 4.16(b), and 4.17(b). Speci�cally, for 64-bit keys

(Figure 4.16(b)), the median number of generated keys increases from 1 without

alignment to 5 with alignment, indicating a substantial enhancement in the e�ciency

of the key generation process. The IPI alignment algorithm reduces the number of

communication sessions where no keys are generated, which is notably higher when

IPI alignment is not performed. For 128-bit secrets in Figure 4.17(b), the non-aligned

case fails to generate any keys for about 75% of the subjects, indicating that e�cient

key generation is particularly challenging for larger secret sizes. This underscores

the importance of the IPI alignment algorithm for successful authentication and key

generation.

(a) Failed authentication. (b) Number of keys.

Figure 4.17: E�ect of IPI alignment for 128-bit secrets. Most subjects have fewer
than 5 failed attempts with IPI alignment, whereas, without alignment,
the 5th percentile value is around 5, indicating that a small number of
subjects have failed attempts below this threshold.

The usability of the system is negatively a�ected by too many false negatives,

which can arise from IPIs that deviate signi�cantly in value. The IPI alignment

algorithm addresses this issue by enabling two devices to agree on a common set of

IPIs, thereby reducing the number of failed authentication attempts and improving
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the overall security of the system. In addition, the algorithm enhances the e�ciency of

the key generation process by reducing the need for multiple rounds of peak detection

and error correction. By �ltering out unusable IPIs, the algorithm also allows for

a tighter limit on the number of failed authentication attempts allowed in a given

time period. This is especially important for security-sensitive devices, as allowing

too many failed attempts provides potential attackers with multiple opportunities to

interact with legitimate devices.

4.5 Inter-pulse Interval Extraction

We employ wavelet analysis for detecting peaks in accelerometer signals. A total of

eighty-nine wavelets from the Sym, Bior, Coif, and Bior wavelet families are utilized

for peak detection and subsequent calculation of inter-pulse intervals. These are the

most commonly used wavelets for processing heart signals because of their similarity

to the heartbeat shape. In this section, we provide an extensive analysis of the e�ects

of di�erent wavelets on the performance of the authentication mechanism.

4.5.1 Performance Evaluation of Wavelets

We make several noteworthy observations based on the experimental results. Firstly,

it was found that no single wavelet performs equally well for all subjects. Tradition-

ally, a single wavelet, such as db4 or sym4, is commonly employed for peak detection

in all signals. However, our experiments reveal that the worst-performing wavelet for

one subject may be optimal for other subjects and vice versa. This highlights the

importance of selecting an appropriate wavelet based on the unique characteristics of

each signal rather than using a one-size-�ts-all approach. The results suggest that a
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more personalized approach may be necessary for peak detection in cardiac signals.

Secondly, our experiments reveal that the variance in performance is most promi-

nent across di�erent orders of wavelets from the same family rather than across di�er-

ent wavelet families. For instance, if a subject has the best average similarity of 0.85

for the shared secrets using one of the Db wavelets, it is likely that they would achieve

a similar average similarity with at least one of the Sym, Bior, or Coif wavelets. This

indicates that the wavelet order can have a signi�cant impact on its performance for a

given signal, while wavelets from di�erent families may share certain properties that

contribute to consistent performance across families.

Lastly, it was found that, generally, higher-order wavelets performed better than

lower-order ones for most subjects with accelerometer signals. This is in contrast

to other publications which have used low-order wavelets suited to ECG for other

cardiac signals. This di�erence in results could be due to the noisier nature of the

accelerometer signal. Therefore, our work emphasizes the importance of considering

the sensor used to measure the heart signals when selecting an appropriate wavelet

for peak detection.

We analyze the intra-subject secret similarities for wavelets of di�erent orders from

a single wavelet family and across di�erent wavelet families. Figures 4.18, 4.19, 4.20,

and 4.21 depict results from Sym, Db, Coif, and Bior wavelet families, respectively.

Results from six representative subjects with diverse patterns are presented. The

high-order Sym wavelets in Figure 4.18 for Subjects 42 and 45 exhibit high similar-

ities, while low-order Syms perform better for Subjects 1 and 16. Subject 11 shows

no noticeable pattern, with the average similarity distributed across the wavelets.

However, Subject 70 has good results for all the wavelets of the Sym family.
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Figure 4.18: 128-bit secret similarity for Sym wavelets for various subjects. Subjects
42 and 45 exhibit high similarities for high-order Sym wavelets, while
low-order variants perform better for Subjects 1 and 16.

Subjects 42 and 45 show a similar trend for the Db wavelets, as shown in Fig-

ure 4.19, with their results getting better for higher-order Db wavelets. However,

the trend di�ers for Subjects 1 and 16, with the former showing high similarities for

high-order Db wavelets, compared to low-order Sym wavelets in Figure 4.18. Subject

16 exhibits no particular trend in this regard. Notably, a clear pattern emerges for

Subject 11, where low-order Db wavelets perform better. All orders of Db wavelets

except for db31 yield good results for Subject 70.

In Figure 4.20, we observe that the e�cacy of higher-order wavelets for Subjects

42 and 45 is not as clear as for other wavelet families. However, we note that these

subjects had poor similarities for very low-order Coifs. Subjects 1 and 11 do not

exhibit any discernible pattern in their results. In contrast to Subjects 42 and 45,

we observe that low-order Coifs are better suited for Subject 11, with the exception




