HIGH RESOLUTION JAMMING DETECTION IN
GLOBAL NAVIGATION SA TELLITE SYSTEMS

By

Mohamed Moussa

A thesissubmitted tdhe Department oElectric and Computer Engineering
In conformitywith therequirements fothe

Degree oDoctor of Philosophy

Queends University
Kingston, Ontario, Canada

May, 2015

Copyright©Mohamed Mouss2015



Abstract

Global Positioning §stem (GPS)is increasingly threatened bynterference and
especiallyjamming. Theyare substantial threats to the functions that relghenGPS position
velocity and time solutionsT he ul ti mate objective of this th
anti-jamming abilities. Particular focus is given to the detectiorCohtinuous Vdve (CW)
jamming signals that are clobg in frequency anth space. To tackle the challenge, two high
resolution signal processing methods are proposed for single antenna receivers and for antenna
array receivers. The first method operates in the frequency domain and targets accurate and
efficient detection anfrequency estimation of single and multipledandCW jammers that lie
betweentwo FFT frequencylines This is achieved by utilizing high resolution spectral
estimation that is based on orthogonal search. On the other hand, the second method operates in
the space domain to estimate fhection of Arrivak (DoA) of the jamming signals. Unlike
conventional DoA estimation methods that have a low resolution and fail to detect multiple
closeby jammers, the proposed method utilizesst Orthogonal Search (FOS) for nonlinear
modelling to accurately detect the presence of multiple neighboring jammers and estimate their
DoAs efficiently and accurately.

l nvestigation of t he proposed met hods o p €
obtained using a Spirent GSS087GPS simulator. The proposed frequency domain method
outperformed FFT in terms of number of jamming signals detected and the accuracy of their
frequenciesd estimation at wup to a tenth of t
domain method waimplemented on antenna array geometries sudbnderm Linear Array
(ULA), Uniform Circular Array (UCA) and optimized UCA. Performance was compared to

predominant DoA estimation methods such as the Classical methodMaltigle Signal



Classification(MUSIC). The proposed method yialtiigher accuracy jammer DoA estimates in
addition to accurately and correctly estimating jamamaplitudes due to the immunity to noise.

The research conducted in this thesis contribtieethe enhancement of GPS anti
jamming systems in both frequency and spatial domains. It increases the robustness of single
antennareceivers and improves theirs a@amming ability by providing accurate estimates of
multiple jammers whose frequencies are clogeAdditionally, for multtantenna systems, the
accurate estimation of the number of multiple cloggammers and their DoAs significantly
improves the anfamming process by limiting erroneous spatial attenuation of GPS signals

arriving from an angle close to the jammer.
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Chapter 1

| ntroducti on

1.1 Motivation

Nowadays, the worfils i n adepenaence iige Global Positioning System (GPB)
prevalent. GPSyhich was onceonsidereda military assetis now an indispensable tool

upon which governments, industries and consumers depend; and will increasingly
continue to do so, as GPS integration deepens. Am@eaof integration is in consumer
industries such as the mobile industry, where the majority of phones produced, house a
GPS chip. Smart watches are being introduced; they too have built in GPS chips.
GPSprovidespositioning, navigatiomnd timing solubns for a multitude of applications

in a vast and growing variety of industries. Therefore, a GPS disruption would have a
stronger effect, given the increased dependability on GPS. Due to the distance GPS
signals travel, they are considered weak sigh#lsIn addition to theuncontrollable
factors that deteriorate the GPS sigaiath as attenuation, fading, multipath &d r t h 6 s
atmosphereGGPS isbecomingmore vulnerable toabotage or disruption thaver.GPS
receives are now confronted with jamming and several other interference sources. There
is a substantial outlawed market for personal privacy and GPS jamming devices, which
make them easily accessibRecently, offenders have been using jamnierprevent

stolen vehicles from being tracked or simply to remain undetected. Equally, personal
privacy devices(PPDg are becoming cheaper and easier to acquire leading to the
increased threat of GPS outages for the everyday cond@Bgrthus posing a larger

threat[4,5].



As such, there is a crushing ndied new and advancedhethals tohelp preserve GPS
service availability and protect GPS signals from being overwhelmed by powerful
jamming signals that deteriorate accuracy and may lead to complete service Idenial.
addition, since the majority of GPS receivers are equipped wilaotenna, unlike smart
antenna arjamming receivers, they are deprived of the benefits of exploiting the spatial
domain in mitigating a jammer regardless of its type. Therefore, araaming
enhancement that targets this vast majority, and thattegaradomains other than the
spatial domain is necessary. Furthermore, given that smart antenAamaning
systems, that spatially mitigate jammers by electronically steering nulls towards them,

must have knowledge the DoAs of the jammers, the accufattyose DoOA estimation

methods is of paramount importance. Thus, erroneous or inaccurate null steering would

result in the attenuation of the GPS signals that are closest to the jammer and
consequently degrade the GPS solution.
The GPS signal is a diresequence spread spectrum signal, which entails that the

received GPS signal dés power |l evel is bel

ow

the receiverods signal -gpreadnglsveld. Nogethaletde t rest

jamming signal ca effortlesslyove wh el m t he GP Sndraedopeevent the 0 s
actual signal from being processéthfortunately thisis possible due to the fact that the
spreading gain (approximately 30 dB) is not yet applied to the signal. At that time, even
after the spreading gain is applied, the jamming signal is also amplified therefore
preventing further processing of GPS signals. The gain of the amplifier adjusts itself to
the jamming signal, which is more powerful. Consequently, Ahalog to Digital

Conveter (ADC) samples the jamming signal instead of the much weaker GPS signal

f

r



[6]. There are several types of interference and jamming signals that vary depending on

the spectral characteristics (whetllee signal isnarrowbandor wideband), modulation

technique used, or if the signal is high power matched spectrum noise.

Jamming deteriorates the positioning solution accuracy, leads to the total loss of lock on

the satellite signals arttiereforeimpairsthe positioning availability. It affects different

parts of the receiver in differesdgnaltmanner ¢
noise ratio ENR) suffers severe degradation as tleemming to Signal Rati¢JSR

i ncr eases. frahheademoreously sampled the jamming signals, eventually,

code and carrier phase are lost along with frequency lock and finally the navigation
solution. It is difficult for acquisition and tracking algorithms to recover lost GPS data

when jamming occurfl].

1.2 PreviousWork

The focus of this thesis is directed towards CW sigi@alg.Interference caabstruct and
hinderthe operation of several blocks and parameters @P&receiver This effect is
witnes®d on synchronization and acquisition steps, pseudorange measurements and
positioning solutiong1,7,8]. The spectrallocation of the @V interferencecomparedo

the GPSL1 center frequency isf importance the closeness of thgammeb s carri er
frequencyto theGPSL1 center frequencgontributes directlyo fasterdegradation in the
carrier to noise ratio(C/Np), largely because of theorrelation conducted in the
acquisition modulelt was found that &W interferer whose center frequency was closest

to the L1frequency recurrently caused false I§8k The notch filter (NF)s afrequently
usedtool for themitigation of CW signalsn single antenna receivers. Unfortunately, the
excision of the undesired frequencies by the notch filter will also lead to the removal of

3



the GPS signal spectrum found in the excised bandwidth of théa.nbhe Automatic

Gain Control AGC) input histogramwas used to developretch frequency estimation

and interference signals discrimination detection algorifBn Detection metricghat

were establisked when CW jamming was applied weaequired in the pogirocessing

stage of the receiver, for example correlator output power, carrier phase indecision and
the variation in correlator output power. Test statistitat observethe operatioal
reliability of the GPS receivewere recommended based on these mdtgicdMoreover,

the least mean squaresdgorithm was used as a base for adaptiveFinite Impulse
Respons€FIR) notch filterwhich wasintroducedand implemented to adaptively detect,
locate and mitigatenarrowbandinterferences. Z. Jiang proposed an algorithm that
depend®n spectral analysis &xcisehigh power interferencil(].

FastFouier Transform(FFT) is a predominant spectral analysis method that is widely
used in the detection of jammers in the spectral domain. FFT resolution depends on the
selected window size, which has an inversely proportional relation to processing time. If
aj ammer 6s frequency is | ocated between fre
nearest bin thus generating an estimation error, and if multiple jammers are closely
spaced between two bins, FFT will neither be able to detect their number nor their
frequencies, as they will be detected as one jammer.

Spatial domain detection and mitigation is a mature field, therefore, many DoA
estimation methods have been proposed. Classical beamforming, also known as
conventional beamforming and the Bartlett methdd] is an earlier approach to DoA
estimation, it scans the spatial spectrum using predetermined angular steps in search of

the direction angle that corresponds to the highest power in the speRegettably, the



spatial spettum has a resolution threshold, the major limitation attributed to this method
is it inability to form nether narrow nor sharp peaks unless a large number of elements is
used in the array. @sequentlythe method suffers from limited ability to resolve
closely spacedourceg1?].

C a p olme@andgormer, also known as the Minimum Variance Distortionless Response
(MVDR), attempts to improvéhe drawbacks associatealith the Classcal method. t
results in a significant improvemeni3]. The outputpower is minimized \ile
constraing the gain in theequireddirectionto unity. The MVDR methoddemandsan
additionalmatrix inve'sion compared to thelassical method; fortunatelit, outperforms

the classical method in thmajority of the cases. The disadvantages of the MVDR
method are theecessary additional computaticasd its failure teestimate the DoAs of
highly correlatedcoherent) signalgl4].

Advances in the field of direction finding lead to the development of high resoian
estimationmethods that utilize the signal subspace. By perforrgiggn analysis on the
spatial covariance matrixhe signal and noise subspaege generated. Multipl€ignal
Classification (MUSIC)s among the subspace techniqlEs. MUSIC showed thathe
steering vectorgssociatedo thereceivedsignalsare found in the signal subspace. A
searchthrougtout the possible steering vectassconductedthe ones that are orthogonal

to the noise subspace alesignated as desired signals. Howgegrors arise in real
scenarios since fuorthogonality is difficultto achieve due to errors in the estimation of
the noise subspacéhe MUSIC spectrumgenerates large value whea match between

the generated steering vector and the actual DoA acthesdisadvantage of MUSIC is

that it isnot able toidentify DOAs of correlated signatsn its own; the received signal



must undergo a prerocessing technique called spatial smoothi&j. In addition, itis
computationally expensiyesengive to noise and must have prior knowledge of the
signals it is looking for. Several variants of the method have been proposed to improve its
performancdl17].

The Estimation of Signal Parameters viat®ional Invariance TechniquESPRIT)
algorithm was proposed . Roy et al[18]. It is computationally efficient and more
robust if compared to MUSIC as it doest search the entire spectrum bugignificant
drawback is the incompatibility with all array geometries, as it was designéthiiorm

Linear Arrays(ULA). The method has been extended toudelmultidimensional arrays

andmany versions have been produ¢&819].

1.3 Research Objectives

The ultimate aim of the research is providing an uninterrupted service for GPShysers
limiting the effect that interference and jamming may have on a GPS redditigating

these effects isbtainedby improving GPS antijamming By significantly improving

the jamming detection capabilities of current GPS recegiverdiancedjamming
mitigation performance is reachetlo attain the desired goalsethodghatprovide hgh
resolution jamming detection to a multitude of platforms such as single antenna receivers
and multiple antenna array receiveage proposedThey employ different jamming
detection methods that operate in different domains depending on the structiiee of
receiver. The proposed methods areqoeelation methods; which means they detect the
presence of j ammi ng s 1 g n adcquisitipnr ana trackingp  t

modules

h e



The proposed high resolution jamming detection method for sargknna eceivers is
chosen tooperate in the frequency domawhere FFT is a predominant detection
method. On the othdrand the methods proposddr multi-antenna systems exploit the
spatial domain processing which provides, in addition to the frequency domain
processingDoA estimation of jammers; therefore, benefiting the-gtiming process
and increasing the resilience of the GPS receiver to jamming. High resolution spectral
estimation that is based on the Graf8ohmidt orthogonalization procedure is ugliz
for single antenna systems. As for mualtitenna systems, a high resolution DoA
estimation method is developed for bdilhAs as well as planar arrays, (specifically
uniform circular arrays). The proposed methods address the drawbacks of conventional
DoA algorithms, such as the Classicalmethod which is also known d&ke Bartlett
method which cannot provide high resolution estimates.
Considering the above, the outlined reseatglectivesare defined
1. Developing a highresolution frequency domain jamngirdetection method to
isolate jammer frequencies in the received GPS signal. The method aims to
achieve the ecurate estimaion of the frequencies osingle in-band jammer
signals with a resolution higher thahe predominant FFT, additionally, the
methods aspires to accurately detect the exact number of multipleamal
jammers surrounding the receiver and accurately estimate their frequencies.
Exploring the benefits of FOS spectral estimation method will be adopted in this
research due to its very higbsolution capabilities.
2. Developing a high resolution DoA estimation method that is capable of accurately

detecting and differentiating between the DoAs of multiple jammers multiple



jammers that are located at cldsedistances from each other (i.e. spéatialose

by). This method should be implemented to serve bothdonensional arrays
such as ULA and twdimensional planar arrays. The benefit of expanding and
applying the method to twdimensional arrays is obtaining DoOA estimates in
both azimuth and elation. In addition, a study of array geometries is required so
as to choose the most suitable geometry for the application. In this thesis, UCA
and an optimized version of the UCA which is constructed by adding a center
element are studied.

3. This researchwill conduct a comparative study between the developed method
and other predominant DoA techniques (conventional and subspace based).
Conventional DoA estimation approaches are B&lhg used in DoA estimation
As of recently, researchers began to ap@dlySIC and other subspace based
techniques. This research will develop these predominant methods and compare

their performance t6OSbasedoA.

1.4 Research Contributions

The aforementioned objectives necessitated extensive research, which when completed,
paved the way for several contributions. They are classified according to the above
mentioned objectives. Initially, the problem of jamming detection for the enhancement of
single antenna receivers was approached. The research costabile developmeruf

a high resolution jamming detection method that is based on spectral estimation using a
nonlinear modelling method called Fast Orthogonal Search. The method accosnplishe

the following:



a. accurate estiman of the frequencies of #and jammer signals wvita
resolutionthat is finerthanthat ofthe predominant FFT
b. accurateand efficientestimaion of the number of multiple Hband CW
jammers whose frequency separation is lower than the FFT frequency
resolution
c. accurate estimain of the frequencies of miiple in-band CW jammers.
The next phase of the research required the simulation of-amiéthna systems. A
significant hurdle that prevented the commencement of testing and experimentation was
the lack of suitable hardware for this type of research.efber a method that allows for
multi antenna GPS simulations using only one Spirent 6700 GPS simulator and one
frontend €alled FiréHose andprovided by Novatelnc.) was devised, developed and
validated. The developed method pavihe way for onalimensimal and twe
dimensional array simulations which in turn lead to the accomplishment of the desired
goals.
The final phase of the research was the study of array geometries, the selection of the
most suitable configurations and the implementation of thalatrons using the Sprient
6700 GPS simulator, the FiHiese and Matlab for pogirocessing and performance
analysis and comparison with predominant DoA estimation methods. The proposed high
resolution method contribugéo higher accuracy DoA estimationtbie multiple spatially
closeby jammers by employing ULA, UCA and optimum UCHK.also contribute to
more accurate determination of jammer amplitude which is useful to jammer localization
systems that utilize signal strength to determine location. Tlieoahe directly contribute

to the robustness enhancement of GPS receivers and especially receivers that are not only



developed to detect jammers but to mitigate them. Providing a more accurate DoA
estimate minimizes the GPS signal degradation incurred ®yinhccuracy of amnti

jamming receivers that rely on less accurate DoA estimation methods.

1.5 Thesis Outline

The thesis presented is structured as folldwisially in Chapter 2, an overview of the

GPS system components with particular attention to the excewgiven. The chapter

then introduces the different types of interference and jamming followed by a review of
antrjamming techniques and finally moving onto the predominant DoA estimation
methods found in literature; thus providing sufficient backgdokimowledge for readers

who will move onto Chapter 3. Special interest is given to CW interference and jamming
in Chapter 3 where the proposed spectral estimation based high resolution jamming
detection method is introduced. The jammers used in thiserthagpt CW jammers. The
signal processing required is explained along the chapter. The effects of JSR levels
variation, window size and the number of jammers are studied and the proposed method
is compared to the predominant FRThapter 4 primarily reviesvthe necessary concepts
required in order to understand array processing, a review of the different arrays
geometries such as ULA, URA and UCA is givand itis followed by an optimization
process that leads to the use of the optimized UCA. The chaptgimues by
demonstrating the developed method for mditnensional GPS antenna array
simulation which is used throughout the chapter. Experimental results achieved by the
proposed DoA method and its comparison to the predominant DoA estimation methods

are presented and discussed when the method is applied to the aforementioned array

10



geometriesThe concl usi ons, recommendations and

outcomesare subsequently presented ima@ter 5.
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Chapter 2

GPS Syywteemi ew

2.1 Introduction

The role of the Global Positioning System (GPS) has become indispensable in our lives.
Because of its significance, research is very active in this sector and obtaining higher
reliability and higher accuracy is essential to sustain the integrity of gtogpo velocity

and time (PVT) solutions. Initially a military satellite system that was later on provided
partially to the public, GPS has seen an explosive growth in the number of users. There
are also many industry sectors that rely on it such asspréianing, precise positioning

used in geodesy and structural engineering, aviation, land and maritime navigation...etc.
[20]. This chapter starts with a general introduction of the GBSs t e m6s sect or s
by the GPS observables, the generic structure of the receiver and finally a summary of the
GPS errors which will pave the way towards the main objectives of this research.
Interference and jamming are then overviewed; where tyy@®s, causes, sources, effects

and mitigation techniqguseare described. Additionallyne of the detection and mitigation
techniques; based on array processing, will be explainetsfonportance and relevance

to Chapter 4.

2.2 GPS Segments

GPS is made upf three segments as shownHFigure 2-1, the first is the spa&csegment
explained briefly in sction 1.3.1, the second is the control segment and the last is the

user segmen]].

12



Ground Control
stations

User Segment | | Control Segment

Figure 2-1: Different GPS segments
2.2.1Space Segment
GPS constellationas shown inFigure 2-2 consists of 24operationalsatellites in six
orbital planes with fousatellites in each plant.has been recently upgraded27 by the
US air forcg[22]. The number of satellites can increase up tar@é.ascending nodes of
the orbital planes areeparated by0 degreesand theorbital planes are inclined 55
degrees.The orbit of each GPS satellite is nearly ciranlwith a semmajor axis of
26578 km and a period of about twehNwurs. The satellites continuously orient
themselves to ensure that their solar paséhy pointed towards the Sun, atigkir
antennagoint toward the Earth. Each satellite carries four atomic clocks, is the size of a

car and weighabout D00 kg[23].
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Figure 2-2: GPS satellites in orbit[22]
2.2.2Control Segment
The control segment of GPS is made up of a network of tracking stations positioned all
across the Earth as shownhigure 2-3 with a master aatrol station (MCS) located at
Colorado Springs, Colorado, USAhis MCS is staffed around the clof&4]. There are
16 monitoring stations located throughout the glolbe.ofthemare operated fromAir
Force bases and Xtom the National Geospatidihtelligence Agency (NGA)25]. They
arelocated around the Earénd theirpositions are known very precisely. These stations
are equipped witlvery sophisttatedGPS receivers and a cesium oscillator for tracking
all of the satellites in view. The MCS remotely operates these ground control stations.
Among he tasks of thecontrol segmentare: (a) nonitoring and maintaimg satellite
orbits and health bymanewering and relocation, (b) amtairing GPS time, (c)
predicing satellite ephemerides and clock parametarsl (d) updatingsatellite

navigation messages periodicdIB0].
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Figure 2-3: Locations of the different sections of the control segment around the worl@5]
2.2.3User Segment

The user segment consists of users (individuals, commenciailitary) with different

radio receivers that receive signals from GPS satellites and estimate their position,
velocity, and time. Users of GPS can be classified into civil and military. The user
segment is experiencing exponential growth since inatigardue to decreasing prices

of receiver and the increasing application of GPS in daily life. When a GPS receiver is
activated it will acquire the GPS satellite signdl26]. The signal is procesdeand the
receiver position is determined by the intersection of the spheres created by the satellite
pseudoranges. A minimum of four satellites with good geometry is required. Three
satellites are required for the position fix, while the fourth is regluio account for the

receiver clock offset. An in depth look at the user segment can be fo[2id and[28].

2.3GPS Sgnal

GPS signals are transteitl on two frequencies in the UHF batwhich covers the
frequency band from 500 MHz to 3 GH29]. The two frequencies are referred to as L1
and L2 and are derived from a common frequengyld@.23 MHz there is a third

frequency that is not present in all satellites called_8)at is only available on block IIF
15



satellites[30] and, till now, onlyfour satellites from this block & been launchewith

the operational L5 sign§Bl]. The GPS frequencies are generated as follows

K, putfh puu (U Eq. 2-1
fl,= 120 fo=1227.60 MHz Eq. 2-2
fis= 115 fo= 1176.45MHz Eq. 2-3

Each frequency is modulated by ranging codes called psandom noise (PRN)
sequence which enable precise range measureme@izarse AcquisitiofC/A) code is
associated with the Standard Positioning Service (SPS) set aside for civil use while a
Precise CodgP-code) is associated with Precise Positioning Service (PPS) (further
encrypted to P(¥-xode for security reasons) amekant for authorized military users. The

L1 frequency is modulated by both C/A angd&des whereas L2 is modulated bgdtle

only. Figure 2-4 depicts the structure of a L1 signal transmitted by the GPS satellite.
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Figure 2-4: GPS L1 signal structure
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It is necessary for the receiver to identify the position ofstitellitein order to cavert

range measurements into velocity and position by using the navigation message. This
message is superimposed on both L1 and L2 carriers along with PRN codes. The
navigation message 1is binary coded data ¢c
heath, ephemeris (position and velocity), clock bias parameters and almanac (which is a

less precise version of ephemeris but concerning the rest of the conste|@ZoMhe

GPS signal received fromehQ satellite is shown ikq. 2-4

o 6o tQo t ATdQ Qo « - Eq. 2-4

where

1 O isthe amplitué of the’Q useful signal,

1 "Qis the Doppler frequency affecting tfe GPS signal

1 -« istherandomphase of the signal

1 "Qis the GPS carrier frequency

@ 0 is the spreading code

1 'Q o is the navigation message

1 1 isthe delay introduced by the communication chafifijel

1 —is the noise encountered at the receiver.

2.4 GPSObservables

There are three essentiabservablesvhich are pseudoanges measuremenBpppler
measurementand carrier phaseneasurementg32]. Carrier phase is more precise riha

pseuderange and is used fapplications such as surveying.

2.4.1PseudorangeVl easurements

Pseudorangeis¢gh measur ement of the distance betwe
the GPS satellitebds antenna whi d2Zi]. lticanh neces

17



be computed from either the C/A code loe P codeThe transit time is measured by the
correlation between the C/gode, received from a GPS satellite, and its replica generated

at the receiver. Since the clocks, installed on the satellite and the receiver, are not
synchronized, the measured gans biased and called a pseudorardf. At least four
pseudorange observations ar e r -dimangionad d t o
position and clock offsefThe pseudaange is calculated byomputing the difference
between the satellite and receiver times and multiplying it with the speed ofdgjtas

seen inFigure2-5.
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Figure 2-5: Pseudorange measuremeni®1]

2.4.2Carrier P hase and Doppler

A more accurate technique to acquire the range to the satellites can be achieved using
carrier phase measurements. By addthe number of full carrier cycles to the total
number of fractional cycles at both the receiver and the satellite and then multiplying the
sum by the wavelength of the carrier, we get the range. Accordi@d]tpthe range of

the accuracy of the L1 signal approximatelyl9 cm. The problem with carrier phase
measurements is that the GPS receiver is unable to obtain the number of complete cycles,
but is able to track the phase changes and thustkeeimitial cycle ambiguity (initial

number of complete cycles is unknown) unchanged.

18



A GPSreceiver can observe the carrier frequency of the received signal by generating a
replica carrier wave. Based on the Doppédfect the observed frequencyill be
different from the L1 signal or any other carrier frequency emitted from the satellites.
This frequency shift is due to the relative motion of the receiver and the satelliteéisand
called Doppler measuremejf]. By providing Doppler measurements and knowing the

satellite velocityt he recei vero6s velocity can be meas

2.5GPS Receiver

GPS receivers process signals transmitted by GPS satellites, estimate-thesatadlite

ranges and range ratand compute a position, velocity and time solutfs shown in

Figure 2-6, the GPS receiver consssbf four blocks: AntennaRadio Frequency (RF)
front-end, local oscillator and signal processing blocKhe htter is illustratedin

Figure 2-7 where there are multiple receiver channels that function simultaneously; one
for each received satellite sign&lach receiver channel is responsible for acquiring a
visible satdlite, and then the tracking loops track the code and carrier phase of the signal.
Once the tracking is established, the navigation data is extracted and processed to provide
the pseudorange of the specific receiver channel. The receiver channels pggsdaran

further processed to compute the position of the receiver.
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2.5.1The GPS Antenna

The antenna is the first element of the receiver architecture. The transmitted signal is
Right Hand Circularly Polarized (RHCP), so the antenna must be designed to receive
RHCP signals. The antenna gain pattern is an important consideration that irtubeates
well the antenna performs at different center frequencies, different polarizations and
different elevation anglegigure 2-8 illustrates the typical gain patterns of the NovAtel

antenna GPS 702GG that can receive GPS L1 and L2 signals

90° ——L1-RHCP 90° ~——— L2-RHCP
A L1-LHCP B e | L2-LHCP
i ——— G1-RHCP| 5 —— G2-RHCP,

----- GI-LHCP

N\
150°

1 180°

e 2100

-60° 048" 240°

270° 270°

Figure 2-8: Typical RHCP and LHCP normalized radiation pattern of NovAtel antenna
GPS 702 GG for GPS L1 and L2 Signalq34]

The preamplifier is the first active componesticceedinghe antenna. It is often housed
in the same enclosure as the antenna element. The antenna may be capabigiog
multiple frequency bands. Thus, there may be oneapnglifier per frequency band of
interest, or a single pr@mplifier may cover multiple frequency bands. The primary
purpose of the preamplifier is to amplify the signal at the output of tie@ma for further
processing35]. However, it is vital that this amplifier has a very low noise figure; hence

the amplifier is usually referred to as a Low Noise Amplifier (LNA).
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2.5.2RF Front-End

RF frontendrepresentshe secondtagein the receiver architecture after the antenna and
LNA. RF frontend filters, down convertnddigitizes the received signalhe front-end
conditions thenarrowbandsignal in eachGPS band andwith the help of the local
oxcillator and the low pass filterdpwn convertshe signal to the Intermediatedguency

(IF) .This process is followed ke digitization ofthe datausing he ADC[35]. Initially,

the signal is amgiied after which it is filtered such that unwantaa-of-band signals are
removed. The fronénd utilizes a crystal along with a Phase Locked Loop (PLL) to
create the Local €illator (LO) signal36]. Filtering in the frontend achieves a number

of objectives such as rejecting eaftband signals, reducing the noise content in the
received signal and reducing the effect of aliasing. Wide bandwidth signals, if
appropriately processed, can provide higiesolution measurements in the time domain,
but come at the cost of requiring higher sampling rates, and hence result in larger power
consumption in the receivg85]. Modern frontends rely on mulbit ADCs; theefore an
AGC unit is required to ensure thidte power of the received signaladjusted such that

it remains within the dynamic range of the AD85]. The AGCconsists othreemain
parts,the VariableGain Amplifier (VGA), the gain controlleand theADC asshownin

Figure2-9.
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Figure 2-9: Building blocks of the AGC signal conditioning stage
The digital IF signal consists of quantizedphase and Quadrature (I&Q) samples, they
follow the Gaussian distribution because &feS signals are spread spectrum signals and
as previously mentioned in sectiéh3 the modulating ranging codes are ndike.
Figure2-10 demonstrates the Gaussian distribution of one secondlafmganmed GPS

| and Q data sampled at 2.5 MHz.

x 10° x 10°

(6] £ o] t
-100 -50 (o] 50 100 -100 -50 (o] 50 100
In-phase data Quadrature-phase data

Figure 2-10: Distribution of 1 sec of real | and Q data sampled at 2.5 MHz
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2.6 GPSErrors

GPS receiver uses the trilateration principlecédculateits position by making range
measurement to at least four satellitdsfortunately, these measurements contain lots of
errorsarising from severaourcesThe effect of these errors must be miteghto that an

accurate position is obtained.

2.6.1Hardware Clock Error

Hardware clock errors originate from both the satellite and the receiver. Despite their
high accuracy, satellite clocks, with time, drift away from the GPS system[#he

Based on the observed satelliteck data from monitoring stations, the control segment
estimates the correction parameters for satellite clocks and transmits them to the
satellites, which in turn broadcast these parameters in the navigation message every 30
minutes. These parametersable the user to correct the satellite clock error in the
measured rangd]. The clocks in GPSeceives shouldbe inexpensive for affordability.
Consequently thegrefar less accurate than the sateliclocks andhuscontain a bias.

This clock biaserror affects all measurements in same manner. Therefore if four pseudo
rangemeasurements are available, the clock bias can be estimated along with the three

components required to determine the positibthe usef24].

2.6.2 Unintentional Delays

The surrounding environment causes another source of delay. In order to receive the
signal at the receiverodos end, theedandans mi-t
the troposphere layers. These layers add inevitable delay to the signal. Another source of
delay is the reflection of the satellite signals off surfaces before reaching the receiver and

this is termed multipath delay.
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2.6.2.1lonospheric and Tropospheielays

Delayscaused by the lonosphesiadthe Tropospherareintroduced and added to other

delays that affect the transit time. They must be modeled and compensated for at the
receiver.

lonosphericDelay

The ionosphere is the layer of the atmosphereatuing ionized gases (free electrons

and ions). 't is found approxi matel]28. fr om
Solar activity changes the ionization level of this layer thus affectingrdfractive

indices of the various layers of the ionosphere and, as a result, changing the transit time
of a GPS signal and introducing an extra delay that the receivers must remove.
TropospheridDelay

The troposphere is the lower part of the atmosphaending from 8 to 40km above the
earthés surface. It i s mainly composed of
nontdispersive for GPSrequencies in comparison with the ionosphere, but it is
refractive and causes a decrease in speed relativeetepacg28]. Tropospheric errors

are consistent between L1 and L2 carriers and the delay caused by the troposphere has a
dry and a wet component. The wet component is responsible for 10% of theptiepc

delay and difficult to model as water vapor content varies locally. The dry component is

better modeled which accounts for 90% of the tropospheric delay.

2.6.3ReceiverNoise

Noiseis always presenh GPSmeasuremestdue to componemtonlineaity andthermal
noise. Receiver noise cannot be entirely avoided, and its effect on location precision is a

function of the signalo-noise ratio of the received signal. This error in receiver
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technology is usually modeled as white ndi8g. A standard GPS receiver performs a
selftest when switched on. Tests for high precision receivers can be performed to
evaluate their noise performance; more on that topic is explaing¢dljnand [38].

Table 2-1 demonstrates the approximate errors attributed to different factors that affect

the GPS solution accuracy.

Table 2-1: Typical pseudarange measurement errors for a singléfrequency L1 receiver

[20]
Error Source RMS Range Error
Satellite Clock and Ephemeris Parameter; 3m
Atmospheric Propagation Modelling 5m
Received Noise and Multipath 1m

2.6.4Errors Caused by RFSignals in the Receive 6Vcinity

GPS signal can be classified as a weak signal, as such; it is vulnerable to unintentional
and intentional RF interference signals th
solution. Some of the commonly mentioned terms (oriented tsv&PS usage) are
defined below39]:
1 Background or Thermal Noise It is the characteristic noise of the system.
Thermal noise is produced mainly in the first amplifier of the receiver.
1 Interference Noise: is the noisethat is present at thesame frequency or
frequencies othe desiredsignal It can contribute to partially or fully concealing
the GPS signalSuch properties are exploited in AWGN jammers.
1 Interference Source:it is any electric device wbh radiates electromagnetic

signals that interfere with the proper operation of the receiver.
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1 Unintentional Interferences: is any irterference received from a source that does
not have the specific intent of harming GPS operation but unfortunately does so.

1 Intentional Interferences:they are RF signals that are purposefully generated to
harm and impair the correct functionality of GPS receivers. They comprise
jamming, spoofing and meaconing.

1 Jamming: is sending certain RF signals in the GPS operating bidtidwhere
are narrowband and wideband jammer.

1 Spoofing:i s transmitting RF signals that
enclosing faulty navigation data, thus misleading the receiver and causing it to
produce an erroneous PVT solution. Connecting @fe8ivers to GPS simulators
can be considered as a harmless type of spoofing.

1 Meaconing:is the rebroadcasting of intercepted GPS signals at higher power than
the original ones leading to confusion at the receiver. The received GPS signal is
is recorded foa certaintime and latere-transmitted. ltonly needs to be slightly
stronger than the re@PSsignal to have the receiver lock on the wrong signal.

The terms of intereghroughout this thesis are interference and jamming; they will refer
to unintentonal and intentional interference respectively. Interference and jamming are
two of the main degrading factors of the reliability of the GPS sol(it6h Interference

itself can either be caused bygsals emitting from different communication systems or
by identical delayed copies of the GPS satellite signal such as multipath which is briefly

explained in the following section.
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2.6.4.1Multipath Delay

Multipath is a major contributor of error due to theageit introduces. The GPS signal
reaches the receiver by one or more different delayed paths; in some cases the Line of
Sight (LoS) signal is not available. The received signal usually comprises direct LoS and
reflected signals from other objects around tkceiving antenna named Non Line of
Sight (NLoS) signals. The multipath effect is more evident in urban environments and is
extremely service degrading in urban canyons as showigure 2-11 where one LoS
component is visibland inFigure 2-12 where a LoS component is not available. The
signal that arrives indirectly is delayed and usually leads to a IBINBr This can cause

a position error in excess of 10 m. Further details are foufa0i@8,1]. The multipath

error is two orders of magnitude lower for carrier phase measurements than for- pseudo

range measurements.

Figure 2-11. LoS signal (red) and its Figure 2-12. Absence of LoS component in ar

reflection (green) in an urban canyon urban canyon

2.7 Interference and Jamming

As mentioned earliernterferenceand jamming signalpreventthe RFfront-end from
functioning correctly. It has been reported ifil] that no matter what tracking and

acquisition algorithms have been implemented in thealigart of the receiver, they will
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berendered useles3he latter condition is truié the GPS signalsveretotally corrupted

by the nonhear behavior of théront-end Spectral characteristics such as the carrier
frequency and bandwidtfQ and6 respectively, can lead to a broad classification of
interferences. A higher level classification would includebamd and oubf band

signals. The former would encompass any signal whose carrier frequency is close but
outside tle GPS band while the latter would encompass signals found inside the GPS
band. A more specific classification for the-dand interferences would differentiate
between the bandwidths of different interference sources and categorize them into
narrowband anwvideband interference3$he different classifications are demonstrated in

Table 2-2 wheredocand ™ @« or r espond to the GPS signal

frequency after the IF stafél].

Table 2-2: Classification of interferences based on spectral characteristics

Class Spectral Characteristics
Out-of-band interference "Q "o Oof; or "Q "o
001
In-band interference Qo 0ok Q "o Ol
Narrowband interference 6 L Ooo
Wideband interference o) 000

Most interference signahre generated by licensed emitters that do not transmit in the L1
band; nonetheless, harmonics of these signals find their way e@®RE L1 ban{®]. A

summary of the different types of interference signals based on their modulation types as
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well as their potential sources is shown Tiable 2-3. Some of he most common

interference and jamming sources are demonstrateéidjime2-13.

Table 2-3: Types of RF interference and their probable sources

Class Type Potential Sources
Narrowb and | Continuous Wave| Intentional CW jammers or neband
(CWwW) unmodul ated transmit
Narrowband | Swept CW Intentional swept CW jammers or frequer

modul ati on ( FM)

harmonics
Narrowband | Phase/frequency Intenional chirp jammers or harmonics fro
modulation an amplitude modulation (AM) radio statio

citizens band (CB) radio, or amateur ra

transmitter

Wideband | Pulse Any type of burst transmitters such as rada
ultraswideband (UWB)

Wideband | Wideban@ matched | Intentional matchedpectrum jammerg

spectum spoofers, or nearby pseudolites

Wideband | Wideband Tel evision transmi t-{
phase/frequency band microwave link transmitters overcomi
modulation thefront-endfilter of a GPSreceiver

Wideband | Wideban® band Intentional matched bandwidth noise jamme

limited Gaussian
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Figure 2-13: Common interference and jamming sources
2.7.1Jamming Attacks on GPS
GPS antjamming was always considered a priority of the militsegtor unfortunately,
due to primarily, the growing demand of personal privacy devideBD§),
[5,42,4,4344,45] jammingis being viewed as a threat to the public; especially with the
increasing dependence on the GPS systdamming attacks have a sole objective of
preventing the receiver from providing the desired solution. Although jamming is illegal
and therefore crimid&aed, it has been reported thaffenders have been using jammers
to prevent stolen vehicles from being tracked or simply to remain undetected. Equally,
PPDs are becoming cheaper and easier to acquire leading to the increased threat of GPS
outages for theeveryday consumdi2,3]. Therefore, thestruggleagainst jamming has
been moved from the battlefield to the streets. Different types of PPDs are shown in

Figure2-14[46|.
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Figure 2-14: Different types of PPDs[47]

A GPS janming signal is typically transmitted on or around the GPS L1 frequency,
which is 1575.42 MHz. It is not necessarily required to be very complex or powerful due

to the fact that the GPS signals are extremely weak. The signal power level of a received
GPSs gnal at eart hos -3dBWanhieh isibslowdhp porseofloar mat e |
of the receiver (estimated &38 dB for a 20 MHz bandwidth signal located in the L
band) . The jamming signal c an frent-endandt | e s s |
prevent the actual signal from being processed. Unfortunately, this occurs due to the fact
that the spreading gain (approximately 30 dB) is not yet applied to the signal. At that
time, even after the spreading gain is applied, the jamming signal is alslfiesnp
therefore preventing further processing of GPS signals. The gain of the amplifier adjusts
itself to the jamming signal, which is more powerful. Consequently, the #ddiples the

jamming signal instead of the much weaker GPS sid@ial

2.7.2Jamming Effect on GPS
Several studiefd44,46,5] have explored the effects of jamming and esgly PPDs on

Global Navigation Satellite System{&NSS performance. Jamming deteriorates the
positioning solution accuracy, leads to the total loss of lock on the satellite signals and
thereforeimpairs the positioning availability. It has been repotteat the typical front

end is saturated in case of broadband AWGN signals, high power narrowband and pulsed
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signals. Contrarily, the frorend was not saturated when low power narrowband,
spoofing and meaconing signals were appl&gj.

Several authors have studied the effects of jamming on acquisition and trg&GKiAg] .
Acquisition success is documented[#8]; where it has been identified that CW has the
most damaging effect compared to swept CW and broadband noise which come in
second place such that 10 and 15 dB JamminggoabRatios (JSR) are required to
prevent acquisition respectively. Additionally, applying sufficiently high power jamming
signals will inflict loss of tracking to one or more channels; hence the receiver will go
into reacquisition mode; since trackingjores a carrier to noise ratio (G)Nhat is 10

dB lower than that for acquisition. When tracking loops are affected, the pseudorange
measurements will be erroneous. To understand the effects of jamming experimentally, a
simulation was conducted usinget®pirent GSS 8000 the TECTERRAgeomatics lab

in Calgary.The GPS L1 C/A signal was jammed three times, two of which were swept
CW jamming at a jamming to signal ratio (JSRpBOtIb. The final jamming incicé was
caused by a Gaussian noise jammer efshme JSR (considered wideband) as shown in
Figure2-15. The jamming effects are clearly shown in the tracking loops cSdfterare
receiver The results show loss of both carrier phase lock and code phase lock, thus
leading toservice denial in the durations of the jamming which start at 4:00 mins, 9:00
mins and 15 minBy comparing the navigation data bitsHigure2-15 andFigure2-16,

it is clearthat during the jammingeriods (marked by the red arrow); the navigation bits
cannot be distinguished or decoded thus preventing a navigation solution. Furthermore, in
the correlation results, the prompt correlation peaks (in green) should alwdyghase

thanthe early andhe late correlation peaks. Howevdyring the jamming period, they
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are superimposed on the early and late paskih prohibitthe computatiorof the code

delay.Moreover, both the phase locked loop and the delay locked loop are affected such

that keepingrack of carrier phase and code phase becomes difficult. It is also observed

that when jamming signals were turned off, the receiver resumed nopegdtion

Figure 2-16 shows the tracking results of a test conducted under alooperating

conditions that lasted for 29 sewk. Jamming signals were not added during this test.

The figure clearly shows

prompt correlation peaks.
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Figure 2-15: Tracking results of an experiment after applying swept CW and Gaussian

noise jamming.
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Figure 2-16: Tracking results of an experiment without applying jamming

2.8 Jamming Detection

ThePVT solution is compromised when interference and jamming signals are transmitted

on GPS frequencies. Damage is incurred and performance is degraded whether or not it

was originally intended. Nevertheless, knowledge of such an incident is essential to

determine the reliability of the PVT solution. Detecting the presence of interference and

jammi ng al ert

can either be achieved in the ym@&relation or the post correlation (alsoemeéd to as
baseband processing) stages. In the former, the-druhtis relied upon to detect the
interference. The AGC is a commonly utilized tool in interference and jamming

detection. Sincéhe signal power iBwer thanthe noise floor,the AGC is acastomed to

the nor mal

and lead to a change in operating levels and to detd@#nThe gains observed from

the AGC controlloop serve as test statistic for detectipff]. Additionally, the
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distribution of the ADC bins is also used as a statistical measure for interference
detection.It is important to note that multipath érsignals sharing GPS structural
characteristics such as spoofing-end[B3 meaco
An alternate method of detection is achieved by exploiting the transformatidre of t
received signal to the frequency domain. FFT is commonly utilized and thresholding is
employed to detect the presence of jammers, this topic is researched in d&tapter 3

where one of the contributions of this thesis is demonstratedhe postcorrelation

methods; based on the studies of the effects of interference and jamming on base band
processing, measurements from the correlators, the PLL and the DLL along with
variations in C/N are exploited for RFI detection. A group of test statistens also be

used as a measure of t he pr ecatpub power, ad RF I
variance and the carrier phase vacillation, which are all unique to each receiver channel.
These test statistics are computed from | and Q sample valuesedbddiar digitization

[49].

2.9 Anti - Jamming Techniques

Successive detection is followed by mitigation if the receivers are equipped for it. A
multitude of techniques have been proposed for -grtiming and interference
suppressionThey can be classified mainly into single antenna basetniqueswhich
perform jamming mitigation based on receipeocessing, whether in peorrelation or
postcorrelation, and antenna array based techniques, which tieoefithe presence of

the array to spatially mitigate the jamming signals by electronically controlling the
radiation pattern of the array. Since all the mitigation techniques used by single antenna
systems are present in the receiver, then it is apatepto imply that they are all
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applicable in multantenna systemEigure2-17 depicts a classification of different anti

jamming approaches from a perspective that focuses on the utilized antenna system. The

classification is eplored in the following section.

| ReceiveiBased

Single Antennal

Frontend-based

Adaptive Gain
Control

vJ

Switching GNS
Constellations

Adaptive Notch
Filter

|| Integrating with
- INS

Anti-jamming Spectral Excisian

Mitigation

Beam Forming

|| Antenna Array
Based

Null Steering

Figure 2-17: Classification of anti-jamming techniques
2.9.1Single Antenna ReceiverBased Solutions
2.9.1.1FrontEnd-Based $lution
Mitigation solutions in the froaénd of the receer are usually accomplished either by
means of spectral or temporal excision. Mitigation of certain types of interference such as
pulsed interference can be accomplished using a technique called pulse blanking. It is an
appropriate technique aimed at matigng pulsed interference. Interference excision is
implemented in the time domain on the samples obtained from the ADC that are above a
certain threshold. Alternatively, frequency excision is implemented in thedrahtit is
based on determining theefjuencies occupied by the interference signal. A common
method of spectral excision is the Adaptive Notch Filter (ANF) which is explained in the

following section41].
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2.9.1.2Adaptive Notch Filter (ANF)

ANF is a bandstop filter that attenuatesbandof frequencieghat is very specific and
narrow, namely a notch, in the frequency spectrum. It is usually used for the extraction of
the jammer signal from the received signal. In the case of a continuous waye (CW
jammer also known as CW interference (CWI), a high power single tone signal is used to
overwhelm thdront-end The filter will remove all frequency components located in the
notch bandwidth which means removing valuable GPS signal components as wegell; th
leading to degradation of the sigHdi3,50]. Using ANF, theundesired signalsan be
mitigated by clipping the frequencyins of the jamming signal and transformiriige

signal back into the time domai®]. A cascade of ANFs is studied [®0] for the
detection of multiple CWI signals using the power of the sigmaxploit the statistic
value and internal state associated with the filter. The author also acknowledges the fact
that spatial domain mitigation is more effective but hard to implement in mobile devices.
Adaptive notch filtering is also studied and sesfgdas a countermeasure to jamming
chirp signals. The ability to track the frequency changes in the ehgral is being
investigated irf42] and carrietto-Noise density power ratio (o) degradatin is used

as a measure of performance in this analysis.

2.9.1.3SwitchingBetweenGNSSConstellations

Typically, a jammer is used to jam the signals of specific GNSSs and not all systems at
the same time, nevertheless such jammers can be acquired at an expesisive
solution for this problem is to switch to another GNSS when service denial is sensed,

such as GPS, GLONASS, GALILEO and BEIDOU (which has limited coverage).
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Switching from one GNSS to another, requires more advanced hardware such as multiple

frequency antennas and multbnstellation capable receivers.

2.9.1.4Integrating GNSS wittnertial NavigationSystems (INS)
Among the proposed solutions that improve the-@miming capability[51] is the

integraion of INS with GPJ32]. Since INS cannot be spoofed or jammed unlike GPS; it
can be used as a backup in the absence of GPS. Unfortunately, if the jamming continues
for a certain amount of time, th&$ will start to drift. Weapon manufacturers are
producing solutions that combine combat grade INS with arjantning unit, such an

example is the integrated GPS gatn system by Rockwell Collif$2].

2.9.2Antenna Array Based Solutions

An antenna array is a group of antennas for which the outputs are combined to create an
overall radiation pattern that is different from that of each antenna element individually
[53]. These antennas are arranged in space depending on the array geometry. They are
processed such that the radiation pattern of the array increases the gain towards a selected
direction while rejecting signals emitted from other directi@®. Thus, the interference
signal(s) are rejected in space, rather than in the frequency or time domain. Interference
mitigation is significantly enhanced by using an adaptive antenna array (also knawn as
smart antenna) through the capabilities of spatial filtering techniques. These techniques
frequently attain high anfamming (AJ) margins. They are effective against both narrow

and especially broadband interference signals that single antenna syst@oiscombat

[55]. Hence, adaptive arrays improve SNR in the presence of jamming which enables

signal tracking in environments that would otherwise lack code and carrier phase
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observables. The most commeechniques applied in adaptive spatial filtering are null

steering and beamforming.

2.9.2.1Null Steering

Null steering, also knowas side lobe canceller (SLC), is based on the fact that the GPS
signal power is lower than the noise floor. Null Steering considay signal with a
power level higher than that of the satellite to be an interference signal. Accordingly the
ant e meaa & steered away from that source and a null is directed towards it. The
objective is to decrease the output power subject toctimstraint that one antenna
element is always orbéttomarm of the receiver iigure2-18) while trying to maintain

unit gain in all other directions. The rest of the channels have their output phase and
amplitude adjusted in order to block jammers. This is done during the summation process
shown in right side ofigure 2-18. The number of interference signals from different
directions thatcan be cancelled has a limit that is usually referred to as the degree of
freedom of the array. For example, if there are N antennas in the array, thep tmlj-u

1 spatially independent interference signals can be rejgstedAccording to[56] an N
element array can steer up telNspatial nulls. Novae | 6 s {aRBingAechnblogy
(GAJT) [57] which is the commercial name of their null steering antenna is an example
of a null steering. It is a seven elemeanntrolled reception pattern antenf@RPA) that

can create up to six nulls in case of jammers. Null steering has been implemented
commercially such as the GAJ57] mainly due to its lower complexity compared with
beamforming. For example i&an M channel L1 receiver ideally has an M beam adaptive
beamformer associated with it; M beams are required for L1. Contrastingly, a null
steering configuration would only require one output for L1.
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2.9.2.2 Beamforming

Beamforming on the other hand, enhandgaa reception by directing beams towards
desired signals. The desired antenna outputs are weighted using different sets of complex
beamforming coefficients. In the case of GPS, multiple beams are requietor every
satellite. The presence of indivd beams that are formed for each satellite as shown in
Figure 2-19, maximizes the SNR. A factor of N improvement is achieved compared to
the SNR that is gained in a norterference environment when applying the null steering
approach, where N is the number of array elemggis Maximizing the power of the

beam achieved by beamforming will also utilize the available degrees of freedom to
shape the spatial null and minimize GPS signal cancellation. Therefore, the probability
that GPS signals will be preservedrig&ses. It is a known disadvantage of null steering

t hat there wild.l be a probable reduction i

especi al | yDiedtiontoffamivalDoAgina | dlsose t o t[B8 i nt er f
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Figure 2-18: A generic nulling antenna[56]

It is desirable that the direction of the satellite be known either through Do
estimation or from the receiveros solution
require any prior knowledge of the DoA of the satellite sigfd$, although knowledge
of the DoA of themterference source remains a requirement. The advantages gained from
beamforming come at the cost of a more complex receiver that is not yet mainstream and
available to the market. As reported [B8] it could be in the market soon given the
currentadvances in antenna minimization. A common disadvantage of both methods is
when the GPS signal direction is in line with the interference signal. Consequently,

rejecting such interference will also block #ignal from that satellite
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Figure 2-19: Multiple output beamformer [56]

2.10DoA Estimation of Jamming Signals

This section deals with the application of array processing for the DoA estimation
of the jamming gnals. As previously mentioned, whether nullsteering or beamforming
are chosen, the DOA estimates are essential to complete the function of either one. As
such, light must be shed on array processing and DoA estimation techi#ighesough
review of aray processing data model can be found1t,60,61,622] and a quick

sumnary is given inthe followingsection.
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2.10.1Array Data Model

Thefollowing data modeis based on an example thassumeshe presence oS5
electromagnetic fafield sources (GPS satellites) of directions where
—h—8 h— and— is the angle of arrival of the signal correspondingQo source
such thatQ plgiB RY.The satellite signalimpinge on an array o GPS antennas
equally separated by distan@as shown irFigure 2-20, for simplicity of the diagram;

only the signal from one satellite is displayed
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Figure 2-20: Different arrival times of satellite signals impinging on ULA
The signalreceived by theéx antenna at time ts expressed in the discrete time matrix
notaton. Time is referred tdy sample numbeg( where¢  Ttis the first sample and
ntp8 8Y, where“Yis the entire sampling period The sampled received signal

modelled ashown inEq.2-5 and is simplifi& in Eqg. 2-6 andEq. 2-7
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«&. A Y m Eq. 2-7

wheread m80 p, & is the discrete time received signal at sampldor
antenng the”Y 0 matrix A  is called the steering matriarray response matrix)
where every column corresponds to the steering vector of the sigral (a GPS

satellite signg. The vectorgg represents the uncorrelated noise present at each antenna

element«, , Y andgg are® p vectors where g is considered as zero mean
spatially white noise (i.e. the additive noise is uncorrelated in both dinge space
domain) whose variance £ present at thét antenna at time t. The propagation delay
across the array associated with fie source and thé antennaig [ . No delayis

measured at the reference element|( 1 and themeasuredlelay is maximum at

the last element of the arrag shown irEq. 2-8.

Z o U p zZfe Eq. 2-8
Calculation of the spatial covariano®trix of the inpute, is a necessary step for DoA

estimation. As peEg. 2-9, =| . Js the spatial covariance matrix whé&e represents the

expectation and, 7 is the Hermitian (complex cqumgate) transpose ef. .

=|11 f'-.-ﬂ Eq.2-9
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DoA estimation is a very mature field that affects many communication systems,
as such, a lot of progress has been establishedhiBaeason the following classification
of DoOA estimation techniques will be made. The two different categories consist of
conventional DoA estimation and high resolution DoA estimation methods. The former
includes the classical beamforming method and Gape b eamf or mi ng met h
latter encompasses the Multiple Signal Classification (MUSIC) method along with its
many variants and the Estimation of Signal Parameters via Rotational Invariance

Technique (ESPRIT) which has also generated many variations

2.10.2Conventional Beamforming

The conventional beamforming methd@BF) is also known as the detapd
sum beamformer and also as the Bartlett metmatithe Classical metholl is based on
searching the region of interest (angle wise) usually in discreps.sOnce a certain
direction produces the largest output power, then it is estimated that the desired signal is
in that direction. As the directiords varied incrementally across the space of access, the
array response vectGA is calculated ad the output power of the betarmer is

measureas perEq. 2-10

. ALY A Eq. 2-10

This quantity is also referred to as smatial spectrunand the estimate of the trueo®
is the angle—that corresponds to the peak value of the output power spectrum. The
method ¢ also referred to &ourier methodince it is a natural extension of the classical

Fourier based spectral analysis with different window functj@dk Unfortunately, the
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spatial spectrum has a réson threshold, an array with only a few elements is not able
to form neither narrow nor sharp peaks and thus has a limited ability to resolve closely

spaced signalsourceg12] as shown in the compaon inFigure2-21.

2103Caponds Beamfor mer

Caponbés Beamfor mer MinsnunaVasaoce Ristatiressa s t h
Respons€MVDR). The Capon method is an attempt to solve the problem of the poor
resolution that comes with the dglandsum method and it results in a significant
improvemen{13]. In this method, the output power is minimized with the constraint that
the gain in the desired direction remains unity. Solving thissitaint optimization
problem for the weight vectdrll] we obtainEq. 2-11 which is used to obtairthe

Caponbés Spa[tjimBg.232nectr um

o - _ Eq. 2-11

0 0 Y0 = P _ Eq. 2-12

where Y, . is the inverse of the spatial covariance mat¥{x, The MVDR method
requires an extra matrinversion but if compared to the CBF, it shows greater resolution

in a majority of the cases. The disadvantages of the MVDR method are the expensive
computations ofY, , and its failure to locate highly correlated (coherent) source signals
[14]. Figure 2-21 shows a comparison between tl&assical and the MVDR
beamformers, it is evident that MVDR confirms the claims that it has higher resolution.

This simulation was conatted with three sources situated-a8-5, and 40 degrees
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respectively, noise variance is 1 and the antenna array is a 10 element ULA with

separation of &/ 2 where & is the wavel

0

A

&

Normalized Gain (dB)
o

-10

] i i I | i ]
-100 80 -50 -40 =20 0 20 40 &0 a0 100
Direction of Arrival [Degrees)

Figure 2-21: Comparison of Classicaland MVDR Beamformers with an 8 degree separation
2.10.4DoA Estimation Using Subspace Techniques

In this section DA estimators that exploit the signal subspace exlained
These A estimatorgpossessighresolutionestimation capabilities and are also called
high resolutionand super resolutioDoA estimation technigues. Signal subspace
methods originated in spectral estimatioesearch[64]; where they estimate the
autocovariance of a mod#hat incorporatesignal with additive noise A matrix whose
Eigen structure gives rise to the signal and noise subsisagererated from the model
Similarly, this method can be used IDOA estimationof jammersby processingthe

spatial covariance matrix as showrFigure2-22
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Figure 2-22: Eigen decomposition of antenna array signals for jamming detection and DoA

estimation[60]

2.10.5Multiple Signal Classification (MUSIC)
MUSIC was developed by Schmidt in 19869]. It was shown in details if60]

that the signal subspace is where the steering vectors correspondhmy itcoming

signals are. It was also shown that they are orthogonal to the noise subspace. So, in order
to estimate the BAs, a search could be conducted through all the possible steering
vectors so that the ones that are orthogonal to the noise subspdoend. Ifw — is the

steering vector corresponding to one of the incoming signals from the direciod

¢ —is its conjugate transpose, thias — |- 1 where|t is the noise subspace. In

real life scenariosgd — will not be completely orthogonal to the noise subspace due to

errors in estimatingﬂ= . Eq.2-13isreferred taas the MUSIC spectrum.

5 _ |Lp Eq. 2-13



TheMUSICs pectrum wi | | produce a | eaArofgameof al ue

the signals. The MUSIC methad known for outperforming conventional methods,
additionally, it can be used with a variety of array geometriggure 2-23 compares
MUSIC to the previously mentioned methods taking into consideration the same

simulation settings used kKigure2-21.

' MUSIC
L TR ST U SPUURE: | P 1 & PSRRI o 1 hVDR
) : : Classical
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Figure 2-23: Comparison between MUSIC, MVDR and the classical beamformer with

closely spaced sources

It is clear fromFigure 2-23 that MUSIC is the only method that has estimated the
presence of three sources witkceptional A estimation for the closely spaced
sources, as the simulation shows that the two close sources are locapedsatd LD

degrees

2.10.5.1Spatial Smoothing

Among the disadvantages of MUSIC is that it is not able to identdgsDof

correlated signal and is computationally expensive as it requires a search over the
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function Ryusic for the peaks. A solution for this problem is found[if]. It is a
techniquenamedin Spat i al S mo o tréducadgaovercome ¢hes probkem. Ini n t
fact, spatial smoothing is essential in a multipath propagation environment and to apply
this technique; the array must be divided up into smaller subarrays. The possibility of
overlapping the subarrays can be considielBy averaging the spatial covariance matrix

of each subarray, one single spatially smoothed covariance matrix can be formed, and is

subsequenthntroducedto the MUSIC algorithm.

2.10.6SearchFree DoA Estimation Techniques

Other subspaebased [BA estimaton methods that avoid any spectral search,
whose computational complexity is often lower than that of the spectral MUSIC
algorithm have been proposed, which provic
compared to the traditional spectral MUSIC algarithAmong the most popular
algorithms are roeMUSIC [17], [18] and ESPRITHowever, rootMUSIC and ESPRIT
can be applied onlrsaygeamettiek éin partiewae roMUSICsspeci y c
applicable only if the sensors are located on a uniform grid, whereas ESPRIT requires

that the array consists of two identical and identically oriented subarrays.

2.10.7RootMUSIC

The root MUSIC algorithm was propabdy Barabell, unfortunately, it is only
applicable forUniform Linear ArrayJULA). He has shown ifiL7] that the root MUSIC
algorithm provides improved resolution relative to the ordinary MUSIC method

discussed in sectich10.5especially at low SNRs where MUSIC does not perform well.

In root MUSIC, by recallingd — ————— and computing 0 —
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and with a short mathematical derivati@?], the polynomial with is the equivalent to

0 — is evaluated on the unit circle. Since the MUSIC spectrum will have
peaks, them — will havei valleys and thushe denominatr will havei zeros

on the unit circleThe remaining zeros tfiusthe denominatowill be located away from

the unit circle. The authors dfL2] showed that in the absence of noileys the
denomiratorwill have roots that are located precisely on the unit circle, but unlike in the
presence of noise; the roots will be located close to the unit circle. The root MUSIC

algorithm reduces the complexity of the estimation process of the B finding tre

roots of a ¢b p order polynomial where M is the number of array elements.

2.10.8 Estimation of Signal Parameters via Rotational Invariance Technique
(ESPRIT)

ESPRIT algorithm was proposed [g], it is computationidy efficient and more
robust if compared to MUSIC as it does not search the entire spectrum. ESPRIT is based
on separating the ULA of M sensors into two identical subarrays consisting of the same
number of sensorgigure2-24 shows what is defined as a doublet, it is a matched pair
of sensors with identical displacement ,it should be noted that the number of ddublets
has a varying range from M/2 in case of rawerlapping as shown iRigure 2-24 to
M-1 in case of fully overlapping as Figure 2-25. The latter does not necessitate the
presence of two separate arrays. Hwmtance, a ULA consisting of four identical
elements witlconstant inteelement spacin§ can be considered as two arrays of three
matched pairs, the first subarray would be made up of the first three elements and the
second would be made up of the last three elements in a manner that the first and the

second k2ments would form the first pair, the second and the third elements would form

52



the second pair; and the third and the fourth elements would form the third and final pair.
This would be a case of 4 doublets where the two subarrays are displaced by the

distance d.

Doublet Non-overlapping subarrays Y

Figure 2-24: The doublets between the two subarrays X and Y, neaverlapping subarrays

,.-"-- ,.--—-; ---,\
\._____., @ c0o00 @ (@ )‘ e

Doublet Overlapping subarrays Y

Figure 2-25: The doublets between the two subarrayX and Y, overlapping subarrays

ESPRIT exploits that the twsubarraysare rotationally invariant and employs the
configuration shown in ifFigure 2-24 to model the output of the arrg$1]. Assuming

that the signals induced on the pair due to a narrowband source in the directidre

denoted byw 0 andw 0 ; alsoassuming the phase difference between these two
signals depends on the time travelledthwy plane wave from one element of the doublet

to the other given that t he ¢(measuaed ine bet

wavelengths),Eq. 2-14is obtained as follows.

’ b Ay e y
WOo wWwo0Q Eq. 2-14
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Not e otislithe magrgude of the displacement vector that sets the reference direction
and that all angles are measured with reference to this veano. andw 0 are the
signals received byhe two 0 element subarrays, as showelow in Eg. 2-15 and

Eq.2-16

where Ais @ 0 matrix whose columns denote the M steering vectors corresponding
to M directional sources associated with the first subarrays an0 0 diagonal

matrix with itsd  diagonal element given l§g. 2-17

oY Eq. 2-17
andi 0 denotes M satellite signals induced on a reference element, andand= 0
denote the noise duced on the elements of the two subarraysCBynparing both the
e 0 and« O equations, the steering vectors corresponding to the M directional sources
associated with the second subarraygivenby! . Let"Y and"Y denote twad 0
matrices whose columns represent M eigenvectors corresponding to the largest
eigenvalues of the two array correlation matristesand’Y respectively. As these two
sets of eigenvectors span the saméiMensional signal space, as a consequtreeno
matrices’Y and”Y are related by a unique nonsinguleanisformation matrix , that
is YT Y. Similarly,"Y and™Y are related to the steering vector matridesnd!

by another unique nonsingular transforimatmatrix T since the same signal subspace is
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spannedy’Y 0 “énd Y 0 “YBy substituting forY and”Y and given thab is

a full rankmatrix, we obtainEq. 2-18 asshown below.

Yy Eq. 2-18
According to this equation, the eigenvaluesddr e equal to the diagor
and the columns of the matrix T are eigenvectors.arhis is the core relationship in the
development of the ERRIT algorithm[18]. It requires an estimate pffrom the
measuremern® O and y(t). Moreover, an Eigen decomposition ofill provide its
eigenvalues, and by e @Aestimidesgithd tpm &so 0 we

shown inEq.2-19

_ Kj a2t 2 Eq. 2-19
3

1
CH
Many versions of the ESPRIT algorithm were developed by relying on differensroéan

estimating from the array signal measuremefitg] [1§].

55



Chapter 3
Enhanced GPS Narrowbabsgi dg@@mmi ng

Hi gh ResolutiononSpectr al Est

3.1 Introduction

As discussed in the previous chapter, GPS interference and jamming have a damaging
effect on the proper operation of GPS receivierterference signals within the GPS CG/A

code bandwidth are namewrrowband interferencptQ]. There exists a multitude of
solutions that were proposed in order to confront the challenge of accurate positioning in
the presence of RFI and jamming. The initial requirement that enables solving the
problem of janming is to successfully and effectively detect the presence of the
malicious signal. Interference detection is essential to allow the receiver to activate the
suitable interference suppression methods. Unfortunately, the application of incorrect
interferexce suppression techniques will not provide anticipated enhancements. Once the
interference has been detected and characterized, an appropriate interference mitigation
algorithm could be applied by the receiver.

Not only does the detection of interferatstermine which interference suppression
technique will be utilized; it can also be used to enhance the acquisition process by
making it more robust. The knowledge of the type of jammer, for example whether it is
fixed or swept, enables the improvementttoé receiver operating characteristic (ROC)
results when determining a searching algorithm in sy$¢ewl acquisition or in the cell

level.[8]

56

[



3.2 Continuous Wave Interference

Continuous Wave (CW) signadse one of thenost common interference typéley can

be approximated as pure sinusoids. Undeniably, the majority of electronic devices and
communication systems generate CW signals that can be responsible for producing
harmonics in the GNSS bands. Example, CW signals are inadvertently transmitted by
television ground stations in the GPS L1 frequency bgfidcausing unintentional
interference. Therefore, CWs constitute a very common type oféentexfe. The spectral

and temporal characteristics of a CW can be summarized as follows. In the time domain,
they can be approximated as pure sinusoids, meanwhile, in the frequency domain; their
spectrum is concentrated around certain frequer@esConsequently, the bandwidth
occupied by CWs is consideradrrow and the signals are narrowbasdch as AM or

FM [65]. In Figure3-1, a single frequency CW jammer is demonstrated

Amplitude
A Interference

Band of
interest

fe Freq.

Figure 3-1: Spectrum describing CW interference[36]
3.2.10ut -of -Band Signals
In the conversion of an analog signal to the digital domain, the frequency content
becomes limited to between zero and half the sampling frequency (namely, the Nyquist
sampling criterion). Consequently, all signals located outside the samplingwdinbe
folded into the sampled signalhus increasing the noise¢his is demonstrated in

Figure3-2. An ideal banepass filter would have a paband before and after which all
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frequencies are completely rejected, unfortunately, all filters have a certain amount of roll
off band in which considerable increases in attenuaim@uachieved. The presee of
powerful signals located outside the band of interest but very close to its edges can be
unsafe and cause these signals to creep into the desired band. If the utilized filters are not
sharp enough to block the unwanted signals; the effect of thed bahd interference will

be the similar to that of an in band signal with an equivalent received power.

Out of band RFI can be generated by powerful transmitters such as television
broadcasting stations which transmit very high power signals. Theocredirelatively

low power harmonics that act as out of band interferences is attributed to flaws in filter
design. Difficulties arise due to the fact tbatB attenuation might be insufficient if the
transmitter broadcasts ppwer ofLMW. Therefore, ie 60dB attenuation would cause a

transmission of a relatively powerful 1W interfefa6).

Amplitude Amplitude
Strong out of band signal
center frequency
\ Ideal filtershape /
Practical filtershape
,/J-ll ,,ng\f
S > Freg — == Freg

/ Sampling

Signal mirrored
into the sampled band

= A Digital Signal

o I —— > Freg H

Sampling window

Amplitude

Figure 3-2: Out of band signal being falsely considered asan band signal[36].
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3.2.2 Impacts of CW Interference

Dueto its low power when received on earth, the GPS signal teptikle to jamming

over long distances. Brown et al. examined the effieflicted uporthe GPS acquisition

in a GPS receivealue toa single CW jammegenerating &-Watt signal[66]. As shown

in Figure 3-3, the results demonstrated that the jammer power was detected at more than
2 kilometers away, C/A&ode acquisition was lost at 1k from the jammer; and GPS
tracking was compromised when the jammer was withikkmlof the receiver. They
concluded thtaairborne users were more affected by a grelaed jammer than the
civilians who were on the ground because they had a direcbfiseght (LOS) to the

jammer for distances of up to 145 km.

Tracking is lost

Acquisition is lost

Jamming power is
detected

1 km
1.4 km

2.1 km

Figure 3-3: Effective range of a 4 Watt GPS jamming device[66]

Figure 3-4 and Figure 3-5 illustrate the distribution of a CWgal and depict how the

gradual i ncrease of the CW | amommbinégdsP ower
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plus jammingsignal and systematically transforms it until it is similar to that of the CW

jammer.

X 104 Distribution of a high power CW signal
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Figure 3-4: Distribution of a CW signal
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Figure 3-5 Histogram of a GPS L1 signal before and after being subjected to moderate and

high power CW jamming.
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3.2.3Related Work

CW Interference can harmedhoperation of several blocks and parameters GfP&
receiver This effect is withnessedn synchronization and acquisition steps, pseudorange
measurements and positioning solutiphg,8]

It has been proven that CW interference affects the GPS C/A code signal in a manner that
is mostly visible in the characteristics of the frequency spectrum of the $@fjal
Additionally, in [48] Deshapande has demonstrated that CW interference is responsible
for more impairment of the acquisition process unlike AM/FM interference sources. He
concluded thait distorts thesignal spectrum and affects the carrier tracking ld®p.
tracking loop will lock onto the frequency of a single tone interference signal thigén

the CW paver level is significantly highTherefore inaccurate carrier phasad Doppler
measurementwill be generatedThe location of the CW interference relative to the L1
center frequency is also important; if the jammer is sufficiently close to the L1 center
frequency, it is assumed that degradation in the carrier to ndis€CvaNo) is fast,
mainly due to the correlation process. A CW interferer whose center frequency was
closest to the LIrequency repeatedly caused false |§8k A commonly used method

for the excisionof CW signals is the notch filter (NFn [65], Montloin demonstrated

that CW removal using NFs introduced an average position error of several tens of
centimetersit was found that linear phase Fhtch filters were more accurate than
Infinite Impulse RespondéR filters.

A detection algorithm based on notch frequency estimation and interference signals
discrimination method based on AGC input histogram were propog8l igarly efforts

to detect CW jamming for GPS applications were conduct¢ddn. Detection metrics
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have been tested when CW jamming was applied. Such metrics can be ointamed
postprocessing stage of the receiver, for instance correlator output power, carrier phase
indecision and the measured variation in correlator output power. These metrics were
recommended as test statistics to monitor the opegdtiotegrity of he GPS receiver

[8]. Additionally, AGC, ADC, and antenna based techniques are utilized in the pre
processing stage of the receiver to detect[BHAL

Narrowband CW interference affects the acquisition process of the GNSS receiver. The
study of those effects lead to the development of a descriptive statistical model. The
author presented theoretical results of probability of detection anddalalse ofa GNSS
receiver when CW interference was existg®®]. Additionally, [8] proposed a low
complexity solution that enhances the receiver performant&ms of quantization and
acquisition metrics and contributes to the improvement of consgrade GPS receivers

in terms of robustness to interference. Also, an adaptive FIR notch filter based on least
mean squares is proposed and implemented to adbptietect, locate and mitigate
narrowbandnterferences. Z. Jiang proposed an algorithm that relied on spectral analysis
to mitigate high power interferencglQ]. It was concluded that a fixed detection
threshold, as implied in previous studies is insufficient. Therefore, an adaptive detection
threshold that is a function of the standard deviation of the normalized spectrum and the
correlatos power output was suggested. Related to the same field exftidet metrics,

the combination of t he dupd polwer waslexloitadnted t h e
detect and characterize the RFI but the difference is that the receiver simply relied on a

standard correlatg67].
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3.3 ProposedM ethod

Recognizing the importance of CW jammingand understanding the damage it can
cause, amaccuratemethod for thedetection and frequency temation of single and
multiple simultaneous CW jamming signals using high resolusipectral estimatiois
proposed The spectral variant of FOS is presented to improve the detection and
frequency estimation of jammers obtained from FFiQure 3-6 depicts the proposed
jamming detection method, after obtainingdgitized signal from the frortnd, the
proposed method is applied to the received signal and if a single or multiple jammers is
included in the signal, it is recognized. The method operates in tuopeation section

of the receiver.
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Figure 3-6: Proposed jamming detection method applied in the preorrelation stage of the

receiver
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3.4 Jammer Detection

This section introduces a new high resolution technique capable of detecting single and
multiple CW jamming signaland accurately estimating their frequencies. The proposed
technique is highly efficient compared to FFT which is widely adopied pectral
estimation method for jammer detectidfigure 3-7 demonstrates how a relatively sinal
window size (1ms) catead tofailure inthe accuratestimaion of the jamning signal

which is located at 10.2 kHz. FRWould only ableto either detect the jammer at 10abr

11 kHz as shownThe jammer was detected at 10 kHz due to the higher magratutat

frequency.
10 1 L L ! L ! ! !
§ Estimated ke BT
£ st frequency \ 9 Jammer
g | T TR
2 ..........................................................................................
0 I I I I I I I I

9.4 9.6 9.8 10 10.2 104 10.6 10.8 11 11.2
Frequency (kHz)

Figure 3-7 Estimated jammer frequencydue to FFT (window size = 1 ms

The proposed method based on a general purpose modelling technique called FOS.
Several techniques have beangosed for preorrelation jamming detectidi69,70,71].

An Eigenvaluebased jamming detection method is proposed68. This method
provided jamming detection of narrowband as well as wideband signals provided that the
baseband complex signals are sampled at a suitable sampling r#)] jamming
detection is achieved ugnstatistical testing that is based &mort Time Fourer
Transform (STFT) of the received signals. Similarly, time filtering was employed to

detect jammers irff71] followed by a transformation of ¢hsignal to the frequency
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domain by means of FFT. Generally, numerous jamming detection methods depend on
spectral analysis methods such as FFT to estimate the frequency content of the signal.
The basic principle of the FFBased RFI detection is to iddgtthe frequency and
amplitude of the interfering sourd&2,73]. This technique is limited by FFT spectral

resolution given by:

&&2AOT 1 OGHD 1 Eq. 31
where/is the sampling frequency arid is the number of points in the record. Subject
to the SNR, it has been shown that FOS can achieve frequency resolutions up to 10 times
the frequency resolutioof the FFT[74]. From EqQ. 3-1, one can conclude that a long
record length yields improved spectral resolution, which is needed to accurately model a
time-series. This imposea limitation on the FFT resolution; therefore relatively long
data records are required to achieve adequate detection of jamming sources. This results
in potenti al i naccuracies in the spectral
spectral estirate can degrade significantly in the presence of multiple CW jammers with
contiguous frequenciess clearly shown irigure 3-8, where FFT will only detect one

jammer at 10 kHz although three jamming signals were applied to the received signal.
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Figure 3-8 FFT detection of multiple simultaneous CW jammers
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A solution for the dtection of multiple CW jammers was proposed7t] by cascading

a fixed number of filters to detect multiple jammers. A major limitation presents itself
when the number of jammers is higher thanrthmber of cascaded filters. Furthermore,

the presence of multiple jammers with frequency separation less than FFT resolution has
not yet been addressed. Finally, having the ability to detect low power jammefar(i.e.
from the receiver and potentialypproaching it) creates an opporturfity early jammer
warning and detection. Accordingly, the performance of jamming detection based on
spectral estimation can be significantly enhanced by using a robust spectral estimation
method that overcomes the laions of FFT.

This chapter explores the application of an innovative high resolution spectral estimation
method to preorrelation frequency based jamming detection. The new method is
introduced to extend the capabilities of jomrelation detection bysubstantially
increasing its accuracy when dealing with single jammers; and by enabling the
simultaneous detection of multiple-lband CW jamming signals transmitted at cloge

frequencies.

3.4.1Application of FOS to Spectral Estimation

FOS is a general ppose modelling technique that can be used for time series analysis
and frequency analysisr9] .It possesses features that can significantly enhance CW
jamming detection based on spectral estimalit®)77,75]. These features include the
remarkably high frequency resolution spectrum of FOS and its noise rejection capabilities

for white and colored noise.
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FOS constructs a functional expansion of an input, namely using an arbitrary set of
non-orthogonal candidate functions. The functional expansion of the input in terms of

the arbitrary candidate functions is given by:

i Gf e Qb Eq. 3-2
where® are the weights of the functional expansion wtiere Tip8 0 and Q¢ is

the modelling error. FFT produces a functional expansion of the input using a set of
complex sinusoidal functions that ensure an integer number of aydles record length

[78]. Thus, when FFT models a frequency that does not have an integer number of cycles
in the record length, energy is spread into all the other frequencies, which is a
phenomenoiknown as spectral leaka§jgd]. By using candidate functions that are non
orthogonal, FOS is more likely to enable modeling of this frequency between two FFT
bins with a single termi77]. FOS calculations are based on a functional expansion using

orthogonal basis functions such that

Eq. 3-3

where0 & is aset of orthogonal functieanderived from the candidate functions
n €, Qis the weight, and ¢ is an error term. The orthogonal functions are
obtained from the candidate functiong ¢ using the Gram Schmidt (GS)
orthogonalization gorithm. The GS algorithm relates the orthogonal functions to the

candidate functions through GS coefficignts given by:

n ev ¢ Eq. 3-4
O ¢
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The GS coefficiers 2Mr and the orthogonal weigh€ can be found recursively using

the equation§80]:

Eq. 35
O n &ne Eq. 3-6
0 n &n ¢ | O Bq.3-7
h g6 e © Eq. 3-8
0 (0]
6 Uen e Eq. 3-9
65 UsR ¢ B Eq. 3-10
and
0
0 - Eq.3-11
5 q

Accordingly, FOS skips the poirby-point computation ofo € as it is implicitly

defined by the Grarschmidt coefficient

In its final stage FOS recursivelgomputeshe original functional expansibns wei ght s,
@ (Eg.3-2), based on the weights of the orthogonal series expan@orThe value of

@ can be found recursively using

~ . Eq. 3-12

where,
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0 | 0 Q a ph ¢ Eg.3-13

From the previous eaations, it is observedthat FOS requires the calculation of the
correlation between the candidate functi@ssshown inEq. 3-6 and Eqg. 3-7 and the
calculation of the correlation between the input dre dandidate functiorss shown in

Eq. 3-9 and 310. The correlation between the input and the candidate function
wé N, € is normally calculated poirby-point once at the start of the algorithm and
then stored fordter quick retrieval.

The MSE of the orthogonal function expansisdemonstrated §35]:

- O & QU & Eq. 3-14

Subsequentlythe MSE reductiomttributed tahed candidate function is given by
) Q0 £ Q O Eq 3-15

FOS can fit a model with a small numbemabdelterms this is achieved bfjtting terms
that minimizethe mean squared error (MSE) in order of their significantkeere are
three conditions that are responsible for stoppingstech algorithmlf any of them
becomes true the search is halté@ predefinednaximum number faterms to be fitted
is reached, the search stofsaddition, ifthe ratio of MSE to the mean squared value of
the input signal idess tharma predeterminedimit, the search is stoppeéinally, if the
addition of an ettaterm to the modelvould yield an MSE reduction that is nogreater
thanthat expected if the current residuat werewhite Gaussian nois¢he search will

stop Spectral analysis with FOS is accomplished by selecting candiglatésthat are
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pairs of sine and cosine terms at each of the frequencies of interest. The candidate
functionsr) € are given by:

n & Al0¢ Eq.3-16

N ¢ 0Bl ¢
Where pf8 i) ,] s the digital frequency of the candidate peiile O is the number
of candidate pairsWhen a sinusoidal pair gine and cosine pains fitted at each
candidate frequency, the magnitude and phaseaatdmdidate frequencis computed
[81]. Two noteworthydifferencesexistbetween FOS and conventional Fourier transform
techniques (i.e. discrete Fourier transform (DFT) or HF#)77,80]. The first difference
is thatFOS produces a sinusoidal series representation that is more efficient and frugal
(selectdewer components) by choosing the most significant sinusoidal compofiesit
Meanwhile, the second difference is ththe frequencies of the selected sinusoids
shoul dnot necessarily be commensur at e nor
frequency corresponding to the record len@®l. Thereforefiner frequency resolution

in the spectral model is achieved.

3.4.2FOS-basedJamming Detection

In this research FOS is employed for narrowband CW jamming detection. As FOS is
generally known to be a data dependent algoriffi6)82,74,77]; the accuracy of the
model produced by FOS depends on the data record being modelled ntheéatsa
functions being used to compute correlations, and the stopping conditions (thresholds) in
the algorithm. The chosen FOS candidate frequencies Hawer eesolution compared to

FFT in order to achieve better detection accur@andidate frequenes can be selected

so that the candidate functions focus on a particular frequency range of interest. For
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example, the candidates can be spaced with high resolution on a range of interest and
outside the range of interest; the candidates can be spa&&d ygsolution intervals.

It is desirable to have the minimum number of candidate frege® in the spectral
estimatewhich represent the most significant components of received signal. However,
creating a model that incorporates fewer than necessary teithmesult in an inaccurate
representation of the received signal. On the other hand, the excessive inclusion of terms
wi || add noise terms into the received si
computation time.

FOS stops modeling whethe addition of a new frequency pair does not increase the
MSE reduction more than the reduction obtained from fitting white Gaussian noise
(WGN). Thus, a candidate acceptance threshold, requiring a frequency pair to fit a
minimum percentage of the ovdrahergy in the signal, is set. Such a threshold allows

FOS to reject frequency terms that model the noise.

3.4.3Experimental Work

The proposed narrowband CW jamming detection method is assessed using simulated
data records. The main simulated data includeddigitized GPS and jamming signals.

GPS simulated data was obtained using Spirent GSS 6700 GPS simulator and Novatel
FireHose Digital Frontend. The jamming signals were simulated using Matlab and added

to therecordedGPSdata sets.

The Spirent GSS 6700R% L1 simulator was employed to simulate the GPS signals
based on scenarios c¢created using Spirentéo
SimReplay Plus software. These signals were used in all the conducted experiments.

Subsequently, the output of the silaor is a raw RF GPS signal that is fed to the
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Novatel FireHose frontenfB3]. The FireHose is responsible for digitizing and dewn
converting the GPS signal (obtained from the GSS 6700) into a basesaampled In
phase/Quadrature (1/Q) signal. The FireHose, shown belowigare 3-9, is a dual
frequency L1/L2 software receiver and frontend designed for software receiver and
interference detection systems. THieeHose is patented by NovAtel and is not available
for commercial use. It encloses a NovAtel dual frequency OENM¥ GNSS receiver,
along with a GNSS frontend processor which is based on a Smart Fusion
FPGA/Microprocessor chip. Samples are provided fbrand L2 frequency bands at
sampling frequencies that span from 2.5 to 20 MHz. The experimental setup in the
NavINST lab at the Royal Military College is shownhkigure 3-10, it consists of the
Spirent GSS 6700 connected to the FireHose frontend. The simulated GPS data was
digitized and recorded using the FireHose Frontend at a sampling frequency of 2.5 MHz.
Data extracted from the FireHose together with the simulgeuning signals was

processed using MATLAB.

Figure 3-9: The Novatel FireHose Frontend Figure 3-10: Simulation setup using the
Spirent GSS 6700 irthe NAVINST lab.
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3.4.4Simulation Scenarios

All  scenarios were conducted according to the procedure demonstrated in
Figure 3-11.The proposed technique was examined through 5 simulation scenarios. The
first scenario stuéd the case of single CW jammer using simulated single tone CW
jammer signal at frequency 10.Hk The performance of the proposed method based
versus the FFT based one was examined at different sizes of the data recavawlpw

size) and variable J56 s . In the second scenari o, t wo
added to GPS simulated data. In this scenario, the window size was maintained constant
at 1mswhich is the length of the L1 C/A code while JSR was varied. The third scenario
was similar to he second with a slight variation of adding a third CW jammer. In
Scenario 5 the effects of increasing the window size tas2vere studied. Finally, in
scenario 6, the case of three jammers of unequal power was studied at different window

sizes.

{Ay3tsS J|lyids$
{ OSY I N& 2 51 GF 58
p aAy3 H%RNB%L YR wSO
cT nn s
i
WEYYAY 3 |

DSYSNI A2y |YyR
| 2Y0AY LIl G

Figure 3-11: Demonstration of the procedure for conducting scenarios
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3.4.5Results and Discussions

In the first scenariowindow sizes were varied from ths to 20 ms and JSR was
increased from 0 dB to 40 dB. The obtained results diginotv signifcant variation at
different JSR. Theresults displayed irFigure 3-12 correspond to alSR of 0 dB.
Frequency detection error was approximately zero for FO$t aedched 200 Hz in case

of FFT.

Figure 3-12 alsoillustrates the decrease in frequency detection error for FFT as window
sizes increased. On the other haR@S preserved a steady performance among the
different widow sizesThe cases of 5, 10, 15 and 86 windows differ from othe
window sizes. The FFT resolutiom®rrespondingo the aforementioned windows are
200, 100, 66.67 and 50 HZhe error demonstrated by FFcurreddue to pectral
leakage when the jammer frequencies were not aligned with the frequenc@bitise
other hand,the leakage disappeared when the bins located at multiples of the window

sizes coincided with the jammer frequency of IH2.
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Figure 3-12: Detection error of FOS vs FFTat JSR=0 dB

The effect of different values of JSR on detection accuracy was studied in the second
scenario. Two jammers having frequencies located at Wi92and 10.3kHz, whose
difference is lower than the FFT window size okHlz were introduced in scenario 2.

The window size was maintainednstaniand JSR of each source was varied from 0 dB

to 15 dB. As shown ifrigure 3-13, FOS successfully detected bot#mmers; frequency
estimation was accurate for one jammer; as for the second, estimation was slightly
erroneous until the JSR of each jammer was increased to 13 dB. It is clear from this
experiment that increasing the number of jammers while maintainengaime window

size poses a challenge in detection accuracy at lower JSR. When FFT was employed for
detection in this scenario, only one signal was detected kH2@hus highlighting the

substantial advantage of using FOS over FFT.
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Figure 3-13: Detection error of the second jammer component.

The thirdscenario studied the effect of adding another closely spaced jammer totaling the
number of jammers to 3 at frequencies 10.2, 10.3 and KHz4 In this sceario, the
window size was kept constant atnis and JSR was varied from O dB to 30 dB per
jammer.Figure 3-14 shows the effect of a weak jammer signal on accurate detection. At
first, only two signals are correctly detected aift three within the desired FFT
resolution of 1kHz, although other higher magnituéfequencycomponents exist outside

the search spectrum. Increasing the JSR minimizes the error in frequency estimation for
the two visible components. This trend contsumtil the JSR of each signal is 11 dB.
Figure 3-15 represents a superimposition of the individual subplots that are found in

Figure 3-14. It illustrates the effect of increasing combined JSR from O tdB0The
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highestmagnitude was observed using F&Tthe 10 kHz frequeey; it correspond$o the
final iterationwhere thecombinedJSRwas 90 dBAt that iteration,FFT yielded higher
magnitudes due to spectral leakagéhen all three jammers were not powerful enough,
the proposed method produced erroneous frequency estimdhe low magnitude
components highlighted in green correspondedmationswhereJSR valuesvere small,
and subsequently insufficient for correct frequency estimaiitve error in frequency

estimation is attributed to the low JSR.
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Figure 3-14: Effect of jammer power on FOS detection of three jammers.
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Figure 3-15: Effect of JSR on correct detection

Scenario 4 bares anslarity to scenario 3; although window size was increased mas 2hus

increasing the FFT resolution fronkiHz to 0.5kHz. JSR was progressively increased from 0 to

15 dB as shown irFigure 3-16. The FOSbasedmethod enabledrpcise detection of the 3

jammers at 0 dB JSFigure 3-16 also shows that although FFT resolution was increased to 0.5

kHz, FFT was incapable of detecting all three jammers. This suggests that FOS detection

performance can be leanced by increasing data record length but at the same time this will

increase the computational load of the jamming detectioiscenario 5, three jammers were

added at frequencies 10.2, 10.3 and KB4 and two cases were studied. In this scenarib eac

jammer had a different power level, as showifrigure 3-17 andFigure 3-18. Additionally, the

window sizeganged from 1 to 10 m§he JSR attributed to jammers 1, 2 and 3 in case (A) was

0, 10 and 15 dB respectively as showrrigure3-17. For case (BYSR was 10, 0 and 15 dB as

shown inFigure 3-18. Case (A) results showed that using endwindow, only two jammers
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were detected out of three. Contrarily, case (B) results detected three jammers accompanied by a
frequency estimtion error of 200 Hz for the first component. It can be established that accurate
results are achieved using FOS for both cases (A and B) after increasing the window size to a
value of 2Zmsand above. Furthermore, FOS detection performance remainednt@ftta2ms,

therefore eliminating the need for larger window sizes. FFT performance became comparable to
FOS from a frequency estimation perspective after increasing the FFT window sizen® 10
However, FOS outperformed FFT in terms of the accuracythef detected components

amplitudes.
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Figure 3-16: FOS vs FFT jammer detection at differentJSR and a 2Zmswindow size
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Figure 3-17: FOS vs FFT jammer detection at different window sizes for 3 jammers at different JSR (A)
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Figure 3-18: FOS vs FFT jammer detection at different window sizes for 3 jammerat different JSR (B)
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3.5 Conclusion

This chapterintroduced a new jamming detection method based on high resolution
spectral estimation for GPS signals using FOS. The proposed method featured several
spectral estimation capabilities including high frequencsoltgion, elimination of
spectral leakage and rejection of background noise. The aforementioned abilities resulted
in a significant enhancement to the GPS jamming detection process.

The performance of the proposed method was examined using GPS dataeettede

by the Spirent GSS 6700 and acquired by the Novatel FireHose frontend GPS receiver.
The proposed method demonstrated more consistent and accurate jamming detection than
conventional FFT based methods in the presence of a single jammer with &ggityen

to window size. FFT could only match F@&sed detection in specific cases. It provided
resolutions similar to that of the proposed method at a window size 10 times larger than
that used by FOS. Moreover, our method accurately and efficientlyagstl the number

and frequencies of multiple 4band CW jammers whose frequency separation is lower
than that of FFT as demonstrated in scenarios 2 and 3. Nevertheless, increasing the
number of jammers degrades the detection accuracy at lower l[dSReneal, the
proposed FO®ased method can expand the capabilities of present GPS receivers to

provide robust ariamming in challenging environments
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Chapter 4

DoAsti matfi &GPS Narrowband | nterf

4.1 Introduction

GPS interference detection can aehievedin the time, space, or frequency
domain as previously demonstratedGhapter 3or in joint variables domain such as
time-frequency or spatéme. Generally, spatial signal processing using antenna arrays
is considered one of the most effective technidoesiarrowband interferenatetection
and especiallysuppression In Chapter 2 it was stated thatnéenna arrays enable
interference mitigation through spatial nulling and beamsteering using adaptive
beamforming and highesolutionDoA estimation methods34] .

DoA estimation of signals from multiple sources plays a key rolethim
interference suppression process. Adaptive antenna arrays uBeAhmformation to
produce nulls irDoA of interferencesignals and steer the main beam towards the desired
GPS signal. Variou®oA estimation algorithms have been developed for array signal
processing applications. The selection of eA estimation algorithm is a crucial
element of adaptive antenna arrayigesSelecting the prop&oA estimation algorithm
enables proper signaDoA estimation which directly affects null steering and
beamforming processes. Moreover, one of the main probl@msull steering and
beamformingoccurswhen the jammer is in thers@ direction or very close to the GPS
signab ®0A. This implies thajammingdetection that is based ¢nigh resolutionDoA

estimationcan significantly enhance the ajgmming process. Th®o0A estimation
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techniques that aggredominantlyused are thosthat are based ddlassical A, Capon
and MUSIC algorithmg[84]. It has been reported thaEigendecomposition based
methods such aglUSIC have high resolutio®oA estimation performanci85]. These
methods are based on exploiting the Eiggncture ofthe input covariance matrix.
Applying MUSIC to GPS antjamming has shown significant enhancement to overall
system performanci86]. However the performance of MUSIC is limited by coherence
of the jamming sourcd87].

Thisthesisproposes a new higtesolutionDoA estimation method to enhandest
GPS jamming detection capabilities using antenna siriidye proposed method is based
on the orthogonal search technigueorderto create basefor the steering function. The
coefficients of the steering function are determined via a unique orthogeaath
method that provides high accurddgA estimation. The main advantage of this method
is based on its super high resolution and rolibgf estimation. This method can
enhance arjamming technique based onadaptive arraysystems,specifically in
situations wherghe DoA of jamming signalss very close to th®oA of the GPS signal.
Hence it can enhance the nt8teering process and avoid reduction in GPS signals
while rejecting jamming signals. Furthermore, the higbolution capabilities fothe
proposed method can resolve jamming signals arriving at very BDloAs and hence
improves the overall performance of the gathmingmethod
The proposed method is comparedCiassicalDoA estimationand MUSIC usingGPS
L1 signalsobtained from &pirent 6700 simulator; the armsautilized were linear and
circular arrays The jamming signals were simulated &W sourcesoriginating from

different directions. In addition, thihesisstudies the effect of arrayeometryon DoA
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estimation efficiencyand proposean optimumarray configuration foenhancingGPS
jamming detectiorand mitigation The recommended configuration is examined using
GPS databtained from the Spirent 6708 comparison between the performancehef
proposed method anthe abrementioned predominantoB estimation methods is
conductedusing the recommended array configuratibor each array configuration, the
performance of the investigated methods is evaluated in case of single and multiple
interference signals. Our resulshowed that the proposed method could introduce
significant enhancement to GPS jamming detection and hence provide significant

improvement for overall system performance.

4.2 DoA Estimation Using Noninear Signal Modeling

This research studies the applicatioh FOS in DoA estimation of jamming
signals. FOS is a highly efficient general purpose modeling method that can be used for
time series analysis and frequency analljg&. FOSis known to havdeatures that can
significantly enhancehe DoA estimationof CW jamming signals[76,88,82]. They
include a high frequency resolution spectruand an ability of rejectng white and
colored noise. FOShas been used in numerous applications, including identification of
generalized nonlinear difference equation models, spectrum estimationDafAd
estimation for uniform lineamrrays [8882]. The original orthogonal search (OS)
algorithmis mainly based on suboptimal minimization of the mean squared error (MSE)
between observed and modeled ddthe algorithmconstructs a functional expansion of
an input using an arbitrary set of nrorthogonal candidate functions. The dtional

expansion of thenputin terms of the arbitrary candite functionss given by:
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\ v s o~ s Eqg. 4-1
« € wn ¢ Q¢

Where the weights® , (where & 1#8 F)) are the weights of the functional
expansionandQ¢ is the modelling error. Generallyhe signal arrivingat the antenna
array is a superposition of complex sinusoidal signals and noise. The total signal received

atthe¢ sensor at timé from "Ysourcess given by[88]:

> = Eq. 4-2
@ o 0 0o AgfRrQo t — Qo .

where Q T8 HY p is the signal time index

a4 1B R p isthe sensor index number

0 mE RY p isthe signal index number

— Isthe DoA of thesignal fromQ source

0 is the complexamplitude ofthe 'Q source

06 9 osAgbeo and

« 0 isthe phase of th® signal at its source
For 0 real signalsY ¢0 andthe complex amplitudes are conjugate pairs (De
0" and'Q "Q). The reference is takeat the first elements@hust — .

The following model may deribe the received signal at the antenna array:

.y o . o s Eqg. 4-3
wE W —i € Q¢ a

wheredy — is 0  pantenna array steering vector krsource

i is thek™ source signal received by the antenna array
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When dealing withreal signals, each parameterhas two linearly independent steering
vectors: either complegonjugate exponentials with complex coefficients incorporating
signal phase information, @ine and cosine components with real coefficients may be
used. Inthis researcheal (sine and cosine) steering vectors were used. Nevertheless, the
complex exponential notation is retained for consistevitly the literature.

OS uses GrarSchmidt procedre to create an orthogonal basis for the steering vectors,

and a model equivalent Ex.4-3 is formed using a set of orthogonal bagstorsv

v~ Eq. 4-4
L 6 —hFER—"Q¢ Qb q

wherei Q¢ for Qevenand  Q p ¢ for Qodd
0° 0 for 'Q Q and* denotes complegonjugate transpose.

"Q ¢ are the coeffecients of orthogonal basis vectdhe orthogonal basis vectors

0 are derived from the candidate functiods — using the following fomula:
. Eqg. 4-5
0 W 10
where | . and0 &

The estimated coefficieriQ ¢ that should minimize the mean sge error (MSE) are
given by:

z

0“0

The total MSE is:
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p . Eq. 4-7

where

V] S — Q €
Y 0 0 0"Y

. P 0 e g o 0 .. Eq. 48
l'-‘)!

0 is theamount of reduction in MSE gained by adding the candidate basis vector

the model.The calculation o) involvesthe correlations of  with themselvesthe
steering vectorsd and the data & are. Therefore, the orthogonal search can discard
the need to explicitly creatbe orthogonal basis vectars.

FOS works by exploiting these observations and @¢edesky factorization toalculate

the aforementioned correlatioris startsby creating a variabl® , which representthe

correlation between the candidate and the steering vadtsris given by:

. P v ., Eq. 4-9
O L W W W O

whered p8 Qand| —

Another variable® is usedto denotethe correlation between the candidate and the

observatios vectorand defined by:
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Eqg. 4-10

Accordingly the coefficients of orthogonal basis vectofs ¢ and the amount of

reduction in MSE)  are given by:

0 & Eq. 4-11

0
O

: 6 Eq. 4-12
0"

The fact thath ‘0 0 °® , was utilizedin formulatingEq. 4-11 and Eq. 4-12. Given
that0 @ the initialvaluesfor O andd are given by:
0 @@ andd Gwe Eq. 413

The malel in Eq. 4-4 is createdby adding the candidate functions correspondingne
direction of arrival at a timelo choose théollowing estimatd , the set opparameters
areaccessed to provide the value that yields maxinM®E reductiond Since a real
signal with sine and cosine components is used, the MSE reduction contributed by a
single candidate parameter is in fact the sum of the MSE reductions induced by the two
corresponding steering vectors of that candifiated andd) ). Hencethe succeeding
estimatg is given by:

[ oI IQAd O Eq. 4-14

Oncef is chosen, asetoftwoteri®® ¢ 0 and™Q ¢ 0 is added to the model

terms. This procedure is repeated L times, once the L parameter estimates arefobosen;
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values of the signal coefficienis € can be found recursively usirthe following

formula:

Eq. 4-15

where v p

4.2.1Stopping Conditions for FOS Algorithm

FOS algorithm can be stopped using one effttlowing criteria:

a) Reaching a predefined maximum number of terms to be fitted.
This requires the knowledge of thamber of narrowbanuhterferencesignals
impinging upon the antenna array.However, the orthogonal search
approaches may be combined withy of a number of statistical criteria to
determine when to stop adding terms to the model, thus providing an estimate
of the number of signal[89].

b) Reaching a preefined threshold for MSE Reduatio
This criterion is achieved when the ratio of MSE to the mean squared value of
the input signal is below a poefined threshold. Accordingly, the limitation
of knowing the number of expected interference signals is waved. However, it
may lead toan increase in the processing time. Thus this ratio should be

carefully selected to avoid excessive processing time.
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c) When adding another term to the model, the MSE reduction is lesshinan

MSE reductiorthat would begained ifwhite Gaussian noisgas added

4.2.2FOS complexity:

FOS necessitates floating point operations of the orded of Y 60 whered is the
number of candidatsteering vectors search¢82]. Moreover, if the elements of the
array aml therefore thelatasamples are not equally spaced, FOS will reqaitegher

orderwhichbecome® 0 Y 60 +0 0 (8§].

4.2.3Candidate Function Selection for FOSAlgorithm

The process of canditafunction selection plays a key roletire FOS algorithm.
In this research, the selected candidate functions are pairs of sine and cosine functions
corresponding to the @A\s of the search domain. Accordingly, the selected candidate
functions for a ULA ging the model shown i&q. 4-3 are given by82]:
© — & & h— Eq. 4-16
where —istheDoA of i  signal.
When — is measured fronthe line of the antenna arrdyg. 4-17is used.

- oo Qo
®w dh— Al -Al ©
Q

» ah— OEda“ = Al © Eq. 4-17

On the other hand, wher is measured from thiéne perpendicular to the antenna array

the utilized equation iEq. 4-18, which is shown below:

O ah— AT ¢ -i Q&)
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®» ah— OEda“ - O0E+ Eq.4-18

where & T1iplB ) p ,’Q mp8 AY p, Qis the spacing between elements, and

is the wavelength of the received signal.

The coefficentsi €& are given by82]:
i COAT® + o
i c0O OEf0 + o Eq. 4-19

where 0 and 0 are the power and phaseiof source respectively.

4.3 Antenna Array Design

In the following sections, array design for several array geometries will be studied
from a different perspective that will ultimately serve the goal of DoA estimation
Therefore, in order to adhere to the common literature notations, the total number of
elements in an array will be referred tolaglements whil& will represent the index of

an elerent in the arrapndé  TipfB () p.

4.3.1Uniform Linear Array

The ULA is capable offiltering the electromagnetic environmeimt which it
operatesbased orthe location of the signals in its vicinityArray geometry has @ucial
effect on theDoA estimaton abilities of antenna arrays. Recently, array geometry

optimization has been extensively studied using various methods. In general, the impact
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of array arrangemeran performance waswvestigatedby considering standard arrays

such as the uniform linearrayshown below irFigure4-1[89].

Figure 4-1:Uniform linear array

ForthegeneralULA shownin Figure4-1 with interelement spacin@, andM identical

elements, the signal received by the antenna array is given by:

wo io Q8 £a. 4-20
where i 0 is the transmitted signal.

The quantity in parenthesiskeownas the array factor (AF)This factoring isegularly
termedpattern multiplicationIt can be utilized whethe identical array elementsare
oriented in the same directiobloreover the radiation pattern of the array is the result of
the multiplicationof element radiation pattern and array factor.

Whenthe elementof the ULA areall located orthez-axis, Q; rine  8The AFthen

becomes
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Eq. 4-21

~,

where¢ mB R p
—is the direction of arrival of received signal.

ForanM-elementULA let 'Qx  mimh— , hence the AF becomes

- . Eq. 4-22
o O Q
The array factoformulacan besimplified using thefollowing identity [89]
. @ Eq. 4-2
o P : q.4-23
p W
Therefore thearray factorfor ULA is given by:
"o P Q Eq. 4-24
o2~ .
0 5 0
After factoring,Eq. 4-24 reducego:
0 — [ QE—Gé i — Eq. 4-25
6 "0 S
Q- i QE—we i —

The AF magnitude pattern for ULK shown inFigure4-2. The magnitude of the array
factor is plotted for an array with = 9 elements.Based onle magnitude of the array
factor,maximum energys received or transmitted by the arralgerO—= 90° or when —

= 270°. Introducing weights and varying the orientation of the ULA can manipulate this
array factor Sincethe array factor is a linear function of the weightserefore, choosing

weights is a minor proceduf80,91,92]. On the other handhe array factois anonlinear
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exponentiafunction of the element positionspnsequentlyarray geometrypptimization

is morechallenging 89].

180

270

Figure 4-2 Array factor for ULA

Otherimportant parameters of array factors include beamwidth mledbbe level. The
beamwidth is usually defineals nultto-null or halfpower beamwidth. The nulb-null
beamwidth is thangulardistancebetween the first nulls around the main bd&8j}. The
half-power beamwidth is thangulardistance between the hadbwer pointsi(e. 3 dB
pointsonthe array factor) around the main beame Bidelobe level issuallydefinedas

themaximumvalue of the array factdhat is found outsidéhe main beam.

4.3.2Two-Dimensional Arrays

The onedimensional array factor mithera function of the DA elevationor the
DoA azimuth depending on its orietitan. Hence, the array can filter the received signals
based on single parameter which is the elevation argleazimuth anglésbut cannot
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accommodate both parameters in filtering received signals. That is whdirtvemsional
arrays are used in ordér distinguish between received signals based on azimuth and
elevation [93]. The most common configurations for twomensional arraysare

rectangulaand circular arrayg34].

4.3.2.1Rectangular Arrays

For a two-dimensionalkectangular arrayith elements on the-y planesuch as the one

shown inFigure4-3, the array factor becomgg9):

50 o0 — Eq. 4-26
z
»
— _
VA
/b
7
y
a N 9%
™

Figure 4-3 Rectangulararray geometry
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The array factor is a function of both spherical angles and can thereforetHdter
receivedsignals based on their azimuth and elevation angles.effect of the array on
the receivedignal as a function of the angle of arrival can be demonstrated by examining

the array factor. The array factor for rectangular artay (&) with uniform weights

andQ —h—ht wherechd mipltf8 81  p is given by:

o , Eq. 4-27
o0 Q
by applying the identity formula
Q Q
50 P ' P ' Eq. 4-28
p Q p Q
Q o) J
(0] i (0] ]
, [ R i QF FQEH%E" | QE %L Q
[ Qi 0 Q& % Qi Q& —ic Q& %o
To simplify the process gflotting, the following variablearepresented
., QL QL
6 — | Q¢ —AT &% — | Q¢ —i Q¢ %o
C C
hence,
50 Q7 Q OEd*pg OEd"“ ¢ Eq. 4-29
o — Q — OE1T ¢¢ OETd¢

The array factor formula for twdimensonal arraysand the beamwidth are more
difficult to study in 3D Usually, two dimensional arrayarestudiedin certain planes.g.

elevation and azimuthal planes) and given in-paliver or nulto-null form, similarly to
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theonedimensional caseThesidelobe level remains, similar to the previous sectioa,
peakvalue of the array factor outside of the main beam.

An illustration of the A& magnitude pattern is shown igure 4-4, Figure 4-5 and
Figure 4-6. The shown pattern corresponds tescuare arrayf 9 elements uniformly
arranged in the x,y plane with equal space_@t. Rectangulararrays have the
disadvantage of the edge effeethere the outer elements in the finite array have
degraded performance when compared with the central array elenterds. also be
depicted from the AF magnitude shownRigure4-4 that the rectangular array response
varies along thelevation direction which limits the capabilities of rectangular antenna

arrays in beam steering.

AF for 3X3 Rectangular Array

|AF]

100

Elevation (Theta) -100 -100 Azimuth (Phi)

Figure 4-4 Array factor magnitude for rectanguar array
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AF for 3X3 Rectangular Array
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Figure 4-6 XY -Plane view of arrayfactor pattern for rectangulararray
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4.3.2.2Circular Aray

The planararray geometriesan bedivided into three othersubcategories;
circular, rectangular, and squarEhe circular arraysstand out of the three as théy not
have edge elementh the absence aédge constraints, the beam pattern of autarc
array can be electronically rotatédoreover the circular arrays also have the capability
to compensate the effect of mutual coupling by breaking down the array excitation into a

series of symmetrical spatial compon€]94,95].

Figure 4-7 Circular array geometry

The array factoof a circular antenna arrayhich isshown inFigure4-7 is given by 94]:

o e . Eqg. 4-30
5 "O-Fo 0 d

where%. is the angular position of element

102



0 is the nunber of antenna elements

®is the radius of the circle
andQis the wave numberQ —.

The array factofor circular antenna arrag a function of both spherical angles and can
therefore filterthe receivedsignals based on their azimuth and eten angles.The

effect of the array on the received signal as a function of the angleieél can be
demonstrated by examining the array factor. The magnitude pattern of the circular array
factor is shown irFigure 4-8, Figure 4-9 and Figure 4-10. This pattern is drawn for a

circular array of nine elementkat areequally spaced on a circular circumference with
radius of-. Circular arrays configuration does not halke edge effect. It is clear from

the AF magnitudeshown inFigure 4-8 that the circular array response is symmetrical
around the elevation direction, which enhances the capabilities of circular antenna arrays

in beam steering.
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AF for 9-elements Circular Array
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Figure 4-8 Array factor magnitude for circular array
AF for 9-elements Circular Array
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Figure 4-9 Array factor pattern for circular array
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Figure 4-10 XY -plane view of arrayfactor pattern for circular array

A major factor that is considered in array design is aliagiligsing occurs when signals
propagating irseparatedirectionsyield similar steering vectors. In that case, theraa y 6 s
response towards the two directions will be identical, so that the array chifer@ntiate
betweenthe two directionsEquivalently,in spectral analysjsvhenthe sampling rate is

too small in timefrequency distinctiowannot beachieved

Fora ULA, plane waves from distinct directions widbplicatesteering vectorsvill exist

if the spacing between elementslasgert han o / 2. Similarly,
rectangular arrays with elemerggangedn the xy plane, there distinct direchis with
duplicatesteering vectorwill exist if the element spacing either the x or yirections is

largert h a n2. @pon/the occurrence dliasing the main beam may be replicated

somewhere els@ the pattern. These replicated beamslarotedasgrating lobes.
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For arays not having a nomniform structure, the distance between elements can be
much | arger than & [/ 2 without iDobAswibduci ng
not produceduplicatesteering vectorsNeverthelessalthoughaliasing technically does

not occur, there may be steering vectors that are very siméacegrating lobesould

exist. Determining whether or not thiskes place for an arbitrary array is very
challenging In general, if a nowniform array isutilized, the array factor can kestedto
guaranteghat grating lobearenot created89]. Mathematical studies on the uniqueness

of steering vectors can be found 9€].

4.4 Array Geometry Optimization

An antenna array is commonly used famnununication systemsperatingin
environments with a largquantity of co-channel interference. In thsase an antenna
array isnecessaryor blocking interferencepatially separated from the desired signal
direction.Given thatinterferencesignal®DoAs are unknownit would not bepracticalto
optimize the array geometfgr specificinterference conditian
Statistical characterization of expected interferenagA<D and relative power may
enhance interference rejection. However, these characteristics cannot be ensured in
highly dynamic environments. GPS receivers can reject some interference arriving at
relatively low elevationd28]. Consequently, the @A of interference signals can be
limited to a defined range of elevatiordy optimizing array geometry with respect to
interference characteristics, it is possiblegducethe expected interference power tisat

not mitigatedby the array.
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Optimal array geometry was determined88)] by solving anoptimization poblem The
solution was based on the autocorrelation matrix of received signal, given by:

Y Owow O Eq. 4-31
In this equatiorthe expectation is over tim&he autocorrelation matriY  varies for
each interference conditiotencethe expected autocorrelation matri¥ provides a
general representation of interference conditidvisis defined as

Y oY Eq. 4-32

where the expectation operator is novewothe interference situations.dll the antenna
elements have similaphysical orientation,”Y can then beotherwise calculatedby
consideringthe antenna arraglements as isotrop@ntenna elementsnd adjusting the
power levels in the interference environment.

In GPS systems, thegority of jamming signalshave a larger power than the
signal ofinterest.Otherwise theywould be rejectedo an extenat the stage of signal
despreadingTherefore,t h e amaingoaldissto minimize the output power while
restricting one of the welgs in the array to be unityThis is analogous to sidelobe
cancellatio{86] andwas previouslywtilized in a 7element adaptive array developed, by
American weapons contractétaytheon fobattlinginterference in GPS systerf&y/].

The power minimization techniquesignificantly enhances the antenna array
capabilities toreduce the amount akceivedinterference powerThis is considered a
subopimal technique with respect to MSE since plosver minimization does not attempt

to place the maximum of the array factor towards the signal of intétestever, when

the interference power is much stronger than the power of the desired signal, this
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techhique can beemployedto produceweightsthat are close tthose producedy the
minimum mean square errdMMSE) techniqueg89].
The output power from the array at any time is
WW U WL Eq. 4-33
In fixed interferenceasesthe average output powetecomes
b 0 YO Eq. 4-34
0 is therefore ameasure of the average outppbwer for a given interference

environment

b 0 YO Eq. 4-35
One of the weights is restricted to be unity so that the power minimization algorithm does

not nullify all the weights Furthermore in order to minimizing the effecdbf mutual
coupling, the separation between elemastsequired tobe at least. Let Q be the

separation between elements i and j. The problem of finding an optimal array for
interference suppression can bettgn asan optimization problemThe minimization
variables are the complex weights and the valuef2of. It is desired to obtain

[ ED YO where the minimization is subjecti® 'Q p, whereQ pnimE 1,

such th&Eqg.4-36is achieved.
Q FQé D Q Eq. 4-36

Assuming the locations of the antenna elements are known (orikedt, fthe optimal
weight vector for this problem can be found by using Lagrange multipliers. The

minimum value of the objective function for a fixed geometry becomes
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c A p
i ED Y - Eq. 4-37
V) a9V 0

The optimization procedureninimizes the objective functioaver all array geometries
that meet the optimization problamEq. 4-36.

The resultsn [97,89] suggestdthat the interference suppression capabilitiegyezatest
when array elements aspaced as closely asssible Thereforea tradeoff is to be had
between interference suppression and largely spaced asagisforeither diversity or
mutual coupling minimization Based on array configuration analysis, the selected
optimum array configuration in this research is circular array-eteients and central

element. The selected array configuration is showsigare4-11.

Figure 4-11 Circular array with central element
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The radius of the circle is equal t@and the 7antennaelements are equally spacedan

circular circumfereoe with angular spacingf —. The array factor of the selected

configuration is given by94]:
Eq. 4-38

6 "O—M)o P Q
where%o is the angular position of element
0 is the number of antenna elements
®is the radius of the circle

"Qis the wave numberQ —

The array factor magnitude pattern for the selected optimum configurationws $mo

Figure4-12, Figure4-13 andFigure4-14.

AF for 8-elements Circular Array + Central element

T

10 e

IAF]

100

0

Elevation (Theta) -100 100 Azimuth (Phi)

Figure 4-12 Array factor magnitude for circular array with central element
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The AF magnitude for circular array with central element is similar to that of the circular
array previously shown irFigure 4-8, except that it is superior in the aspect of lower
side lobes levels. This provides the circidenay with a central element a more enhanced

capability of interference rejection.

AF for 8-elements Circular Array + Central element

Figure 4-13: Array factor pattern for circular array with central element
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AF far 8-elements Circular Array + Central element

Figure 4-14 XY -Plane viewof array factor pattern for circular array with central

element

4.5 High resolution FOS-based DoAEstimation Usinga 2D Circular Array with
Central Element

The high resolutioFOSbasedDoA estimation algorithm was modifieaif processing
signals received by a circular array with central element. The received signal model
defined byEq. 4-3 was modified using the array factor of 2D circular array with central
element given irEq. 4-36. Generally, the direction of arrivaistimatefor a 2D array is
defined by elevatior—andazimuth%. Accordingly, the receied signal model ifEq. 4-3

was modified to include the azimuth variable in the steering vector. The modified

received signal model is given by:

. Y _ . . Eq. 4-39
we w —MWo | € Q¢ d
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whered — [P isanl p antenna array steering vector tbek™ source
i is thek™ source sigrliareceived by the antenna array.
Similarly, the orthogonal basis model f&qg. 4-39 is modified to include the azimuth

direction. Therefore the orthogonal basis signal model is defined as:

Eq. 4-40

W 0 —h—E h—Peo 6 lE o Q & Q¢

where i (¢ for Qevenand Q p ¥¢ for Qodd
0° 0 for 'Q Q and* denotes complegonjugate transpose.

The model inEq. 4-40is createdby adding the candidate functionsriesponding t@mne
direction of arrival at a timeTo choose the succeeding estimfteén , the set of
parameter is accessed to provide the value that yields maximum MSE reduc8arce
a real signal with sine and cosine componentsas ,ufie MSE reduction contributed by
a single candidate parameter is in fact the sum of the MSE reductions induced by the two
corresponding steering vectors of that candifiat® and0 ). Hencethe succeeding
estimate[ M ,is gven by:

[ M h &i QAG © Eq. 4-41
Once [ I are selectedh set of two term¥ ¢ 0 andQ & 0 is added to the
model terms. This procedkl is repeated L times, once the L parameter estimates are
chosen;the values of the signal coefficienits € can be found recursively usinbe

same formulas shown I&q. 4-15.
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Candidate function selection for FOS algbm

The selected candidate functions for a circular array with central element were
defined using the new steering vector form. The general form of the candidate function is
given by:

O —o & G htt Eq. 442
where —® ¢ B are the elevation and azimuth of theo/D of the 1  signal
respectively

The candidate function®if the circular array with central element measured
from the line perpadicular to the antenna arraye given by:

O ah—h AT Q" QRAT B % Eq. 4-43
O  Gh-Pe OEJQG" QAT B %o
whered pB R p,Q mp8HRY p

O mh—%e pOEQ Tk T

%o is the angular position of elememt

0 is the number ofircularantenna elements

and®is the radius of the circle

In this researh, an initial candidate number @efined for360azimuth angles and

90 elevation angles. Hence the number of candidates is 360 X 90.

4.6 Experimental Setup

In order to verify the proposed method, examination in a controlled environment
such as a hardwardnaulator is necessary. In this research Novatel Digital GNSS

Antenna (DGA) with software receiver and SPIRENT GSS6700 simulator running
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SIMREPLAYPIlus software are utilized to verify the proposed method. The simulation of
antenna array requires DGA for eawinay element which imposes additional complexity

in data processing to synchronize received data among array elements and ensure that all
elements of the array are identical. In this thesis a new method that enables the
simulation of multidimensional ®S antenna array systems using limited hardware
resources is introduced.

One RFfrontend and a single RF output SPIRENT GSS6700 simulator running
SIMREPLAYPIlus software are utilized to verify the proposed method. Initially, the
desired experimental paraters such as number of antenna elements, array geometry,
GPS signal frequency (i.e. L1, L2 and L5), and consequently antenna element spacing,
are defined. Upon designating the zerthr ase el ement 6s (reference
terms of latitude, longide and height, the remaining elements of the array are mapped
according to the prdefined experimental configuration. Once the locations of all
antenna elements are set, a simulation scenario is created using the simulator software.
The simulator softwaresnables the reiteration of the simulation scenario without
changing any parameters except for the location of the antenna element in 3D space.
Figure4-15illustrates the simulation sequence for a giverelement array, whereaeh

iteration corresponds to one of the array elemehtset  pr8 D .

Simulation #1 Simulation #2 Simulation #n

Figure 4-15: Simulation sequence of aiM -element array of GPS antennas
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The RF GPS signal output from the hardware simulator isichjudigitized, down
converted and stored using DGA. Finally, ppeicessing software implemented in
Matlab is used for further testing. The developed technique substitutes for the presence of
a physical array and multiple frontends. Hence, he arragsisnaed to be calibrated and
hence mutual coupling is neglectels mentioned earlier, single RF output Spirent
GSS6700 GPS simulator running SImMREPLAYS softwarewas employed. The former
generates RF GPS L1 signals while the latter controls the simaftadqerovides scenario
editing and replaying capabilities. The simulator is connected to the Novatel FireHose
frontend which provides the raw | and Q baseband samples as shéwguia 4-16a.

The FireHose settings adopted foe texperiment are shown ifable 4-1 below. The
antenna configuration used inetliirst experiment was a 7 element ULwth constant
element spacing of 9.5 cm.

Table4-2 shows the locations of theelement, which were used in the simulation runs.

Table 4-1: Settingsadopted for data collection using-ireHose frontend

Simulation Parameter Parameter Value

Sampling Frequency (MHz) 2.5

Sampling Complex (land Q)

Quantization Bits 8
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Table 4-2: Location of the array elements used in the experiment

Latitude Longitude Altitude (m)
Degrees Minutes Degrees Minutes
38 41.1306350753688 | -96 30.2343023307719 | 100
38 41.1306387187878 | -96 30.2342370968847 | 100
38 41.1306423622068 | -96 30.2341718630009 | 100
38 41.1306460056250 | -96 30.2341066291172 | 100
38 41.1306496490418 | -96 30.2340413952265 | 100
38 41.1306532924587 | -96 30.2339761613428 | 100
38 41.1306569358752 | -96 30.2339109274590 | 100

The raw samples obtained from the frontend are-pastessed and tested using software

developed by the NavINST research group. The experiment was conduchddram

18" 2014 at 10:00 am Ten GPS satellites were available la¢ time of the experiment.

Figure4-16b showsthe skyplot of the available satellites. Only 5 satellites were used for

the DoA estimation methods verificatiofhe5s at el |

i teso

space

vehi

are: 2,4,5,9 and 30. €y were chosen specifically due to their positions and elevations in

order to preventny two satellites from havingimilar elevations since this is a one
dimensional array and azimuth is not measufé@. concentric circles and the diameters

represent th elevation and azimuth angles in degrees respectively.
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Figure 4-16. Experimental setup and Skyplot of the experiment.

(a) Experimental setup of the Spirent 6700 and the Firehose
(b) Skyplot of available satellites and the ones used, provided letiedoped software receiver.

The acquisition results shown inFigure 4-17, produced by theNavINST software
receiverusingthe dataobtainedfrom the FireHoseerified the correctness of the data by
acquiring 5 satellites as planned in the Spirent simulatenasio.Furthermore, DA

estimates using classicabP estimation method were computed as showhahble4-3.
118



Comparing the estimatedoBs of selectedatellitesignals with their simulated elevation
and azimuth, four satellitesere successfully detected which confirms the accuracy of

the proposed simulation technique.

Acquisition results
B e . e e
I ot acquired signals
BN Acquired signals

4.5

3.5

2.5

Acquisition Metric

0.5H , , | , -+

0 5 10 15 20 25 30
PRN number (no bar - SV is not in the acquisition list)

Figure 4-17: Acquisition results confirming the utilized satellites after the rest of the
available satelliteshave been switched off using SimReplay Plus
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Table 4-3: Experimental results for DoA estimation of 5 satellites.

PRN 4 9 2 5 30

Elevation type Low | Low/ Moderate/| High | Moderate

Moderate| High

Elevation angt 24° | 153° 59.67° 106° | 132.12°
Classical 38.8 | 155.8 64.9° N/A | 125.6
Error 14.8°| 2.8° 5.23° N/A | 6.52

4.7 Simulation and Results

The method explained in the previous section was used to generate the GPS L1
signals that were used in this chapter; timutated signal6 sy nc hr ordatez at i on
conducted.This ensurs perfect time stamp alignment of recorded sectionsGBfS
signals.Although mutual coupling was not considered, éx@erimental setup arrged
the array elements as wide as possible to ensatethb effect of mutual coupling is
negligiblesince theeffectwasnot considered in this research and the simulated data had
to conform to this assumption.

Two antennaarray geometrieswere examined in this researchamely one

dimensional and twadimensional arraysThe former involveda ULA configuration

composed of 7 equally spaced elemesgparatedy — . The latter encompassevo

array configuratios which are the @lement UCAand its expansion, th@ptimum array

geometry whichwasconstructedising 8 elements. Seven elements were arrangéteon
circumference of a circle with radius ef—~ and one element at the center of the circle.

The elements were arranged on the cirad&cumference witlanequal angular space of
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—. The performance of the proposed method is evaluated in terms of the number of

jammers detectednd the resolution of the method. Therefore, several scenarios have
been devised; they differ depending on the geometry of the array, the number of jammers,
their power and their spatial locations.

Three sets of scenarios are studied; namely for tlee theometries 1) ULA, 2)
UCA and 3) the optimum arragUCA with central element). Scenarios tzhthe
detection capabilities of the proposed method and compare it to MUSIC and Classical
DoA estimation methods. The scenarios test a single jarmantemultipe closely spaced
jammers with equal Jamming to signal ratid=or all array configurations the test
jamming signal levels werg5 and 45 dB The process of introducing jamming signals is
achieved by adding sinusoidal signals to the output of DGA. Thelai®dujammer
frequencies ranged between 100 to 400 Hz. This is to ensure that the introduced jamming
signals fall within the bandwidth of the DGA output L1 signals which are baseband

signals with ZxHz bandwidth.

4.7 .1Resultsfor ULA

The following section deonstrates the results obtained from the different
scenarios that were implemented in order to evaluate the performance of the developed
high resolution DoA estimation method for the ULA geometry. The proposed method

was tested with single and multiple jammgy signals arriving at different JSRs.

4.7.1.1SingleJammer

The results obtained fasingle jammer simulated atfrequency ofLl00 Hz and

arriving at an elevatiomngle of 50° are shownin Figure 4-18 and Figure 4-19. The
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figures illustrate the normalized output for Classi€dA, MUSIC and FOSDoA

methods.

1; r r r r r r r r
Classical
0.9

. l —@® Proposed Method [
0.8

| \ ----- MUSIC
N n
\
|

o |

|
0.3 / ] l
M
SRS L
OAZ__ -

Normalized Spatial Spectrum

0 20 40 60 80 100 120 140 160 180
Angle in degrees

kbt

Figure 4-18 DoA estimation of onejammer at JSR=15 dB

It can bedemonstratedrom the figuresthat Classical DoA, MUSIC and FOS detected
the single jammer with high accuracy at 3SR 15 and 45 dB. When detection of a
single GPS jamming signal is required, the performance of all three methods is

satisfactory aghe jammer of interest is usually arriving at relatively high power.
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Figure 4-19: DoA estimation d onejammer at JSR=45 dB

The main contribution othe proposed method when estimating B®A of a single
jammer is the high accuraay the detection of jammings i g nampligide. This is
mainly rdated to the nature of operation of FO® which the method is builtt bperates
by constructinga signal model determined by candidate functions corresponding to the

detected signals.

4.7.1.2Multiple JammingSignals

The performance analysis of FOS versus MUXNd classical @A was
examined in terms of resolution, tolerance to JSR and tolerance to jamming signals

coherence. For this purpose, three Jamming signals were simulated with frequencies of
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100 Hz, 200 and 300 Hz and arriving at elevationsuoftp 1) & R 11 respectively.

The tolerance to jamming signals coherency was examined by repeating this scenario
with three jamming signals at frequencies of 100,105 and 110 Hz.

The results obtained for pammes arriving at elevatios of (v Ty M £ QR ) are

shown in Figure 4-20 and Figure 4-21 a 't di fferent JSROs. The
normalized output for ClassicBIoA estimation MUSIC and FOShasedDoA estimation

methods The JSRs of the jamming signals used-igure 4-20 and Figure 4-21 are 15

and 45 dB respectively.
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Figure 4-20 DoA estimation of 3 jammers at JSR=15 dB and frequencies of 100H200Hz
and 300Hz
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Figure 4-21 DoA estimation of 3jammersarriving at JSR=45 dB and frequencies of 100Hz,
200Hz and 300Hz

The resultsshown in theabove figuresdemonstratehat the proposed method
FOSbased methoautperformed both of MUSIC and ClassidabA due to its high
tolerance to variation of JSR and jamming signals coherency. MUSIC showed good
performance in detdog three jammers at JSR of 45 dB with zero error in estimated
DoAs, but its performance degraded at JSR of 15 dB as it detected two jammers only. On
the other hand FOS had stable performance in terms of the number of jammers detected
at JSR of 15 dB and54dB as it detected 3 jammseaccurately with zero error in
estimatedDoAs. FOS had a slight degradation at JSR of 15 dB where its power allocation
for detected jammer was not equally divided among the three jammers that were initially

simulated with equagdower.

125



4.7.2Results for UCA

The proposed method (FOS) performance was examined using a UCA

configuration described earlier with 7 elements equally spacédeocircumference of a

circle with aradius of —.

4.7.2.1SingleJammer

A single jammer was simulated as a 100 Hz sinusoidal signal arriving at elevation
of T mand an azimuth af . Figure 4-22, Figure 4-23 and Figure 4-24, demonstrate
that he performance of FOS, MUSIC and ClassiRaA in 2D single jamner detection
is almost identical and shows clear detectiorthefjamming signal with zero error in
both elevation and azimuth. The advantageFOS and MUSIC is that #r spatial

spectrum has much higher resolution compareatabofClassicalDoA.

Classical Number of Jammers=1 JSR =45

i
S —F

N

[ 53 &3

o

]
RN
S

o
N

Normalized Spatial Spectrum
o o
= o

o

400

40

Azimuth (Degrees) 0 o

Elevation (Degrees)

Figure 4-22 DoA estimation of onejammer using Classical DoA at JSR=45 dE
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Figure 4-23. DoA estimdion of a single jammer usingMUSIC at JSR = 45 dB
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Figure 4-24 DoA estimation of onejammer using FOS at JSR = 45 dB
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4.7.2.2Multiple JammingSignals

In this scenario, three equal power jammers were simulated at frequencies of 100,
200 and 300 Hz with elevations and azimuths separations of 10°. 34 dd the three
jammers were simulated at (30°, 30°), (40°, 40°) &, 50°). This experiment is
corducted at JSRs of 15 and 45dB. Results obtained from MUSIC and Classfal D
estimation methods are shown kigure 4-25 to Figure 4-28. In this scenario the
performance of FOS is compared to MUSIC only as their performance versus Classical
DoA method was already examined for ULA and showed superior performance in all

cases ver Classical DA.
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Figure 4-25: DoA estimaion of 3 closely spaced jammers using MUSIC at JSR =15 d
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Figure 4-26: DoA estimation of 3 closely spacg jammers usingFOS at JSR = 15 dB

Table 4-4: Simulation results of 3 closely spaced jammers at JSR=15dB

Jammer 1 2 3
Elevation 30° 40° 50°
Azimuth 30° 40° 50°
MUSIC (33°,33°) N/A (48°, 48°)
Error (3°, 3°) N/A (2°, 29
FOS (29°,29°) | (40°,40°) | (50°,50°)
Error (1°, 19 (0°, 09 (0°, 09
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Figure 4-27: DoA Estimation of 3 closely spaced jammers using MUSI@t JSR = 45 dB
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Figure 4-28: DoA estimation of 3 closely spaced jammers using FOS at JSR =45 dB
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Table 4-5: Simulation results of 3 closely spaced jammers at JSR=45dB

Jammer 1 2 2
Elevation 30° 40° 50°
Azimuth 30° 40° 50°

MUSIC | (30°,30°) | (39°,39°) | (49°, 49°)

Error (0°,0° (a°, 19 (a°, 19
FOS (29°,29°) | (40°,40°) | (50°,50°)
Error (1°, 19 (0°, 09 (0°, 09

Results shown irFigure 4-26 and Figure 4-28 showed steady performance for
FOS in terms of resolution and number of detected jammers for both cases of JSR 15 dB
and 45 dB. The degradation in FOS was observed in its allocation of power to jamming
signals as it ws not accurately allocated for jammers arriving at JSR of 15 dB. The
increase in the level of noise affected FOS performance and caused most of the power to
be allocated to the jammer arriving at 40°. MUK formed similarlyto FOS at JSR of
45 dB as sbwn in Figure4-27 with a slight decrease in accuracy as showiiable4-5
with maximum error of 1° in both elevation and azimuth of the jamming signals.
Additionally, MUSIC had a much lower accuracy in power allocation ther three
jamming signals. The degradation in MUSIC performance was more evident at lower
JSR where MUSIC was able to detect only two jamming sources as shown in

Figure4-25. The accuracy of the detected®delevaion and azimuth of jamming signals
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at 15 dB JSR are close for both FOS and MUSIC as showrabie 4-4 with slight
increase of 1° in the error of jamming signals detected by MUSIC.

Examining the performance of F@ versus MUSIC in resolvingery closely spaced jammers:

In this scenario, the performance of 2D FOS is compared to that of MUSIC by
introducing 2 closdy signals at 100 Hz and 200 HZ separated by 5° in both azimuth and
elevation, thus further challenginthe detection methods. The two jammers under
investigation were simulated wittDoA elevation and azimuth of T T T
and T vt v respectively. Results are shown Figure 4-29 to Figure 4-32 and

numerical results are listed Trable4-6 andTable4-7.
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Figure 4-29: DoA estimation of 2 closely spaced jammers usinglUSIC at JSR = 15 dB
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Figure 4-30: DoA estimation of 2 closely spaced jammers usingOS at JSR = 15 dB

Table 4-6: Simulation results of 2 closely spaced jammers at JSR=15dB

Jammer 1 2
Elevation 40° 45°
Azimuth 40° 45°
MUSIC | (43°,43°)| N/A
Error (3%, 39 N/A
FOS | (40°,40°)| (45°,45°)
Error (0°,0°) | (0°,0°
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Figure 4-31: DoA estimation of 2 closely spaced jammers usinglUSIC at JSR = 45 dB
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Figure 4-32 DoA estimation of 2 closely spaced jammers using FOS at JSR =45 dE
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Table 4-7: Simulation results of 2 closely spaced jammers at JSR=45dB

Jammer 1 2
Elevation 40° 45°
Azimuth 40° 45°

MUSIC | (40°45° | (40°, 45°)

Error (0°, 0°) (0°, 0°)
FOS (40°,40°) | (45°,45°)
Error (0°, 0°) (0°, 0°)

The above results e FOSbased methodnd MUSIC performance in detecting
two very-closely spaced jammers atseparation of 5° showed similar performance in
accuracy of jammer detection with an advantage of FOS having zero error detection in
both @ses of JSR 15 dB and 45 dB and almost steady performance in resolving the two
jammers. On the other hamMdUSIC was affected by the increase in noise level as it
failed to resolve the two jammeasJSR15 dB and had an error 8fdegrees in detecting

theDoAs of jamming signals at JSR 15dB.

4.7.3Results of OptimumArray

The procedures followed in uniform circular array experiments were used to
examine the performance of FOS versus MUSIC in jamming detection using optimum

array configuration. The configuratiai optimum array is similar to UCA configuration
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with 7 elements equally spaced on circumference of a circle with radius-aind a

additional element at theenterof the circle.

4.7.3.1Single Jammer

The results obtained for a single jammer arriving at an elevation afand an
azimuth oft mare shown irFigure4-33to Figure4-36. The figures show the normalized
output for, MUSIC and FO0A methods. Both methods had similar detection

performance of single jammer.
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Figure 4-33: DoA estimation of onejammer using MUSIC at JSR=15 dB(optimum array)
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Figure 4-34: DoA estimation of onejammer using FOS at JSR=15 dB(optimum array)
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Figure 4-35 DoA estimation of onejammer using MUSIC at JSR=45 dB (optimum array)
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Figure 4-36. DoA estimation of onejammer using FOS JSR=45 dB (optimum array)

4.7.3.2Multiple JammingSignals

The results obtained for 3 jammers dniyat an elevation dio Tt 11 & ®1T)
and azimuth angles ofo(rft Tt & @ T respectively areshown in Figure 4-37 to
Figure 4-40. The figures below show the normalizediput for MUSIC and 2D FOS
DoA methods. The performance of MUSIC in jamming detection using optimum array
configuration did not show significant improvement compared to UCA performance.
Conversely, FOS performance showed more significant improvement campare
MUSIC when thecentral elementvas addedat thecenterof UCA as described ithe
optimum array configuration. The performance of FOS at JSR of 15 dB and B&sdB
becomealmost steady in terms of resolution of jamming sources and power allocation for

each sourcas demonstrated ihable4-8 and Table4-9.
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Figure 4-37: DoA estimation of 3 jammers using MUSIC at JSR=15dB (optimum array)
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Figure 4-38. DoA estimation of 3 jammersusing FOS at JISR=15 dB (optimum array)
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Table 4-8: Simulation results of 3 closely spaced jammers using optimum array at

JSR=15dB
Jammer 1 2 3
Elevation 30° 40° 50°
Azimuth 30° 40° 50°
MUSIC (32°,32) N/A (48°, 48°)
Error (2°, 29 N/A (2°, 29
FOS (29°,29°) (40°,40°) (50°,50°)
Error (1°, 19 (0°, 09 (0°, 09
NormalizedAmplitude 0.704 1 0.7044
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Figure 4-39: DoA estimation of 3 jammers using MUSIC at JSR=45dB (optimum array)

140



FOS  Number of Jammers=3 JSR g =45

[ 1
I x40 u
0.9 X: 29 | Y:40 x50 e
""""" Y: 29 | z:1 Y: 50 0.9
z:0.9642 || Z:0.9642
0.8 |
*"'""" D . ] 0.8
0.7
£ e | [ A ] F 0.7
=
5 0.6
3
n - 0.6
S 05
@ | - S—
Qo
w - 05
B 0.4
N I BN [ N A — _—
kS
£ F -0.4
S 0.3
=2 R B I [ O R R ]
0.2 0.3
0.1 . 0.2
0. 0.1
0 o
20
o] 10 20 30 40 50 60 70 80 90

Elevation (Degrees
Azimuth (Degrees) (Beg )

Figure 4-40: DoA estimation of 3 jammers using FOSat JSR=45 dB (optimum array)

Table 4-9: Simulation results of 3 closely spaced jammers using optimum array at

JSR=45dB
Jammer 1 2 3
Elevation 30° 40° 50°
Azimuth 30° 40° 50°
MUSIC (30°, 30°) (39°, 39°) (49°, 49°)
Error (0°,0°) (2°, 1° (2°,1°)
NormalizedAmplitude 0.2267 0.3543 1
FOS (29°,29°) (40°,40°) (50°,50°)
Error (1°, 19 (0°, 09 (0°, 09
NormalizedAmplitude 0.9642 1 0.9642
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Examining the performance of FOS versus MUSIC in resolvirgry closely spaced jammers:

A similar procedured the one used on the UCA 4n7.2was applied to examine
the resolutioncapabilitiesof the proposed methodersusMUSIC using the optimum
array configurationResults are shown iRigure 4-41 to Figure 4-44 and inTable4-10
and Table4-11 for JSRs of 15 and 45 dB respectivéBymilar to sectiord.7.2MUSIC
was not able to detect both the jammer33R of 15 dB and was only able to do so when

the JSR was higher at 45 dB
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Figure 4-41: DoA estimation of 2 closely spaced jammerasing MUSIC at JSR=15 dB

(optimum array)
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Figure 4-42 DoA estimation of 2 closely spaced jammerasing FOS at JSR=15 dBoptimum
array)

Table 4-10: Simulation results of 2 closely spaced jammengsing optimum array at

JSR=15B
Jammer 1 2
Elevation 40° 45°
Azimuth 40° 45°
MUSIC (437,439 N/A
Error (3°, 3°) N/A
FOS (40°,409 (45°,459
Error (0°, 09 (0°, 09
NormalizedAmplitude 1 0.9225
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Figure 4-43. DoA estimation of 2 closely spaced jammersising MUSIC at JSR=45 dB
(optimum array)

Figure 4-44: DoA estimation of 2 closely spaced jammerasing FOS at JSR=45 dB

(optimum array)
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