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➢ There are two primary types of threats in this respect:

cyber tampering and cyber influencing.

➢ Cyber tampering operations: involve compromising the

actual integrity of information. Ex. electronic internal

documents from the Democratic Party in the United

States were hacked and manipulated, so as to take

authentic information and render it inaccurate and untrue.

➢ Cyber influencing operations: have been defined as

those “which entail the deployment of resources to alter

the behaviour of a targeted audience”.

➢ Doxing: occurs when “confidential or identifiable

information about an individual or organisation is stolen

and published publicly”. Five main types of doxing have

been identified: public interest hacks, strategic hacks

tainted leaks, disinformation via “fake news” and trolling.

➢ Operations involve two primary types of actions:

tampering with voting machines and/or databases of voter

registration by accessing important public or government

classified information in an attempt to undermine

democracy

➢ The Five Eyes countries have produced a number of detailed

government reports and initiatives which attempt to redress and

protect against the instances and consequences of cyber electoral

interference.

➢ Many advanced Western democracies have now

recognized the crucial significance of cyber security in

preserving the integrity of democratic processes and

institutions. Threats are multiplying due to continuously

advancing technology

➢ The poster synthesizes literature on the threat

environment and potential solutions.

➢ government policies generated by the so-called “Five

Eyes” countries (The United States, United Kingdom,

Canada, Australia, and New Zealand) are uniquely

synthesized in their threat environments and proposed

responses.

➢ This paper examines the challenge of cyber security and

the threats it poses to democratic processes and

institutions by focusing on the “Five Eyes” countries:

➢ These countries were chosen because:

1. Historically close ties,

2. Similar legal systems,

3. Joint agreement to share signals

intelligence.

➢ Government policies and documents such as the National

Security Strategies and Cyber Security Strategies were

examined in detail, along with supporting government

documents, such as executive orders and transcripts of

relevant speeches.
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Government Responses

➢ Canada should continue to set a strong precedent for strong and

innovative cyber security measures in other countries and continue

to make investments in these areas.

➢ This should also include providing policy advice to other

governments in how the threats are identified, and secondly, what

solutions are effective against cyber threats.

➢ Canada can learn from the United States in their use of detailed and

targeted economic sanctions placed on the foreign state actor as a

possible punishment for interference in the election.

➢ Cyber security threats can be broken down into two categories: cyber

tampering and cyber influencing operations, including social media

disinformation campaigns.

➢ These threats have originated from the Russian Federation (GRU), and

who have interfered directly in the US 2016 Presidential Election, in

the United Kingdom’s Brexit referendum, and in various events in

Canada.

➢ Government documents have played a critical role in identifying the

threats and providing solutions to mitigate them.

➢ Cyber security, in relation to the election cycle, is a new and emerging

concern.

➢ Canada must continue to innovate, identify, and solve the proliferation

of threats, both long term and short term through through updated

legislation, directed task forces, special public awareness campaigns,

and well researched and current national cyber security strategies.
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